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BB T4k B i M 3 485
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FFWLCHL & h fff Fi Cisco Secure ACSHt 1T & 1416l
NTc& AP A FEWLAN

NAPFEXACL
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. BRlAironet 1231 R 3R E# A 2 (LAP)

- IBITHRAR3.689 B RlAironet 802.11 a/b/g BRI T4k B 18 M & - i & B 25

. Cisco Aironet Desktop Utility X7 3.6

. Cisco Secure ACS BRS5E5hR A 4.1

. EATIOS®IRAS12.4(11) THICisco 280077 £ 5t 2 L 5 BR Fa 58

. IZ1TARZ<12.0(5)WC3bHICisco Catalyst 2900XL R 5|33 #2#1
AXEFNEEHRETHRESREREDINEREEN. AXETPEANFMERZRVEXAR
BB BRE, WREFEANREIMG , FRREBCLTHRMEGSHEERN,
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BRNHEAENESER , 5% Cisco RRETRAE,

BERER

BRAFHREZEFIIRACLHREMNSONEN -85, BRTLLANBRARZZFSOMNE , BT
MEESEEASSID , Bt AFRERFRIFE M EE X RAT R R,

BN HACLINAEIR M T IRIERADIUSE NN L R Mz Hlss LB EMACLA A T AF K ThEE
o XiBiTAirespace-ACL-Nameft N & 45 E & 1 (VSA)EH;

HEMETRENATEFIRHNACLE . BACLEMFETRADIUS Access Acceptd B , RE7EXT
BT A RIEENACL-Name M AEIE Fimih,. XHENATBACLEE 2 EREOL, ©
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| Type | Length | Vendor-Id

B e e e i S T T S e e ek e et S R RS S

Vendor-Id (cont.) | Vendor type | Vendor length |

B e e e i S T T S e e ek e et S R RS S

| ACL Name. ..

Bt e et e e

e Type - 26 for Vendor-Specific

e Length - >7

¢ Vendor-Id - 14179

e Vendor type - 6

e Vendor length - >0

e Value - A string that includes the name of the ACL to use for the client.
The string is case sensitive.
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AMLAPRE , BEBRUATTRURE ZREMN RS :
1. BB X% FiEMiEElEs,
2. BtiECisco Secure ACSHRS B8

3. WiFfLiE,
AR AT TLRAENEE, AXERRALEEEHE,

BC [E o2k /5 13 P 428 15 2R

ERLLANZFIR L BFEERITUTRE

- AZL AP BZ2VLAN,

- BEEWLCUAFAEBNZLACSHELAF#HITH BRI,
- AFZL P2 FEYWLAN,
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FHEEHISE LEENEO,

2. B New RIEFHZIZEDO,

3. £ Interfaces”>“New’& O F #¥“Interface Name”fI“VLAN ID’F# AFRNER ., RE%EH
Apply, TEAFIF | ZhZ5# O A 9 Office-VLAN , VLAN IDZ Bt 920,
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Intprfaces WLAN Id [20
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Metvwork Time
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4. ¥£ Interfaces > Edit O & , MAZIFEON IP #hit, FREEMMINFX, FeoE 2
WLC EHEANYEIRDO , B A DHCP JRE M IP ik, RSEE Apply.
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Fobillty Management
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Master Combroller WLaN fdentifier |.|‘.IJ
Rl
] r
Nebwork Time P Agdress |J. 61 2F
Protocaol Kebmask |.|‘.'55 255.0.0
b Qus Gateway [7zasass

¥ CDP
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LaTTET e 1 I

DHCP Infarmation
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Fecundery DHCP Servar |
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ALCL Name |r\-nr||: rl

F C"ll.“-ﬁ'\l'.ﬂ‘m Prte i PRFBMEIRTE SBiidd e IFLANG 12 ba
Sarmparardy digabied pnd Dhuy mEp el an ki of sonnestanly for
ST CRETHF,
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Port on WLC: 1

DHCP server: 172.16.1.75
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EHRADIUSHRS 2R ELEWLC , R TSR :
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2. £ RADIUS B BIERES 8 > 2T 1 E YL RADIUS BRFERS R, XLESHEIE RADIUS AR
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WLAN 1D [t =
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coal | [hapy
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Security fAccess Control Lists = Edit < Back | Add Hew Bule |
L general
sreral
= BAfILS fctaid Lint Haims WUl
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ppigefiv shpind “ 255.256.256.255  255.255.0.%

¥ Locad EAP
¥ Priority Order

* Rccess Condrol Lists
Aeeeid Cenbrel Leitd
CFU Aceess Central
Ligtd

* IPSec Corts

¢ Wireless Pratection
Palicies

F Web Ruth
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MONITOR  SWLANS CONTROLLER WIRELESS SECURITY Mara G EMES HELP
Security Access Control Lists > Edit < back | Add How Rulo |
= RRA ceneral
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nEma eecigresd to the Al A clisrt.
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Findiag & Sgeif Ui i the ACS Tabeinal Databsis

Ta fired b wioir abouisdy bd than ACH b Sital ada typa B Srit Grw liftied
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User Setup

User: Userd {MNew Usear)

= | M Accouni Disabled
% |Mu
| Supplementary User Inl'lu

[user 1 :|

FI.HI MName

Dascrplr

| Usor Batup ;|
Pasgward huthentication:
|ACE Intesrisl Dstabase =]
CiscoSecurs PAP (Also used for CHARMS-
_CraRyarEP, F the Separate Neld & nol TRECHed.])
i Password  [swsas

e
Password L
T Separate (CHAP/ME-CHARARAR)
Password |

Condirm I

Password

When a taken server iz used for avthenticaison,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especialy useful when taken caching is enabled.

%II@%@I%%
Al Eg I

Bz
2
i

>

—_

B¢
F

Grovg to which the user |5 assignad:

-

|_ BUbBmiL.| | Carcel | |

, BREER4EE T AP K Cisco Airespace RADIUSE 1. % #Aire-ACL-
,ﬁACSab’-J?ﬁACL%WEEXIJJE’J%{ﬁBﬁlIEHF]f' #IEEEIWLC, XfFUsert

RNz
Name
WLC L 8IZACL User1, RHACLZ #i#i A JyUserl,

R R OE R R R R R R R R SR AR oE W

-
_. l-_

dctrant Oivabled

Dedsbing o Uperrmese
Sanilenientan Uaes Dafe
Psvsyrend fathunn be s hinn

G e whigh the werri s el
Calluank

Elhank 10 A ddress fasiyrorant
Sudvpiia el et

[AELRC ]
s (s A5d
dicrseant Dinuble
Dl ol sl iTL A
Aufvanced TACACS» Sokbnge
TACALE + Eiable [antred

i
TACALT * Catdsund Paiswreel

Al * - 1 a
Eamrand Authemaatien for babtwarh Dewice Mansgument Spplicate s
TALACS + Unkagemn Serbies

ILAY MADTUE btk bey
PANILH Woenebi e B Al bes

Aok Divalbled Thaks

flecr chg Aot Dupabied chack bas o dpsble chip 5goawn oliss
aha chack ben 32 snabls the sccount.

IE:ask ng Vel

Daishing 4 Veern e

Thi Deelurg batoas apdesrs ondy whgn o oo 8S0R] 38 QepPting wFar
socawnt net whiin g o wddinegg 5 ney wrar sccoust Ta delate
Eursard wide siavdt o tha datibiin, £l h Dalate. Whah dikad B
L aivRis e Bai, (hik D

Ik gsk o Top]

Fappleriantuary Uaee Infa

Typa tha apphicabbo irfeematien in ey dusplaorartal uiar icfenmaben
bosad that sppear, T add wr g bpsge ald, glick beteslace g
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User Setup

I Failed attempts exceed:

-

Failad aftampts since |58 succassha

bagin; 0
% I Reset cument faled attempts count
I an subsrt
Cloce Alrerpace RADTIS Arerivases il
I [ 79003) Aice-Cpe-Lavsl

Bronze "'l

™ [4i79003] Ade-DECF

I [ 790008 Adee-B02 1P Tag

T 141 790005) AdeeIrberfucs-Hame

—_—

[14LTRO08] Are- Al Hine
(:'--F: ]Ll:-nrl. | .-r:)

g —

§ e | ,

| Sibt | Cancel |

3. EE MBI S ERAIZEUser2 , I AR,
o Tl R P B =i e i e

R R R R R R R R R R AR AR SRR oEE

;EEF

LACALY.: Ewthamd Fadvreed

Srrennk Divabled Thakus

Belect chg Acgoant Dopabied chach bos oo dopable chup sgcawnm gl
tha chach bon e snoble the scoount.

dkack 5g Tee

Dripbing 4 Vierrner

This Dot bamtan apgirbin endy wlian e ee @0E] I8 QERPTng BEad
scoawnt not whean gou ore wddineg o sew sear sccoust To delete
Eursard adde sédandt farm tha datibiin. €k Dalate. Whad sdkad i
v 7 e S aR, GlEL DK

Ik gk be Toel

Sappleriantuy His Tate

Typa tha applicabb infeematien in by dusploraetal usar icfemaben
Basad that spepear, To add e chasge Gald, clich baierlaoe o
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Cigen Srgrims

User Setup

LR N

£

-

Wwer Savup anubler yowoe condgus individaal uges admem e, sdd upare.
ard dulais u tha datubnrs. User Fafup sad [nbemal Uver Dty

Rifaig ROE S kb k Wa i with g ligpar dursbidal

Vo murt hasss thi dacubaras v s misrang ontha setamal parsar. Fa
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User Setup

User: Userd {(Mew User)

[N account Disabled

Hupplementary User Info

— —_—— . —_
al b [userz R
Descriptian |
| Usnr Satup bl

Passward authentication:
| ACE Intesrisl Dstabase =)

CisgoBecure PAP (hlso ysed for CHAR/ME-
AR aFER T the Separate hild g nol chEcesd.)

:‘“-_ Paszword  [swsas

-

F‘ass-wm'.; 1_
I Separate (CHADRIS-CHARSARAR)
Fassword |
Confirm I
Password

Whan a taken server iz used for avthenticatson,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especially useful when taken caching is enabled.

Group to which the user |5 assigned: &

Submit tlntuli

RSl L Rl

R RO R R R R R R R AR AR R R oEE

[=ETHSWLIES YT
saplenientany Uaer Jale
Basrvrmd futhnn e shinn

Gnne te whigh She werri ss el
Calfuank

BRI WeadarSmeifie Aihibubes

Mok Divabled Thakas

Belucr chy Aggount Dupabied chach by to dopable chip 55w ¢laaws
aha chack ben 32 anabls the scceunt.

{Buash o Tael

Dalphing 8 Veerner

Thi Dealivg baroas appesrs onky ahgn yow ord 8S0R] B8 enpTing wFar
scoawvt not whein pou are wddineg o aew srar sccoust To delets

Bursard adde deandt o tha datibiin, €1k Dalate. Whas adkad i
T e SiTieR, Gk DI,

1B sk & Tacl

Fapgleriantay Uige Dnte

Typw tha apphzabin irfeemantien in ey dusplarametal uiar icfenaben
B that sepsar, Ta add wr gbasgy fialéi clich beterfane | Iw_
'l

Cigoh Sntrius

,I:'"__E[!dlm;lhl-ld-uﬁ-

User Setup

I Date exceeds:

I Failed attempts excesd:

IE

Failad aftompts since |38 succassha
bagin; 0

I Reset cument faled attempts count
an fuberet

Clere Abrespace RADIUS Areribates

T (790032 Ade-Cpali-Laveal
I p4iTran3] Ade-DECF
I 1479008 Adee B2 1P Tag

T [141T99005) AdeeIrberfucs-Hume

—

T userd I

T

E Dok 1o Malp !

Submit | Carcel 1

R R R R R R R R R R R R AR SRR oE W

At Ditibled
fsemien bane Uaee Dnde
Papiommd fAuthnn be s hian
Gmwn e wrhigh the weeriby sabaeed
Callak

Clhank 10 O ddress Assiqryset
Ailvaned Sn T

ian s

[ TR TIPS

Aot Disnble
Mirgealasd abls A1LL
Sydvanced TATACS » Spktings
TALALE+ Enable (antisl

3

TAGCAGE: Bythsmd Fudivread

Aok Divabled Thakus

Ewlect cha Aot Dupabdgd check bun o dpable chir 5goanm clius
aha chack ben 32 anabls the sccoust.

feg T

Drip g 8 Werrn er

Thie Deabirvg baroas apasis endy whon o e 8E0R] 46 Gnpting wEar
socaut ned whein g o wddinegg & ney woar scccust Ta delets
turrard aide siavdt o tha datihidin, £l h Dalate. Whah sikad B
&R T et SR, GliEk DN

Ik ack &s Teel

Fappleriantary Uaes Dnta

Typa tha apphicabb infeematien in ey dusplaoraetal uiar icfenaben
bosad that sppearn, T add s g basge fald, glich batmslace

3
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THISE W EAP S RRIESZE. £ EAP BEIRET |, ik BHEMNK EAP Fix. &AHIER LEAP

EfﬁB_LlIEo SERE , # Submit.
= el A "r[-.} 'E:'_-'.'hc

Eistd smln System Configuration
PEAP

" allow EAP-MECHAPYZ

[T allgw EAP=GTC U+ his page to rpacy rrionge far verisun swthari: soen preascaln,

Brem [T aliow Pasture Validation

T allow EAP=TLS
Select ang ar more of the Fallawing aplians:
[ Cartificate SAN companson

m
F Certificate ©N compariscn
|E|I‘|C-‘lrlrﬂ ;

R E R R E W
=

F Cartificams Bimary companson

—wn =1 | EAP-TLS session timanut (minutes): |1

e | EAR Ceafigueraben
—~ Cisco chant irvieal massage: | FAP i & Aawbli pagpind-aadping e pratetol dr srbamiiig
m:i | ‘hm”.'“ | 1 surhenaicaticn Evisrmanien (RFC Z304) CAR (o ligernd on map of
L FPEAP session fimsout (mm:c:}: 120 | arothar profecal pech s UGP. 802,00 ar RAL DS ard suppesia
Prilnin | wraltiple "authartd ia” tppad,
== [ Enablie Fast Recanmest: ¥
| IBack g2 Top]
[ -
AP=FAST Confiouration |
R toard
| PEAP i the eutar livar protecel Bor Bha pecurs buaral
@l iriiss EAP-TLE |
| Nabur MAY ir » cwricficste-Bured sutlanbicrion pestecnl, AR
T allow EAR-TLS dntlustrcplen Liv actur 28l Aftr pow hir comiproled B regaspd 2y
Select one ar miose af the Fallawing aplang: | Kb i e ACE Cnsmiticain Sning page.

e Cartiicats SAN Compansan 1 & Alorvs EAP-HITHAPYE — Uis B2 avible EAP-HICHARWT within MY PEAR
[ i 1 auchanaicasion. Enable thic gretncal for sy regorkary chat vapparce ME:
¥ certificate CH comparisan | CHAPWZ, such ki Micrnisk &0, srd e ATS Dyisondd Datibads.

¥ Certificate Binary comparison

., l_ | * Alivs ERP-GTE = Ugs 16 ghable EAP-QTE wakis Ciags PEAP gbaatil fie.
EAR=TLS session tmaout {minutes): |1 A | Enakle thin protocel oo svppeet ary databsnn that supporis BAB. jacludiag
| LIsAR, OTF Sarears, snd the ACE Tognmal Darebars.

e e e

LEAR T | & Allovs Portors Validaten =Uss ta anuble tha FEAP [EAPTLY] protecsel for
=4 F Allgw LEAR |;Fur Eiranak m':-'} . __.-"'l == perrard aadid seean af Blaswark Admigeesns ©onoral (MAZ] clisnce.
| Subimit | Bubmit + Rectart Cancel I & Allevs EAP-TLY - Wia e o ibla Sha EAP-TLE prédesel bd an ddditenal indar
miwthed far PEAR. Tha PEAPEAP-TLE faturs b B iha =

Hir
ERAER D ATEIAE BRER ERIZTT.
ZHRELEFIREREAPSLEAPS BRIEXE , LUIRIER B R B EM TR,

X AXHBRRFFEEEXHCEBNLEAPERRIE, XN LEAP ERRIIEE
802.11 a/lb/g TL&EF I EESNIFAEE , BSHEH EAP S KITF,

BELELEFHENEEXMSE , NERBAFEM LEAP SHRIIMNAFB/ZB, XEYUser1 =i
MLAP# 1T B WIFE X £ MER.



http://cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wiraless Metwork Password

RE AP Ml WLC /B A P EREE&R LI RADIUS BRS5E5 ( Cisco &% ACS ) LURIEEHE,
RADIUSERS BB ESHFBEFEH#HITHER , A ESHRIERNENIAFRENACLEFIRE
FWLC, EXFERT , ACL User1&REFWLC,

—
]

" Cisco Aironet Desktop Utility - Current Profile: Office-TSWEB
Action | Options  Help

i

A.u'thEﬁt

To LANTR IS5 FF LLACLA F FUser1, thping#i HE 7R , User1 REETA B ARS588172.16.1.100 , B
TRV RE A HE MR R



D:\Documents and Settings\Administrator>ping 172.16.1.100
Pinging 172.16.1.100 with 32 bytes of data:

Reply from 172.16.1.100: bytes=32 time=3ms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255
Reply from 172.16.1.100: bytes=32 time=1lms TTL=255

Ping statistics for 172.16.1.100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 3ms, Average = 1lms

D:\Documents and Settings\Administrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

B , HUser2=iR 5 RWLANEY , RADIUSHRSS 25 1E & 43 3 iE A 2 /5 FACL User2iR @ EWLC,

Enter Wiraless Metwork Password




LEAP Authentication Status : E !EH

Card Name: Cizco Aironet 802,11 aa‘b.-’ g Wieless Adapter
F'rI:IfI|E-' Hame: EFffln:e TSWED

......

Steps
1. Starting LEAP Authentication
2 Ehacking Link Status

4 Detﬁctlng 1P Frame _T_I.Jpe

5. Finding Domain Contraller

...............................

To4 LANTR 255 LLACL R i FUser2, thping#i & RUser2 R 8814 7] iR $588172.16.1.50 , {EREE
ﬁlﬁl{fﬂﬁf&lﬁ%o

D:\Documents and Settings\Administrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:

Reply from 172.16.
Reply from 172.16.
Reply from 172.16.
Reply from 172.16.

.50: bytes=32 time=3ms TTL=255
.50: bytes=32 time=18ms TTL=255
.50: bytes=32 time=1lms TTL=255
.50: bytes=32 time=1lms TTL=255

R

Ping statistics for 172.16.1.50:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 18ms, Average = 5ms
D:\Documents and Settings\Administrator>ping 172.16.1.100
Pinging 172.16.1.100 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 172.16.1.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

P B BR

R RENEETATHEERTHREDRR.
HETTLLANER SRR £ | B3E A BUE A X £ debugan & HEBRAAA S R 0 1E 1 fE

. debug aaa all enable — Bt EFTEAAAE EHY AR




. debug dot1x packet enable — /5 F FT & dot 1 x4 & 2 &Y 17
- debug client <MAC Address> — 3 L& & F ik iR
LA Rdebug aaa all enabledn 8 R4l

AR HTZERE  AHPHEETEBRESE =T,

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

2007:
2007:
2007:
2007:
2007:
2007:

AuthenticationRequest: 0xblabl04

Callback................ 0x85ed228
protocolType.......v.... 0x00140001
proxyState.............. 00:40:96:AF:3E:93-03:01

Packet contains 16 AVPs (not shown)
00:40:96:af:3e:93

Successful transmission of Authentication Packet
(id 1) to 10.77.244.196:1812, proxy state 00:40:96:af:3e:93-00:00

Thu Aug 16 14:42:54 2007:

N -
Thu Aug 16 14:42:54
...... userl..00-
Thu Aug 16 14:42:54
40-96-AF-3E-93..
Thu Aug 16 14:42:54
00-0B-85-5B-FB-D
Thu Aug 16 14:42:54
0:0ffice-TSWEB. .
Thu Aug 16 14:42:54
....... M....wlc.
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
..... #....U.|ONu
Thu Aug 16 14:42:54
serl..SvVC=0.1;P.
Thu Aug 16 14:42:54
L3 BhhL L /N len>-
Thu Aug 16 14:42:54
PR Y I I 1.
Thu Aug 16 14:42:54
P O SVC=
Thu Aug 16 14:42:54
0.1;P.1...H.....
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:
2007:

00000000: 01 01 00 40 2d 34 f5 99 b4 19

00000010: 8f a9 00 dd 01 07 75 73 65 72

00000020: 34 30 2d 39 36 2d 41 46 2d 33

00000030: 30 30 2d 30 42 2d 38 35 2d 35

00000040: 30 3a 4f 66 66 69 63 65 2d 54

00000050: 00 00 00 01 04 06 0Oa 4d f4 4z

00000060: Oc 00 00 37 63 01 06 00 00 00

00000070: 02 Oc 06 00 00 05 14 3d 06 00

00000080: 00 00 04 41 06 00 00 00 06 51

00000090: 01 00 25 11 01 00 18 1d 87 9d

000000a0: 2e 82 eb 17 c6 23 b7 96 dc c3

000000b0O: 73 65 72 31 18 Oa 53 56 43 3d

000000c0: 1la d5 3b 35 5e 93 11 c0 «c6 2f

00000000: Ob 01 00 36 8c 31 6a b4 27 eb

00000010: 60 1c c2 16 4f 06 03 01 00 04

00000020: 30 2e 31 3b 50 12 6¢c fb 90 ec

00000030: 3b 64 93 10 fe 09 ;A

27

31

45

42

53

20

01

00

04

0b

55

30

S5e

d4

18

48

28

1f

2d

2d

57

05

06

00

32

£9

£ff

2e

£5

Oe

O0a

9b

eb

13

39

46

45

77

06

13

30

dd

e

31

65

1b

53

fb

5f

30

33

42

42

6c

00

40

4f

eb5

51

3b

e9

8e

56

a7

****Enter processIncomingMessages: response code=11

****Enter processRadiusResponse: response code=11

00:40:96:af:3e:93

Access-Challenge received from RADIUS server
10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId = 3

Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

2007:
2007:
2007:
2007:
2007:
00:40:96:AF:3E:93-03:01
Thu Aug 16 14:42:54 2007:

AuthorizationResponse: 0x9c27800

structureSize............ 104
resultCode............... 255
protocolUsed............ 0x00000001
proxyState............ ...

Packet contains 3 AVPs (not shown)

Thu Aug 16 14:42:54 2007: AuthenticationRequest: Oxblabl04

Thu Aug 16 14:42:54 2007:

Callback................ 0x85ed228

35

30

le

2d

05

63

00

06

27

39

de

50

3e

5d

43

ce

9c

2d

20

44

06

la

00

00

02

0d

75

12

2d

19

3d

ca



Thu Aug 16 14:42:54 2007: protocolType. ....ouu.... 0x00140001

Thu Aug 16 14:42:54 2007: proxyState. ... ... . i i e e
00:40:96:AF:3E:93-03:02

Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93

Successful transmission of Authentication Packet (id 2) to 10.77.244.196:1812,

proxy state 00:40:96:af:3e:93-00:00

Thu Aug 16 14:42:54 2007: 00000000: 01 02 00 cO 38 b6 b2 20
.8....[..d..a
Thu Aug 16 14:42:54 2007: 00000010: cf £5 93 4b 01 07 75 73
...K..Userl..00-
Thu Aug 16 14:42:54 2007: 00000020: 34 30 2d 39 36 2d 41 46
40-96-AF-3E-93..
Thu Aug 16 14:42:54 2007: 00000030: 30 30 2d 30 42 2d 38 35
00-0B-85-5B-FB-D
Thu Aug 16 14:42:54 2007: 00000040: 30 3a 4f 66 66 69 63 65
0:0ffice..
Thu Aug 16 14:42:54 2007: 00000050: 00 00 OO0 01 04 06 Oa 4d
....... M. .wlc.
Thu Aug 16 14:42:54 2007: 00000060: Oc 00 00 37 63 01 06 00
TCe e
Thu Aug 16 14:42:54 2007: 00000070: 02 Oc 06 00 00 05 14 3d
....... =.....@..
Thu Aug 16 14:42:54 2007: 00000080: 00 00 Od 41 06 00 00 0O
LLWAL L 0.200..
Thu Aug 16 14:42:54 2007: 00000090: 01 00 15 11 01 00 08 Of
.......... e.(a.u
Thu Aug 16 14:42:54 2007: 000000a0: 73 65 72 31 18 0Oa 53 56
serl..SVC=0.1;P.
Thu Aug 16 14:42:54 2007: 000000b0: 05 ba 6b af fe a4 b0 dl
keolool, 9..<.
Thu Aug 16 14:42:54 2007: 00000000: 02 02 00 ce c9 3d 5d c8
..... =].1...X...
Thu Aug 16 14:42:54 2007: 00000010: 33 6d 93 21 08 06 ff ff
3m. ... o'...%
Thu Aug 16 14:42:54 2007: 00000020: 11 01 00 18 e5 e5 31 1le
...... 1.3.Ni...%
Thu Aug 16 14:42:54 2007: 00000030: 42 a9 20 ac 84 33 9f 87
B. R user
Thu Aug 16 14:42:54 2007: 00000040: 31 la 3b 00 00 00 09 01
1o..... 5leap:se
Thu Aug 16 14:42:54 2007: 00000050: 73 73 69 6f 6e 2d 6b 65
ssion-key=)..,..
Thu Aug 16 14:42:54 2007: 00000060: db 1lc 29 7e 40 8a b8 93
.)~@...i*U..F..
Thu Aug 16 14:42:54 2007: 00000070: 2c 3b 65 49 3e 44 cf 7e
,;eI>D.~.)GT....
Thu Aug 16 14:42:54 2007: 00000080: 00 09 01 19 61 75 74 68
....auth-algo-ty
Thu Aug 16 14:42:54 2007: 00000090: 70 65 3d 65 61 70 2d 6c
pe=eap-leap....7
Thu Aug 16 14:42:54 2007: 000000a0: 63 06 07 55 73 65 72 31
c..Userl..CACS:0
Thu Aug 16 14:42:54 2007: 000000b0: 2f 39 2f 61 34 64 66 34
/9/a4df4d2/1P. .g
Thu Aug 16 14:42:54 2007: 000000cO: 09 99 7d 74 89 ad af e5
Yool q. ..
Thu Aug 16 14:42:54 2007: ****Enter processIncomingMessages:
Thu Aug 16 14:42:54 2007: ****Enter processRadiusResponse:
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93

Access-Accept received from RADIUS server

10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId = 3
Thu Aug 16 14:42:54 2007: AuthorizationResponse: 0x9c27800
Thu Aug 16 14:42:54 2007: structureSize............ 236
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Thu Aug 16 14:42:54 2007: resultCode............... 0

Thu Aug 16 14:42:54 2007: protocolUsed............. 0x0
0000001
Thu Aug 16 14:42:54 2007: proxyState............... 00:

40:96:AF:3E:93-03:02
Thu Aug 16 14:42:54 2007: Packet contains 6 AVPs:

Thu Aug 16 14:42:54 2007: AVP[01l] Framed-IP-Address.......... Oxffffffff (-1)
(4 bytes)
Thu Aug 16 14:42:54 2007: AVP[02] EAP-MESSaAJge. . e veeeeennnnnn DATA (37 bytes)
Thu Aug 16 14:42:54 2007: AVP[03] Cisco / LEAP-Session-Key...DATA (16 bytes)
Thu Aug 16 14:42:54 2007: AVP[04] Airespace / ACL-Name....... Userl (5 bytes)
Thu Aug 16 14:42:54 2007: AVP[05] ClasSsS. .. .uutiienenennnnn. CACS:0/9/a4df4d2/1
(18 bytes)
Thu Aug 16 14:42:54 2007: AVP[06] Message-Authenticator...... DATA (16 bytes)

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Applying new AAA override
for station 00:40:96:af:3e:93
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Override values
for station 00:40:96:af:3e:93
source: 4, valid bits: 0x400
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '',
aclName:Userl
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93
Inserting new RADIUS override into chain for station 00:40:96:af:3e:93

& W] LALE & £ Fshow wlan summaryas © KR 5 BFLEWLANE FARADIUSER S 88 B A RiE. RfE
, ¥ 7] LLE Fshow client summaryds & , LEEFERADIUS WLAN LR Zh % BREEMACH3iE ( & F
i ) o ELUFLE Cisco 2% ACS B passed attempts = failed attempts B &< Bk,

Cisco BB FERATLE P in Ml G ACL BELBAREBEE. MRACLEEEREZIT , BRE
ACLMTT EHIACL , AR BEMACLEXR R B ENAFIEFISHENED,

&t A HIX L show i P RIFENEE :

- show acl summary — R 7 R R#E#RFI38 L AEAY ACL , 6 show acl summary &%
AP

(Cisco Controller) >show acl summary

ACL Name Applied
Userl Yes
User?2 Yes

. show acl detailed<ACL_Name> — EREXEEEACLIIFMERE., RHAIWT : X : BHTZE
BIFR&  wmHANELETEBEE 1T,

Cisco Controller) >show acl detailed Userl

Source Destination
Source Port Dest Port
I Dir IP Address/Netmask IP Address/Netmask

Prot Range Range DSCP Action



1 In 172.16.0.0/255.255.0.0 172.16.1.100/255.255.255.255

Any 0-65535 0-65535 Any Permit
2 Out 172.16.1.100/255.255.255.255 172.16.0.0/255.255.0.0
Any 0-65535 0-65535 Any Permit

(Cisco Controller) >show acl detailed User2

Source Destination
Source Port Dest Port
I Dir IP Address/Netmask IP Address/Netmask
Prot Range Range DSCP Action
1 In 172.16.0.0/255.255.0.0 172.16.1.50/255.255.255.255
Any 0-65535 0-65535 Any Permit
2 Out 172.16.1.50/255.255.255.255 172.16.0.0/255.255.0.0
Any 0-65535 0-65535 Any Permit

. show client detail <MAC Address of the client> — & REX* L& E RN iEFAER,

A HFBR R R
B A TR R AT IRFEHERR -

- EERFIE ERUIRADIUSIRSG 8340 TEZNRAS , MARLA TR ASZEARS.

. 41 E | RBERADIUSHRS 28 2 B MWLAN(SSID)KY T AL 8 ik,

- K& RADIUS RFB|[EBMNELE P IRZEWH RIS HRIEER,

- & ACS R%85 E#Y Passed Authentications 1 Failed Attempts R &5 LA SE K ILIRIE, 1E
ACSHRS 28 LRV IR T/ FESN T AR BIX LR KR,

HXER

- BT BEMREIERNACL - BN, FBREIMREH
. o4 LAN B HIEE P ACL B R RH

. o4& LAN ##|88 (WLC) By MAC B B8 Hl B R fi
. Cisco B BB M HIESEI B R 5.2 iR

- BARFZFHH A - Cisco Systems
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