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AN B LAP SEME WLC AR ELE LWAPP L& NENERNIREFFENEES R,
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R T LAP EME WLC HEE LWAPP T&MENERIRIE , FRAUATIXLEL R

1. 3% — > DHCP BRS585 , BAE AP AILURERM Fitb sk, XX : MRAPRLTAERFMF , N
£ AL T43,

2. BiiE WLC WEARE,

3. 3 WLC FiE 34l
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. ERAA[T , BRE CLL, BINAFBisadmin , BRIABE 7 admin.

4. MEME | EHHA reset system , EFIEHREHEFE S,

5. EASME—NMETET , HAREEN. RABMRZULEE 32 NI HB ASCI FHF

6. MABERAFRENOTS, AFBEMNOSKRZTUNEE 24 NAHTHIE ASCI 5,

7. WA RS IR O OIPE EMYEDHCP, MREFEEARS K OLENRS KO D EES
IPitbsiE , iEH# A

8. MRELSE7 FHAT none , AMNFRZHEOEEHMAES IP it |, NEFENFNMRER
FTmARSHOED IP it MFMEB, MRFEEARSHED , WX T IP bt FFM#E
B &% A 0.0.0.0

9. AT IXLEEINME : BEEED IP it ME BB BRIAHES IP ik ATER VLAN $RiRAFA]
DAERAEMEY VLAN FRIREF , SfEA 0 RTELAFIC. X . HEHFLNEEREORENS
HiEENRHEVEO LN Ribvian"f —Z 20 , BHEESEFEXNMATIRS, Hit , 490
VLAN ZEBENTE (EEHSRL)

10. ANGZED (2 KRS ) MEBHKOS, XTF WLC , siERFIKUAAMFEOTRZE 1 £ 4

O,
M. WANEFE, BBEEOMRSKOZED (OREA - ) B4E IP it A9 ERIA DHCP RS
22 IP ik,

12. # ALWAPPt#i1E X |, BILAYER2Z{LAYER3, & : 1R @3 [ SEEWLC 440237 i%
APEHERE2RE , NIESTLARAPEERSNIFAEE

13. AERIMK IP itk Sbibnt ATLAREAEN, KRIEEH IP #ak (20 10.1.1.1) , H#EE 3
BEZEMANBIMEESRFERH. & BEEFANELUMXIPu 2FE it

14. % A Cisco WLAN AR5 RBohE/RF A&,

15. A WLAN 1 B IRS EFRIRAF (SSID) , BINKZE . HIFRAFERE AP AT5 WLC #ix
BXB9ERIA SSID,

16. AFRBLEEFFIHEARDS IP i, EATEFRIEHECH IP ik , M A yes, Eik
EFimM DHCP BRSSE51E KR IP sk , NE A no,

17. NRFEHE WLC LEE RADIUS RS 28 , MH A yes , RAEHW AU TIXLFE  RADIUS
fRSERHY IP it BER AR ERANRETEERBERADIUSIRS S , REFLEUREER
%88, BR AN,

18. AR Z X MM ER/MXARB, MAorderAEEZ X IFER/H XK T XK,

19. B A MZ A IEEE 802.11b, IEEE 802.11a #1 IEEE 802.11g B X #,

20. ERASEZEAXLBERREEE (RRM) ( B3I RF) .

WLC 4402 — BB M@ S

Wl come to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Cisco_43: eb: 22]: c4402

Enter Administrative User Nane (24 characters nax): admin
Enter Administrative Password (24 characters nmax): ****x
Service Interface | P Address Configuration [none] [ DHCP]: none
Enabl e Li nk Aggregation (LAG [yes][NJ: No

Managenent Interface | P Address: 192.168.60.2

Managenent |nterface Netmask: 255.255.255.0

Managenent Interface Default Router: 192.168.60.1
Managenent Interface VLAN lIdentifier (0 = untagged): 60
Managenent Interface Port Num[1 to 2]: 1

Managenent |nterface DHCP Server |P Address: 192.168.60.25
AP Transport Mode [l ayer?2][ LAYER3]: LAYER3

AP Manager Interface | P Address: 192.168.60.3

AP- Manager is on Managenent subnet, uses sane val ues



AP Manager Interface DHCP Server (192.168.50.3): 192.168.60.25
Virtual CGateway |P Address: 10.1.1.1

Mobi lity/ RF Group Nanme: RFgroupname

Net wor k Nanme (SSID): ssSID

Al low Static | P Addresses [ YES|[nho]: yes

Configure a RADIUS Server now? [YES][no]: no

Enter Country Code (enter 'help' for a list of countries) [US]: us
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

AWLC EREEEORM ——MAWLCHAH—HpingBrEN. it , IRFTEM WLC 2
S\ ping B AP EHE=RED , MLTRHEMIT A,

3 BB EAPE B EO T REMFAPSWLCKE,

A WLC BR324l

ARBIER Catalyst 3750 Rl , SXEA—NwO, RRFIX AP EESMEBZOMIRIE , H
FixEOMERE VLAN 60 £, Hsﬂﬁem OfcE R IEEE 802.1Q H4k | %Eﬁuqﬂé&tﬂﬁﬁ
FRIEY VLAN ( FEARHIH R VLAN2 E4 7160 ) , FEEM AP EEEF VLAN (VLAN 60) f# 7 Frid

,BRGEBENFHRAAM VLAN, Fit | HR4G17E WLC EEEXEEON , 2AXEEOD
EE_/|\ VLAN *’%iﬂﬁo

LT R 802.1Q ##lim O B E /Y =B

interface G gabitEthernet1/0/1
description Trunk Port to C sco W.C
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 2-4,60
switchport mode trunk

no shut down

EEWLCTRKIHAON , THARTCIUERERIBEY T IRiEO., MRFWLCT Ik LA REE
B XA FastEthernetim O , N iZim O FE/ER,

FER , EERAIEL 802.1Q 4 ENRTFAEX VLAN WA A EEARBHRmA. FrEHEAm
VLAN #R3Z ZE BT, ltt"ﬁ'iE’JEE%?FéF,lé , BIREPBHZEREK. EETHEXE VLAN B
, WLC {RALIEARR AT XEERRALT HAE.

A AP B iR 3234l

X2 Catalyst 3750 A1 VLAN OB B/ — R :

interface VLANS
description AP VLAN
ip address 10.5.5.1 255.255.255.0

& AR Cisco WLCIE AR IEHEZR802.1QF 4 , {BECiscoREAPAR T fVLANFRIZ , H H ReEiEZZ4E
Xﬁ*ﬂﬂ’]gllﬁ'ﬁﬂo

X2 Catalyst 3750 A 3 #e4liw M BB #Y — =Bl



interface G gabitEthernet1/0/22

description Access Port Connection to G sco Lightweight AP
swi tchport access vlan 5

swi tchport node access

no shut down

EmigEUEERTE AP #HITEE, LAP EATEN WLC RILGE , F&FE—1 WLC A,
A LAP TR R4 HI2R,

LAR R Cisco Support Community SR 653% , HANE T HEACLIMGUIN T4 BE MIZHIZRH
MREE : ERACLIMGUINTLBE MBS AREE.,

KriF

ERAER D ATEIAE BRER ERIZTT.

™ LAP EMEIR RIS 2 /5 , AILAERBIZR A P SR E ST Wireless THEIXL LAP :

All APs |

Search by AP MAL Search |
Dperational
AP Mame AP MAL AP U Time Adrvin Status SEatus AP Mode Certilicate Type AP Sub Mode
Op:ib:gd:ed:afi:db 04,00k 01 /31 5 Enable REG Local HIC W

F P SR B2 1) 25 I &6

f£CLIE |, #& 7] LA{E Fshow apsummary@s SR 28 B BWLCEMLAP:

(Cisco Controller) >show ap summary

Number of APs. ... ... .. . . 1

G obal AP User Name........... ... ... ...y Not Confi gured

G obal AP Dotlx User Name........................ Not Confi gured

AP Name Slots AP Model Et her net MAC Locati on Port Country
Priority

AP001b. d4e3. a81b 2 Al R- LAP1232AG A- K9 00: 1b: d4: e3: a8: 1b default |ocation 2 I'N
1

FEWLC CLI L | #&3& 77 LLfiE Fshow client summary@ S & & EMEIWLCH EF %

(Cisco Controller) >show client summary

Number of ClientsS...ccceeeeecccccccscccccscsnncns 1
MAC Address AP Nane St at us WLAN Auth Protocol Port
00:40:96:al:45:42 ap: 64: a3: a0 Associ at ed 4 Yes 802. 11a 1

(Cisco Controller) >


https://community.cisco.com/
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533

LT ISUE RN A T A EAGUIMCLIRIT T LANIZ SIZR V4D 1B & : EACLIMGUIX T4k
LANIZHIZR TR B E .

B HERR

£ S804 W] BR BREC B VB FE

wE
{38 PR X 5 T R T PR

XX FEAdebugis G2 Hl , BZHEXDebugin THEERFE R,

ltdebug Iwapp events enableWLCHn 4 i & RE EAPE EFMEIWLC:

(Cisco Controller) >debug lwapp events enable

Tue Apr 11 13:38:47 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:64:a3:a0 to ff:ff:ff:ff:ff:ff on port '1

Tue Apr 11 13:38:47 2006: Successful transm ssion of LWAPP Di scovery- Response
to AP 00: Ob: 85: 64:a3:a0 on Port 1

Tue Apr 11 13:38:58 2006: Received LWAPP JOIN REQUEST from AP
00:0b:85:64:a3:a0 to 00:0b: 85:33: a8: a0 on port '1'

Tue Apr 11 13:38:58 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 64: a3: a0
is 1500, renote debug node is O

Tue Apr 11 13:38:58 2006: Successfully added NPU Entry for AP
00:0b:85:64:a3:a0 (index 48) Switch IP: 192.168.60.2, Switch Port: 12223,
intIfNum 1, vlanId 60 AP IP: 10.5.5.10, AP Port: 19002, next hop MAC:
00:0b:85:64:a3:a0

Tue Apr 11 13:38:58 2006: Successfully transm ssion of LWAPP Join-Reply to AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:38:58 2006: Register LWAPP event for AP
00:0b:85:64:a3:a0 slot 0

Tue Apr 11 13:38:58 2006: Register LWAPP event for AP 00:0b: 85:64:a3:a0 slot 1

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE REQUEST from AP
00: Ob: 85: 64: a3: a0 to 00: Ob: 85: 33: a8: a0

Tue Apr 11 13:39:00 2006: Updating IP info for AP 00: Ob: 85: 64: a3:a0 --
static 0, 10.5.5.10/255.255.255.0, gtw 192.168.60.1

Tue Apr 11 13:39:00 2006: Updating IP 10.5.5.10 ===> 10.5.5.10 for AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: spanVerifyRegDonai n RegDomain set for slot O code O
regstring -A regDfronCh -A

Tue Apr 11 13:39:00 2006: spanVerifyRegDonai n RegDomain set for slot 1 code O
regstring -A regDfronCh -A

Tue Apr 11 13:39:00 2006: spanEncodeDomai nSecr et Payl oad: Send donai n secr et
Mobi lity Group<6f, 39, 74, cd, 7e, a4, 81, 86, ca, 32, 8c, 06, d3, ff, ec, 6d, 95, 10, 99, dd>
to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Runni ng spankEncodeCr eat eVapPayl oad for SSID ' SSID

Tue Apr 11 13:39:00 2006: AP 00: Ob: 85: 64: a3: a0 associ ated. Last AP failure was
due to Configurati on changes, reason: operator changed 11g node

Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE_STATE EVENT from AP
00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP 00: Ob: 85: 64: a3: a0 slot 0!


https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE COMVAND RES from AP
00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE STATE_EVENT from AP
00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP
00:0b:85:64:a3:a0 slot 1!

DT ERT T EAWLCdebugcommand:

. debug pem state enable — Bt 7 5] 5 #& B 2 8% 1§ i £ TN

- debug pem events enable

- debug dhcp message enable — & "5 DHCP BRS5E88#H E XA DHCP BB AR

. debug dhcp packet enable — £ "5 DHCP ARS8 EERM DHCP HETFAF S A HR

Tue Apr 11 14:30:49 2006: Applied policy for nobile 00:40: 96: al: 45: 42

Tue Apr 11 14:30:49 2006: STA [00:40:96: al: 45:42, 192.168.1.41] Repl aci ng Fast
Path rule type = Airespace AP dient on AP 00:0B: 85:64: A3: A0, slot O
| nHandl e = 0x00000000, CQut Handl e = 0x00000000 ACL Id = 255, Junbo Franes

= NO interface =1 802.1P =0, DSCP =0, T

Tue Apr 11 14:30:49 2006: Successfully plunmbed nobile rule for nobile
00: 40: 96: al: 45: 42 (ACL |1 D 255)

Tue Apr 11 14:30:49 2006: Plunbed nmobile LWAPP rul e on AP 00: Ob: 85: 64: a3: a0
for nobile 00:40:96: al: 45: 42

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 0.0.0.0,
len = 320

Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: dient 00:40: 96: al: 45: 42
DHCP Op: BOOTREQUEST(1), IP len: 320, swtchport: 1, encap: 0xec03

Tue Apr 11 14:30:53 2006: dhcpProxy(): dhcp request, client:
00: 40: 96: al: 45: 42: dhcp op: 1, port: 1, encap Oxec03, old mscb
port nunber: 1

Tue Apr 11 14:30:53 2006: dhcp option len, including the magic cookie = 84

Tue Apr 11 14:30:53 2006: dhcp option: recei ved DHCP REQUEST nsg

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 61, len 7

Tue Apr 11 14:30:53 2006: dhcp option: requested ip = 192.168.1.41

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 12, len 15

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 81, len 19

Tue Apr 11 14:30:53 2006: dhcp option: vendor class id = MSFT 5.0 (len 8)

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 55, len 11

Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 84, actual 84

Tue Apr 11 14:30:53 2006: nsch->dhcpServer: 192.168.60.2, nscb->dhcpNet mask:
255. 255. 255. 0, nsch- >dhcpGat eway: 192. 168. 60.1, mnscb->dhcpRel ay:
192. 168. 60. 2 VLAN: 60

Tue Apr 11 14:30:53 2006: Local Address: 192.168.60.2, DHCP Server:
192.168.60.2, Gateway Addr: 192.168.60.2, VLAN: 60, port: 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP REQUEST mnsg

Tue Apr 11 14:30:53 2006: op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Tue Apr 11 14:30:53 2006: siaddr: 0.0.0.0, giaddr: 192.168.60.2

Tue Apr 11 14:30:53 2006: Forwardi ng DHCP packet locally (348 octets) from
192.168.60.2 to 192.168. 60. 2

Tue Apr 11 14:30:53 2006: Received 348 byte dhcp packet from 0x0201a8cO
192. 168. 60. 2: 68

Tue Apr 11 14:30:53 2006: DHCP packet: 192.168.60.2 -> 192.168. 60. 2 uses
scope "I nternal Scope"”

Tue Apr 11 14:30:53 2006: recei ved REQUEST

Tue Apr 11 14:30:53 2006: Checking node 192.168.1.41 Allocated 1144765719,



Expires 1144852119 (now. 1144765853)
Tue Apr 11 14:30:53 2006: addi ng option 0x35
Tue Apr 11 14:30:53 2006: addi ng option 0x36
Tue Apr 11 14:30:53 2006: addi ng option 0x33
Tue Apr 11 14:30:53 2006: adding option 0x03
Tue Apr 11 14:30:53 2006: addi ng option 0x01
Tue Apr 11 14:30:53 2006: dhcpd: Sending DHCP packet (giaddr:192.168.60.2)to
192.168. 60. 2: 67 from 192. 168. 60. 2: 1067
Tue Apr 11 14:30:53 2006: sendto (548 bytes) returned 548
Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 192.168.60.2
len = 548
Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREPLY(2), IP len: 548, sw tchport: 0, encap: 0xO
Tue Apr 11 14:30:53 2006: dhcp option len, including the magi c cookie = 312
Tue Apr 11 14:30:53 2006: dhcp option: received DHCP ACK msg
Tue Apr 11 14:30:53 2006: dhcp option: server id = 192.168.60.2
Tue Apr 11 14:30:53 2006: dhcp option: lease time (seconds) = 86400
Tue Apr 11 14:30:53 2006: dhcp option: gateway = 192.168.60.1
Tue Apr 11 14:30:53 2006: dhcp option: netmask = 255.255.255.0
Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 312, actual 64
Tue Apr 11 14:30:53 2006: DHCP Reply to AP client: 00:40:96:al: 45:42
frame len 412, switchport 1
Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP ACK mnsg
Tue Apr 11 14:30: 53 2006: Op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O
Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42
Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 192.168.1.41
Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Apr 11 14:30:53 2006: server id: 10.1.1.1 rcvd server id: 192.168.60.2

EATAME AR T X LAY debug B HEBREC B R R FE

- debug Iwapp errors enable — £ & LWAPP &R A8 i
. debug pm pki enable — &R AP 5 WLC 2 [Al4%3% B iE 4555 BB i

BHBTRF AP EE3R P it

LtRE R BRHRIEID CSCsg75863 % B, MRAFENMERAREFIZFFNAPEE SR IPHbILE FRHE
ANRE |, BIAMK RS LR it AT AL (ARP) B2 A EIRNMACH R, &£ XFER
B, AP TREBEIRIEHIEE , I AELZ TN BRUERIEHIES. AP £EXLTEKR , ﬁ'ﬁ?’“%ﬂ%ﬁu
RUEEH T , B2 JOIN FREAMKEEHEE LW ARP £BBIRMELE IJJJ““%IJ%EE’J AP &
O, BRI 4 /et ARP RIFTRIRZE , MRBRETIRE , W AP N AEHIZE,

LERIB A B IR T AR IR FI SRR R HER LN U TXE IP it B EF#S ARP %8

- B IP it — APNS —NFRAIFRIEFEAFRE (GUI) , FEEZEHIZRWE AP RIiEK,

. AP B2 IP Hisit — AP A B —NF MR IR,

- BASREOWN IP i — REHEMFRNRED ARG EN[ED,
MNELEFImIIEZE D& HE DHCP BiE S, B Telnets SSHIE#ZRIRHIZFHI M < tbut , HEH
arp <ip address> <hhhh.hhhh.hhhh>#5 <7 IIARP% B . E?’“ﬂ%ﬂ%ﬁﬂd%ﬁu\%m%&tﬁﬁﬁpmgup S
it D EA TR bl |, MERIFEE RS EHNARPEF. EXIIMACH U , EERANUTGS
: show arp | include <ip address>.

XA B0 A FELR LANSE FI 88 49 12 B 488 A U3 1T il R B BR
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