T R AireOS WLCIN{a 4t EDHCPHX
H %

A"Hj/\

A8 DHCP BR%588
DHCP RIBRF R ik
DHCP {2
S

EEEW
PI&B DHCP fR% 88
P98 DHCP FAfH 8 X HoaR
PIE8 DHCP %38 - SiEGH
8 DHCP fE % 8% & T {0
BUSHER
EBWLCPIZBDHCPHE% 88 + #)DHCPIA

M)

RN ACisco AireOSTo &k 12 %25 LY R EIDHCP# £,

51\&8 DHCP R a%

EFEANSFDHCPIRSHRNERT , TLLANEZFIZR(WLC) XM HDHCP#RER !



« DHCP RIEH#ER
« DHCP #Fr#EZ#ER

DHCPHE&E X FEDHCPA B ZhEE , AEFEDHCPARSS BR Mok & /- i 2 (B SRIN E 4T AV R & M MR
DHCPES 2K, DHCPHHERNRMH T EE ISR ABEDHCPES PN TLEF in T £ EH L
o

DHCP REBFMFFEZER LI

WBE PG N DHCP #f#
DHCP DHCP REER .
18K giaddr  |Yes %
&k siaddr  |Yes %
EEM&E’FEW Ves *
N
iﬁ%ﬁﬁ%lﬂ Ves *
=
£ 82 XFF |[Yes 7
JTERIBE  |Yes %
BOOTP ¥ || & BRS585
REMPHEREBNB ST TEHE, #HEMSH DHCP HiiEE | X

L i , =
TRHERFC |l ae=ama RFC Hik. %
DHCP XE&ER

DHCP REHTEA THAMBIE., EHSENHAPUFMEDHCPES , LURMHABITIEH R
RELEHEE,

ISR E AP HHE R AEE P R FTEDHCPES HIRIPH, Eit , FA&LFFESKH DHCP R
%88 IP thik, LLEEHL 1P 7E424I55 E# DHCP S5 debug M E R, B2 , EARMIPH L
AL S BE LR AR % I,

N FXMAIEXN B I, DHCPREZEXNBRERGHEEITH

LR B INEFDHCPRRS BN Z MR AT , DHCPREBE QAREE —MERAEEF wBIELEHEH
RERSBFNIPHI, Rt , IREEESHELRE —DHCPIRSEFR/ZT , EFESHEEHREAN
o XBY , RIBRFN B Fimik ¥ Eth DHCP ARS5 28,

RINMER T2ER DHCP RE, ArA#TRENZHRBLNEAHENDHCPRERE.

N 5 AABFDHCPRIE  DHCP&TIS2 6 IE &1




REHFEIR

% Controller Mﬂ_ﬁ E'-';
1) DHCP Discover
P
2) DHCP Discovar
3) DHCP Offer
4) DHCP Offar -
5) DHCP Request
. &) DHCP Request
TV DHCE ACK
8) DHCP ACK
-] |
RERFESHIR

Handling of Packets for Local Clients

1) Client sends DHCP discover as all-subnets broadcast
2} Caontrolier unicasts DHCP discover to DHCP servers
configured on WLAN with WLAN IP address as source
3) DHCP server sends DHCP offer to controller (only
first offer received by controller is processed. All others
are dropped by proxy)

4) Controller unicasts DHCP offer to client with option 54
and source address set as controller's virtual IF (clients
now believes controller is DHCF server)

5) Client sends DHCP request to virtual IP address

6) Controller unicasts DHCP request from WLAN IP
address to DHCP server which returned the first offer to
the client

T) DHCP server send ACK to controller

8) Controller unicasts ACK from the virtual IP to the
Client

L2 HIER FOHCPREE XN , EFX L FDHCPHIE ST E MM EIDHCPRS 28 , B2 SERRIIEIH
DHCPE IR BN K EIDHCPRRS &8 . &P inDHCPHIE S+ FE M AT EDHCPIATIE & HI B2 H187
DHCP##EEH., ETRNEFEBERPIERT DHCP ERBEINX —T=E,

ERmARE

IREEEENEFRAERRNBESRFS. ©ERT DHCP X3 , DHCP &4, DHCP i#XR
# DHCP ACK. DHCP#ERRHER , HHH bootp M FMEEERFT , EHERTDHCPIEDL,



Fafiads _DHCP proxy_cliand, peap - Wirezhark
Bl G Wew o Captue Snafoe  Toaieiics ook Help

Do ERXSE A++»9T2 BE acamn ansk B
Fiter: [BoOER = Eapeesson.. Oea Apoks

| Fes. - Fipee: S D trapharins Pragoagl Irlu

1 0. 000D LA 255255 259, 755 DHOR oHCP Discover - Transaction I0 OxBO0Sed2a7?
00,00 258 299, 2R, 293 CHCP P DiECover - Tranfaction 10 OxB0ded2a?
CHOP:

1.1.1.1 30,001, 2.4 OHCF Offer = Transaction I0 OxBOSedZa7

OHC P e T

# Frame 4 (356 Enmes on wire, FI3§ Enmed Caprured)

# EThdrnat 11, Src: Duffalo_T3:02:00 (0016101702300, 05T DroRdcast (PPIPRPFIfFIFFIrr)
# Interner Protocold, Srod 0.0,0.0 00.0.0.00, DET: 295.2%5. 255,295 C295.293.255.255)

# User patagram Protocel, Sro Port: boorpo (68), DSt Porr: boorps (67)

MESSAGE TYER! BOOT Afquast (1)

Hirdware TYEE ! ETharnet

Hardware acddress lemgrh: &

Hops: O

Transaction §0: OwBOGed2a7

feconds elapsed: 2 {Mttle endian bug?)

Bootp flags: 0w0D00 (undcast)

£1ent P address: 0.0.0.0 €0 0.0.00

vour {client) IP address: 0.0.0.0 00.0.0.00

Wext s&rver TP address; 0.0.0.0 {0.0.0.00

Relay agent IF address: O.0.0.90 {0.0.0.90

Client Mas pddress: euffalo 7308000 (0016017302000
Server host name not given

Baot File nase fot given

Magic cookie: (o)

option: (T=i),T=l) DHCP MEFFage Type = DHOP EEQUELT
option: (Tedl,V=T) Cliant 1dentifies

optiom: (T=50,V=4) ApguidTed 1P addrass = §0.101.2.4
optigm: (r=fd, l=d4) Sprvar TdamTifier = £.1.1.3
optiom: (T=12,71=10) HOST MASE = "LEMOWO-TEL™

option: (re&l,1=14) Cliant Fully gualifisd comalin wase
dption: (refd, 1=8) vendor class fdencifier = "NEET 5.07
oprion: (r=55, 1=11) ParameTer Sequest List

Erd Option

=

NN

B2 Docketrac: Protocal (Ecotnl, 106 brrtes Pachste; 79 Dischavesd: § Marked: 0 Frofile: Defuk

RSEBRAE

IRFERRMNBSHNAEBRNBBEESES . XUTH—=Hl , EE/RT DHCP &I , DHCP
21, DHCP i&3RHM DHCP ACK, B2 , XEHIEEREH BRI NDHCPRIZEN HEEWER ., B
, DHCPERESRHER , 7 H vootp MWFEMAERERTT , HFERTDHCPET, HFiEE , EA
EEFImNDHCPERKFEIHNMEE., BHEEE , WCRELHFABIBEIHREE REES I

o




Buffalo_HCP proay_poribirnor, peap - Wireshark
Dl [ Yew 0 Cebre Grabos  Raistil  Jodk el
Hddaee EEXR2E A++»aT2 BH Al a8 K B

Fiter: [BSTR * Expression... Do Apply

M. = T Linrin nritirad o Padad ]
1082 27.4%8751 0, 101, 0011 11.0.6.11 DHCP OHCP Dlscovir - Teardaction ID Oxdd 886332
I.WE 2'-" -li-WS-'l- 11.0.0.11 ¥0.001.0.11 DHCP bﬂ:ﬁ offar = 'l-'l'lﬁﬂﬂ‘iul"l In wm:az

T8t Ton

Tramsaction 10 WIHH?

1087 27.461641 11.0.0,41 50,101, 0.11 BHP OWP ACK

*

Frame 1086 (362 Inytes on wire, 361 EyEes Caprisad)
EThérnet II, Srcd C180o_TLIiTH:07 CO0:19:aa:TL:T75:07), Dat: Cleco _BRiRd:48 (00:1%9:aF:b2 :Fd:48)
IAternet Protodal, Sre: S00100.0.31 (50.104.¢.117, pat: 11.0.0.11 (21.0.0.11)
EEr Catagram Protocol, Src Port: bootps (7)), Dst Port: bootps (&7)
Bootstrap Protocal

HOZSage Typa! Bo00T Request (1)

Hardwars Typé: ETharnet

Hardware address lamgrh: &

Hops: 1

Tramgactlion I0: OxdadBdiz2

feconds elapsed: O
Wl Bootp Flags: Ow0ed0 (unicast)

i EEHEE

Eldent 2P address: 0.0.0.0 (0.0.0.00
v (Client) [P addegss: 00000 COLO.0.40)
MEAT FErule IP acdrass: O.0,0.0 (0.0, 0.0)

Ralay agent IF address: 50.101.0.138 (50.1000,4.11)
Client sMas yddredd: B PE1e_T3:02 :0b (00160l :TEi02 00
Tarver hoft name not glven

Boot Flle name not glven

Haglc cookie: (o)

aprion: fr=5%3,1=1% BHIPE Hassage Typld = DHOP BRQUEST
aprion: (=41, 1=7) S11ent Sdantifier

option: (T=50,1=4) Regeested IF Address = $0,104.2.4
option: (T=94, =4} Serves Tdentifier = 11.0.9.11
option: {E=12,1=10) HModt Hame = “LEHMAO-THL™

option: (E=81,7=147 Client Fully Cusalified Comiin Mame
option: {t=80,1=8) vendor class {dentifier = “MEFT 5.0°
aprion: fr=5%5,1=11% Parameter Reoguest List

End Sption

Packding

pl'h “CriDenumants ancd Settrgalatuiderspy Dooumentiifu sldbera IRCE Doosment|Buff o DHOP. | Packebi- 1224 Deplypedt o Markesd: 0 Profia: Dof it

= EERERERER=E

REEIE A

B 4I2S HEDHCPRIE | et 428 L /S AAIDHCPREINEE, BRINBR TLEAkIhgE, &
5 FIDHCPRIE | ATUAERALLCLIAF S . DHCPE 2 F K Controller T H EHGUIRtE L E RHEEHNA
Ho

<#froot>

(Cisco Controller) >
config dhcp proxy enable
(Cisco Controller) >

show dhcp proxy
DHCP Proxy Behavior: enabled
EFDHCPREERE I , KM EFEDHCPRSHNEBMEFIZFED LB EEDHCPARS 87,

DHCPRRSE 2R W LAEE BN, ap-manageriZO MBS EO LB E, JUFERAXECLIGSRIEN
EOfEBEDHCPIRRS S,



<#root>
(Cisco Controller) >

config interface dhcp ap-nmanager prinary

(Cisco Controller) >

config interface dhcp nmanagenent prinary

(Cisco Controller) >

config interface dhcp dynam c-interface

primary

DHCP HfiZYgER— ML /RE , At &I FI2s WA FTE DHCP =%,
P HE BR

IX R debug dhcp packet enable T F o IR ER T —NEFIES | ZIEHIZFE WK BEMACHEHE R
00:40:96:b4:8c:e 1BV B F i BIDHCPE R , MDHCPIRSS 88 &% DHCPIER , MDHCPARSS 842U &
%, #OEFI%AEDHCPIRE,

<tfroot>

(Cisco Controller) >

debug dhcp nessage enabl e

Thu Jun 25 21:48:55 2009: 00:40: 96: b4: 8c: el DHCP recei ved op BOOTREQUEST (1)
(len 312, port 29, encap 0xec03)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option len (including the magic cookie) 76
Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: message type = DHCP REQUEST
Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: 61 (len 7) - skipping



Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu

Jun
Jun
Jun
Jun
Jun
Jun
Jun

Jun

(1 ocal

Thu

Jun

25
25
25
25
25
25
25

21:
21:
21:
21:48:
21:48:
21:48:
21:48:

48:
48:
48:

55
55
55
55
55
55
55

25 21:48:55

address 192.

25 21:48:55

Thu Jun 25 21:48:55
hlen: 6, hops: 1

Thu

Jun

flags:

Thu
Thu
Thu
Thu

Jun
Jun
Jun
Jun

25 21:48:55
0
25
25
25
25

21:48
21:48
21:48
21:48

155
155
155
155

Thu Jun 25

server.

21:
-- packet

48

.55

Thu Jun 25 21:48:55
(len 350, port 29,
Thu Jun 25 21:48:55

Thu Jun 25 21:48:

Thu Jun 25 21:48

encap 0xec00)

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

25
25
25
25
25
25
25
25
25
25
25
25
25

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

21

21:
21:

21

21:
21:

21

21:
21:
21:
21:
21:

21

:48:
48:
48:
:48:
48:
48:
:48:
48:
48:
48:
48:
48:
:48:

55

55

55
55
55
55
55
55
55
55
55
55
55
55
55

2009:
2009:
2009:
2009:
2009:
2009:
2009:

20009:
168. 4.
20009:

2009:

2009:

2009:
2009:
2009:
2009:

20009:

00:
00:
00:
00:
00:
00:
00:
dhcpServer:
dhcpGateway: 0.0.

00:
2
00:

00:

00:

00:
00:
00:
00:

00:

40:
40:
40:
40:
40:
40:
40:

96:b4:
96:b4:
96:b4:
96:b4:
96:b4:
96:b4:
96:b4:
0.

40: 96: b4: 8c:
gateway 192
40: 96: b4: 8c:

40:96:b4:8c:

40:96:b4:
:96:b4
:96:b4
:96:b4
:96:b4

40
40
40
40

8c:
8c:
8c:
8c:
8c:
8c:
8c:
0.0.0, dhcpNetmask: 0.0.0.0,

8c:

:8c:
:8c:
:8c:
:8c:

el
el
el
el
el
el
el

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

requested ip = 192.168.4.13

12 (len 7) - skipping

81 (len 11) - skipping

vendor class id = MSFT 5.0 (Ten 8)
option: 55 (len 11) - skipping

options end, len 76, actual 68

selecting relay 1 - control block settings:

option:
option:
option:
option:

0.0, dhcpRelay: 0.0.0.0 VLAN: O

el DHCP selected relay 1 - 192.168.3.1

40

. 96:
recei ved on direct-connect port
Next-hop is 192.168.4.1

b4:

8c:

168. 4.1, VLAN 101, port 29)

el DHCP transnitting DHCP REQUEST (3)

el DHCP op: BOOTREQUEST, htype: Ethernet,

el DHCP  xid: O0xfc3c9979 (4231829881), secs: O,
el DHCP  chaddr: 00:40:96:b4:8c:el

el DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

el DHCP  siaddr: 0.0.0.0, giaddr: 192.168.4.1
el DHCP requested ip: 192.168.4.13

el DHCP Forwardi ng DHCP packet (332 octets)

requires forwarding to external DHCP

2009: 00:40:96:b4:8c:el DHCP sending REQUEST to 192.168.4.1

vlan 101)

2009: 00:40:96:b4:8c:el DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 192.168.4.1 VLAN: 101

2009: 00:40:96:b4:8c:el DHCP selected relay 2 - NONE

2009: 00: 40: 96: b4: 8c:

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:

yiaddr 192.168.4.13)

Thu Jun 25

Thu Jun 25
vl an 20)
Thu Jun 25

Thu Jun 25
hops: 0
Thu Jun 25
flags: 0
Thu Jun 25
Thu Jun 25
Thu Jun 25

21

21:

21:

21:

21:

21:
21:

21

148
48:

48:

48:
48:
48:

48:
148

55

55

55
55
55
59

59
59

2009:

20009:

2009:
2009:
2009:
2009:

2009:
2009:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:

00:

00:
00:
00:

00:
00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:

40:
40:
40:
40:

40:
40:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

96:

96:

96:
96:
96:

96:
96:

b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:

b4:

b4:

b4:
b4:
b4:
b4:

b4:
b4:

8c:

8c:

8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:

8c:

8c:
8c:
8c:

8c:
8c:

el DHCP received op BOOTREPLY (2) (len 316, port 29

el
el
el
el
el
el
el
el
el
el
el
el
el

el

el

el
el
el
el

el
el

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

option len (including the magic cookie) 80
option: message type = DHCP ACK

option: 58 (len 4) - skipping

option: 59 (len 4) - skipping

option: Tlease time 691200 seconds

option: server id = 192.168.3.1

option: netmask = 255.255.0.0

option: 15 (len 14) - skipping

option: gateway = 192.168.4.1

option: DNS server, cnt 1, first = 192.168.3.1
option: WINS server, cnt = 1, first = 192.168.3.1
options end, len 80, actual 72

setting server from ACK (server 192.168.3.1,

Assigning Address 192.168.4.13 to mobile

DHCP sending REPLY to STA (len 424, port 29

DHCP transmitting DHCP ACK (5)

DHCP
DHCP
DHCP

DHCP
DHCP

op: BOOTREPLY, htype: Ethernet, hlen: 6,
xid: Oxfc3c9979 (4231829881), secs: O,
chaddr: 00:40:96:b4:8c:el

ciaddr: 0.0.0.0, yiaddr: 192.168.4.13
siaddr: 0.0.0.0, giaddr: 0.0.0.0



Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP server 1id: 192.0.2.10 rcvd server id: 192.168.3.1

- S FADHCPREMZFIZR S E X B K IEMDHCPARS 2R AYIR & Z A Al gEFE B IR B R
o BEBRT , XRAERATRENHAERAMGENHXETEBMAEEFRSEN. thE
BHEERG ERER R EAIDHCPRE,

« HEFIRERFIEZR LA TDHCP REQIRSH , 2HI3R 2 EFDHCPEMHKREE. B mER
FREFFHADHCPRIBIEE A , T2HEZHIER EHEARUNRES ( X2EFiRZERE
FRAFEH ) o HDHCPREWEMART , 2FI3R2 % KDHCPBHNHESZ,

- HEBRENMERHRLMEFHRENDHCPREIRE,

DHCP HriZtE =

DHCP#t#Ih8E B EFEDHCPESHF B H S AR E P inT£iEH, BR802.11ZILLAMIIA Fiks
, REEFPIRNBIESRZESINBEEE A LMU(LWAPP)BZE##E2 &F P iwVLAN(SL3 B FE R
THETIPHILAKM(EcIP)FEE), E# , BRT AAMINEIS02. 112/ , KEBIEFFIHHNEE
@i%@&M%F%WAN(ju@ﬁ§M¢MEmmiJﬁﬁﬁuwmw@ﬁoﬂ%&ﬁﬁﬂ%?
WIEZTRRIIED , REEFPHRRITESHNDHCPES

DHCP HHZIR/E - FFEEEIR

Controlker lu“ﬁ__,r_:
1) DHCP Discover
Handling of Packels for Local Clients
1} Client sends DHCP discover as all-subnels broadcast
o) LRetE Ui which is bridged by the controller.
2) DHCP server sends DHCP offer to client in a unicast
packet.
3) Client sends DHCP reguest as all-subneats broadcast
3) DHCP Request which is bridged by the controller.
4) DHCP server send ACK to client in a unicast packet.
4) DHCP ACK

FEREQHR - EFRAE



Ainntied] - Wiresbaric
B OR Yew 0o Cubwe Saboe Jalshis f3p

BEdae 2Rz Beeef i EF aacD gPEX B

e | * Eovesson.. Jow dpe

ot St vou oL Rt ey Y e
?I.-l-“!- 020l 153, H-!I.!!-i-.H!- Wlﬂ:ﬂl‘ Tr et aceion I:DHIM!-
e e

u Frimé § (342 bytes on wire, 347 bytes ciptured)
& Ethernat IE, Src: €lsco 32:7acé0 (D0:la:ed:32:7ax40), Dsvz O0:1b:77:33:8E0Ge (00alba77:13:90)
W IAUEFHET Proteosl, sro: 197.164.10,1 {192.168.10,1), oat: 152.16E.2G.120 (19Q.168,10.120)
FRTT I'.utll;'. Protocal, Src Port: bootps (A7), Dst Port: bootpe (ME)
AT
Metsape type: Bogt Reply ()
Harowarg Type: Evhereet
Hirdedr# aidreds lengih §
Hops: @
Teard i ion 10! OudbEamsls
sgitndd Elapdeds 0
pootp flags: w00l (undcast)
Clleng 1P addeess: 0.0,0.0 (00080
vour (c1ient) TP address: 193.185.10.130 (150188, 10,1300
Wt sareer 1P addeess: 0.0.0.0 (0.0.0.2)
peliy dgent TP addreses 0,0.0.0 (0.0.0.5)
Elent MAT address: 00:1bz77: 239202 (00z1b:TT:23:96:82)
SEred hidT nase nat given
poat file rume mat gheen
mMagic cookie: {on)
= optien: (1e1),1=1) Deicp MELTHGE YR = DHCP e
® oetlon: (T=54,1=4) Server Tdentifier = 152.188,10.1
& Oprion: (nefl,led) 1P Addrefs LRage Tise = 1 diy
moption: [t=58,1=l) kenewsl Time Wilue = 12 howr's
® orion: (re59, 1=t} eabinding Tiee walue = 7L howrs
Eooprion: (Tel,l=d) Subnet wask « 255,075, 2559
w fotlon: (t=3.1=4) Houter = 1%7.148.10.1
End ootion

P R R R R A TR

200 L o e )

EEFmHBESHRFFEES  AEEXTHEFRHR BN EEX S RDHCPARSS 2R 1Y SLER

IP , #EOfferMAckBE TP BN T RIZHIERE MIPHELE.
FrEBEAIRR - RSHAE




Kl DHCPwiredCaptured_Z.pcap - Wireshark
Ble Ed Mew o Gaphae fnsve Rt bk
Bddas EEX2E ++aTF2 BE acaealn A28 % B

fier: Bookp ™ Dawesson.,. (es Aol
Mo - Tima Source Destirustion Prostocod Irfo
30 6,134724 0.0.0.0 255.255.255.255 ] - Trlnl-l{t"mﬂ Ik ﬂuE‘fﬁlﬂ.E

| A0 K. 138I60 0.0, 0.C

41 6,139835 19%2,16B6.10.1 192,168, 10,104 BHCR (3 .II:H B2 III.E
42 6147306 192.168.10.1 162.166.10.104 DHCR DHCP ACK = Transaction ID Ox$FE2eeld
66 9, 47928 192, 166,10, 104 192.166.10.1 LHCP DHCE Regquest - Transaction I0 O=66alfblc
GF 9.051910 1%2.168.10. 104 162.168.10.1 DHCP CHOP REquest = Transaction ID dwédalfbic
68 9,052548 192, 168.10.1 192,168, 10,104 DHCP DHCP ACH - Transaction I OxG6alfbZc
69 G.05M0FE  192.168.10.1 162168, 10104 DHCP DHCP ACK = Transaction ID Omédalfb2e

Frame 40 (356 bytes on wire, 356 bytes caprured)
Ethérnet II, Src: Afrongt_b6:44:31 (004096 LG6:44:%1), DEt: Broadcast (FRIFFFFIFFIFFIFE)
Internet Protocal, Src:; 0.0.0.0 (0.0.0.00, Dst: 25%. 255,255,255 (255.255.255.255)
user Datagram Protocol, Src Port: bootpc (683, Ost Port: bootps (G670
BAGTSErAp Frotocol

Hassage type: Boot Request (1)

Hardware Type: Ethernet

Hardware address Tength: &

Hops: O

Transactlon I0: QxS5TaZeels

seconds elapsed: O
i Bootp Flags: Ox0000 (unicast)

Client IP address: 0.0.0.0 (0,0.0.0)

vour (elient) IP address: O 0.0.0 C0.0.0.0)

i1 H B = =

Méxt server IP address: 0.0.0.0 (0. 0.0.00
Eelay agernt IPF address: ©.0.0.0 (0.0.0.0)
client Mas address: afronet_boedd 15l (00140:06:06 441510

server host ndse ot given

Boot f1le name not given

Hagic cookie: (6K

oprion: (r=53,7=1) DHCP MeESSage Type = DHCP REQUEST
optfon: (tefl,T=F) Client idenctifier

option: (T=50,1=4) Bequested IP Address = 192.1638,10,.104
oprion: (T=12,1=12) Host Hase = “cisco-1ba-xp”

option: (t=81,T=16) CTient Fully Qualified pomain Name
option: (T=80,1=8) vendor class 1dentifier = "WSFT 5.0%
oprion: (T=55,1=11) Parametar Aegquest List

End ocption

LT U T

EELBREOHRESBEYT , BUNEIBIETI0RMNIHE Fik00:40:96:06:44:51 B B LM &
mﬁEDHCPiﬁ*rﬁo

Hr L B R

EfE %85 E /5 FIDHCPHFEEIhAE | MMTEEHIES EFEFHADHCPRIEINAE, X RAEECLIFRERALT
WERTEX :

<#root>

(Cisco Controller) >
config dhcp proxy disable
(Cisco Controller) >
show dhcp proxy

DHCP Proxy Behaviour: disabled

WMRDHCPRRSG BREFEFIRTHEE —H2E (L2)MEH , MAMAERIPREBEFF BERIES K



R4 HIDHCPRRS B8R AT RILEEMN — Rl

<#root>
Switch#

conf t
Switch(config)#

interface vl an

Switch(config-if)#

i p hel per-address

DHCP #fZERER — ML FRE , Rt &aFMiEH 2B AMNFATE DHCP £%, SAEELEMEYH
FiE4ss e X EVLANGRINIPE BIE A,

R BERR
b4 HEY debug BEEHIZR CLI LERA , FBBSX AR 7 % H#Y DHCP #4,

<#root>

(Cisco Controller) >

debug client 00: 40: 96: b6: 44: 51
(Cisco Controller) >

debug dhcp nessage enabl e

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 308, port 1, encap Oxec03)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 72
00:40:96:b6:44:51 DHCP option: message type = DHCP DISCOVER
00:40:96:b6:44:51 DHCP option: 116 (len 1) - skipping

00:40:96:b6:44:51 DHCP option: 61 (len 7) - skipping

00:40:96:b6:44:51 DHCP option: 12 (len 12) - skipping

00:40:96:b6:44:51 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:40:96:b6:44:51 DHCP option: 55 (len 11) - skipping

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP DISCOVER (1)

00:40:96:b6:44:51 DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP  chaddr: 00:40:96:b6:44:51



00:
00:

00:

00:
00:
00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

40:
40:

40:

40:
40:
40:

40:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:
40:
cookie) 72 00:40:96:b6:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

96:
96:

96:

96:
96:
96:

96:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

96:
96:
96:
96:

96

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

96:
96:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

b6:
b6:

b6:

b6:
b6:
b6:

b6:

b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:

b6:

b6:
b6:
b6:
b6:
:b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:

b6:

b6:
b6:

b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:

44
44

44.

44
44
44

44.

44
44
44
44
44
44
44
44
44
44
44
44
44

44.

44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44

44.

44
44

44
44
44
44
44
44
44
44
44
44
44
44

51
51

51

51
51
51

51

51
51
51
51
51
51
51
51
51
51
51
51
51

51

51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51

51

51
51

51
51
51
51
51
51
51
51
51
51
51
51

DHCP
DHCP

DHCP
DHCP
DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

DHCP

DHCP
DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
siaddr: 0.0.0.0, giaddr: 0.0.0.0

successful ly bridged packet to DS

received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
option len (including the magic cookie) 72
option: message type = DHCP OFFER

option: server id = 192.168.10.1

option: Tease time = 84263 seconds

option: 58 (len 4) - skipping

option: 59 (len 4) - skipping

option: netmask = 255.255.255.0

option: gateway = 192.168.10.1

options end, len 72, actual 64

processing DHCP OFFER (2)
op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
xid: 0x224dfab6 (575535798), secs: 0, flags: O
chaddr: 00:40:96:b6:44:51
ciaddr: 0.0.0.0, yiaddr: 192.168.10.104
siaddr: 0.0.0.0, giaddr: 0.0.0.0
server 1id: 192.168.10.1 rcvd server id: 192.168.10.1

successfully bridged packet to STA

received op BOOTREQUEST (1) (len 328, port 1, encap Oxec03)

option len (including the magic cookie) 92

option: message type = DHCP REQUEST

option: 61 (len 7) - skipping

option: requested ip = 192.168.10.104

option: server id = 192.168.10.1

option: 12 (len 12) - skipping

option: 81 (len 16) - skipping

option: vendor class id = MSFT 5.0 (len 8)

option: 55 (len 11) - skipping

options end, len 92, actual 84

processing DHCP REQUEST (3)
op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
xid: 0x224dfab6 (575535798), secs: 0, flags: O
chaddr: 00:40:96:b6:44:51
ciaddr: 0.0.0.0, yiaddr: O
siaddr: 0.0.0.0, giaddr: O
requested ip: 192.168.10.104
server 1id: 192.168.10.1 rcvd server id: 192.168.10.1

.0.0.0
.0.0.0

successful ly bridged packet to DS

received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)

option len (including the magic

44:51 DHCP option: message type = DHCP ACK

option: server id = 192.168.10.1

option: Tease time = 86400 seconds

option: 58 (len 4) - skipping

option: 59 (len 4) - skipping

option: netmask = 255.255.255.0

option: gateway = 192.168.10.1

options end, len 72, actual 64

processing DHCP ACK (5)
op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
xid: 0x224dfab6 (575535798), secs: 0, flags: O
chaddr: 00:40:96:b6:44:51
ciaddr: 0.0.0.0, yiaddr: 192.168.10.104



00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP server 1id: 192.168.10.1 rcvd server id: 192.168.10.1

00: 40: 96: b6: 44: 51 Assi gni ng Address 192.168. 10. 104 to nobile
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA
00: 40: 96: b6: 44: 51 192. 168. 10. 104 Added NPU entry of type 1

it DHCP debug fitheh , B — £ RIFIRFIZF[IEEA DHCP FHENEREF !

- DHCPRINEHIESHEZIDS — XERBEREEF RN RHBEDHCPHESHEFTIESR , REX
B9 RE(DS). DS WAL ERMEEM,

- DHCPRINEHIE S HEZISTA — HEERADHCPHIE ST EMIZEAREXF W K (STA),.
STARERDHCPH & F i

WA BESEIEIR P SEFRIRS S IPH 4 | BI192.168.10.1, IR IEEFEHADHCPIEM
A 2DHCPHE |, Al LAE BN BRSS 25 1P st 5 i AV 2 5 25 FE A IP b ik

SEEEI
- BIAMBERT , DHCPREEEH.
- HEBENMERFSESNEEHEREHNDHCPREIRE.,
- Eff DHCP £ 82 TE , 445 A DHCP {3,

N#B DHCP BRS5 2%

N & DHCP RSS2 # BN T A E M /NEE DHCP BRS8N 2 XM EI AN, ©EREXE/NETL
Mg A—FNARNEARAP) DT+, ASERSHBOERED LNELETF IR, EXE AP, ®
BRI AP R4 IP bk , SIRM AP % &XH) DHCP #R. EFNRHAAMNEADHCPRS#R. XX
FRRNIE , EXRERBPTET Ro

N &R DHCP M#F R K LR

FEHIZE LW APEE DHCP # X DHCP {RE S DHCP #7#, EFDHCPHHZR , EHIREBRE
FA B’AAPHYDHCPEIf& ., DHCPHIE 2B S 2IVLANK BR S5 £ FR IR £F(SSID)#Y & F i o< Bt
AAP, /5 , DHCP BB iZ VLAN, MREZVLANMEIE(L3)Mx EEX TIPEBIRER
, MBEESEN E [ 2 EF% X EZDHCPARS 5. AJE , DHCPARSG 28 BB & ¥ X 1ZDHCPEIE
SHL3EO, FRHADHCPREBLZEMMEE  EFER A MERZRERFIZEE LR , MA2VLANK
L3#EZN, i , DHCP#ERMNE P imdt AWLAN |, SREWLANEAVLANE QD EE X HDHCPRS 25
*H*EHAWLANHDHCPE &R , BN 2 EDHCPHIE S XK ZIDHCPIRS 25 , DHCPEIEA
GIADDRZFEEEERVLANE OK Pt

N&B DHCP BRS525 - BiE R



3) DHCP Offer
-

4) DHCP Cifer

5) DHCP Request

&) DHCP Raquest

7) DHCP ACK

8) DHCP ACK

- |

NE&B DHCP 35 2Bl E Rl

Handling of Packets for | Clien

1) Client sends DHCP discover as all-subnets broadcast
2) Controller forwards the DHCP discover via the DHCP
proxy service of the controller to the intemal DHCP
sarver (Note: the configured DHCP server IP address
must be the management |P address of the controller).
3) Internal DHCP server sends DHCP offer back to the
DHCP proxy agent on the controller.

4) Controller unicasts DHCFP offer to client with option 54
and source addreass set as controller's management [P
address.

5) Client sends DHCP request to the management 1P
address.

6) Controller unicasis DHCP requesi from WLAN IP
address to DHCP proxy service which then forwards the
request to the internal DHCP server.

7) Internal DHCP server sends ACK to the DHCP proxy
service.

8) Confroller unicasts ACK to the client.

AMIEEFRR LS ADHCPRE | LUERNEDHCPIRS AR EE T4, AILUEIELT GUI )5 A DHCP

RIE -

N i - BFREEEFARAREYGUIEBDHCPAE,

Controller->Advanced->DHCP

DHCP Parameters

Enable DHCP Proxy

DHCP Option 82 Remaote [d field format

AP-MAC -

A& CLI 5 A DHCP K :

Config dhcp proxy enable
Save config




ERAANEDHCPIRS R , BERATHRR

1.7 S A F R EUP i 1t (Controller > Internal DHCP Server > DHCP ScopeS Ml BT New.

DHCP Scope > Edit
Scope Name User Scope
Pool Start Address 192.168.100.100
Pool End Address 192.168.100.200
Metwark 192.168.100.0
Netmask 255.255.255.0
Lease Time (seconds) 86400
Default Routers 192.168.100.1 0.0.0.0 0.0.0.0
DNS Domain Name wicZ106.local
CNS Servers 0.0.0.0 0.0.0.0 0.0.0.0
Metbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled

2. DHCPEEZ B FHIZ N EEZOIPHuL,



WLANs > Edit < Back |

 General | Security | QoS | Advanced

Allow AAR Override || Enabled DHCP
Coverage Hole Detection  [¥] Enabled DHCP Sarver ¥ overnde
Enable Sezsion Timeout ¥ 1800

~ Sesgion Timeout (secs) 192.168.100.254
Aironet IE [Ennkled DHCP Server 1P Addr
Ciagnostic Channel [FEnablad DHCP Addr. Assignment 1] Required

[FvE Enable A HManagement Frame Protection (MFP)

Overnide Interface ACL None
Infrastructure MFP ¥

P2F Blocking Action Cusabled - PFrotection
Client Exclusion ¥ & 60 MFP Client Protection : .
et Timeout Value (secs) 3 Optional
VoIP Snooping and @ DTIM Period (in beacon intervals)
Raporting L—
HREAF 802.11a/n (1-255) 1
H-REAP Local Switching2 [ Enablad 802.11b/g/n (1 - 255) 1
Learn Client 1P Address & Enabled HALC
te | Enabled
3.BRDHCPREE B A,

DHCP Parameters

Enable DHCP Prawy
DHCP Option 82 Remote Id field format AP-MAC -
R HERR

AEDHCPRE BN A BEEEERERIPHUFERRBNE K, BHXTIETIXLERR,

debug client <MAC ADDRESS OF CLIENT>



debug client2 —1M%& |

debug
debug
debug
debug
debug
debug
debug

CERAFRARERELRANEZTFIHRMACH I E |, HFHEEAXLRR,

dhcp packet enable
dotll mobiTle enable
dotll state enable
dotlx events enable
pem events enable
pem state enable

cckm client debug enable

DHCPa] B Y £ E R K & debug dhep packet enable Ti 1 B 31 /3 A debug client 88 5o

<#root>

00: 1b: 77: 2b: cf:

00: 1b: 77: 2b: cf:
from 127.0. 0.

00:
00:

00:

00:
00:
00:
00:
00:
00:
00:

00:

00:
00:
00:
00:
00:
00:

00

00:
00:

00:
00:

00:

(how:
00:
00:

1b:
1b:

1b:

1b:
1b:
1b:
1b:
1b:
1b:
1b:

1b:

1b:
1b:
1b:
1b:
1b:
1b:
:1b:
1b:
1b:

192.168.
dhcpd:

1b
1b

1b

1b
1b

77

77:
77:

77:

77:
77:
77:
77:
77:
77:
77:

77:

77:
77:
77:
77:
77:
77:

77:
77:

2b:
2b:

2b:

2b:
2b:
2b:
2b:
2b:
2b:
2b:

2b:

2b:
2b:
2b:
2b:
2b:
2b:
:2b:
2b:
2b:

cf

cf:

cf

cf

cf

cf:

cf:

cf

cf

cf

75 dhcpd:

recei ved DI SCOVER

75 dhcpd: Sendi ng DHCP packet (giaddr:192.168.100.254)to 127.0.0.1: 67
1: 1067

175
cf:

75

75

175
cf:
cf:

75
75

175
cf:
cf:

75
75

175

75

75

175
cf:
cf:

75
75

175
cf:
cf:

75
75

175
cf:

75

100.254

sendto (548 bytes) returned 548

DHCP

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

option
option:

option:
option:
option:
option:
option:
options
option

option:

option:
option:
option:
option:
option:
option:
option:
options
Forward

len (including the magic cookie) 312
message type = DHCP OFFER

server id = 192.168.100.254

lease time = 86400 seconds

gateway = 192.168.100.1

15 (len 13) - skipping

netmask = 255.255.255.0

end, len 312, actual 64

Ten (including the magic cookie) 81

message type = DHCP REQUEST

61 (len 7) - skipping

requested ip = 192.168.100.100

server id = 192.0.2.10

12 (len 14) - skipping

vendor class id = MSFT 5.0 (len 8)

55 (len 11) - skipping

43 (len 3) - skipping

end, len 81, actual 73
ing packet locally (340 octets) from 192.168.100.254 to

Received 340 byte dhcp packet from Oxfe64a8cO0 192.168.100.254:68

2 77:2b: cf: 75 dhcpd: packet 192.168.100.254 -> 192.168. 100. 254 usi ng scope "User Scope"

277:2b: cf: 75 dhepd:

recei ved REQUEST

:77:2b:cf:75 Checking node 192.168.100.100 Allocated 1246985143, Expires 1247071543

1246985143)
:77:2b:cf:75 dhcpd: server_id

c0a864fe

:77:2b:cf:75 dhcpd: server_id = c0a864fe adding option 0x35 adding option 0x36
adding option 0x33 adding option 0x03 adding option 0xO0f adding option 0x01

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168.100.254)to 127.0.0. 1: 67



from127.0.0.1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 312

00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP ACK

00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping
00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, Ten 312, actual 64

BRRWLCAHEFDHCPRRS 35 ERVDHCPFEA
WA L& B L T a5 LUBBRWLCH A EFDHCPER S 88 EWDHCPFEA

<#root>

config dhcp cl ear-1ease

Flan -

<tfroot>

config dhcp cl ear-1|ease all

ARSI
- SR ADHCPRE , NEBDHCPIRS B BEIE R T4k
- {£EFAZCPU ACLE/MH M EDHCPAR S 886 , X3 01067 FIDHCP

. WEDHCPARS28E$127.0.0.1 UDPix O67{i TR &I R [E 2O

BRARF#EO

« It configdhcp proxy disable B3 R /R EFADHCPHEIhEE. XR—1MN2RTH (T2ET WLAN B

DA
T ) o

- MINERT , DHCPREREFE AR



« ZF DHCP RERT , At WLAN N EEA RIS DHCP fRSSes. HFiERERRTEHES
EEMB ARSI ENIRIE, FFEIFRLEERBZNE , 8802. 11 A KMIIHI BRI,
DHCPHIE B AR L IERENMLWAPPRZE £ 2| & FIwVLAN ( R 2R ) o

- BARKRERN , X5 WLAN B0 £ ( REHETE WLAN F ) B DHCP R$e8 , WEBH
WLAN, Z2ARKREN , FTEERERSSE , RNFT2FEAX LRSS,

- AFPZiX/3 A DHCP RER , NEAZHEMARME WLAN ( Sx<BiED ) 52 EE DHCP iR
%8, BN, BRARESEM,

Fr#&#Y DHCP

WLANSREES —MED , ERAFEH# ARUNRE ( BFin A LB 268355 MR ERIRES

) ZBIEIEDHCP, HETMEREFIRHITENHF A DHCP HR. BHBENEFHERNEER
A ZDHCPiERMMDHCPRSS2RIBEEIWACK, REFFRMITXESR , B/ w2 B IDHCPAR
FIRHA# ARUNIRE

WLANs = Edit _=<Back | _ Apply |

General Security | QoS | Advanced

Adlow Al Onoarrade Enakblad DHCP
Caoverage Hole Detection || Enabled DHCP Sarvar Override
Enable Sezsion Timeout 7 LEDD
Sesson Timeout (Secs) CHCP Addr. Assignment  [¥] Required

£ of ]

S Enabied Management Frame Protection {MF F']
Cragnastic Channel Enabled
1P Enabile Infrastructure MFP ¥

Protedisan
Owvernde Interface ACL Horne
. MFF Client Protecton .

P2P Blocking Acdhon Cvaabled - 3 Optsonal
Chent Exclusion 2 o Erabiad ¥ DTIM Period [in beacon intervals)

Timerast Walise fomesh

L2 1 L3 &)

L2i@ih — MREFEFmEFAYMDHCPEA , AER—L2ME LHF AN TEHRHIER 2 FNITL2E
i, NEFIREFEENEBEDHCP , #BFEFiRKE LT NRIREFIZSR B T FIEFIER. RS
, MIREFFinHEEBWNITDHCP , NI H a1 #lsR EWDHCPH A E#H B 2 BRSPS RE
o

L38f — ELIBHEH RS , B REFRLIMZFNRANTERFERZAB . EXMHERT
, B PR E B R R R BB HF ERRINEE RSN FE M mRPIIH, EHRZRF , SBFRK

RSN ER IR HIZE M R IR HI2R Z M RV EoIPRRE N TRREA AT |, B RIEFIBR AL EE P iR
DHCP,

HXER

- 128 Cisco Aironet # A SFER DHCP OPTION 43 =4l



https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
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