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14. EETRNBEAOFREET—F, EUEBHSHASEOHEERR , SHAERHAREM, £F
Next,

Certilicale Exporl Wizard

Export Privabte Key
Yo can choose to export the private key with the certificate.

Private kays are password probected, IF you want o export the prvate key with thee
certificabe, you must type a password on a later page.

Do yDL-wharit T SXport s private ey with the certificates
'.“u__'l;g:l' Yes, export the private lr-:v___.__aj
o Mo, do not expork Il'_l-u_p_rrwia key

——— ——_

| =Back :]f Mext = I,'[ Cancel |

15. 1% pix FASHXHER |, FHEF BRAFHBRTER, £35 Next,




Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formaks.,

Select the Format you want bo use:

(*) Personal Information Exchange - PKCS #12 (.PFX)
[ lindude all certificates in the certification path iIf possible

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)
[ ] Delete the private key if the export is successful

I < Back = MNext > - ]\J Cancel I

16. BB EOSD , ARG, ARGER cisco fERARB,

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

[ < Back ][ Mext = ][ Cancel ]

17 SFEB X4 ( PFX X4 ) REIEE L, BFT—SHRIEREHITE.



Certificate Export Wizard

File to Export
Specify the name of Hhe File yow want bo export

File: reormees:

CHOpenSSLE bin\ciscowlc 123, pfx i Browese. . . |

[ = Back l[ Pk = |[ Cancel |

[3< |

=

Completing the Certificate Export
Wizard

Wi hasvee succassiully complated the Certificats Export
waizard.

Wioua have specified the Followsing settirgs:

File= Mamme i Wi
Export Kevs Weas
Inchode all cartificates in the cartification path No

Fila Format Parson
L >

Certificate Exporlt Wizard E

The export was o wcessful.

[ < Back l][ Finish ] [ Cancel ]

—_ T

R FIEH TRE WLC L

UEWLC BRIEBEARSHRN PRX X, T—FS R ZUH TEHE#EHI25 L, Cisco WLC {R#Z
T PEM BRAMWIEH, ALt , BELEMEA openSSL 2F , & .PFX 5 PKCS12 & B S 3E#k
% PEM 34,

f5F openSSL BFFHEBM PEX X ER N PEM 5K

BRI LUFE B EFIZMEM B L% openSSL Y PC L, LMENHEMR N PEM KX, XI openSSL 2
FHY bin X F K Openssl.exe X , AU TS :

X : WA OpenSSLM 5 T EopenSSLo

openssl >pkesl2 -in ciscowlcl23.pfx -out ciscowlcl23.pem

!--- ciscowlcl23 is the name used in this example for the exported file. !--- You can specify
any name to your certificate file. Enter Inport Password : cisco

!-—- This is the same password that is mentioned in step 16 of the previous section. MAC
verified Ok Enter PEM Pass phrase : cisco


http://www.openssl.org/

!--- Specify any passphrase here. This example uses the PEM passphrase as cisco. Verifying - PEM
pass phrase : cisco

BRI A PEM #£3X. T—F 2 PEM BB IRFIEH T #E WLC L,

A EitbewE , FEEENP THPEMMXHHIPCERETFTPRS 828, Itk PC MiZ&5 WLC
MiZE, TFTP RFSB|AUIZFHE S5 B FMEE R KEEN 7 PEM XA E.

FiEREN PEM BN RZFITEP THE WLC £

ARBIEE WLC B9 CLI REER T8I R,

1. BFREEEZRH CL,

2. #i A transfer download datatype eapdevcert @9

3. # A transfer download serverip 10.77.244.196 &5 5. 10.77.244.196 2 TFTP fRKE389 IP it
ks

4. i A transfer download filename ciscowlc.pem T, AR ciscowlc123.pem X 4H

5. % Atransfer download certpasswordan 1% B if K 1,

6. % A transfer download start ff ¢ , AEEEEFHENRE. A5, EETERN , @F
y, MERIASHEEAFBTRER. ARAERT THHHHEE

(Cisco Controller) >transfer download start

1o o TFTP

Data Type. . oo Vendor Dev Cert
TFTP Server I P. ... .. e 10. 77. 244. 196
TFTP Packet Timeout............... . ... 6

TETP Max Retries...... ..., 10

TFTP Path. . ...

TFTP Filename. . ... e e ci scowl c. pem

This nmay take sone tine.
Are you sure you want to start? (y/N vy
TFTP EAP CA cert transfer starting.
Certificate installed.
Reboot the switch to use the new certificate.
Enter the reset system conmand to reboot the controller.
The controller is now | oaded with the device certificate.

7. %i A reset system 5% , AEEFMBEREIER. BHBNECLMEK T ZRELEH,

¥ PKI HIBIEHREE WLC

RERZFEPRELLZES WLC # , T—FHRM CA RS PKI WRIEBLEES WLC L. &
WAITUA TSR

1. 5 CA BRSERHEEMN PC L , 5 http://<CA BRSSERH IP Husit>/certsrve LA CA FREEINE
BER5HER.
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4. FREBBFN .cer 3. ARBIEA certnew.cer R XHE.

5. F—H 2 .cer XN PEM X , HHHTRIZFISF L, ERTXESR , FEEY
BEIEPTEE WLC EEH IR EEE  (EELL T : openSSL B9 "-in" M "-out" X# %
Bl 79 certnew.cer # certnew.pem, ME , Kt 3EFFE PEM BITIEREBERSAFEE, MA
, AT .cer XHFEKR A .pem SLHH openSSL 5 & : x509 -in certnew.cer -inform DER -
out certnew.pem -outform PEMAE S /58 PEM B XMW IE R IUFB THEI WLC EE 5 HH
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Last narne: |
Full reanme: Iahnrl

—I-'_'_'_‘_._'_'_'_‘_

1 logon name: \

user? ’J{Efw-"uuru:m_ COm ;I
User Wm
IW"HE LESSA Iusi:r?

—

< Back d.. MHext > JD Cancel I
o

3. MABMBHEIANLED, EPBEXAIIHER , REEEHT—F"

Mewe Dhiject - Liser HI

ﬁ Create ;. Wireless. comdldapuser

Eazsweord: I---------

Confirm password: I---------

™ User must charge password at next logon
I User cannot changes password

= Paszsword never expires

I Account is disabled

< Back |(ﬁum¢:.: | Cancel |

4. B TR, OU ldapuser TRBIZE T #HAF user2, AFEIER : AP B:user2# 15
: Laptop123




i
g Create irnc Wirelezz. com/ldapuser

Wwhen you chock Fimish, the follownng object will be created:
Full name=. abcd _:.,.I
Uzer logon Rames: user2ENsfireless com

The password never sxpres.

—

NEDZE OU FOIRT AP  F—SERELASET LDAP B,

3 LDAP HHE B A F

EREAF#IT LDAP T3 , BIITAIR S RS IR

#£ Windows 2003 Server L5 FHERSEIHRE

NTEREE=HNBAREFERE®IAE LDAP £# Windows 2003 AD , Mi%fE Windows 2003 Lt
EHEZSEEE. BIAMERT , Windows 2003 H# 4188 F R ATFHMITER LDAP &4E,

ERAERHEYRE , BMITUTHR

1. MuBFFH>iE17>3E : ADSI Edit.msc/Z31ADSI Edit. 1tk T &2 Windows 2003 X3 T By
_%Bﬁj\o

2. 7£ADSI EditE A& , BFFRoot domain(Configuration [tsweb-lapt.Wireless.com]). EFF
CN=pR%5 > CN=Windows NT > CN=B &M%, a2 E CN=-BFBRFEH , RABMNLTX
Ry ERE,




2 ADST Edit

< Ele Ation Wew ndow  Helo

=10 x|
=181 x|

&= | BE XEFRE @M

& ADS1Edt
# Domain [bsweb-lapt Wireless. com]
Configuration [teweb-lapt. Wirelkss,com)
= cN=Configuration, DC="irshess, 0 =com
- M=DisplaySpaciiers
#-0 ci=Extendad-Rights
E1-C (=Forest pdates
- (h=LostAndFoundConfig
F-C CN=NTDS Quatas
F- ch=Partitions
[0 Chi=Physical Locations
=120 Chi=Services
¥ 0 ChH=MsmServices
# 0 ChH=NatSardices
# . Ch=Pubiic Ky Services
# 0 CN=RRAS
320 ONe=Windows NT

M- h=sites
a1 (50 ch=welknor Meww Connection From Here

=-F schema [towebdant Wi

e Window from Here

[ J
iew b

Deleba
Fenams
Reefresh

Opens the properties diskg box

|I:HM isher
Ch=Chery-P

| Class
contsner

| | i

__

3. ECN=AZBFEEEOF , 2HBYE"FR TN dsHeuristics’ B , RFEZFWmE", Fit
BENPRFRREREREOD , WA 0000002 , AEEIMAMHEE"s Windows 2003
Server LRBRATERHBEMRE, X : &F (Ft ) NEFREFTHERLDAPRSH A
XNZER, ORTEENEZFRTERAESR LDAP B4, BEEI ZHRER2 , TEA

B 48 EThRE,

CH=Directory Service Properties d .

Attribute Editor | Saeurity | [ class | pistingu
S . conktsiner =0
[+ Showe optional attributes
I Show only attibutes that have wakses
Attributes:

Attribwsta | Syrtax | valua - |
dwectReports x|
dizplayl] anne
dizplapM amePrintable Adtribute: dSHeurnistics
iz biropais bumdl mene
dS&Sgrature Walue:
" dS ConePropanationD m —
{ d'EHﬂurslm__J e ——
inctarmmartd S ] {i P
Ragt Cl=a (] 4 Cancel I
froarmiE ritry —
frzComputetR eferenc Driztiruguizhed . < Mot Selt
ASMembesiFAsferenc_.. Distinouished < Mot Sl
l!:‘iMEIHGIE:EIwnEi Di-stir'-mighe:id : Mot Setx _’L’
E 3
—
Edit
ok | Cancel |  speb |

AR MRUEMHELEEE  FRRANERENNELCNFR. XREEAER WY1 —
FEFUNFH. fl, mRHFER0010000" , MEFEZFHEB 70010002, MR HFIE



DFINER , WEBEREANVEES :

B P user2" & T ER B X" RIHUR

“001™fF%& 5“0010002",

T—SRBAF user2 BFERBEFZWRANE. Nkt , FZRUTESE

1. $TFF Active Directory F F* #it &4l
2. BRIk HEEEHRIhAE,

3. SMBIAF user2 , AFABEHT. N L TXEEFEERMYE. LLAFHNEF R “abed”,

b | !..I LiseEr L

=1 [ Uusers

=N
=] = e i
- —F Scdd bo & Qroupi. ..
= T HMame Mappirrgs. ..
=1 =] Drizable ascocowunkc
1 Oor FRPReselk Passwword. ..
1 Cor AOCEe. -
=] Cre ey Homes Pages
[=%1 Cae Sercd HFMail
-] O Fired. ..
=1 Cec
=1 =T Al Task=s -
.'f‘l Er e e |
+1 Sr Pl v Wwindowss From Here
=1 S
E 3 IL: Culg
+-- - ©F I Ol ek e
- EF Iv e s e
=1 = FRefresh
R Ex=porkt Liskt.
S
L=
=1 (=51 Idapus Help

4. fEabcd B B O R ET RS,




[abed Properties L w2
Published Certificates | Member OF | [Dialin | Object (Emﬂj.l N
E rwirorirmenit I e I= s T I Hemote contnol I T =rminal S ervices F‘rn.'-.l I::I:Ilﬂ,.il-‘r/
= el IA.dl:ll-uca | Accouwmt | Prolile | Telephones | Organization

€ e
Eirst rismnmes: rm Nt s: I

L ==t rearmee: I

Cizplay ranme: | =ab=d

D = s riptior: |
(] j [T=3=0 |

E -l I
WwWoelb page: | Other. .. l

I 0K l Carcel I Fa X = = (] l

5. EATERME O E R,
6. EMAZERANRENETMAERERES , REHIALITEE,
2

Select this object type:

IUsas,.Era.ps_.u Built-in security principals Dbject Tvpes...
From this location:
I'Wuless.curn Locations. ..
/Elf/ﬁ"ﬂ object names to EEHMI-
' UNTMUUS LOGON B Check Names

Advanced... | (l UK I |,;

7.EACLH , BEEIERERFTUFRAFHN—LREE, Cllck OK Eéérwtm?ﬁ% EZ
B RIR,



abocd Properties

Envimntl Ea:tinrml Remote m:rntmil T erminal Services F‘mﬂa] COM+
General I Address I Account I Frofile I T slephones I O rganization

Published Certificates | Member OF | Diakin | Object

Sroup Of LSSl Rianes:

d 4

Securikty

m Account Operatorsz PWIRE LESSYAccount Operators])
m Adrministrators PWAIRELE S S A drministrators]

| L s ANONYMOUS LOGOM

POy =] i
.-—n-u-nr L =2 l-\. H.-l\.F.L.--\_l !_l-\.'l-"_l-l-\.'l-

€3Z Cert Publishers PAIRELE SSACert Publishers)

A — N | = . FEER TR F il e = . — ®

Agd. . I Bemowve I
Permissions for ANOMYMOUS LOGOM Ao D erne
Full Cortrol | | [ . | i
Read =1 = e
i ke [ - [ .
Create Al Child Objects 1 —
D elete All Child Objects - -
Allowgend bo Suthentic.ate | - | =3 ;I
For ﬂiﬂl permissions or for advanced settings. Adyanced I
OK | Cancel |"" .g,ppu__ﬁ“‘l
# OU LEFFIHAR R
T—SREAFMEN OU LW ERZEFTELRTFIHABRR. EERTRHIF |, “‘user2fuF

OU‘ldapuser” L., At , BFERA TSR :
1. £ Active Directory AP #Mit&EH A+ , F8 % o OU Idapuser FiEBR B,




S FOL cut

Celzke
Fename

(= NI=T
II=

IU=F
ThAS A Refresh

lrbkd Expork Lisk. ..

RAa=

Zerkt Publishers

CERTSY . [Dw_OMM S CES

- CHCF adrministrators

" DHC Delegabe Conkrol. ..

-- Oy Move, ..

ol Crsl Eind,

= Cronn

-- Do W [=IEE >
[+ Crom all Tasks >
-- Cronn

E Comn Wiee »
- Ente Mew Windowe From Here

L%,

[ £,

%

Sche

P ﬂ .

2. B hRe2N , RARGRTRAE



Eunutdl b arnaged By l Obgect ‘Security | CORM-- I Growp Polscsys I

—

Group or user NaneE:
€12 Account Operators (WIRELE SS\Account O perators) -
€12 Administrators PWIRELE SSZwAdministrators)

ﬂ: Auuthenticated Lo
PIZ D omain Sdmins MWIRELE SSA\Domain ddmirs]
m E nterprize Sdmins IR ELESSY%E nterprise Sudomires]

P e TRt T o T i e N B R e T T I ol T ]

g
5
L

FPermizzions for Aaccount Operators Aoy

Full Control L3
i ==

- |
S rite (-
Create All Child Objects | . |
I |
—

|

[

Drelete All Child Objects
Gearnarate Rezsultarnt Set of Policy]Loggirg)

000000

¢ |

For special permissions of for advanced settiregs.
chick Advanced.

:
i

Idapuser Properties 7l =]

| oK | Cancel

3. B Add. EHFFHIXEES , WAERER,

Advanced Security Settings for ldapuser

NN
\‘x

Select User, Computer, or Group 2] x|

Select this object type:
|u:m, Group, or Built-in security principal Obiect Types...

From this location:
I‘-l/ldt.samn Locations...

object name to select
ONYMOUS LOGON]| ) Check Mames

Advanced. (K | Cancel

4. WA EE, XTF-IPHONEEED.
5. MR THEFTEFNENR” , REEAAFIHABT ELEE.




rneission Entrey o ldaposseer ol 4 |

0 b et ] Frroper bexs l

Mame: [AMONTYMOUS LOGOM Change... |

Sl Carvio _"1 T iz ol et cerllye '":, ;I
FPermni ssicrn s T T 2 lhoas D
sl Ccargbrwel— - e
~TList Corsterts
--"-EIE_I'_-:‘II_' Sl Fromesiines =
“Afrite AT Propertics — —
[ P
LDy elesle Soablress
R ead Permissiorss
kA difyy Fermmiss o=
b il af g LN wprier
Al v alid ated =aSTike =
Al E xtermded Rights
Cre=amte S0l Chald Obyescls

[ S [ T T ) T .

A Lires o e nnissaorysE Lo Orajaechs orncl s o
I et & it T f i

e = L 1 s ool -Sirmssr ooy J— —

E

e

- 10000000000ED
E J00000C0000ad

CHE ] [
|

&/ LDP R#riRA - Bt

It GUI TEE—/ LDAP B | A YA MIA LDAP %A B % ( I Active Directory ) 1
TIRVE (BlmiERE, 4E. B3R, B8R, A, BER ). LDP AFT&EF Active Directory FZEH
NREETHEE , fling£#RFHNE B THIE.

LB m CD &% Windows Server 2003 X T Ert , BIE2SEE LDP GUI T B, AZPoHEREM
{fEA LDP XAREFXRINAEAF user2 lXBENISEEM. ERELEEMATER WLC £H
LDAP fREZSREESH , Il AFREM LB AP RFER,

1. £ Windows 2003 Server £ ( BlMEE4HEH LDAP RSB LE ) |, BHEFKR > &7, RAEHA
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Conrection  Browse  Yiew hidies Help

.., Cirktt
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Sava gs

Prink...
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Pt Sebup.

Exk

L

Connact o spechied server ‘wl i i

3. EEER| LDAP RS2 e , NEXEFIEE View , RIFEHTree”,

ap:/ temeh-bagit. Wireless.oom /T C=Wirehess, 00 =com

1.2.840.113556.1,4.473; 12,640,171 3556,1,4.528; 1,2.840,113556,71.4,417; B
2 B0 35614613, 128400013556, 1.4.641; 1.2.040.1713556.1.4.52%:
1.2.840.113556.1.4.805; 1.2.840.113556.1.4.521; 1.2.840.11355%6.1.4.970;
v Shetr 1.2.840.113556.1.4.1338; 1.2.840.113556.1.4.474; 1.2.840.113556.1.4.1339;
S Ewrk. 1. 2.840.1713556.1.4.1340; 1.2.540.173556.1.4.141 % 2.16.640.1.11 3730.3.4.9;
2. 16.840.0.013730.3.4.10; 1.2.040.113556.1.4.1504; 1.2.040.113556.1.4.1852;
1.2.840.113556.1.4.802; 1.2.840.113556.1.4.1907; 1.2.840.113556.1.4.1948;
2» suppared DAPYersion: 3; 2;
123 supportedlDAPPolicies: MaxPoolThreads; MaxDatagramRecs;
ceiveBufier; InitRecyTimeout; MaxConnections; MaxConnldleTime;
wPageSize; MaxQueryDuration; MaxTempTableSize: MaxResultSetSize;
alificationPerConn; Max¥alPange:
1 highesiCommitiedUSN: 16926
4> supported SASLMechanisms: GESAPI GES-5PNEGD; EXTERMAL;
DIGEST-MD5;
13 dnsHostHame: tsweb-lapl.\Wireless.com;
13 IdapServiceMame: Wireless.comAsweb-laptS@WIRELESS . COM;
1> serverame:
CH=TEWEB-LAPT,CN=Servers. CN=Delfault-Firsk-Site-Name, CN=Sites, CN=Configuration
LDC=%ireless. DC=com;
1> supportedCapabilities: 1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670;
1.2.840.113556.1.4.1791;
1» isSynchronized: THUE;
1 isGlobalCatalogReady: TRUE;
1> domainFunctionality: 0 = [ DS_BEHAVIOR WINZ000 |:
1% forestFunctionality: 0 = | DS_BEHAVIOR_YWINZDO0@ |;
13 domainControllerFunclionality: 2 = | DS_BEHAVIOR_WIN2003 |;

I .
4 EFFERHHMMEBEDOS | WA B F# BaseDN, EARAHIF | user2 f2F OU "Idapuser" F
, ME#&E XL T8 Wireless.com T, Kt , FiF user2 #y BaseDN £“OU=Idapuser,
dc=wireless, dc=com”, Click
OK.



I x| 3556.1.4.473 1.2.640.113556.1.4.520; 1.2.640.113556.1.4.417; B
355614609 1.2.840.113556.1.4.841: 1.2.840.113556.1.4.52%;
3566.1.4.806; 1.2.640.113656.1.4.521; 1.2.640.113656.1.4,97;

S rﬁ [ | J556.7.4.1330; 1.2.040.11 35561 .4.474; 1.2.040.113556.1.4.1339;
A556.1.4.1340; 1.2.840.113556.1.4.0413; 2.16.840.1.113730.3.4.5;
P I| A1IFI0EA00; 1.2.840.113556.1.4.1504; 1.2.840.113556.1.4.1852;

3556.1,4.802; 1.2.640.113556.7.4,1507; 1,2.040,113556.1.4.1948;

2 supported LDAFYersion: 3 2;

12 supponed DAPPalicles: MasdPoolThreads; MasDatagramPes.:
axAeceiveBuller; InilRecyTimenul MaxConnections: MaConnbdieTime:
mxPagesize: MaxUueryDuration; MaxTempTableSize: MaxResultbetSize:
axMuotificationPerConn; MacValRange;

1% highesiCommitbed S 16976;

4> supportedSASLMechanisms: GSSAPI; GSS-SPNEGO; EXTEANAL;
IIGEST-MD5;

1» dnsHostName: tsweb-lapt'Wireless.com;
17 ldapServiceName: Wireless comlsweb-laptS@WIRELE S5.C0M;
13 serverMame:
ICN=TEWEB-LAPT, CH=5ervers, CN=Default-First-Site-Name, CN=5ite=, CH=Configuration
LDC=Wireless. DC=com;

I¥ supportedCapabilities: 1.2 840011 3556.1.4.000; 1.2.840.11 3556.1.4.1670;
1.2.040.113556.1.4.1791;

1» IaSynchronized: TRUE:

1% isGlobalCatalogReady. TRUE:

13 domainfunclisnality: 0 = | D5_BEHAVIOR_WINZ0DO |;

1 farestFunctionality: 0 = [ D5_BEHAVIOR_Y¥INZDODO |;

1% domainControllesFunctionality: 2 = | D5_BEHAVIOR_WIN2003 |-

% [4]

Fisady [

5. LDP | ¥ 2389 £ M & /R18 XE BaseDN (OU=Ildapuser, dc=wireless, dc=com) Tt S HIH,
BIF U AERAF user2, AP AUARKAFEFH CN BERT. EATHH , ER
CN=abcd, X CN=abcd. £ LDP 3R AMEMRF , LDP FERE user2 HXERAFT
BEEMY. AROIFBRET SR

Idap: /| temeb-lapt. Wireless. com DL =Wireless,DC=com ;Iglﬂ
Help
1> whenCreated: 1/27/2008 21:56:30 India Standard Time India Standard =]

mé;

1> whenChanged: 12712008 22:2:15 India Standard Time India Standard
ime;
1> displayMame: abcd;
1 uSNCrealed: 16917;
1% uSNChanged: 16923;
1> name: abed;
12 objectGUID: db0adT55-2e36-4934-9325-34292a9076:26;
1> userhccountCantralz B« 0200 = | UF_NORMAL_ACCOUNT |
LIF_DONT_EXPIRE_PASSWD |:
1> badPwdCount: 0
1 codePage: 0;
17 countryCode: 0;
1 badPasawordTime: 0;
1> lastLogefi: 0;
1% lastLogon: 0
1% pwidLastSet: </dp emar <0y cannot format time Gield;
1% primaryGrowplD: 513;
1> objectSid: 5-1-5-21-3543678607-2509429210-3156366500-1116;
1> accourtEscpires: {ldp emrar {e0: cannot format time field;
17 logonComnte 02
T sAMAccountMame: userZ; —
“13-sAMAccountType: 806306368;
1% wserPrincipalName: user?@iWireless.com;
{7 12 objeciCategory:
( EH=Fr.nln..5H=&hmn.ﬂﬂ=[‘-mlgmlln.l]ll‘.=\lﬂrehn.ﬂt=mn;

-

= 1

Ready T



EARRGF  EUNERANHE LN FER,

6. IRERA M A LDAP RE 281 MEBKREE WLC 49 R FTIR | £ User Attribute FE
, BAAFERPISAFENRENEHR. M\t LDP fHH , B AEE
sAMAccountName @& B user2’iV — I \BtE, Bt , FMAS WLC LW AFREMF
EHEXT BI#Y sAMAccountName & 4.

7. ¥ User Object Type FBH , M A2 FRARIR N A F# LDAP objectType MM E., BE
, AFIEREEZ objectType BME , HFAEFNAFRHE—K , M3 — LN EHAATR
RAEHZ, £ LDP MWEH+F , CN=Person BFiEFRINNAFRH—ME, FIL , BIEE
Person #E8 WLC LA RIET B,

o B T8 B 1 i

BE—SPREBLLEFR , FEFERAFF IHMRS[IEPHEIT EAP-FAST BHKIE, Atk , B5%
BT ESE -

1. IB 3 Cisco Aironet Desktop Utility(ADU), £ ADU =& O , ¥ & Profile Management >
New , SA{E 612 H Y TTLE F iw e B S 4o

[# Cisco Aironet Desktop Utility - Current Prafile: sdreteretet

Action Options Help —
Cunrent Status __r'fﬂl'iﬂ Mﬂ"lﬂElﬂm'Eﬂr_ V Diagreostics o
i tereleiatet L |_ Mew... P
I _Hr:hﬂjrt I
D etails
M etweork Typpe: Infrastoschuare I — I
Secuity Mode: Dizabled
Network. Name 1 [SSIDTE beert | E xpout ]
Hetwrork Mame 2 [SSID2) < Emnply I Scan I
M atweork Marme 3 [SS1D3) < Emnplye
| Oeder Profiles . |

2. BEREBENHEN , HEWEE X H 28 — SSID £, It SSID BMBZE WLC LEE
WMERE. EARTRHIF , SSID EF=Z Idap.



Profile Management

Genetal  Secuwity | Advanced

Profile S ettings

Profde Mame: | ldapiiser

Client Mame; |CLIENT1

Pl biwanirk: B s s =

55100 | idap J

— —

5SID2: o

SEID3:

| OF. | | cancel |

3. & 7 Security W+ , RF1%E 802.1X/EAP ¥EREE 2 BR £, 1%£1F EAP-FAST 43 EAP
Fi&E , REEE“Configure”,
4. £ EAP-FAST EiE T # , M“EAP-FAST Authentication Method” T HAE Hi1%#F TLS Client

Certificate , /52 d7“Configure”,
Configure FAP FAST 2|
EAP-FAST Authentication Method e

MSCHAP2Z User Mams and FPasswwond i I\[ Corfigme. . I--I

GTC Token/FPasswond T "
A SIEHAP » 2 U Mame—and P assword —— i

[1 Uze Are PAC Belonging to the Same Group

[+] Allow Awstomatic PAC Prosvisionsg

[+] Mo Metwoik. Connection Unless User Iz Logged In

| Ok | | Conca |

5. #£“TLS Client Certificate Configuration”® O : /5 f Validate Server Identity Zi&4E , Hik#F
EPmEREN CAEPD (AW AEFIHERIR CA MBI PR ) ERZEFEHNIR
PR, EREF G ERENRBIED ( WA N E P s IR & IE &5 Pk

) EREFIRIE, Click OK. AR RBIFER T LSRR




Configure TLS Client Certificate |"E El

Walidate Server ldentity

Trusted R oot Certfication Auathonties

woirelezs W
Select a Certificate

1234 [Issue=d by vwirsless 1./26.200H) St

S erverS D ormasicy P anne
A el g Cooenn

Logirs Manme
ugerd

:j : 0K . i [ Cancel ]

XHOE T T F P iR B XX .

B

ERITIENEERSRERER , BHRITUTIR,

1. 7£ ADU L &% Idap SSID.
2.IBREEE  EETRMNBEOPET Yes ROK', ERiZEEBE ADU LBEFIFIEEF RS KR
IEFRER S BREBAL TN TE R o

ERALRR S AIEIARBREERIZ{T. £A WLC CLI &,

. BRI WLC BB 85 LDAP lRF|BEFBHKEIAS , M WLC CLI #87E debug aaa Idap
enable . ARBIERET — NI EE LDAP Hi2 : & : HTZ=RER , AT hWEL

mHEBE$E =17, (Cisco Controller) >debug aaa Idap enable
Sun Jan 27 09: 23: 46 2008: Authenticati onRequest: 0xba96514

Sun Jan 27 09: 23: 46 2008: Callback. . ..... .. 0x8
344900

Sun Jan 27 09: 23: 46 2008: protocol Type. . ... .. 0x0
0100002

Sun Jan 27 09: 23:46 2008: proxyState. . ....... .. 00
40: 96: AC: E6: 57- 00: 00

Sun Jan 27 09: 23: 46 2008: Packet contains 2 AVPs (not shown)

Sun Jan 27 09: 23: 46 2008: |dapTask [1] received msg ' REQUEST' (2) in state 'IDLE (1)

Sun Jan 27 09: 23:46 2008: LDAP server 1 changed state to INIT

Sun Jan 27 09:23:46 2008: ldaplnitAndBind [1] called lIcapi_init (rc

Sun Jan 27 09:23:46 2008: |daplnitAndBind [1] called Icapi_bind (rc =

Sun Jan 27 09: 23: 46 2008: LDAP server 1 changed state to CONNECTED

Sun Jan 27 09:23:46 2008: LDAP server 1 now active

Sun Jan 27 09: 23:46 2008: LDAP_CLIENT: UID Search (base=OU=ldapuser,DC=wireless,

DC=com, pattern=(&(objectclass=Person) (sAMAccountName=user2)))

Sun Jan 27 09: 23: 46 2008: LDAP_CLI ENT: Returned nmsg type 0x64

Sun Jan 27 09:23:46 2008: | dapAut hRequest [1] called | capi_query base="ou=ldapus

er,DC=wireless, DC=com" type="Person" attr="sAMAccountName" user="user2" (rc = 0
- Success)

Sun Jan 27 09: 23:46 2008: LDAP ATTR> dn = CN=abcd,OU=ldapuser,DC=Wireless,DC=com
(size 38)

Sun Jan 27 09: 23:46 2008: Handling LDAP response Success

- Success)
- Success)

0
0

MEHEHPREERNESRE , REE WLC BIH LEENAFEMERER LDAP R



%585, 3 B LDAP #ER IR
. B EAP BHRIEREKIN , M WLC CLI $§E debug aaa local-auth eap method
events enable 5%, R~ : (Cisco Controller) >debug aaa local-auth eap method events

enable
Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: New cont ext
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: Allocated new EAP- FAST cont ext
(handl e = 0x22000009)

Sun Jan 27 09: 38:28 2008: eap_fast_auth.c- AUTH EVENT: Process Response
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_ fast_auth.c-AUTH-EVENT: Received Identity

Sun Jan 27 09:38:28 2008: eap_fast_tlv.c-AUTH EVENT: Addi ng PAC A-1D TLV
(436973636f 0000000000000000000000)

Sun Jan 27 09: 38:28 2008: eap_fast_auth.c- AUTH EVENT: Sending Start
Sun Jan 27 09:38:29 2008: eap_fast.c-AUTH EVENT: Process Response, type: 0x2b

Sun Jan 27 09:38:29 2008: eap_fast_auth.c- AUTH EVENT: Process Response
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Start

Sun Jan 27 09:38:29 2008: eap_ fast_auth.c-AUTH-EVENT: Local certificate found
Sun Jan 27 09:38:29 2008: eap_ fast_auth.c-AUTH-EVENT: Reading Client Hello handshake

Sun Jan 27 09:38:29 2008: eap_fast_auth. c- AUTH EVENT:
TLS _DHE RSA AES 128 CBC_SHA proposed. ..

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Proposed ci phersuite(s):

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS DHE RSA W TH AES 128 CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS RSA W TH_AES 128 CBC SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS RSA WTH RC4_128 SHA

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Sel ected ciphersuite:
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS DHE RSA W TH AES 128 CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast_auth.c- AUTH EVENT: Buil ding Provisioning Server Hello

Sun Jan 27 09:38:29 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 1 ...

Sun Jan 27 09:38:30 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 1 complete

Sun Jan 27 09:38: 30 2008: eap_fast_auth.c- AUTH EVENT: DH signature |length = 128
Sun Jan 27 09:38: 30 2008: eap_fast_auth. c- AUTH EVENT: Sending Provisioning Serving Hello
Sun Jan 27 09:38: 30 2008: eap_fast.c-EVENT: Tx packet fragnmentation required

Sun Jan 27 09:38: 30 2008: eap_fast.c-AUTH EVENT: eap_fast_rx_packet ():



EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 30 2008: eap_fast.c- AUTH EVENT: eap_fast_rx_packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 30 2008: eap_fast.c- AUTH EVENT: eap_fast_rx_packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 32 2008: eap_fast.c- AUTH EVENT: Process Response, type: 0x2b
Sun Jan 27 09: 38: 32 2008: eap_fast.c-EVENT: Reassenbling TLS record

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Sending EAP-FAST Ack

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Sent provisioning Server Hello

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate handshake

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 1 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 2 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Successfully validated received certificate

Sun Jan 27 09: 38: 32 2008: eap_fast_auth.c-AUTH EVENT: Rx'd |-1D:
"EAP-FAST | -1D" from Peer Cert

Sun Jan 27 09: 38: 32 2008: eap_fast_auth. c- AUTH EVENT:
Readi ng Cient Key Exchange handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 2 ...

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 2 complete.

Sun Jan 27 09:38:32 2008: eap_ fast_auth.c-AUTH-EVENT:
Reading Client Certificate Verify handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Sign certificate verify succeeded (compare)

. debug aaa local-auth db enable fs St IEEAA. RHIWMT : (Cisco Controller) >debug aaa

local-auth db enable
Sun Jan 27 09:35:32 2008: LOCAL_AUTH EAP: Received an auth request

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Creating new context



Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Local auth profile name for context 'ldapuser’
Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: Created new context eap session handl e fb000007

Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 2) to EAP subsys

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP) Sending user credential
request username 'user2' to LDAP

Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: Found context matching MAC address - 8

Sun Jan 27 09: 35: 36 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 12) to EAP subsys

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) ---> [KEY AVAIL] send_len 64, recv_len O
Sun Jan 27 09: 35:36 2008: LOCAL_AUTH: (EAP:8) received keys waiting for success

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL AUTH: (EAP:8) Received success event

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Processing keys success

EEE WLC P REN AT FHBIFMIES , M WLC CLI X H show local-auth

certificates . RHIZT : (Cisco Controller) >show local-auth certificates
Certificates available for Local EAP authentication:

Certificate issuer ........... ... vendor
CA certificate:
Subj ect: DC=com DC=Wreless, CN=wireless
| ssuer: DC=com DC=Wreless, CN=wirel ess
Valid: 2008 Jan 23rd, 15:50:27 GMI to 2013 Jan 23rd, 15:50:27 GVl
Device certificate:
Subj ect: O=ci sco, CN=ci scow c123
| ssuer: DC=com DC=Wreless, CN=wirel ess

Valid: 2008 Jan 24th, 12:18:31 GMI to 2010 Jan 23rd, 12:18:31 GMI



Certificate issuer ............ ... ci sco
CA certificate:
Subj ect: O=Ci sco Systenms, CN=Ci sco Manufacturing CA
| ssuer: O=Cisco Systems, CN=Ci sco Root CA 2048
Valid: 2005 Jun 10th, 22:16:01 GMI to 2029 May 14th, 20:25:42 GV
Device certificate:

Not install ed.
- EMCLIEXEE WLC £ K S B RUERLE , 5 & H show local-auth config f . =440

T : (Cisco Controller) >show local-auth config
User credential s dat abase search order:

Primary ... LDAP
Ti ner:
Active timeout .......... ... .. .. 300

Configured EAP profiles:
Name . . | dapuser
Certificate issuer .......... .. ... .. vendor

Peer verification options:

Check against CA certificates ........... Enabl ed
Verify certificate CNidentity .......... Di sabl ed
Check certificate date validity ......... Di sabl ed

EAP- FAST confi gurati on:

Local certificate required .............. Yes

Client certificate required ............. Yes
Enabled nethods ........... ... ... ... .. .. f ast
Configured on WLANS . ... ... 2

EAP Met hod confi guration:
EAP- FAST:
--More-- or (Q)uit

Server Key . ... <hi dden>



Anonymous provision allowed ............... No
Authority Information ..................... Csco A-ID

& T BAGE R BA T 65 5 SR EFBREC B W)

- debug aaa local-auth eap method events enable
- debug aaa all enable
- debug dot1x packet enable

HXER

. AL BEMESIEENIE RADIUS RS ESH EAP-FAST 841 iF &l B /=5
. B — TL M 4% % 8 PEAP S Microsoft B Bk B A iF R &5 (IAS)

. {#H WLC EF ACS ¥ Active Directory A5 173175 VLAN 2 EiE R R Fi
. Cisco TR BE M HER A Wi - HERSMRTR

. Cisco L& BB M4l WIS - BN SISRR4NER

- WLAN ##&I88 (WLC) # EAP S {31 iF i il B R i

. T2 BEMEEIES(WLC)R T MThseE N &

. {88 EAP-FAST B {3 1iFi Cisco R BREEF iR
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