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Active Directory Installation Wizard : _35}

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz you install Active Directary services on this
zerver, making the zerver a domain controller.

[f thiz iz the firzt time you have installed Active Directony, it is
recommended that wou first read the overview in Active

Directary Help.

Ta continue, click, Hext.

.................................

2. B T —%1E1T Active Directory 2% 01§,



Active Directory Installation YWizard

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that
require clientz and other zervers to communicate with thoze domain controllers in a mare
SECLINE Wal.

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including
Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................
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Active Directory Installation YWizard

Domain Controller Type
Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszsible.

4. BEH T —F 02 — AR IR A,



Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

Select thiz optian if this i the first damain i your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel
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Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

6. AT ATER DNS B85, ARHIHHER Wireless.com , RAFEEHT—F"




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

7. A A NETBIOS % , RAREET—F. ARHIER WIRELESS,



Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS

8. NEERBIEEMATMNE, £ Next.



Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

CWINDOWS\HTDS Browse. .. i

Where da you want bo store the Active Directory log?

Log folder:
C:WAMDOWSAMTDS Browse. . 1

9. %&$F Sysvol XHRWALE, # Next.



Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

C:AWIMN DO 5SS WOL Browse. .

£ Back Hewut » i Cancel
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Active Directory Installation Wizarﬂif

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Remaote Accezs Service, read infarmation
ztored on domain controllers.

% Pemizzions compatible with prewindows 2000 server operating systens

Select thiz optian if you run server programs on preswindows 2000 server operating
spztems ar on Windows 2000 or Windows Server 2003 operating sypztems that are
members af preswindows 2000 domains.

i- Anonymous uzers can read information on this domair.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou run gerver programs anly onwWindows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Daly
authenticated uzers can read information an thiz domain,

< Back et = Cancel i

M BREEEAZB , AREET—F,

Active Directory Installation Wizari:-léjé

Directory Services Hestore Mode Adminizstrator Pazsword

Thiz pazzword iz uzed when pou start the computer in Directary Services Restore
Miode.

Type and confirm the pazsword pow want to azzign to the Administrator account uzed
when thiz server iz started in Directory Services Hestore Mode.

T he restore mode Sdminiztrator account iz different fram the domain Adminiztrator
account. The pazswords for the accounts might be different, =0 be sure to remember

bath.,
Restore Mode Password: LI LT
Confirm pazsword: TITTTTT

For mare infarmation about Directon Services Restore Mode, zee Active Directary Help.

< Back Mt Cancel




12. B & T — S LA A EHET,

Active Directory Installation Wizard

Summary
Rewiew and confirm the options pouw selected.

You choze ho:

The new domain name iz Wirelezz.cam. Thiz iz alza the name of the new farest.
The MetBlIOS name of the domain is WIBELESS

D atabaze folder; CNWINDOWSSHTDS
Laog file folder: C:SwINDDWSSHNTDS
SY'SVOL folder: C:AMWINDOWSASYSWOL

The password af the new domain administratar will be the same as the paszward of
the adminiztrator of this computer.

i

To change an option, click Back. To begin the operation, click Mest.

< Back et = Cancel i
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Active Directory Installation Wizard x|

Completing the Active Directory
Installation Wizard

A ctive Directary iz now ingtalled on thiz computer for the ...flj
domain ‘Wireless. com.

Thiz domain controller is aszigned ta the site
Default-First-Site-Mame. Sitez are managed with the
detive Directory Sitez and Services administrative tool.

Ta cloze this wizard, click Finish.

Hack Finizh LCancel

14. BB RS8R, EEREN, o
Active Directory Installation Wizard x|

Windows muzst be restarted before the changes made by the Active
Drirectomy Installation wizard take effect.

Dion't Restart Mow

BEXELE | EEL N Microsoft Windows 2003 Server Bt & s FI2s , H HAIE T HE
Wireless.com, N —Z 2RSS LB E DHCP RS,

7 Microsoft Windows 2003 Server .+ Z¥ M fi i DHCP %

Microsoft 2003 Server L#) DHCP [RS A FRILLEZ FimiRft IP thit, EEULIRS 25 £ L EFBE
B DHCP RS , BERUTHRE -

1. FE“PR I E AR 2 H RIS R

2. B &%/ BR Windows 44,

3. EERBERSE , RARRE G HHAFE

4. 1% ##Dynamic Host Configuration Protocol(DHCP) , /5 % #iOKo



Metworking Services %]

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

L 1.7MB
ﬁ Q Dynarmic Host Conbiguration Protocal [DHCF] 0.0 MB
(] /™ | ntermet Authentication Service 0.0 ME

] ™ Bemote Access Quaranting Service 0.1 kMB

.....

[ M RPC over HTTP Prosy 0.0 ME

......

] [ Simple TCPAP Services 0.0 kB

(] ™ findows Intemet Mame Service [wINS) 0.9 kB

i ]

Descrption:  Setz up a DHCP zerver that automatically azzigns temporary [P
addreszzes to clent computers on the zame netwark.

Total dizk, zpace required: 3.4 MB
Space avallable on dizk: F224 5 MB

=
b

chals.,

aFk. Cancel

5. BH TN —FH K% DHCP B

Windows Components Wizard

Windows Components
You can add or remove components of Windows.,

To add ar remaove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. Tao zee what's included in a component, click
Details.

LComponents:

ﬁ [nternet Explorer Enhanced Secunty Configuration 0.0mMEB ___t_j
B.3 MB

‘333 b anagement and Maonitaring Toolz

| Metworking Services
| Egd Other Metwork File and Frint Services 0.0 MEB
| &4 Bemate Storane 4 7 MR ..:j

Description:  Contains a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB

_ _ Details... 1
Space available on disk: 2121 MB

< Back Mext » Cancel i HEelD i




6. EHTERTRALE.
Windows Components Wizard : __Zj_{_j

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.
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10. fE#4| AR | 8% E tsweb-lapt.wireless.com , RAF AT FESBE" N TEFFRE N
IP b3t 3E
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Mew Scope Wizard

Welcome to the New Scope
Wizard

Thiz wizard helps you et up a scope for digtiibuting 1P
addrezzes to computers on your nebwork,

Ta continue, click Next.

Hack P Mestr Cancel

.................................
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Mew Scope Wizard

Scope Name
You have to provide anidentifping scope name. “'ou alzo have the option of
providing a description.

N

Type a name and dezcription for this zcope. This information helps you guickly identify

hiow the zocope iz to be uzed on pour nebwork.

M arne: DHCP-Clients

Dezcription: DHCP Server for Wireless Clients

< Back et =

Cancel

13. £IP #h it SEE" W L |, W ASEEM T ML

Mew Scope Wizard

R IP it ?’Uﬁiﬁ.ﬂ:—ﬂ?o

IP Address Hange
Y'ou define the scope address range by identifving a zet of congecutive [P
addresses.

N

Enter the range of addrezzes that the scope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: o, 77 244 0213

& subnet mazsk defines haw many bitz of an IP address to uze for the netwark./subnet

D'z and how marny bitg to uze for the hozt 1D, You can specify the subnet mask by
length or az an [P addrezs.

Length: B neol

Subret rmask: 2850 .0 .0

< Back Mt

Cancel




14. ERINEERIU A L | I HBFHLERE/M DHCP SEE FHERREY IP #bit,

Mew Scope Wizard

B Next.

Add Excluzions
Excluzions are addresses or a range of addreszes that are naot diztibuted by the

FEMEL

Type the I[P addresz range that you want to exclude. If vou want to exclude a single
addrezs, tppe an addresz in Start IP addreszz only.

Start IP address: End IP address:
| - . : - :

Excluded addresz range:

1
i L

< Back et = Cancel
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Mew Scope Wizard

Lease Duration

SCOPE.

The leaze duration zpecifies how long a client can uge an IP address from thiz @

Lease durationz should typically be equal to the average time the cormputer iz
connected ta the zame phyzical netwark. For mobile networks that conzist mainly of
portable computers ar dial-up clients, shorter lease durations can be uzeful.
Likewize, for a stable netwark, that consizts mainly of dezktop computerz at fized
lozations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by thiz zerver.
Lirnited to:

Days: !—Igurs: Minutesi
e

< Back et = Cancel

Mew Scope Wizard

16. B8 DHCP 'R L , i4%2 , REVAEE DHCP T , AL & T —5"

Configure DHCFP Options

SCOPE.

You have to configure the most common DHCP options before clientz can uze the @

When clientz obtain an addreszz, they are given DHCP optionz such as the [P
addreszzes of routers [default gateways], DMS zervers, and WINS settings for that
SCOPE.

The zettingz pou zelect here are for thiz zcope and overide settings configured in the
Server Options folder for this zemver.

Do yau want to configure the DHCP options for this scope now'’?

" Mo, | will configure theze options later

< Back Mt Cancel
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Mew Scope Wizard

Router [Default G ateway])
Y'ou can gpecify the routers, or default gateways, to be distibuted by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below.

IF addrezs:

1 D??E##EED EEE:\,:_:E"E':;'_:'-\.-';:_:

F e
LA T

< Back Mt Cancel
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Mew Scope Wizard

Domain Mame and DHNS Servers

The Domain Mame Systern [DMS) maps and tranzslates domain names uzed by @
clientz on pour network.

You can specify the parent domain pou want the client computers on your netwark, to uze for
DMS name resolution.

Parent domain: | ireless.com

T o configure scope clients to uge DMNS zervers on your nebwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP address:
E:'-i_s:::-::_;_'_;i'._:;_:_; 107724417 EE;;_:_;E';':;_'_;'._:-:_;
< Back et = Cancel
19. B2 Next,
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Mew Scope Wizard

Activate Scope
Clients can obtain addrezs leases only if a scope iz activated.

N

" Mo, | will activate this scope later

< Back et =

Cancel

22. B'ERATEEE S T L, £HEK.

Mew Scope Wizard

Wizard

Ta cloze this wizard, click Finish.

Completing the New Scope

Y'ou have succezsfully completed the Mew Scope wizard.

< Back Finizh

Cancel
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Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

Components:

"~

i i‘%.ﬁ.ccessnries and Utilitiesz 4.9 MB ﬂ
in! @.ﬂ.pplicatinn Server 34.4 MB

M F- Cerificate Services 18 ME
] ™ E-mail Services 11ME

[ ¢34 Fax Servines 7 9 mF :j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key securnty programs.

Total dizk zpace required: 138 MB D etails 1
Space available on dizk: FN06ME -
< Back et Cancel ! Helo !
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sicrosoft Certificabe Services

After instalbing Cestificate Services, the machine name and domain membership may not be changed due to the binding of the machine name toC4
irfomation stored in the Active Dkadtary, Changing the maching name o domain memnbseship would invakidsts the certficates Bsued From the Ca,
Please ensure the proper machine name and domain membership o= configured before instaling Cerbficabe Services, Do you want bo conkinue #

N

5. EEPMANMERT |, EESWR CA, REEE T




Windows Components Wizard

CA Type
Select the type of Ca pou want b zet up.

" Enterprize subordinate Cé
" Stand-alone root Ca
i Stand-alone subordinate Cé

DES':”I:'“DH I:II: |:|':'|| t_'.-'l:lE-' ............................................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca, |

< Back M et > Cancel Help

6. A B THrR CA B Fr. AR4GI{E Wireless-CA. £ Next,



Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:

wireless-Ca)|

Digtinguizhed name suffis;
DC=wireless, D C=com

Presview of diztinguizhed name:
CH=Wirelezs-Ca DC=irelezz,DC=com

Walidity pernod: E wpiration date:
5 ;‘T‘e ars :j 12242012 701 Ph
< Back M et > Cancel Help

7. XRNEPHEFEFEGET —NMEPH BT EFK. £ Nexto



Windows Components Wizard
Certificate Database Settings
Enter lozations for the certificate databaze, database log, and configuration
inforrnation.
LCertificate database:
; CvwMN DO S epstem32hCertlog Browse. .
Certificate databasze log:
iE:"»WINDEIWS hapztem32Certlog Browse. .
I Store configuration information in a shared falder
Shared folder:
e R i E LT "'5.!-
a..... + sEpE EuEhe JIGE i = Sas
< Back M et > Cancel Help

8. MR IS ZREHAMN , NAMAEFESIL | TREHREIRE, EERMITEL IS WESEHER
 BEBE. RECARE, C2BFEFST.
P %]

HMicrosolt Certificale Services

1 E To complete the irstalation, Certficate Services miust bemporarily stop the Internet Informakion Services. Do you wWant Eo <bop the service o

Is

H e

9. B HiFinishE BEH MUK L1 (CA) RS Y & 2o



Windows Components Wizard ; : .._?..‘:j

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

.................................

T —% 27 Microsoft Windows 2003 Server t Z&E B E Internet KRS .

e I ey Edh

T—ZREEFREZRIFLANG  ANIETRABRENEE. ERRY , FE/REEDE,
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1. FAEBUAMBESNE R ImEEIBLMNE,

2. BHEFE , HARFHENAFRB/EBHITES,

3. BT R ; 2 EHE1T ; B Acmd ; AGRTRRE.

4. EHPRRAT , B A ipconfig , AR Enter & , LUFRIUE DHCP B IEEMR , HAEF
M DHCP BRSBZ2RWEIT IP thiit,

5. ENEFWmMAESY  BARETRNEN , ATEEBEMY .

6. # & Computer Name £,

7. ¥ Change.

8. # FDomain ; % Awireless.com ; ARG £ HOK,




Computer Name Changes

ou can change the name and the memberzhip of this
computer. Changes man affect access to nebwork, resources.

Computer name:
Cligrt1 |

Full computer name:
Chentl.

bember of

{(#) Domair
Wwireless

) wWorkgroup:

e e
o et o o
B e et AR

9. @ AFIF"# Administrator AR E P IRFTMIA MBS ENED, (XZMRESEHR LM Active

Enter the name and password of an account with permission
ko join the domain.

User name: € administrator b

Passwiord: TITTITIT

9] 4 J | iZancel

Directory FHIEEAKS, )




Computer Name Changes

[ .3
“%‘} Welcome ko the Wireless domain.

| oK ]

10. Click OK

M. BEREFBTHHE.

12. TTEVEFH G , EHAUTEEE R . AF &= Administrator ; 2= <domain
password> ; i#= Wireless.

13. AR E RN ER , AREHBM .

14. BTN EHREAF , MEBIEERAE Wireless.com HH,

System Properties

Syztem Hestore Automatic | pdates Hemote

General Camputer Mame | Hardware Advanced

e Windows uses the following information to identify pour computer
%ﬁ an the nebwork.

...................................................................................................................

Computer description:

For example: "Kitchen Computer’ or "M an's

Comnputer'',
Full computer name: Clentl wWireless. com
Dromair: Wirelesz.com
T o uze the Metwork, [dentification \Wizard to join a Nehwork [0
domain and create a local uzer account, click MNetwoark: £

L.

T o rename thiz computer or join a domain, click Change.

- Change...

&, Changes will take effect after pou restart this computer.

| ] || Cancel |

15. T—HRBRIEFFIHMIBEI[WET CAIULES (BEF) .
16. B & Start ; £ 3HRun ;  Amme , AFEHOK,
17. 55 H , ARRTRNIN/BIREEE T,



Standalone | Extensions |

Ilze thiz page to add or rerove a standalone Snapein from the console.

Snap-ng added to: | Conzale Roat v'_

Diescription

Add.. Haninks iR ¥

18. B & Add.
19. EFUEP , RiB &,



Add Standalone Snap-in

Axallable Standalone Snap-ins:

S hap-in - Vendaor ~
% MET Framewark 1.1 Configuration ticrozoft Corporation
Bctives Contral ticrozoft Carporation
i . Certificates Microzoft Corporation
@ Component Services ticrozaft Corparation e
Computer bManagement ticrosoft Corporation
Device Manager ticrozoft Corporation
E Dizk, Drefragmenter icrozoft Corp, Executi...
% Dizk Managernent Microzoft and VERITAS. .
Ewvent Viewer Microzoft Corporation
Folder ticrozaft Corparation ¥
D ezcrption

The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a service, or a computer,

|_ Add | | Cloze

20. IEFRUTHAKS , REEHE T -5



21. BHSERESMIAN A1 W,

Certificates snap-in

This gnap-in will always manage certificates for:

£ My uzer account
) Service account

{#) Computer account

sHank et = J [ Cancel J

Select Computer

Select the computer you want thiz snap-in to manage.
Thiz znap-in will always manage;

(%) Local computer. [the computer this consale iz running on)

) Another computer: Hrompse:

[ ] Allow the selected computer to be changed when launching from the command line. This
only appliez if you zave the conzaole.

[ < Back J[ Firish J [ Cancel J

22. BEHXHA , RERTHE

23. R Ff Certificates(Local Computer) ; EFF Trusted Root Certification Authorities ; /5 % &



Certificates, 7£ %3k &K Wireless,

w4 Consolel

\Lorsole HostiCertificates |Local Computer Y rusted Hoof Certification Authormieshiertibceles )

B Pl Achion  Vmw  Faortes  Whedow  Helo

e D@ LR XFE @

ﬁtmnwz liwsed T |E:| whion [aba Intmrdlad Purposas E ar Shah A
=) Certisbes fLocel Compuber) IS SERMICIOS DE CERTIFICACION - ... SEFWICIOS DE CERTIFICATION - &.... 371073006 Secure Emad, Server,..  SERYICIOS 0ECERT...
il mwcmf-:-Hmm Eluia, secs Chrt L1 516 Sarurs Chark A R R Secursmsd, Sarvar,  Tocts nterbancat..,
T TRab=Ia, Senien Sanver 4 S14 Sepune Sereer Tl TREDLE Secire Emsl Sever . Socksta Interbancai ..
h @%m E:ﬂ#wnmq sy Rook O LiznLe Securs Cmad, Ssrear,,  Sessshery Root Cl
- e CertFcation futhes Bl sante: Bool CA, Srarlins Rost £ SR kL il chhin =
i IBT-] w’i * s IZdre TrushCanker Class 1 8 T TrustCeniter Class | Ch LifznLn Secure Emad, Sereer,, T TrestCanker Ol .,
B Untmusted Cartificabes [l TC PrustCanber Cs 2 C4 TE Trast Coriir Clii 2 CA TRIEH Sacurk Eaad, Servar.. 10 TrudCanber Ol ..
Hi- () Third-Party Risct Certfication Au Edre TrushTanker Dl 304 T TrustCeniter Class 3 Ch Li1jznL Secure Emad, Sereer., T TrustCanker Ol
W @Tﬂ.ﬂhﬂd:ﬂk E-'I.' FrushCanbar Clans 4 25 T Trost Corser Class & CA [NpRrsifh] e Emad, Sarvar. .. TC TrusCenter Tl ..
w3 =t E7C TrushCanber Tiwe Stargang CA T TrustCeniter Tine Stanging 8 Li1jzoLe Tiwes Stamping TC TnastCenber Tive. .,
=) thawts Prrsoral Bass CA Thaeste Personal Bwic Ch K Lrdind] Chent Augherticaton...  Thewts Pereonal Ras...
Thewhe Fersonal Fresmal C4 Thawste Pesonsl Fresnad C& L Chent Muttertication...  Thawde Fersonad Fre. .
=] thapwbs Furmrl Promn Ca Thawste Personsl Eremam C4 s Chent Augherbicaton,,. Thawts Persordd Pre.
Tetrwibs Presism Server C& Thiwete Prewin Semer C4 L Sereti Authenticatin . Thavde Fremiim Ser..
Thawste Server T e Sereer futhenticatin ., Thawts Jereer CA
E T Tiitrest Sindang L5 Thaeste Trne=sLangerg CA [ R T SLETOG Thawds Time ..
=0 - AT 53T LT - Do TR e 4310 [ Trdr Seresr futtenticstion  UTH- DATACom 557
bt LBt Chent Batleniicnti .. UTH-LSER Frst-Cherd duthentication.., 7101009 Seiure Emad Tk USERFre-Cha.. .
EUrk-LeEeFust Hardwars LUTHH.ISERFirst-Har desare plEIE ] Server dtrenticstion  UTH- LISERFest-Har,
[T LBt Hatvrerk Appleatiors  UTH-LSER Fret-hebwark Appleations 7710{2000 Seeure Emad, Servar...  UTH- LSERFr-hist...
TH-USESFist-Dhiect LThH_IER Fiest-Clbject EI LT L T Stamping, Code.,,  UTH- LISERFst-Olbject
a‘-hhr\md Softwearn Pull. ., VertSon Corrsr ol Softweens Publs... 1511580 Secure Emad, Code &, WeriSigr Commarncial ..
IEverizign Cormercial Softrre Publ... Veron Conmnernal Softwans Publs,. LBJZ004 Secupe Emed, Code 5., VSN Corenends .,
a‘mﬂqwlrrhrumﬁh. hmhﬂﬁmk&“nﬁhﬁ}u. B R Secure Emad, Code 5, 'h'-r'q'\ulrrh'ru'i...
ISl verisign Individual Software Publis...  Vergn Indkcusl Softeare Pubkche, . LBJZ004 Secure Emad, Code 5., WeriSign Indsidud 5.
Elverizgn Trust Nemaork Verifign Trust Metwrk 5197018 Secursmsd, Chark ., ertig Cless 2 Frin,,
Tl verizign Trust hetrael. WariSgn Trust Metwark Az SecureEmad, Cherk .., WeriSign O2ss 2 Pri..
=iz Tnust Mstrork Verfagn Trust Mebwork si19iIn Secure Emad, Chert .., erSign Claas 3 Frim,,
Ll st pa b, WeariSgn Trust Mebveork T ] SecureEmal, Chend .. WeriSage Oeds 3 Prim..
vt Tnust Metraork VesrfEgn Trust Mebwork si19/In SeowreEmad, Chert .., erSign Class 4 Frim,
[l sieriSagss Truil Mt paiw b, Vi Trust Melwork, T riet SerureEmad, Chind .. WiriSagn Oass L Pri..
Trust Mstrark, Vesrfgn Trust Mebwork ajzles SeoreEmad, Chert ., VeriSign Class 4 Frin,

Wrusk Mt pace b,

Eherert BT by DAT

W EScn Trust Malwork

et £ bry 31

Eip R e

Si1ufanie

Sacure Enad, Chasd ..,

Aprure Emad, Sarvar. .

WiriShge Oaia | Priva..
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TEHRIE,

BERS R LELZENEIE IAS ,

1. R FIE R 2 o NS BR R o
2. 5 &5 b0/Mi BR Windows 44,

3. EBRMBRSE AL HHMAER"
4. i Internet Authentication Service ; #HOK ; A5 ¥ tiNext.

BERERA TSR,



Metworking Services x i

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

5 ubcnmpnnents af M etwnrklng Services:

1.7MB =
0.0 MB
0.0 ME
L Hemote Access Quarantine Service 01 MEB
L] JBIRPC cver HTTP Prosy 0.0 ME

ﬁ Q Internet Authentication Service

] ™ Simple TCPAP Services OoME =
] .;":Z Windows Internet Mame Service PaMNS) 0.9 MB ______j

Diezcrption:  Enables authentication, authonzation and accounting of dial-up and WP
uzerz, |45 supports the RADIUS protocal.

Total dizk, zpace required: 3.4 MB

Space avallable on dizk: 2082 MB
1] Cancel
5. B HTERSTR IAS R,
Windows Components Wizard ; : __Zj_{_j

Completing the Windows
Components Wizard

You have succezsfully completed the Windaves
Components \Wizard.

To cloge thiz wizard, click Finish.




6. T —FREZEInternetF B HRIUEARS (IAS)RI it EHIE .,
7. S iaERun ; # Amme ; AEEEHOK,

) B deta B Ewaiter M b | =] =
[ medm
Bl == = I
Tharw: it ¥ et bn shaa i Hhin s
I
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8. EXMREFELREE , REEE N/ EEE T,
0. BHBFMAFMERE T,



10. NEB B THRFPIERIES , REEFRIN,



Add Standalone Snap-in

Available skandalone snap-ins:

Snap-in | vendor

“E MET Framework, 1.1 Configuration  Microsoft Corporation
""m.ﬁ.cl:we Direckory Domains and Trusks  Microsoft Corporation
ﬁﬁ'.ﬁ.ctwe Direckory Sites and Services  Microsoft Corporation
rr_é.ﬁ.ctwe Direckory Users and Compu...  Microsoft Corporation

,_ii.ﬂ.ctwe:-i Conktrol Microsoft Corparation
@ADSI Edit Microsoft Corporation
ﬁg.ﬁ.uthnrlzatmn Manager Microsoft Corporation
@Certlﬁcate Templal:es Microsoft Corporation

) Microsoft Corporation
ﬁ Certlﬁcatlnn Aukhority Microsoft Corporation
E

E... DE}SI:I"lI:ItlI:IrI ....................................................................................................................................

. The Certificates snap-in allows vou to browse the contents of the
certificate stores for wourself, a service, or a computer,

....................................................................................................................................................................

1. ERTHIK, , AREET—F

Certificates snap-in

T hiz gnap-in will always manage certificates for;

My user account

ErvICE account

]
;::umputer accourlt

Hewut »

Cancel




12, EEBRAR#ITEY , AREE TR

Select Computer

Select the computer you want thiz snap-in to manage.

— Thiz znap-in will always manage:

ey 5J__._cn::a| computer: [the computer thiz conzole iz minning ong

i Another computer: I Brawse]:

[ allow the selected computer to be changed when launching from the command line. This
arly applies if you zave the console.

< Back Finizh Cancel

13. B EHXH , AR ETHHE",

14. BJF Certificates(Local Computer) ; % % &5 Personal folder ; #%#%All tasks , R/FEEF
Request New Certificate,
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15. EREBEAEPERAS L , BHT—F.




Certificate Request Wizard : L j_j

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate From a
certification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
is a confirmation of wour identity and contains
infarmation used ko proteck daka or to establish secure
niebwork, connections,

& private key is the secret half of a public and private
key pair associated with a certificate, It is used o
digitally sign or decrypt data encrypted with the
corresponding public key.

To conkinue, click Mext,

.................................

< Bact Eec et i_ancel

16. G ERFISHIE BB ( WREM DC SR ERST B8 LW R ITRALIES |, Wik WA IES
iR )  RERE T



Certificate Request Wizard i - : E_j

Certificate Types

& certificate bype conkains preset properties for certificates,

Select a certificate bype For wour requesk, You can access only certificate tvpes that
vou have permissions for and that are available from a trosted CA,

i_ertificake bypes:

Directory Email Replication
Domain Controller
Damain Contraller Authentication

To select a cryprographic service provider and a Ca, select Advanced,

™ aAdvanced

< Back Mexk = i_ancel 1

17. BB B HMEA,
Certificate Request Wizard : : ___::-Ej

Certificate Friendly Mame and Description

You can provide a name and description that help wou quickly identify a specific
certificate,

Type a friendly name and description For the new certificate.

Friendly name:
PEAP-Wireless

Descripkion:
185 Server Certificate - 802, 1x Authentication

< Back Mext = Cancel




18. R HERTERIEBHREF,

Certificate Request Wizard

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Compuker Name TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish

Zancel

Certificate Reque:s_:_

!.() The certificate request was successful,

.................................

A PEAP-MS-CHAP v2 5% if &l B Internet & {33 uF BRSS

Wiz, BELZTET IS HREBERT —MES , JUFBNFHRIERE IAS T,
FRERA TSR

1. 855 FB>BF >EEITE K RAELET Internet FHRIERS EEE T,
2. 5% FHinternetF B WIE RS (IAS) , A5 & T EActive Directory R EM RS -




#Irkpmet A herks slian Serean

:Jm::;:m ﬁ::_": ba Inkarmst At hantic stian Serice
B Fawraty fecnw Poiom .
B 20 Cornaction @ sqpusal P s e T::;hmﬁrui,ﬂrﬁhﬁ:ﬁfh iﬂq}_\r‘:m‘.:flmf;l::\mﬂIﬁ_—’hlwhﬂhf}ﬁﬂ.ﬂﬂwmmmﬂ’
Frpstes b e ey rereol scome prope b oF e accunits in factive Disssony, o the fackion: mena, chick Begibes Server in ks Diecory,
g thh A o s St AT i e, ),
(Bt evves B Aithes CmTone [
W] | | A Habvrt Corariors | WR0aecE R I | [ re——— | w2 WEEAT v

3. R4 & ~Register Internet Authentication Service in Active DirectoryXf iF4E ; £ HEE, X
f IAS REB 3T Active Directory HY F i 1T B 11,

Register Internet Authentication Server in Active Direcbory:

Toenable [45 to authenbicate users in the Active Directary, the computers running 145 must be authorzed bo read users” diakim properties From e doman.
Cig o #wish B aukhor iz this compitet ko read users’ dialin propesties from the Wireless.com domain?

4. ET— M EEPREERE.

Server registered:

'j This computar |5 now authioned to read Users’ dal-in properises From domain Wirskss,com,

T authoriza this computer to read users' diskHin propecties From other domaing, o0 musk registes this compater bo b= a member of the RAS|IAS
Servers Groupn that domain.

5. £ MS IAS R85 LR Tk B E MR 2R EN AAA B im,
6. A% & RADIUS FF iR , RAEIEER¥E RADIUS BF i,
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Mew RADIUS Client

MHame and Address

R Ay | [ Sre—————

7. BABFPHMNEBR ( ATBIRHI WLC) , R A WLC I IP Next.

I
| @] WEEAT e

Type a friendly name and either an IP Addrezs or DMS name for the client.

Ernendly narme:; WLC

Client address [IP or DHS):

10.77.244.210

Werify...

£ Hack

M et »

Cancel

8. E F—m M Client-Vendor T , #%#¥RADIUS Standard ; # A £ =248 ; A8 TFinish.

9. {EEE , WLC BEEN AAA BEFImRINE IAS £,
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Mew Remote Access Policy Wizard

Policy Conhiguration Method

The wizard can create a tppical policy, or you can create a custom policy.

How do wau want to zet up this policy?

{* |Uze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Tvpe a name that deszcribes thiz palicy.

Palicy name:  [PE AP wirelesd

Example: Authenticate all PN connections.

< Back M et

Cancel

13. RIELWEEZLRRRBEE M. ANROIFIER Wireless,




Mew Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of accesz for which pou want to create a policy.

i WPN
Uze for allYPM connectionz. Ta create a policy for a specific WPMN type, go back ta the
previous page, and select Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Drigital Hetwark, [I1SDOM] line.

% iafireless

TR S
ze for wirelezz LAMN connectionsz anly.

" Ethernet
=& for Ethernet connections, such az connections that use a switch.

< Back M et Cancel

14. T —RE , BEAS , AEFLZRIEFRRBEAT PSR




Mew Remote Access Policy Wizard

Uszer or Group Access
You can grant access to individual ugers, ar you can grant access o selected

Qraups.

Grant accesz bazed on the following:

[lzer accesz permizzions are specified in the uzer account.

" Group
[ndividual uzer permizzions override group permissions.

f T s
A BERR LR AR

.......
mmmmmmmm

~
ot BRI BT

< Back M et

Cancel

15. B GMRIEAZET , EEZHP N EAP (PEAP) , AREHBE",



Mew Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of security devices to authenticate uzers.

Select the EAP type far thiz palicy.

Tvpe:
Pratected EAP [PEAP Configure ...

< Back M et Cancel

16. EZRHFH EAP BHER L , M“Eﬁﬁﬁﬂ@ﬂ%”?ﬂﬁiqﬂﬁ#zﬁﬁﬂgﬁ% RERTHRE

Protected EAP Properties ZEE: ;; :-:. ______j______j

This server identifies ikself to callers before the connection is completed.
Select the certificate that vou want it to use as proof of idenkity.

Cettificate issued ; aweb-lapt  \Wireless, com
Friendly name: PEAP-\Wireless

IssLer: Wireless-Ch

Expiration dake: 12/16/2005 5:53:02 PM

™ Enable Fast Reconnect
Eap Tvpes

Secured password (EAP-MSCHAPR w2) Mawe Lin

fdd Edit Remove 2K i iZancel




17. BIFIERR G R REBHFAER , RREEETER,
New Remote Access Policy Wizard :: ____}Ej

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the Mew Remote Access
Folicy “Wizard. v'ou created the following policy:

FPEAP-Wireless

Coaonditions:

MaS-Part-Type matches "wireless - Other OR ‘Wireless -
[EEE 802.11"

Auythentication: EAP[Protected EAP [PEAP])

Encryption: Baszic, Strong, Strongest, Mo encryphion

Ta close thiz wizard, click Finizh.

< Back C T Firish Cancel

.................................
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PEAP Properties e " : 21 x

Settingz

Specify the conditionz that connection requests muzst match.

Folicy conditions:

MAS-Port-Tope matches "Wirelezs - Other OR ‘Wireless - IEEE 802.11"

4| | i

Add. | Edt. Remove |

If connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Unlezs indradual access permizsions are specified in the user profile, this
policy controlz access to the netwark.

If a connection request matches the zpecified conditions:
" Deny remaote access permission

¥ Grant remote access permission

ak. Cancel Sy

o

A P % nE Active Directory

FEHIRES | EELE Active Directory E4E3 A FBURE.

EFAFAE Active Directory BiEER , BERUATEER :
1. 7£“Active Directory A P MiTEH2H AW T , GRR2GAP, ; R5HE ; AREEAF.
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2. BHENK - B EED , BATLAFNER. ARHEREZZRHPEAZR
WirelessUser , #E“FEF'%iﬁ”#ﬁﬂ“FﬁFﬁ‘WwelessUser" # & Nexto

Mew Object - User

Create in; “Wirelezz. comdl zerz
Eirst narme: Clignt 1 [ itials: I

Last name:

Full name: Client 1

I zer logon name:

Client1] @Ehwireless. com j
Izer logon narme [pre-windows 2000];
WIRELESS Client
< Back I Mewut » Cancel

3. EHENR - AP XEED , B EB NBAER TRPRACEENED, BRAFPYSA
ETRBRNERBEBERE  RFRET %



Mew Object - User %]

g Create in:  wireless comdUzers

Pazsword: TTIII1

LConfirmn pazsword: TTTITIT)

I User cannot change password
{7 Password never expires

I Account iz dizabled

£ Back Meut » Cancel 1

4. EFENR - AP XNEEF , BHFER,
New Object - User X]

g Create in:  wireless comdUzers

Wihen pou chck Finizh, the following object will be created:

Full rame: Client 1 j__j

Uzer logon name: Client] @wirelezs. com

................................

¢ Back {i Fmzh i Canicel 1

................................




5. BEESWM2ASWA, WECIRES AL Ik,
RV H T

BRI THER

1. #£Active Directory A P Mt BNl =B AR |, B HUsers3 X ; £ % HWirelessUser ; £
tProperties ; A5 ZIDial-ini£ W+,
2. &EBAYHE , RARETHHEE,

Client 1 Properties e 2 x|
FRemate contral i Terminal Services Profile ; COk + ;
General ; Address i Account i Profile ; T elephones i Organization ;
kember OFf Chial-in i E nwironment i Sessionz ;

Rerote Accezs Perrmizzion [Dial-in or WEM)

Callback Optionz

| % No Callback
" Set by Caller [Bouting and Remaote Access Service only)

" Alwaps Callback to:

- o TORRTI AR o N D T
P i Lo o b B R et gl B ol e P = feil)
I Azaign a Static 1P Addiess
- L Cp ol O :
— I Ei e T IR = VeI e o
{ e B RN |l gy B B R =

Define routes to enable for thiz Dial-in Sl 1
cannechion.

Q. i Cancel 1 Apply

EETLBEMEFEMEZER AP

NEZANRERETLTL RS, XTFEELLFIMEERR. BE AP MELLEF iR,

JE3E MS IAS RADIUS BR5538 8 RADIUS S{ABUrRlE WLC

BEEERE WLC , SMEREA MS IAS ER S HRIERSER. FERE WLC EFAFZIEERE



SLEB RADIUS fR$85. RIS , SMEB RADIUS MRS SBWIEA P EIE , BTz imiR 4t | R
o At , BEREM > RADIUS BiF R AFIN MS IAS IREZ83/E3 RADIUS BRS58%.

BERERATHR

1. MBI GUI ik EREMARADIUS SHRIE , ER TRADIUS & HRiE RS S T
o RIE , $HHREY RADIUS B,
Q- O HEG L#© 2533 e ndomn

Security RADIUS Authentication Servers = Ao < Bachk | Apply
AR Sarver Indax (Priority) 1w

Ganeral

Rarus suthemtication —

RADALS ALcoantng Server IPAddress io.rri4ai98 =00 0|

Local Wat Users

el Bhared Ercret Format CAECHL |

Crisabled Chents — K

User Login PObbO 0000000000000

AF Polces Shared Sacrat e ia

Access Central Lists canfinm Sharad

[PSec Certificates Sacrat
A Cartificata
10 Cartificabs Eay Wrap O
Wb Auth Certificale )
Wireless Profection Fort Numaar ELE
Policing
Trustad ap _FA:III:IES Sarver Status Enabbed (=
Ragus Palices
Ttandard Signatures _—
D Sagnabure s Suppaort for RFC 2576 | Enabhed [&
Climrg Exclugion Polcas
AP Autfenboation Ratransmit Timeout 2 | seconds
Wetwork Lisar E eEnabie
Management || enabie
IrSec [ Enablsa

2. 7£ RADIUS B BiFRSSE > 2T HE X RADIUS REEESH, XLESHEE RADIUS R
SEM IP i, HEFA, KOSHRFZFRS. ‘MEAFPNEE SRERERET
RADIUS WE M RIIRAEATEENMMERF . ARFI6ER IP it 10.77.244.198 #7
MS IAS 45 RADIUS R85,



Security RADIUS Authenticalion Serwers appiy 1 rew,

Call Btation ID Type |IP Addeess -

RADIUS Authentication

RADIUE Arcoanting Credentials Caching [
Local Mat Users

PMEC Filtaresg &

Dhsabled Chanks User AES Key Wrap D
Uisar Login Policies

AP Poloas retwork L

P wi SETVER Server Address  Port IFSec Admim Status

amagene Indles

Access Contral Lists
IPEse Certificates =l =] i 10.77.244.198 iBiz Diks abibad Ensblad Edit Esmave Fing
A Cartificata
10 Cartificaks

Wiel Rull Certilicate

Wireless Protection

Pilicins
Trushed AP Falickes
Rogus Polices
Ftandard Signstures
CuFD Sadnabures
Clisrd Exclusion Pohces
AP AU Eton

3. & Apply.
4. MS IAS R85 E4E8 RADIUS FRES][AMBI WLC F , HEATATFRELEFFIRHITEHR
uF,

R & IwHE & WLAN

BLETTL T M IinEEEIIH SSID (WLAN), A RHIF G612 SSID , HRHE N PEAP,

R 2 RHEORIEE XA WPA2 , EEFImEBHITET EAP MEMKIE ( ARHIHN PEAP-
MSCHAPV2 ) £/ AES N IEE, FEMABEIRERINME,

AR AMAFWLANSEREZOSE, SEHMEFES VLAN B, AT — N
VLAN F R ESEE SSID, BXRMfAE WLC LEE VLAN BWER , B ALTLFEEMEHEE 8

VLAN fi & =81,

ZE1& WLC EEE WLAN , BREBA TSR :

1. M\ #2389 GUI 8 35 WLAN BLE R“WLAN"TR, M TT5IH 7#EI88 EI AR WLAN,
2. kR E O WLAN, % A WLAN B9 WLAN ID &1 WLAN SSID , A& HNA,


//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml

0-0 REG L, LES T

EloEn SPETINE

WLANS WLARNS = Mew < Dack | apely |
WLANS w
o b LA 1D [2 -/

&P Groups WLAY

WLAN S5ID [eean

3. B2 WLAN /5 , RS =¥ WLAN £ WLAN > Edit W, T L , IUEN TG E Tt
WLAN HS8 , SRENXREE,. RADIUS REE8. RE KB 802.1x75§o

WAL APS WLAMNS = Edil | = pack __Apply |
WLAMNS WLAN 1D i
WLER:
AP Gross VLAK Profile Name FEAP
WLAK 551D FLAP
Generol Policies Security Policies
Badio Palicy | all "I EPwé Enable ]
i Sakug ¥ enatled
WPALSWFS -
Session Timeauhk (sees) |u7 LaTeT 2 e riy [ Lt E _I
-5
Guakty of Service (0eS) [ Silver (et wlfary =] o ihering
WHH Policy Disabled = Layer 3 Eecurky lﬁ'
7920 Phong Suppart I Chent CAC Umit [~ &P CAC Lisnit Cweb Paliey *
Broadeast S510 [F Enatled
Aironet IE 7 enatind
Allow AAE Osrida " Emablad ® Wl Poboy camngt be wsed m combinabion win
IPsge.

=13 rpblad = |80
Clank Excluss e ¢ = When chent exthition 13 eagbied, & bene bl

Teneout Value (3ee4) value of 2ero mesns infinity{will reguire
DHCP Server [ ovesride adrministratiog ovennde i reset exchsded clients)

e CEIP is not supporied by L0xx ARs
CHCP adde, assignmert [ Bagquired
Inderface Hame MAnaqEment =
MFP e Ragiared 1
MFP Signature
ol ¥ (Glekal parp Disabled)
H-REAF Locel Switching [T

* H-2EAP Lazal Switching rat jupgerted with IFSEC, CRARITE and PORTRESS
suthe mtcations

4 R EAER THWBRE , SMERRA WLAN, MBS AP EREFHSIE SSID , %
55 SSID,



5. B 2 BREM"T |, £F WPA1+WPA2, iXfF7 WLAN £ES A WPA, ETR3ZR , A
JRiEE WPA K&, ARBIMER WPA2 1 AES 1122, M RADIUS BRE 8 TR THRIK# rhik
EHHMH RADIUS RS 85, ASRBIFFER 10.77.244.198 ( MS IAS BRSSE389 IP ik ) o TTIA
RIE WLAN R EEEREMS I,

Ernew Svuvemn Save Confgurstan T Ping T Logout " Rafrash
_ MONITOR,  WLANS  CONTRCLLER WIRELESS SECLURITY MAMAGEMEHT COMMANDS HELP
£l
LA WRAL+WRAZ =
Parameters

WLANE WPAL Palicy r

WLANE WRAT Policy ¥

AP Groups YLAN WPAZ Encryplion F aes e

At Kay Mgt |ll.'ﬂ.!|- v[

MONITOR  WiAaNs CONTROLLER  WIRELEES — SECURITY  MANSGEMENT  COMMONDS

WLANS
WLAME Profile mame H.L"k WLAM 51D :I:Jur:-ll!l': Secwrity Policres
AF Groups A
PEAP ] FEAF Enaklad [“rﬁ!][ﬂﬂh‘ﬂﬂl.lﬂ}] Edit Eim

*WLAN 1D F-06 vl not B parhed 1 LLIG.LI00 snvd L340 AP modelt

[ W ]
A PEAP-MS CHAPV2 5 {353 iF &l & 048 & F i

ARBIIBEA R IMAEE A Cisco Aironet Desktop Utility Bt B T4k B FIRIE R, EERER S iRER
B2E , FEHAERT&FRANEHMNEARERF. £ Cisco.com LHETE THIAPERZITHRA
WEHMEAER.

EF ADU RELE Cisco Aironet 802.11 a/b/g T4 B FiniEGlss , BFERUA TSR

1. $TFF Aironet Desktop Utility,
2. B 1 Profile Management , A58 t“New” SAE BT & 3 4

3. E“GeneraliE M+ T , W ABEXHBFH SSID, AR FEHEIE WLC (PEAP) LB B/
SSID.



Profile Management

General | .5 en.:uri,';' i ﬁ&.,-a-'.gg.'j |

Profile Settings

Profile Mame: | PEAP-MSCHAPY2

Chent Hame;

Metwork Mamss

5SiD1: - | PEAA

55102

SSID3: - |

Lok || casce (]

4. & FSecurityl® I~ ; IEEWPA/WPA2/CCKM ; EWPA/WPA2/CCKM EAPT , £ APEAP
[EAP-MSCHAPV2] , /5 & & Config

Profile Management

Lﬁrﬂaﬂ' 5 EEU"'!r' . Bdvanced |

Set Secuity Ophons
(&) WA AW PAZICCK M
i WwWPAAKPAZ Passphrase

() B02.1x 802 1xEAP Type: |
) Pie-Shared Key (Static WEF)

") Maone

] |- Bl Association o Moed Lals

[ Canfiglare,

Frofile Locked

Group Folicy Delaw

WPAMPA/CCKM EAP Type: | RSN TR ~ |

T ——————————

It I

("] Lirvit Time tor Finding Domain Contralles To: - - = |

P
FaST

caliniallkealii .. |

DE || Cavesl ]




5. %1% Validate Server Certificate , #A/51E“Trusted Root Certificate Authorities” TP 3£ 8 TiE
“Wireless-CA”,

Configure PEAP (EAP-MSCHAP ¥ 2)

| PhiseMackhine intoimaton for Bomar Log

Yalidate Server |dentity

17

o
=

Trusted Roaot Certification Authaornties

"Wwhen conneching, uze;

{ ) Certificate

{#2 User Mame and Password

Llze Windows User Mame and Pazzword
Lizer Information for PEAF [EAP-M5CHAR %2 Authenhication

Af e ::_.-1 i Fraber
| AaeriHame L e HE e e

Flasaimnd:

Bidvanced E OF. : | Cancel

6. £ OK , REBUEZE B X 4. X : fFProtected EAP-Microsoft Challenge Handshake

Authentication Protocol Version 2(PEAP-MSCHAPV2)5Microsoft XP SP2EL &Y |, Tokk
- HMicrosoft Wireless Zero Configuration(WZC)EHE , &

. 3R A R AMicrosoftiS * M2 F
KB885453, X HJLABS LS PEAP RIEKE XK JLA B 4K AE [H] &,

10l &5 ik 9 BR

ERITIRERSEMBIE , BELLEF ik Client! EBUREE X #H PEAP-MSCHAPV2,



fckion  Opkions  Help

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame:: FEAP-MSCHAR 2

Link: Status: Authenticated Metwark: Tippe: Infrastiuctine
Wireless Maode; "5 GHZ 54 Mbps Curent-Channel: 64
Server Bazed Authenticahon: PEAR [EAF-MSCHAR [rata Encription: = 4E S

IF&ddress; - 1077244218

Signal Strength: - Excellent

| Advanced

4 ADU LEUEEE X+ PEAP-MSCHAPV2 J5 , B ImfHI{T 802.11 A S HRIE , AT
PEAP-MSCHAPV2 &350, X2 — N IH PEAP-MSCHAPv2 & 3% Uk 7Rl

BEEARRSTRTHERENSHINF.

moRHERERF ((SREMAF ) (OIT) XFELE show @i T, A OIT IEEX show v HH
HE 24

LT RASTETLREMESZRLFEFTR.

- debug dot1x events enable—f F &l & 802.1x B4 HYE R
- debug aaa events enable—f T Bl B AAA B4R
- debug mac addr <mac #ht>—F F £/ debug mac i HELE MAC i
. debug dhcp message enable—FA T ELi& DHCP 45i%H B # iz
TR debug dot1x events enable #5H debug client <mac Hiiit> a5 K% H =6l

debug dot1x events enable :

Tue Dec 18 06:58:45 2007: 00: 40: 96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Received Identity Response (count=2) from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Sending EAP Request from AAA to
mobile 00:40:96:ac:e6:57 (EAP Id 3)

Tue Dec 18 06:58:51 2007: 00:40:96: ac: e6: 57 Received EAP Response from


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
Entry for station 00:40:96:ac:e6:57 (RSN
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:

57 (EAP Id 3, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal | enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 4)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 4, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 5)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 5, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 6)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 6, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 7)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 7, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 8)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 8, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 9)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP Id 9, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57
57 (EAP Id 10)

00: 40: 96: ac: e6: 57
57 (EAP Id 10, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 11)

00: 40: 96: ac: e6: 57
57 (EAP Id 11, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 12)

00: 40: 96: ac: e6: 57
57 (EAP Id 12, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processing Access-Accept for

Creating a new PMK Cache
0)

00: 40: 96: ac: €6: 57 Sending EAP-Success to
57 (EAP Id 13)

00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sending default RC4 key to

Sending Key-Mapping RC4 key to



mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:52 2007: 00:40: 96: ac: e6: 57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

debug mac addr <MAC #bit> :

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 STA: 00: 40: 96: ac: €6: 57 -
rates (8): 12 18 24 36 48 72 96 108 00 000 00O
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3)
Pl unbed nobil e LWAPP rul e on AP 00: Ob: 85: 51: 5a: e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Stopping del etion of
Mobi l e Station: 00:40:96: ac: e6:57 (callerld: 48)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Sendi ng Assoc Response to
station 00:40:96: ac: e6: 57 on BSSI D 00: Ob: 85: 51: 5a: e0 (status 0)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Changing state for
nmobi | e 00: 40: 96: ac: €6: 57 on AP 00: Ob: 85:51:5a:e0 from Associ ated to Associ at ed
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 10.77.244.218 Renmoved NPU entry.
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 dot 1x - novi ng
nmobi | e 00: 40: 96: ac: e6: 57 into Connecting state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €e6: 57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=3) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=4) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57 (EAP Id 4)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Recei ved EAP Response from nobil e 00:40: 96: ac: e6: 57 (EAP Id 4, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57



Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=5) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

(EAP 1d 5)
Id 5, EAP Type 25)

ac: e6: 57

Ent eri ng Backend Auth Req state (id=6) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=10) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=11) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

(EAP 1d 6)
Id 9, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP I d 10)
Id 10, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP Id 11)
Id 11, EAP Type 25)

ac: e6: 57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6: 57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218
8021X_REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218

L2AUTHCOVPLETE (4) Pl unbed nobile LWAPP rule on AP 00: Ob:

Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: e6: 57 10. 77. 244. 218
L2AUTHCOVPLETE (4) Change state to RUN (20)

85:51: 5a: e0

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Reached PLUMBFASTPATH: from line 4041

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Replacing Fast Path rule
type = Airespace AP Cient
on AP 00: Ob: 85:51:5a:e0, slot 0, interface = 2

ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN (20)

Card = 0 (slot 0), InHandl e = 0x00000000,



CQut Handl e = 0x00000000, npuCrypt oFl ag = 0x0000
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6:57 10.77.244.218 RUN
(20) Reached RETURN: fromline 4041
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57 Entering Backend
Aut h Success state (id=12) for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: €6: 57 Received Auth Success
while in Authenticating state for nobile 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40:96: ac: e6: 57 dot 1x -
novi ng nobil e 00:40:96:ac:e6:57 into Authenticated state
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