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FHREERRREEREZSM,

IPSec A1 IP BB BRI MNEHRFTENE , NTRE T —MIhsEEA, ETHRENTEBRE R,
IPSec NEEFFRXIULTAFEELITIREERERITRM, IPSec ERAMBRIFEERAZERN
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Internet Key Exchange (IKE) tHiSEHESE 1 B ER. WRIZETE IPSec WEBTEWIT IKE , &7
DBSMAZEZAERAFIRETRE 1 B,

CE2MEB —ERAE1MBRPERINZERERIRKREHAFBERENRZESH. &
IPsec I MNP ERANEZERBEETEA IPSec im R EAN R EXE (SA)., SAHERTZ
28, AN LBEEEAN S HRUEMMMEZRE,

g?égﬁ’i?&}ﬁﬁ’gié%}ﬁ&ﬂi FBI2 IPSec F2iE , ZP2EREE X AT VPN B nFRSER 2
aAE

EXx IPSec REBEMNIFMEER , HSHEE IPsec,

£ VPN B im MRS 2R < RE Y VPN BEZE , VPN MRS 85 LE XA L2 RN RIE D) E F i
o XHAINRAREMFEE iR —MUNEEER.
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VPN £.1Ff Pass-through
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XGRS EEEH LA LE VPN BRRRIE, B2, IWIIREEEHIEE R 5688 A% VPN RS
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H it , '53: 4.0 BRRAShIHE—Z3%H VPN ThEEA VPN Pass-through, Cisco 2000 %% WLC B2
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VPN Pass-through & —I{X L F & 4 EﬁEE’J VPN RFBJ|EIRBRENIEE. Hit , IREEE
RGBT VPN RFEEUKR S —& VPN BREEE Internet MiAE I F B2 A VPN
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 MBEAIE T AEM ACL H A TR WLAN , M AE WLC BEHEBUEAS A VPN M3
o HIt , EXFMFEEIARTTRAZA VPN F<HY %;RT B2 VPN passthrough 812 St ik
B VPN RI<E ACL , R/EZ ACL B AT WLAN,

EE WLC B VPN Pass-through Zhik

TR TS BB E VPN Pass-through Zhag,

1. A\ WLC GUI &3 WLAN , %3 WLAN &,
2. B New SABIZEHHTHY WLAN,

3 Cisco - Microsoft Intarnet Explorer

Fie Edt Mew Favorkes Took  Help s *
Save Configuration | Fieg | Logout ' Eefresh

WLANE - CONTROLLER  WIRELESS  SECURITY  MANAGEMENT  COMMSHDE  HELP

WLANS WLANS (" o 3

WLAMNS WLAMN ID WLAN 551D Admin Status Sccurty Policies
WLAR:

* WLAN D5 916 wall not be: pushed bo 11301200 and 1240 AP madals,

& A @ riaret
3. FE Ltk flH WLAN SSID & vpnclient, #& Applyo




3 Cisco - Microsadt Internet Explarer

Fiy Edk Yew Fovoribes  Took Help

apply |

WILANS WLANS > MNiew < Back |
WLANs WLAN 1D 1 ™
WL
AR Group
WILAN SSID vpnclient
R e R R D @ srenmt

4 RS 2 ERSEE SSID vpnolient, MR TR, EIER WPAI+WPA2 ENES
e



1 Cizco - Micresoft Inlernel Explorer

Fie Edl ¥ew Favoribes Took Help

|i| 'I'IIII Zave Configuration | ®ing - Logout | Refresh
DR WLAMs  CONTE ER. W RITY  MEMAGEMENT  COMMAMNDS i

WLANS WLANS > Edit cpack | apply |
WLANs WLAN 1B 1
wLANS
AP Groupe VLAN WLAMN 551D wpnchent
General Policies Security Policies
Raha Policy All W
Layer 2 Sacurity
admin Stahss [#] Erabiled

Sesdatn Tinaout (Secd) _J.SI]I]

Quality of Service (QoS) | Silver (best effort)  |» Layer 3 Security
WHM Palcy Disabled &

7920 Phame Supgort [] cliest A Limie [7] &P C&C Limit

Brosdcast 5500 [#] Emaibiled
® Web Peficy canmot be used in combination
Hiraret 1€ [=] Ersbled with [P3sc and L2TP
Allow Aan Qeerride L[] Enabled ** wen disnt sotlusion i anabled, & timeout
walue of Fero means |I'||’||’"rl,'|_|-n|| FECREE
Chent Excluznien Ersbled ** |59 administrabve cvemide by reset eccuded
Timeout Value {secs) chénts)
DHEP Sarvar [ overrids =% CRIP i not supported by 100w AP
DHCR addr. Assignment [ Required
Irterface Name management ¥
MFP Warsion Bequired 1
MPP Sighatury [ (Glnbal MF® Bisabled)

anerabion

H-REAF Local Switching  []

* H-REAP Local Switchvng net supported with IPSEC, LITP, PPTP, CRANITE and
FORTRESS aithinll caban,

Radius Servers

Authenkication Sarvers fccounting Servers w

5. BBEMAMN WPA KBNS HRITFATERR, WEFEAMRER (PSK) #1TH BHIE
BAEE, %18 PSK 25 , Hi#F ASCII ¥R PSK #=X , B PSK B, LENZSETL
/s SSID BB MEMER , LUERE Tt SSID WEFiHE L WLAN KB,
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MELP
WLANE
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WLANS
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= walue of ere means infinitplwill reguees
Clignt Extlusion [¥] Enasled [0 BRI e avardl b reset gxdisded
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HPP Signatare
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H-REAP Local Swiehang [

* H-REAF Locad Switching nok supportsd wath [PEEC, L2TP, PFFTP, CRANITE
FORTRESS suthentications

Radius Sarvars

Authenbicstion Servers Bcoounting Servers

Sarvir 1 FEnE ¥ ahe W
Server 2 rone % :M-ne ot
Server 3 FlhE W Mng

WAL+ WPAZ
Farameters

WRAL Faficy E
WPl Encryption [ aes Ml Tree
WFAZ Palicy 0
Auth Kay Mgmt FEK w
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P
w

Ejoure L _ L _ S @ ewat
6. %£3#% VPN Pass-through #EX 88 3 B&R£ , N TN EM RAIFT R,




Edt  Waw  Favortes  Took  Help
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WLANS WLANS > Edfit < Back | apply |
WLANS WLAN 1D 1
WLARNE
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Radio Policy all a
Layer 2 Secumty WAL+ WP T o
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L1 MA&C Filtermg

Session Timeout (secs) 0
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Cherk Exchuiion [ Enabled ** |60 admanistrative override to resst &xchaded
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WAk DHCP Servar Dc-vem'd‘e ek CEIP 15 not supporied by 10xx APs

AR Groups VLAN
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Ieterface Namig management W
MFP Wersian Required 1

MFF Signature .
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H-RE&P Local Switching [
* H-REAP Local Sweterang mot Jupportsd with IPSEC, L2TP, FPTF, CRANITE and
FORTRESS suthentacabon:,

Radius Servers
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3 Cisco - Microsedt Internet Explorer

Ple Edt Wew Povxbes Took Hsp

WLANS WLANS
WLAM
1 WLAN S510

i vpnchent

Hew
Admin —
Status i_?-"—""'ﬂrMﬂ" T
- ~ [ i
Ensbied | [WPAL)AUPSK)), PN-PassTheough ) a Bamows Gt
b &
- -

* WLAN [D5 %16 will not by pushed bo L130,1200 and 1240 AF modals

VPN g% gzl B

MEEELEHR AEH |, Cisco 3640 Mz VPN RS,

AR AEEER , HRECABSKARET LR HNIPRAM, &7 LA EM 3K H
W, BlEk B E B (RIP), FFRKEREM ST (OSPF) SHHRFAEM.

AE  MREFEFRMRSH[ZERBIPTEY  WRRURBE.
AR ANHEBRIRAFENFTERNEPEAHSEHE,

Cisco 3640 JRHES

vpnrout er #show running-config
Bui | di ng configuration...

Current configuration : 1623 bytes

!

version 12.4

service tinestanps debug datetime nsec
service tinestanps |og datetime nmsec
no service password-encryption

!
host nane vpnrout er




boot - start - mar ker
boot - end- mar ker

|

1

aaa new-model

|

!

aaa authorization network employee local
!

aaa session-id conmon
!

resource policy

!

menory-size i onem 10
!

!

ip cef

no i p domai n | ookup
!

|

|

|

1

crypto isakmp policy 1

!--- Create an Internet Security Association and Key
Management !--- Protocol (ISAKMP) policy for Phase 1
negotiation. hash md5

!--- Choose the hash algorithm to be md5. authentication
pre-share

!--- The authentication method selected is pre-shared.

group 2

!--- with the group command, you can decl are what size
modul us to !'--- use for Diffie-Hellnman cal cul ation
Goup 1 is 768 bits long, !--- and group 2 is 1024 bits
| ong.

crypto isakmp client configuration group employee key
ciscol23 pool mypool

!
!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

!--- Create a dynamic map and apply the transform set
that was created. !--- Set reverse-route for the VPN
server. crypto dynamic-map mymap 10 set transform-set
myset reverse-route

!
crypto map clientmap isakmp authorization list employee
! --- Create the crypto map.




crypto map clientmap client configuration address crypto
map clientmap 10 ipsec-isakmp dynamic mymap

!

!--- Apply the employee group list that was created
earlier.

interface Ethernet0/0

i p address 10.0.0.20 255.0.0.0

hal f - dupl ex

!

interface Serial3/0

ip address 192.168.1.11 255.255.255.0

clock rate 64000

no fair-queue

crypto map clientmap

!--- Apply the crypto map to the interface. ! interface
Serial3/1 no ip address shutdown ! interface Serial3/2
no i p address shutdown ! interface Serial3/3 no ip
address shutdown ! interface Serial3/4 no ip address
shutdown ! interface Serial3/5 no ip address shutdown
interface Serial3/6 no ip address shutdown ! interface
Serial 3/7 no ip address shutdown ip local pool mypool
10.0.0.50 10.0.0.60

!--—- Configure the Dynamic Host Configuration Protocol

!--- (DHCP) pool which assigns the tunnel !--- IP
address to the wireless client. !--- This tunnel IP
address is different from the IP address !--- assigned

locally at the wireless client (either statically or
dynamically). ip http server no ip http secure-server !
ip route 172.16.0.0 255.255.0.0 192.168.1.10 ! ! ! !
control-plane ! ' 1 1 11 11 11 [ine con O line aux O
line vty 0 4! ! end ip subnet-zero. . . ! end

R WRAMVERE S BRI, MAERNABF SRR,
VPN EFFink il

A LAM Cisco.com Ei#EA/ 0 FE VPN B F w4,
AR FEBRHRHEREFERACCOAFBMNZEE R,

AT T HIZTRUABLE VPN &/ i

1. N ELEFim (EERXITTEN ) %1% Start > Programs > Cisco Systems VPN Client >
VPN Client , 757 VPN & FPif, X2 VPN BEFRiHHNRIARENE,
2. B New LAB % Create New VPN Connection Entry B O,
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# status: Disconnected | VPN Client - Version 4.8.01.0300 =13
Connection Entries Status Certificates Log Options Help
‘F.'- G
2 (18 @@ o X
Ennnecl ‘« Mew "‘ Moddy Delete
;mwﬁmr’[mﬁum | Log |
Connection Entry Hast Transport

Cisco Svstems

3. . Conncti n WEBMEIHE, & RHIEH vpn. Description FER NIRIEFER,
Host A£F i A VPN BRZ58580 IP thiit, REHA VPN AMBHMOS , FESE Saveo

-" slatiis: Dl:l:nnmu-d | ¥PM Client - 'I."lr:hn 4.8.01.03000 .
Connection Entries  Status  Certificates Log Options Help

ﬁ ﬁ “’l ;ﬁ?j Cisco Svsrims

It Modify Delebe

YN Chent | Creale Mew YPMN Connection tntry

[ TrarEpon

Ionnection Entry [vpn

Dmr'q:ﬁ:\rt[ e
fratt i
Host 192 168.1.11 )
Authenbication -]“ﬁm.l-lh’c-l;amﬁmwm | DialLip l
v Group Authenbcabion " Mutual Group Authentic ation
M arme: |errq:duyee
Password [

™ Certifhicate Authentication

M ame= I ;]

Ir Send CA Cestificate Chain

Erase Lzer I:'-:'.'_-'.r*.ll..'-.il [ .'5..5“! | Cancel i

AEE . HARENAEMNEBNEVPNRSSEPRENASMNEEER, LROIEHAS
employee F1O0 % cisco123,

B




ATRWIENEE , BERAE WLC FEENMEERZESHEETLEF imTH SSID vpnclient , 7
REFmEI WLAN XEB. BILAMXENE T MAERAFNEEXHEBLL T i,

KEE&EFHZE , BHE VPN BFiR , AR HEERENERE. RAEMN VPN BEFRBEEOL
i Connect.

BRLBRREFIRMRS SR ZEBENSE 1 TBRNE 2 MBREESH.

Comnection Entries  Status  Certificates Log  Options Heb

'@ 'ﬁ g ﬁ m Cisco Smus-

Cancal Conrmct Maw Impairt Dalate
Connection Entries Ituhfx:ates | Log |

Connection Entry Haost T ransport
12 168.1.11 IPSec/UDP

# YPH Client | Connecting to “vpn"

Securing commurscabons channel..
_-d""f_'-_ Corinect Hist T
~ oy -‘.\_\

| Initializing the connection... hY
Contacting the secuity gateway at 192 168.1.11... |
b Megotiating secusity policies... /

| Secunng communications channel.,

AR ERVILVPNBRE , VPNE PRSI AR EFIPAEM. MR VPN FFmFTERR
ZEMX (VPN RS )  WEERIMBE , AEEFRLQETRESE , IBUTHEE

Reason 412: The renote peer is no | onger responding
WREFHMES[/ZASEBEY VPN BE , EEEEUM VPN BFHSEEE —MiIEF.
WA E RS R Connected to "vpn"s, TEIR—N R,



# status: Connected | YPN Client - Version 4.8.01.0300

Connection Entries  Status  Cestificates Log Options Help
.53 4 g E}E }(:' Casco Sysiims
Dizconnect Hew Impaort Muodify D;{:w __
Connection Eniries | Certicates | Log |
| Connection Enitry Host Transpodt
4 @ R e V21681 PSec/UDP
I.I_.-'.--' , 1 "\-\.HHL i _F_J
\ :
..ﬂi:u__'l;ﬂ:tad bo "'.':!_1:'_.___.--"# Connected Tima: O dayis), 00:00.49  w

FH , FRREEBKIFHEIEM VPN F - intk B T RS ERmA LAN ME , Rz, M
VPN B i E K 8% Status > Statistics, &AL % FE S REEZ XN BN B BRHFE IV
ER.



inging 10.8.0.20 with 32 bytes of data: it

12 time=3Yns
ime =3 ms
LA.28: bhyte: ' time=3Pms
e =3 Pms
r =3 Pms
1Pms

: =3 Tms

37mz
l:'mr -"'.!'."n

s s I

iy from

from
y From
y From

== =

y From
y From
y from
y From
ply F ¥ Om

bﬁﬂﬁﬂﬂﬁﬁﬁﬂ
hasaeEE

.’ 'HPHEIlerlt | Stnhrtms

Tunnel Detaks | Rioute Details

Address Information Connection Information E
Chent; 10.0.0.57 Eniny: VD '
Server.  1921E81.1 Tirne: 0 day(s) OX0B5E |

Bytes Ciyplo .
Received: 1800 Encayplion 168-twt 3-DES i
Sent: B4.35 Buthenhication: HMALCHDG o

Packets Tranzpoat
Enciypted: 73 Tianspasent Tunneling [nactive
Decrypted 30 Local LAN: Dizabled
Dizcarded: 32 Compeession M ore
Bypazsed: 35

Reset !
Close

EEREBEF f&?‘IR%E‘J%F‘ mitg ik 5910.0.0.57, XRVPNRSBREKDIHITHR 1IN ERDEE
WE A B R D BAE S et BIR EZF , VPN RSS2 HBRm KRB B MN—
M EEE 2 E DHCP IP iiiJ,iJJ:E'JEﬁEHo

AL, SRENEF iREAAEIRS RN EREEINMNFZHESHRETHEM , MER BB IEE
mE R BERREIHNHE 2 THE M,

¥ B TWLCEENVPNEE , ALt ﬁi‘F%F mAX 5 A 51 E@E A &R VPNRR ( tbab
192.168.1.11 VPNIRSF 28 ) IR MER, xS RmEHRE.,

B AN B ITIRIE , FERNS —1 VPN REBEENHENEE , REE VPN B um ik
VPN fRSSERELE —/NENEREDL, IE , SR HREI L VPN AR5 2252 17 BRI AT TE A B X —
o Lzaliljj WLC &3ELlERE | #ﬂﬁ;ul‘FEJ&ﬁT VPN Pass-through &R VPN Mxithiit 2
B2 P&

BB A BAM VPN BRS5E58Y CLI Wik ELE

TR HERERF (NEREMA, ) (OIT) XIFELE show 5T, EA OIT AIEEX show fF =
HEY B #o

AXE : £FEAdebugin T2 Hl , BZ A XDebugin FHEEFE LR,
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LT VPN RSE8 H show dn$ B BERS BY R BRIERAS .

- Show crypto session i85 A TRIEEEERAS. T 2Lt Hr 4 R H6.

Crypto session current status

Interface: Serial3/0
Session status: UP-ACTIVE
Peer: 172.16.1.20 port 500
IKE SA: local 192.168.1.11/500 remote 172.16.1.20/500

Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.0.0.58
Active SAs: 2, origin: dynamic crypto map

- Show crypto isakmp policy A FEECEENE 1 RS ¥,

BB EBR
3 8 7B debug F show T4t T8 T B MR

- debug crypto isakmp
- debug crypto ipsec
- show crypto session

- VPN AR%88 L# debug crypto isakmp i FE R T B MRFER 2 BN EANE 1 RS
2. UTR%E 1 MR RO,

*Aug 28 10:37:29.515: | SAKMP: (0: 0: N A: 0) : Checking ISAKMP transform 14
against priority 1 policy

*Aug 28 10:37:29.515: | SAKMP: encrypti on DES- CBC

*Aug 28 10: 37:29.515: | SAKMP: hash MD5

*Aug 28 10: 37:29.515: | SAKMP: default group 2

*Aug 28 10: 37:29.515: | SAKMP: auth pre-share

*Aug 28 10: 37:29.515: | SAKMP: life type in seconds

*Aug 28 10: 37:29.515: | SAKMP: life duration (VPI) of 0Ox0 0x20 OxC4 0x9B
*Aug 28 10:37:29.515: | SAKMP: (0: 0: N A: 0) : atts are acceptable. Next payload is 0
*Aug 28

*Aug 28 10:37:29.955: | SAKMP: (0: 15: SW1): SA authentication status:
authenticated

*Aug 28 10: 37:29.955: | SAKMP: (0:15: SW1): Process initial contact,
bring down existing phase 1 and 2 SA's with |local 192.168.1.11
remote 172.16.1.20 renote port 500
*Aug 28 10:37:29.955: | SAKMP: (0:15: SW1):returning I P addr to
the address pool: 10.0.0.57
*Aug 28 10: 37:29.955: | SAKMP (0:134217743): returning address 10.0.0.57 to pool
*Aug 28 10:37:29.959: | SAKMP: (0:14: SW1):received initial contact, deleting SA
*Aug 28 10: 37:29.959: | SAKMP: (0:14: SW 1): peer does not do pade
1583442981 to QV.I DLE
*Aug 28 10: 37:29.963: | SAKMP: (0: 15: SW 1) : Sendi ng NOTI FY
RESPONDER LI FETI ME protocol 1
spi 1689265296, message | D = 1583442981
*Aug 28 10: 37:29.967: | SAKMP: (0:15: SW1): sending packet to
172.16.1.20 my_port 500 peer_port 500 (R} QM. IDLE
*Aug 28 10: 37:29.967: | SAKMP: (0: 15: SW 1): purgi ng node 1583442981
*Aug 28 10:37:29.967: | SAKMP: Sendi ng phase 1 responder |ifetine 86400



*Aug 28 10:37:29.967: | SAKMP: (0:15: SW1):Input = | KE_ MESG FROM PEER, | KE_AM EXCH
*Aug 28 10:37:29.967: ISARMP:(0:15:SW:1):01d State = IKE R_AM2
New State = IKE_Pl_COMPLETE

- VPN AR%88 L# debug crypto ipsec i FE R T 5 1 BB IPsec YRR TR VPN JBiERY €l
Eo /T_\%ZIEI-F .

*Aug 28 10:40:04.267: | PSEC(key_engine): got a queue event with 1 kei nessages
*Aug 28 10:40:04.271: | PSEC(spi_response): getting spi 2235082775 for SA
from192.168.1.11 to 172.16.1.20 for prot 3
*Aug 28 10:40:04.279: | PSEC(key_engine): got a queue event with 2 kei nessages
*Aug 28 10:40:04.279: IPSEC(initialize_sas):
(key eng. nsg.) INBOUND | ocal = 192.168.1.11, renpte= 172.16.1. 20
| ocal _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
renot e_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 2147483s and Okb
spi = 0x8538A817(2235082775), conn_id= 0, keysize= 0, flags= 0x2
*Aug 28 10:40:04.279: IPSEC(initialize_sas):
(key eng. nsg.) OUTBOUND | ocal = 192.168.1. 11, renonte= 172.16.1. 20
| ocal _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
renot e_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 2147483s and Okb
spi = OxFFC80936(4291299638), conn_id= 0, keysize= 0, flags= OxA
*Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Event create routes for
peer or rekeying for peer 172.16.1.20
*Aug 28 10:40:04.283: IPSEC(rte_ngr): VPN Route Refcount 1 Serial 3/0
*Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Added
10.0.0.58 255.255.255.255 via 172.16.1.20 in IP DEFAULT TABLE with tag 0
*Aug 28 10:40:04.283: IPSec: Flow switching Allocated flow for sibling 8000001F
*Aug 28 10:40:04.283: | PSEC(policy_db_add_ident): src 0.0.0.0, dest 10.0.0.58
dest_port O

*Aug 28 10:40:04.287: |PSEC(create_sa): sa created
(sa) sa_dest= 192.168.1.11, sa_proto= 50
sa_spi = 0x8538A817(2235082775),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002
*Aug 28 10:40:04.287: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.1.20, sa_proto= 50,
sa_spi= 0xFFC80936(4291299638),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2001
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