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1. NI BRSS SRARIRAF(SSID) |, RE & N Guest , FRFEE BN Web S BRI

ap(confi g) #dot1l ssid Guest
ap(confi g- ssi d) #authentication open
ap(confi g- ssi d) #web-auth
ap(confi g- ssi d) #guest-mode

ap(confi g-ssi d) #exit

2. RIS HWIEMN | EZANFBIEERES BRIEHIL , FHFEHRHAweb_auth:

ap(confi g)#ip admission name web_auth proxy http

3. F¥SSID(IHE)M & KA N (web_auth)SI A EIT& BZEO, RRHIFEAB02.11b/gTL&kE

ap(confi g) #interface dotllradio 0
ap(config-if)#ssid Guest
ap(config-if)#ip admission web_auth

ap(confi-if)#no shut



ap(config-if)#exit

EMEERAFEILIERRIENENAEYR. FHEYREFHRSweb_authB 51K IEH N §EE
, I E A& Aweb_list:

ap(confi g)#ip admission name web_auth method-list authentication web_list

. BEAPHIA##RADIUSHRSS 88 LELE B M IRIE, RIXFIZIK(AAA) , HIFHEINRSAP LA
#RADIUS RS 25 8542 -

Enable AAA:

ap(confi g) #aaa new-model

Bt E A< RADIUSAR S5 8% :

ap(confi g) #radius-server local
ap(config-radsrv)#nas 192.168.10.2 key cisco

ap(confi g-radsrv) #exit

BIBGEWS  FEERELEFRE (UADHAEN ). ERAAFRMNZEDusert|Z2— 1P
WP FREFREREN6OD &

ap(confi g)#dotl1ll guest
ap(confi g- guest - node) #username userl lifetime 60 password userl
ap(confi g- guest - node) #exit

ap(config)#
BRI LAMERMERRECIZEMAS.

X . X913 Aradius-server local = BERI R A E MK,
FAPE X ARADIUSHRSS &8 -

ap(confi g) #radius-server host 192.168.10.2 auth-port 1812
acct-port 1813 key cisco

HWeb & 310 UE 5 & 541 iR 55 25 45 45

ap(confi g) #aaa authentication login web_list group radius

X B LMEANEBRADIUSIRZ BB REEHER K, . Ntk , iEE Eradius-server host
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1. EF LB N GuesttISSIDELEWindowsiER 57X AREF LWL L |, 55 ZINetwork and

Internet > Manage Wireless Networks , A5 # Add.

2. R FHERITEME K RERWAMEEE , MTEAR

]| B[]
@ 2! Manually connect to a wireless network

Enter information for the wireless network you want to add
Metwork name: Guest
Security type: Mo authentication (Open) -
Encryption type: Mone
Security Key: Hide characters

[] Start this connection automatically

[ Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,
Mext | | Cancel
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BETKE  FFWAUEEEZSSSID , BEAPERHELEEH

%DO0T11- 6- ASSCC. Interface Dot 11Radi 00, Station ap 0027. 10el. 9880



Associ at ed KEY_MGMT[ NONE]
ap#show dotll ass

802.11 dient Stations on Dot 11Radi 00:

SSID [ Guest] :
MAC Addr ess | P addr ess | PV6 address Device Nane Parent State
0027.10e1.9880 0.0.0.0 L ccx-client ap sel f Assoc

B ImEASIPH# S 192.168.10.11, R , HEZRHpingE P imiIPHuEEY | Ziut2 XK, F
NEFRARTEEY FHRIE

ap#PING 192.168.10.11
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 192.168.10.11, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Blgn | MREFFIHITIN R SR A= B Rhp://1.2.3.4 , MEFHREE@IABEFIRA :

E:‘ Furthentication Proxy Legin Pege - Muoci¥a Firefox
File Edit Weews History Bookmans Took Help

= 2% | htpesriz3a)

Authentication Froxy Login Page

Usernames:

Password:
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L =

@Succm Page - Mozilla Firefox | = || [=] ||-'E3-|

Username: e

[ | httpe/f1.234/7

Password: .....

oK | Authentication
Successful !

| DONE |
SORIERYE , BUAUEEEFIRKIPER !
ap#show dotll ass
802.11 dient Stations on Dot 11Radi 00:
SSID [ Guest] :
MAC Address | P addr ess | PV6 address Device Nanme Parent State
0027. 10e1.9880 192.168.10.11 :: ccx-client ap sel f Assoc

ERINER S HWIERE , MiZAEIEEiEpingBE iR :

ap#ping 192.168.10.11
Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 192.168.10.11, tinmeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/6 ns
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- IP Admission Proxy HTTP& & | X4

- ip admission proxy http expired page file

- IP Admission Proxy HTTP Success Page X #
- IP Admission Proxy HTTP Failure T & X #
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