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WLAN FEF A2 ES%S VLAN 2 WEEED | HB‘AAA BE&"EEEM VLAN 100 HEE [
,MBRERZLFAATFREMEEDE VLAN 100 , BIER VLAN 100 2B E T ¥E ik O
tRUML, MRAA BERATEARS , MABEESmEHRIEHRIANEZERRSHRIES
WiRE , HHHEHEE WLAN TESEMRBETEF RN S ORIESHE , HHRIEXH
AAA BRSSERINIT

ZEESRXARFER

RNHEER ADU EN AP REEXHEEN T inEARERF. EREHER LEAP £ 5 BRI
Wo BEAE D Y RBIFTREIE ADU,

M ADU & #r | 1% Profile Management > New SA 812 — N5l i 324
RBI%E FiRBELE NSSID VLAN1OK — 20, U TEXRERIMERFiHE LEERFEEXH



' Cisco Aironet Desktop Utility - Current Profile: Default

. — "__FF-- — —

W Defaul (. New. )
LAP T———
Ext Web | =oe

D stals
Metwork, Type: Impost...
Secunty Mode: -

Network Name 1 [SSID1} Export...
MNetwork Name 2 [SSID2
ame 2 (55102} Scan . |
MNetwork Name 3 [SSID3}
Ordes Profies

Profile Management

General | Security | Advanced|

Profle Sethrigs

Profile Mame: | vlan10

Chent Mame: - WCS|

MNetwark Mameas

SSiD1: - wlan1l

5502

55103




KriF

General| Securty | Advanced

Seld Security Dpbions

'f: P PAZCITE M WPAMPAZ/CCEM EAP Type:
) WPANWPAZ Passphrace
ol B0214EAP Type TLEAP >
) PieShared Key [Stabc WEP)
{1 None
[ ] Allow Aszociation to Mixed Cels
[ Confgura... _] | e
Group Policy Delay. B0 - sBc
[ oK ] [ Cancel ]

BUEEIE ADU FEBMAFEEN 4. RERE , RESRTERAAFENOS, BHALE
7~ ADU £ Windows AFZMO$S#HTEHRIE, BT ARE —SETZKR S HRIE, &
LAEFT IR 89 A P B B SU4E B Security > Configure &1+ T Bt B iX LE3% 1

EE—RHIF , FEE , user! W EEHE RADIUS ARS527 LIEERY VLAN1O,

ROINEFIRERUTRAFEMOTREKRESHRIE , FEEAFAMOSFA RADIUS RS2

Bt El VLAN :
- AP & = user1
. A< = user1

LRI BA N4 R 7R SSID VLAN10O A AP EMOS, B ROIFmARFEMOS :




Ement Statys | Profile Management Dﬂgﬂl:l&tll::&|

Default [ B
LAP
~ ExtWeb [ Madify...
W vianll BhE el
L vland .
Enter Wireless Network Password E | MRt
Pleasze enter vour LEAP usemame and password to log on to the wireless
ey [ Irmport...
[ Export. .
Liser Mame ; user] [ :
CAn...
Password ; senee
[ Order Frofiles.
Card Name : Cizco Aronet 802 11a/b/g Weeless Adapter
Profile Name vlan10

oK Cancel

BT EHRIEMANRIEE , SESRIRRTHES

RiE , BFEERBMAIEN RADIUS EHRIIREENENEF IR0 BEESENM VLAN, EKI

BEY , BEATIIHER

1. N\ #I25 GUI A | i%£$% Wireless > AP,
2. 2% Clients (CEEREEAR (AP)BAMEARAL ), Etﬂ#éiﬁ% ,1Jr1;.,

Manitor Clients Entries 1 - 4 of 4
SIBITTEC Currest Filter faize [Change Fiker] [Shoe &)
¥ Booess Polnts
b Statistic
g Client MAC Addr &P Hame WLAN Prafile Protscol States Awth Port WGE
wcon G2l Senhod.dd  AELLE0 Linksigman BO2.11a Frobing s 2

¥ Rogees | EDiZmilf AFLLID YLAN1D B0Z.11g fssoristed  es 2

Clnnts
Multicast

3. B Details SURBIF RN TR IFMAER , 0 IP ik, BRIWEIN VLAN EF. 1LRH

EREFiw user! WA TFMAER



e Contiguration Emg

st]iai]us

CISCO MANETOR WA CORNTROLLER © WIRELESS & SECURITY © MANAGEMENT & COMMANDS  HELP

Manlter Clientz > Detail Ziack | Apply | Uk Test | Remoee
SUETIE &ry
¥ Access Polnks Chant Proparias AP Propartias
b Statistics MiT dddress 00: 2115050 3 1f aF Addrass 00:16:07 1abi5E90
F COP IF Address i7.18.4.35 AP Rami APL1ED
F RI:IQUGS Chant Type Racpiar HWF Type a0z 11g
Clisnts User Wame —— WLAN Frofils WLANLO
it b Pt Hufribar 2 EEntuE Argointng
[treerfans wisn1n | Association [D i
! vLaN ID ino ) BO2.11 Authsrdcation pan Lyitam
CC K g s Ragrnn e n
EDE Version EZEvl Stptus Code 1}
Mobidity Role Lacal CF Polakle het Implamartad
Mability Peer [P Addrass k& CF Popl Requast Kot Imnplamerked
Folicy Hanager Ttate RN Shoet Preamble Imniplemenbed
Mrrar Mode m PROC hot Implamartad
;1_&;:3:::#“ Frams . Channel a&glity Kot Implementsd
. . Timngout is0u0
Securlty Enfarmetinn WEP Stabi WEP Diiabla
Sacunity Pokey Cormglabed TaE
Policy Type -
Ercryphion Cipher WER 10 bits)
E4P Trpe LE&4®
MAL Ttats Acrarg

MNEEOH | BaMEE | 2B E RADIUS RS LEER RADIUS E ML E P ik 2 Bt
3| VLAN10, 3% : MEFHAVLAND ELE FCisco Airespace VSAR MR E , OBZHFEETRH
BER , ZZI]ZIWJFJ?/T\ EEFmIFEMAEER,

FERAAT D T ARERERTEEET.

- debug aaa events enable — L& 7 A FHRET 28R RADIUS BAEERBIE iR
o VAR H A9 Lt EB 9 AT A AR AR Thith 4% 381 RADIUS B 1% -

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[0]:
attribute 64, vendorId 0, valueLen 4

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[1l]:
attribute 65, vendorId 0, valueLen 4

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[2]:
attribute 81, vendorId 0, valueLen 3

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[3]:
attribute 79, vendorId 0, valueLen 32

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 Received EAP Attribute
(code=2, length=32,id=0) for mobile 00:40:96:ac:e6:57

Fri Jan 20 02:25:08 2006: 00000000: 02 00 00 20 11 01 00 18

4a 27 65 69 6d ed4d 05 f5

........ J'eim...00000010: d0 98 Oc cb la 0c 8a 3c

........ 44 a9 da 6¢c 36 94 0a f3 <D..l6...

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[4]:
attribute 1, vendorId 9, valueLen 16

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[5]:
attribute 25, vendorId 0, valueLen 28

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 processing avps[6]:
attribute 80, vendorId 0, valueLen 16

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 Tunnel-Type 16777229
should be 13 for STA 00:40:96:ac:e6:57

Fri Jan 20 02:25:08 2006: 00:40:96:ac:e6:57 Tunnel-Medium-Type 16777222
should be 6 for STA 00:40:96:ac:e6:57

Fri Jan 20 02:30:00 2006: 00:40:96:ac:e6:57 Station 00:40:96:ac:e6:57
setting dotlx reauth timeout = 1800



- Tyttt +2%8H : debug dot1x aaa enabledebug aaa packets enable

P B R

B B 3& A £ X LB iE R M HERRE B
EE : IBVLAND B FERA FTWLCHI Web & 4 11E

HXER

. 5/ RADIUS BRSSESH1T EAP B35 iF
. Cisco LEAP

. Cisco &4 LAN #$IBSEl B 559 4.0 AR

- BARFZEHHHY - Cisco Systems
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