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HABEOXMAVLAN #2007, EREHAFGERN , HRITRUTELREMNE K VLAN,
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A EERAXEFAGTSHNESEER , 1A Command Lookup Tool ( {XBREMEF
do

21T Cisco |0S R #F#Y Catalyst 32#e 4

w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6 (config) #interface gigabitethernet 8/25

w-backbone-6 (config-if) #switchport

w-backbone-6 (config-if) #switchport trunk encapsulation dotlg
w-backbone-6 (config-if) #switchport trunk native vlan 999

w-backbone-6 (config-if) #switchport trunk allowed vlan 1,81,82,171,999
w-backbone-6 (config-if) #switchport mode trunk

w-backbone-6 (config-if) #end

w-backbone-6#

XX : VLAN RS 999 £ EHIBEAM VLAN, XEKE EULWLC AN EHRISHRERKB
VLAN 999, EARIN#d , WLCEBHFRIZVLAN 1HEE iR XEKETIRWLCEEZEO
#2553 AVLAN 1, WLCHEAVLAN 999,

GUI 1y WLAN #2588 VLAN B &

£ WLAN #2828 ESEREL T Z R,

1. 7 WLC GUI # | ;X% $% Controller ( #2#%I88 ) > Interfaces ( EEI ) o “Interfaces” ( #HO
NEFSIEHE WLC LRENMEED., ECIEMONSED , BT New” ( #E

-lllulllu Save Configuration ~ Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Controller Interfaces Entries 1- 6 0f 6 New...
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier IP Address Type Management 1Pv6 Address
Inventory 3
171 171 152.168.171.30 Dynamic Disabled [~ ]
Ftae
nterfaces management 1 10.48.39.46 Static Enabled 2001:1::46/64

Interface Groups y-management 1 10.48.39.52 Stattic Not Supported

Multicast y-port untagged 169.254,39.52 Static Not Supported
b Network Routes 5 M/A 0.0.0.0 DHCP Disabled 11128
b} Redundancy virtual N/A 1.2.34 Static Not Supported

» Mobility Management
Ports

» NTP

» CDP

b PMIPvG

¥ Tunneling

b IPv6

» mDNS

2. f A“Interface Name” ( # 0% % ) # VLAN ID , RE =T “Apply” ( BLA ) -


https://tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/RPF/register/register.do

nlllnllln Save Configuration  Ping  Logout Refresh

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces > New < Back Apply
General
Interface Name  |VLAN 81
Icons
VAN Id ls1
Inventory

Interfaces
Interface Groups
Multicast

b Network Routes

F Redundancy

¥ Mobility Management
Ports

F NTP

» CDP

¥ PMIPvG

b Tunneling

b IPv6

F mDNS

3. HMARET L VLAN 28, Hp— LS TIEIP Address” ( IP thiik ) . “Netmask” ( M4
RS ) . “Gateway” ( W< ) F“DHCP server IP address” ( DHCP fRZ25 IP #idit ) |, RER
T “Apply” ( BZA ) »



alualn Save Configuration  Ping  Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK M Home |
Controller Interfaces > Edit < Back | Apply |
General

Icons T

e General Information

Inventory

Interfaces Interface Name

Interface Groups MALC Address
Multicast n .
Configuration
¥ Network Routes

vian 81

P4zal:2f:2a:75:7e

b Redundancy Guest Lan
F Mobility Management Quarantine
Ports Quarantine Vian Id o
B NTP MAS-ID none
SE Physical Information
P PMIPVG
d Port Number 1
b Tunneling
Backup Port o
k IPvG
Active Port 1
b mDMNS
Enable Dynamic AF Management
b Advanced

Interface Address
VLAN Identifier
1P Address
Metmask
Gateway

DHCP Information

Primary DHCP Server
Secondary DHCP Server
DHCP Proxy Mode
Enable DHCP Opticn B2
Access Control List

ACL Name

mbDMNS

mONS Profile

External Module

3G VLAN

81
192.168.81.46
255.255,255.0

192.168.81.1

10.48.39.5

Global

none ¥

nome ¥

Note: Changing the Interface parameters causes the WLANS (o be
temporarily disabled and thus may result in loss of connectivity for -

EE  SEAEONIPHI T Y% - MDHCPRR S 8RR EXP# 1t FIDHCPH 4k, g0 |, 2
iR SRE B A O/ WLAN/SSID (B2 RLEBTHSE 5 ) KEKE , ©2%
1724ty F M #ELAFRIR DHCP RS8R, ISR SEOMN IP st ER N ItEOEER
DHCP FRS52RRYH 4K IP , [ DHCP fRS52: (HEBHE , MR TR D RM DHCP BRSFSaF ) Rix
—/MER, DHCP lRFBMEEER DHCP SEE N EF WO E IP ik, XX : A TFEARER
, WMEEEXH IP b | BERIEEEE A DHCP RE H ‘radius interface

overwrite” (radius OB ) (EWLANEET ) , EUk IP HFFamER, ¥

: “Interface Name” ( # O &% ) = VLAN &% A F4E radius Bt (airespace-interface-
name) , BAURE VLAN B#mERS

RIMENERE, REEOMIBRE LT Controller” (24185 ) T+ , RAEEBRAEMEEHH
“Interfaces” ( &0 ) o




MONITOR

WLANS

CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK

Controller

General

Icons

Inventory
Interfaces
Interface Groups

Multicast

-

Network Routes

-

Redundancy

-

Mobility Management
Ports

P NTP

b CDP

¥ PMIPvO

-

Tunneling
IPvG
mDNS

-

13

REEATREPRERBWLAN" ( TLBEM ) mBFRFRTE New (H2 ) o

Saye Configuration  Ping

o

Interfaces

Interface Name

171

manzgement
redundancy-management
Iedundancy-port

servi 2-p0 it

virtual

vlan

vian 82

VLAN Interface Dynamic AP
Identifier  IP Address Type Management
171 192.168.171.30 Dynamic Disabled

1 10.48.39.46 Static Enabled

1 10.48.39.52 Static Not Supported
untagged 169.254.39.52 Static Mot Supported
NfA 0.0.0.0 DHCP Disabled

N/A 1.2.34 Static Not Supported
a1 192.168.81.46 Dynamic Disabled

82 192.168.82.46 Dynamic Disabled

1IPv6 Address

2001:1::46/64

/128

Save Configuration ~ Ping  Logout Refresh
i Home
Entries 1 -8 of 8 New...

WLANs

* WLANs
WLANS

b Advanced

MONITOR  WLANs

WLANs

Current Filter: None

WLAN ID Type
1 WLAN

CONTROLLER  WIRELESS

Profile Name

self-anchor

SECURITY MANAGEMENT COMMANDS  HELP

FEEDBACK

[Change Filter] [Clear Filter]

| Create New v, Go I

WLAN SSID
self-anchor

Admin Status Security Pol
Disabled

Nene

Entries 1 - 1 of 1

6. M ABRS EFRIRSEF (SSID) M“Profile Name” ( EEX AR ) , RE KT Apply” (MA ) A
ETHEME , X RHIER VLAN 81,

cisco

CONTROLLER ~ WIRELESS

SECURITY MANAGEMENT COMMANDS  HELP

EEEDBACK

Save Configuration  Ping Logout Refresh

A Home

WLANs

v WLANs
WLANS

» Advanced

MONITOR  WLANs
WLANs > New
Type
Profile Name
ssID
D

WLAN v

Students
Students

2 v

7. NB O KM Interface Name ( OB ) THREFIEFEVLAN 81 , RiEE EHApply ( B A
) o FEXFERT , SSID Students ( SSIDZ4 ) Hinterface Name VLAN 81 ( #EO &
VLAN 81

FExo

Save Configuration  Ping  Logout Refresh

CisCco
WLANs
* WLANs
WLANS
b Advanced

MONITOR ~ WLANs

WLANSs > Edit

CONTROLLER

‘Students’

WIRELESS SECURITY MANAGEMENT COMMANI HELP

General | Security | QoS | Policy-Mapping | Advanced |

Profile Name
Type

SSID

Status

Security Policies

Students
WLAN
Students

¥ Enabled

[WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G) [vlan 81 'Q
Multicast Vian Feature Enabled

Broadcast SSID ¥ Enabled

NAS-ID 'W-8540-1

CLI F#Y WLAN #2488 VLAN E

FEEDBACK

A Home

< Back




FEALEIS BT ST RE (CLI) BE VLAN,

1. BIZ2EOFXEXH VLAN $ri2, @55 config interface create interface_namevian_id.

(W-8540-1) >config interface create "VLAN 81" 81

AE  MBVLAN/WLANB AR EZER |, BBRRIZBMESITH,

2. EXIP bt MIBRIAM L, 955 config interface
interface_namelP_addressnetmaskgateway.

(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0
192.168.81.1

3. EX DHCP fr%588. @A config interface dhcp dynamic interface <interface-
name>primary <primary-server> [secondary]<secondary-server>,

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5
4. BSOS ZYEIR O : config interface port operator_defined_interface_name
physical_ds_port_number,

(W-8540-1) >config interface port "VLAN 81" 1
5. WIFENBE, a5 show interface summary,

(W-8540-1) >show interface summary

Number of Interfaces............... ... 8
Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged 169.254.39.52 Static No No
service-port N/A N/A 0.0.0.0 DHCP No No
virtual N/A N/A 1.2.3.4 Static No No
vlan 81 1 81 192.168.81.46 Dynamic No No
vlian 82 1 82 192.168.82.46 Dynamic No No

6. EX WLAN, EX WLAN, 34 Hconfig wlan create wian_idname.

(W-8540-1) >config wlan create 2 Students Students
7. EX WLAN #9320, @A config wlan interface wian_idinterface_name.

(W-8540-1) >config wlan interface 2 "vlan 81"

8. F WLAN FIXBExf#E O, a5 show wlan summary,

(W-8540-1) >show wlan summary

Number Of WLANS. . .ttt ittt ettt e e e e ettt e e e e eeeeeean 2
WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility



1 self-anchor / self-anchor
2 Students / Students

(W-8540-1) >
oiE
ERAAED THAREREERET,

Catalyst XYL IF

interface_number

Disabled
Enabled

management none
vlian 81 none

1= 1TCisco IOSH K CatalystX # 4 : show running-config interface interface_type

w-backbone-6k#show running-config interface gigabitethernet 2/1

Building configuration...

Current configuration 190 bytes

1

interface GigabitEthernet2/1
no ip address

switchport

switchport trunk encapsulation dotlg

switchport trunk native wvlan 999

switchport trunk allowed vlan 1,81,82,171,999

switchport mode trunk
end

WLAN #2588 VLAN BiE

LY

- WUFEOERE, 85 show interface summary,

(W-8540-1) >show interface summary

Number of Interfaces........... ... ... 8
Interface Name Port Vlan Id

171 1 171
management 1 1
redundancy-management 1 1
redundancy-port - untagged
service-port N/A N/A

virtual N/A N/A

vlan 81 1 81

vlan 82 1 82

IP Address Type Ap Mgr Guest
192.168.171.30 Dynamic No No
10.48.39.46 Static Yes No

10.48.39.52 Static No No

169.254.39.52 Static No No
DHCP No No
1.2.3.4 Static No No
192.168.81.46 Dynamic No No
192.168.82.46 Dynamic No No

- BUF WLAN FIXBEX#ER. a5 R show wlan summary.

(W-8540-1) >show wlan summary

Number Of WLANS. .« v v vttt ittt e et eeneeenn

WLAN ID WLAN Profile Name / SSID
1 self-anchor / self-anchor
2 Students / Students

(W-8540-1) >

Disabled
Enabled

management none
vlian 81 none



BB BR
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RS IR
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1. M WLAN #1288 ping VLAN BHB#E O FEEMNERIAMNS , RAFRERH A ME pinge WLAN 2
2T -

(W-8540-1) >ping 192.168.81.1
Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >

VLAN B mH#ED :

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

2. W1R ping AR, BRG] L ARBHIE HIR/MRIRF A HITREURIE VLAN FREREIE
o XX HIENEHIREHEE 3EMX (ZRNXNVTSENDTEOEEN TP ) &
ping #1EE , EHIBRF LM BEORE ping.
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