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- System Configuration Dialog ---

Enabl e secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be pronmpted for the
enabl e secret

If you choose not to enter the intial configuration dialog, or if you exit setup
wi t hout setting the enable secret,

pl ease set an enable secret using the followi ng CLI in configuration node-

enabl e secret 0 <cleartext password>



Wul d you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?'" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]".

Basi ¢ managenment setup configures only enough connectivity
for management of the system extended setup will ask you
to configure each interface on the system

Wul d you i ke to enter basic nanagenment setup? [yes/no]: yes
Configuring global paraneters:
Enter host nanme [Controller]: w-5760-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
entered, becones encrypted in the configuration.

Enter enable secret: cisco

The enabl e password is used when you do not specify an
enabl e secret password, with some ol der software versions, and
sone boot images.

Enter enabl e password: cisco

The virtual term nal password is used to protect
access to the router over a network interface.
Enter virtual termnal password: cisco
Configure a NTP server now? [yes]:
Enter ntp server address : 192.168.1.200
Enter a polling interval between 16 and 131072 secs which is power of 2:16
Do you want to configure wireless network? [no]: no
Setup account for accessing HTTP server? [yes]: yes
Usernane [adnmin]: admin
Password [cisco]: eisco
Password i s UNENCRYPTED.
Configure SNVP Network Managenment? [no]: no

Current interface sunmary

Any interface listed with OK? value "NO' does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
VI anl unassi gned NO unset up up

G gabi t Et hernet 0/ 0 unassi gned YES unset up up
Tel/0/1 unassi gned YES unset up up

Tel/ 0/ 2 unassi gned YES unset down down
Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/ 0/ 5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down

Enter interface nane used to connect to the
managenent network fromthe above interface summary: vlanl

Configuring interface M anl:

Configure IP on this interface? [yes]: yes



| P address for this interface: 192.168.1.20
Subnet mask for this interface [255.255.255.0] : 255.255.255.0
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

W rel ess managenent interface needs to be configured at startup
It needs to be mapped to an SVI that's not Vlan 1 (default)

Enter VLAN No for w rel ess managenent interface: 120
Enter | P address :192.168.120.94
Enter |P address mask: 255.255.255.0

The following configuration command script was created:

w 5760- 1

enabl e secret 4 tnhtc92DXBhel xj YK8LWIr PV36S2i 4nt Xr pb4RFnf gY*Q
enabl e password ci sco

line vty 0 15

password ci sco

ntp server 192.168.1.200 maxpol!l 4 ninpoll 4

usernane adnin privilege 15 password cisco

no snnp-server

|

no ip routing

interface Vl anl

no shut down

i p address 192.168. 1. 20 255. 255. 255.0
!

interface G gabitEthernet0/0

shut down

no i p address

!

interface TenG gabitEthernet1/0/1

interface TenG gabitEthernet1/0/2
interface TenG gabitEthernet1/0/3
interface TenG gabitEthernet1/0/4

interface TenG gabitEthernet1/0/5

!

interface TenG gabitEthernet1/0/6
vlan 120

interface vlian 120

ip addr 192.168.120.94 255.255.255.0
exit

wi rel ess managenent interface Wl anl120
!

end

[0] Go to the 10S comand pronpt wi thout saving this config.
[1] Return back to the setup wi thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]: 2
Bui | di ng configuration...

Conpressed configuration from 2729 bytes to 1613 bytes[ (K]
Use the enabl ed node 'configure' comand to nodify this configuration.



Press RETURN to get started!

BEA R FR R RS R

XX FEEE —BAIMINELBFRE TEFTERNbootin T, MREENFHHEE , N
%= Ew-5760-1(config)#boot system flash:packages.conf bootdr %o

1. MEMZEEMY, HEEZZCAPWAPHRERA/HUENETRENTenGigiEO, EAHIH
, fﬁﬁl #4200 A TenGigabitEthernet1/0/1, 2¥FVLAN 1FIVLAN 120,

interface TenGigabitEthernetl/0/1
switchport trunk allowed vlan 1,120
switchport mode trunk

ip dhcp relay information trusted
ip dhcp snooping trust

B VA RIABE B

ip route 0.0.0.0 0.0.0.0 192.168.1.1
2. BLB Web i5H], A& https://<ipaddress>/wirelessif [a] GUIE FKZIE B E# A EL & X iFHE F
E Xo
username admin privilege 15 password cisco
S MRELEBZEOREBER,
wireless management interface Vlanl20

W 5760- 1#sh run int vlan 120
Bui | di ng configuration..

Current configuration : 62 bytes

!

interface VMl an120

ip address 192. 168. 120. 94 255. 255. 255.0
end

W 5760- 1#sh ip int br

Interface IP-Address OK? Method Status Protocol
VI anl 192. 168. 1. 20 YES manual up up
VI an120 192.168.120.94 YES nmanual up up
G gabi t Et hernet 0/ 0 unassi gned YES unset down down
Tel/ 0/ 1 unassi gned YES unset up up
Tel/ 0/ 2 unassi gned YES unset down down
Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/ 0/ 5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down
Capwap2 unassi gned YES unset up up

w 5760- 1#

4. BHRBEFEEREA , BAPITERIER, X : 1)5760%BBENFIERE , B&EER
ipservices, 2)1ER B 3hiRHIEF(MC)HI57605% % 7 X #1000NAP,

w-5760-1#license right-to-use activate apcount <count> slot 1 acceptEULA

5 MREWLCLEEE T EHMER/M XKW , LFSAPFHENER/ XN EFTE.

W 5760- 1#show wireless country configured

Configured Country.............................. US - United States
Configured Country Codes
US - United States : 802.1l1a I|ndoor, Qutdoor/ 802.11b / 802.11g

ERRERMEAE , FRANTHS

w- 5760- 1(confi g) #ap dotll 24ghz shutdown

w- 5760- 1(confi g) #ap dotll 5ghz shutdown



w- 5760- 1(confi g) #ap country BE

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti me node, reassign channels after this conmand.
Check custonized APs for valid channel values after this conmmand.

Are you sure you want to continue? (y/n)[y]: vy

w- 5760- 1(confi g) #no ap dotll 24ghz shut

w- 5760- 1(confi g) #no ap dotll 5ghz shut

w- 5760- 1(confi g) #end

w 5760- 1#wr

Bui | di ng configuration...

Conpressed configuration from 3564 bytes to 2064 bytes[ (K]

W 5760- 1#show wireless country configured
Configured Country.............................. BE - Belgium

Configured Country Codes
BE - Belgium: 802.11a |ndoor, CQutdoor/ 802.11b / 802.11g

6. BIRAPRER BIIDHCPEMI43, 5% RS (DNS)ZRCAPWAP H #91E 1] H b & B4 HI13K AN
WLC ( 44557 192.168.120.94 ) BYIP#a it

Wir

AERAPEIA |, &% Ashow ap summary@i + :

W 5760- 1#show ap summary
Nurmber of APs: 1

A obal AP User Nanme: Not configured
A obal AP Dot 1x User Nane: Not confi gured

AP Nane AP Model Ethernet MAC Radi o MAC State

APa493. 4cf 3. 232a 1042N a493. 4cf 3. 232a 10bd. 186d. 9a40 Regi stered

W REHERR
BEBRAPIIA BB H R A AR -

W 5760- 1#debug capwap ap events
capwap/ ap/ events debugging is on

W 5760- 1#debug capwap ap error
capwap/ ap/ error debugging is on

W 5760- 1#debug dtls ap event
dtl s/ ap/ event debugging is on

W 5760- 1#debug capwap ios event
CAPWAP Event debugging is on

5760- 1#debug capwap ios error
CAPWAP Error debugging is on
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--- System Configuration Dialog ---

Enabl e secret warning

In order to access the device nmanager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted

for the enabl e secret

If you choose not to enter the intial configuration dialog, or if you

exit setup without setting the enable secret,

pl ease set an enable secret using the following CLI in configuration node-
enabl e secret 0 <cleartext password>

Wuld you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basi ¢ managenent setup configures only enough connectivity
for nanagenent of the system extended setup will ask you
to configure each interface on the system

Wul d you like to enter basic nmanagenent setup? [yes/no]: yes
Configuring global paraneters:

Enter host nane [Switch]: sw-3850-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
entered, becones encrypted in the configuration.

Enter enabl e secret: ciscol23

The enabl e password i s used when you do not specify an

enabl e secret password, with some ol der software versions, and
sone boot inmges.

Enter enabl e password: Ciscol23

The virtual term nal password is used to protect
access to the router over a network interface.
Enter virtual term nal password: Ciscol23

Do you want to configure country code? [no]: yes

Enter the country code[ US]: us

Not e :

Enter the country code in which you are installing this 3850 Switch and

the AP(s). If your country code is not recognized, enter one that is conpliant
with the regul atory donain of your own country



Setup account for accessing HTTP server? [yes]: yes
Usernane [adnin]: admin
Password [cisco]: eisco

Password i s UNENCRYPTED.

Configure SNVP Network Management? [no]: no

Current

Any interface listed with OK? val ue "NO' does not

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
VI anl unassi gned NO wunset up down
G gabi t Et hernet 0/ 0 unassi gned YES unset up up

G gabit Et hernet2/0/1 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 2 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 3 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 46 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 47 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 48 unassi gned YES unset up up

G gabitEthernet2/1/1 unassi gned YES unset down down
G gabit Et hernet2/1/2 unassi gned YES unset down down
G gabitEthernet2/1/3 unassi gned YES unset down down
G gabitEthernet2/1/4 unassi gned YES unset down down
Te2/1/1 unassi gned YES unset down down
Te2/ 1/ 2 unassi gned YES unset down down
Te2/ 1/ 3 unassi gned YES unset down down
Te2/ 1/ 4 unassi gned YES unset down down
Enter interface nanme used to connect to the

managenent network fromthe above interface summary: wvlanl

interface sumary

Configuring interface M anl:
Configure IP on this interface? [yes]: yes
| P address for this interface:

192.168.1.2
Subnet mask for this interface [255.255.255. 0]

Class C network is 192.168.1.0, 24 subnet bi

RERTHASOE

host name sw 3850-1

have a valid configuration

255.255.255.0

ts; mask is /24

enabl e secret 4 vweGvdcUZcRMCyxaH2WOY/ PTuj snQAPSbt . LFG8I hTw
enabl e password G scol23

line vty 0 15
password Ciscol23

ap dot 11 24ghz shut down

ap dot 11 5ghz shut down

ap country US

no ap dot11l 24ghz shut down
no ap dot11l 5ghz shutdown

usernane admin privilege 15 password 0 cisco

no snnp-server
|

no ip routing

!
interface VI anl



no shut down

i p address 192.168. 1.2 255.255.255.0
!

interface G gabitEthernet0/0

shut down

no i p address

|

interface G gabitEthernet2/0/1

nterface G gabitEthernet2/0/2

nterface G gabitEthernet2/0/3

i. nt erface G gabitEthernet?2/0/46
interface G gabitEthernet2/0/47
interface G gabitEthernet?2/0/48
interface G gabitEthernet2/1/1
interface G gabitEthernet2/1/2
interface G gabitEthernet2/1/3
interface G gabitEthernet2/1/4
interface TenG gabitEthernet2/1/1
interface TenG gabitEthernet2/1/2
interface TenG gabitEthernet2/1/3
interface TenG gabitEthernet2/1/4

!
end

[0] Go to the 10S command pronpt wi thout saving this config.
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]: 2

The enabl e password you have chosen is the same as your enable secret.
This is not reconmended. Re-enter the enabl e password.

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti me node, reassign channels after this conmand.
Check custonized APs for valid channel values after this conmmand.

Are you sure you want to continue? (y/n)[y]: ¥

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (el apsed tinme was 1 seconds)

Bui | di ng configuration...

Conpressed configuration from 4414 bytes to 2038 bytes[ (K]
Use the enabl ed node 'configure' command to nmodify this configuration.

Press RETURN to get started!



BARMARENER

X FEGE —BRELBAEETHRE T EWMbootint. MRBERNEFFHE  WEE
boot system switch all flash:packages.confai %o

1. BT SRR, ERATLRS , 38504441z 1TipservicesBipbase i Al ik .
2. AR LERAEL, XX APEEEEFIFE -VLANDPWEZAERNZRIIED | BAXLE
i)

sw 3850- 1(confi g) #wireless management interface vlan <1-4095>

EUMCHIEIMCH BESAPIIA . MRI3B50HEMC , B ATL BB IRFRD T

sw 3850- 1 (config)#wireless mobility controller
X UEEERFTEENES | MREUIBSERBHNREBEMA)EZEIT , UEAUTHSNEHE
FE@MC IPHE L :

sw 3850- 1 (config)#iwireless mobility controller ip a.b.c.d

EMCL , WA THS :

3850MC(confi g) #wireless mobility controller peer-group

3850MC(confi g) #wireless mobility controller peer-group

3. WARGF A AY., BERESAPFIEEMCLEAA (MAFEREMCLBUENFRGE ) X
: 1)38504473z 1TipservicesHipbase ¥ Al UE F BE1E 3850 £ /B A L& IRSS . 2)APITEF AIIETE
MCLRA , #EMAL B3 RE MM, 3)ENMCHI38505% % 7] X 1F501AP,

sw 3850- 1#show license right-to-use summary

Li cense Nane Type Count Period | eft
i pservices per nanent N A Lifetine
apcount base 1 Lifetime
apcount adder 49 Lifetine

Li cense Level In Use: ipservices

Li cense Level on Reboot: ipservices
Eval uati on AP-Count: Di sabl ed

Total AP Count Licenses: 50

AP Count Licenses In-use: 1

AP Count Licenses Renmining: 49

EH5E3850 L BIAPITEGF ATAE |, I EMC LB ALS S |, B AFTENAPITE

sw 3850- 1#1license right-to-use activate apcount

4. BEAPKXIINTE, EEAPIAZRFES , SO O EBI%E N TEERBvianF YA
wa : RVLAN 100 F L& EBEED

sw- 3850- 1(confi g) #interface gigabit1/0/10



sw 3850- 1(confi g-if)#switchport mode access
sw 3850-1(config-if)#switchport access vlan 100

5. Bt & Web 151R, A& https://<ipaddress>/wirelessif [/l GUIE FEIE B E F IR ELE X iE4E A

EXo

username admin privilege 15 password 0 cisco ( usernane for Wb access)

6. BB LEE T EENER/MXAE , UFEAPAHHEER/ XN EHTE.

sw 3850- 1#show wireless country configured

Configured Country.............................: US -
Configured Country Codes

United States

US - United States : 802.11a | ndoor, Qutdoor/ 802.11b / 802.11g

ERRERMBEMARD , FWALTHS

sw 3850- 1(confi g) #ap dotll 24ghz shutdown
sw 3850- 1(confi g) #ap dotll 5ghz shutdown

sw 3850- 1(confi g) #ap country BE

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti ne node, reassign channels after this command.
Check customnmized APs for valid channel values after this conmand.

Are you sure you want to continue? (y/n)[y]: vy
sw 3850- 1(confi g)#no ap dotll 24ghz shut

sw 3850- 1(confi g)#no ap dotll 5ghz shut

sw 3850- 1(confi g) #end

sw 3850- 1#wr

Bui | di ng configuration...

Conpressed configuration from 3564 bytes to 2064 bytes[ (K]

sw 3850- 1#show wireless country configured

Configured Country.............................. BE -
Configured Country Codes

Bel gi um

BE - Belgium: 802.1l1a Indoor, Qutdoor/ 802.11b / 802.11g

Wrir

NERAPEIA |, &% Ashow ap summary@ + :

sw 3850- 1#show ap summary
Nurmber of APs: 1

d obal AP User Nanme: Not configured
d obal AP Dot 1x User Nane: Not confi gured

AP Nane AP Model Et hernet MAC Radi o MAC

APa493. 4cf 3. 232a 1042N a493. 4cf 3. 231a 10bd. 186e. 9a40

W REHERR
BEBRAPIIA B SR A AR -

sw 3850- 1#debug capwap ap events
capwap/ ap/ events debugging is on

Regi stered



sw 3850- 1#debug capwap ap error
capwap/ ap/ error debugging is on

sw 3850- 1#debug dtls ap event
dt| s/ ap/ event debugging is on

sw 3850- 1#debug capwap ios event
CAPWAP Event debugging is on

sw 3850- 1#debug capwap ios error
CAPWAP Error debugging is on
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