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cat 6506# show vlan id 49

VLAN Narme St at us Ports

VLANOO49 active Gg2/1, Gd2/2, G2/4 G2/35
G 2/ 39, Fa4/?24

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgMde Transl Trans2

Di sabl ed

Primary Secondary Type Ports

cat 6506#

i nterface FastEthernet4/24
description Wred CGuest Access
swi t chport
switchport access vlan 49
no i p address

end

cat 6506#
interface G gabitEthernet2/4
description Trunk port to the W.C
swi t chport
switchport trunk native vlan 80
switchport trunk allowed vlan 49, 80, 110
swi t chport node trunk
no i p address

end
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Controller

General
Inventory
Interfaces
Multicast
Metwork Routes
Internal DHCP Server
F Maobility Management
Ports
MNTP
k CDP
F Advanced

CONTROLLER WIRI SECLIE[TY

Interfaces » Edit

General Information

Irtarface Namea wirad-vian-49

MAC Address 00 18: b9 aazaT:23

Interface Address

WLAN Identifier T

1P Address [oioesz
Netrashk Im
Gateway [CECECE

Physical Information

Fort Mumber
Backup Port

fctive Port

Enabla Dynamic AP
Managarment

Configuration

Cuarartine

Guest Lan

DHCP Information

Primary DHCP Server

]} 3w | '1“ﬂﬂ

Sacandary DHCP Servar

Access Control List

ACL Mams niona ,L'

Hode: Changing the Inderface parameters causes the WLANS fo be
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General
Inventory
Interdaces
Multicast
metwork Routes
Internal DHCP Server
F rMobility Management
Ports
NTP
F CDP
F Advanced

3. AT RFAREN

aifuen i

Interfaces = Edit

General Information

Inkerface Mame 114

MAC Addrass D0:18:b9:ea:a7i23

Interface Address

WLAMN [denkifier 110

IF Address 10.10.110.2
MNetmask 255.255.255.0 |
Gateway 10.10.110.1

Physical Information

Part Nurmber 1
Backup Fort i
Active Port 1
Enable Oyrismic &P r
Management
Configuration

Cuaranting r
Guest Lan r

DHCP Information

Primary DHCP Server 10.10.110.1
Secondary DHCP Server ]

ACCRss Control List

ACL Narme [ nare

=l

Fipda: Clanging the Interfacs pararelers causes the WLANY fo ba
ternporardy Grabied and thus nray reEt in lors of conneativity for

some olenty,

CISCO
Caontroller Interfaces

General Interface Hame YLAN Identifier 1P Address

Inventory 110 110 10.10.110.2

Interfaces -rmangger uritagged 10.10.80.4

Multicast manaqement untagged 10.10.80.3

Netwaork Routes rvics- NAE 0.0.0.0

Intermal DHCP Seryer  withaal HAA 1.1.1.1
mired- - a9 10.10.4%.2

F Maohility Management
Parts
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Interface Type Dynamic AP Management
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Staten
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Erahbled

Hot Supporbed

Hot Supported

Hot Supported

Disabled a8
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CISCO
Controller Mobility Group Members = Edit all

Thiz page allows you to edit all maobility group mernbers at once.
General Waobility group members are listed below, one per line. Each
Inventory mobility group member s represented as 3 MALC address, IP

address and group namaloptional) separaled by one or mora
Interfaces "

paces
Multicast

00:L0:73: 34:b2: 60 10, 10,752 =]
Metwork Routes 00:LE:b2:eaia?:Z0 10.10.80.3 mobile-10

Internal DHCP Server

* Muobility Management
Hability Groups
Fobility Anchor Config

Ports

NTP j
k CDP

F Advanced
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CISCO MONITAR

Controller Mobility Group Members > Edit All

This page allowes you to edit all mobility group members at ance.
General Mobibty group members are Bsted below, one per linge. Each
rmobiliy group member is reprezented 33 & MAC addrezs, [P

Inventory
o addrass and group namaloptional) separated by ona or mons
Inberfaces spacas.
Multicast
00: 18:b%:ea:a?:Z0  10.10.90.3 =]
Metwork Routes O0: LE:7I:A4:B2:E0 10, 10,75, 2 wmebile-%

Internal DHCP Server

w Mability Management
Mohility Groups
Hiphility Anchar Condsg

Ports
NTP

k CDP

F Advanced
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WLARS
PTY w— Profie Name wired-gusest-1
T Zipesh LA&NK
E5I0 wirsg-guast-1
Ststus I Ensied
Savurity Palices Web-Aulh
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debug client

Cisco Controller) >show debug
MAC address .......oiiii i 00: 0d: 60: 5e: ca: 62
Debug Fl ags Enabl ed:

dhcp packet enabl ed

dot 11 nobil e enabl ed.

dot 11 state enabl ed

dot 1x events enabl ed.

dot 1x states enabl ed.

pem events enabl ed

pem state enabl ed

(Cisco Controller) >Tue Sep 11 13:27:42 2007: 00: 0d: 60: 5e: ca: 62
Addi ng nmobile on Wred Guest 00: 00: 00: 00: 00: 00( 0)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
apf Handl eW r edGuest Mobi | eSt ati on
(apf_wired_guest.c: 121) Changing state for mobile
00:0d4:60:5e:ca:62 on AP 00:00:00:
00:00:00 from Idle to Associated
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 START (0)
Initializing policy
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 START (0)
Change state to AUTHCHECK (2) |ast state AUTHCHECK (2)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62 0.0.0.0 AUTHCHECK (2)
Change state to L2AUTHCOVPLETE (4) |ast state L2AUTHCOWPLETE (4)
Tue Sep 11 13:27:42 2007: 00:0d: 60:5e:ca: 62 0.0.0.0 L2AUTHCOVPLETE (4)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e: ca: 62
apf PemAddUser 2 (apf_policy.c:209) Changing state for nobile
00: 0d: 60: 5e: ca: 62 on AP 00: 00: 00: 00: 00: 00 from Associ ated to Associ at ed
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62 Session Tinmeout is 0 -
not starting session tinmer for the nobile
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
St opping deletion of Mbile Station: (callerld: 48)
Tue Sep 11 13:27:42 2007: 00:0d: 60: 5e:ca: 62
Wired Guest packet from 10.10.80.252 on mobile
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
Wred CGuest packet from 10.10.80.252 on nobile
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
O phan Packet from 10.10. 80. 252
Tue Sep 11 13:27:43 2007: 00:0d: 60: 5e: ca: 62
Wred CGuest packet from 169.254.20.157 on nobile
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e:ca: 62
Wred CGuest packet from 169.254.20.157 on nobile
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) State Update from Mobility-Incomplete
to Mobility-Complete, mobility role=Local
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) penmAdvanceState2 3934, Adding TMP rule
Tue Sep 11 13:27:44 2007: 00:0d: 60:5e:ca:62 0.0.0.0
DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn | P address on AP 00: 00: 00: 00: 00: 00



slot O, interface = 1, QOS = 0 ACL Id = 255
Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e:ca: 62 0.0.0.0 DHCP_REQD
(7) Successfully plunbed mobile rule (ACL | D 255)
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Installing O phan Pkt | P address 169.254.20.157 for station
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Unsuccessfully installed | P address 169. 254. 20. 157 for station
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
0.0.0.0 Added NPU entry of type 9
Tue Sep 11 13:27:44 2007: 00:0d: 60: 5e: ca: 62
Sent an XID frane
Tue Sep 11 13:27:45 2007: 00: 0d: 60: 5e: ca: 62
Wred CGuest packet from 169. 254.20.157 on nobile
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP recei ved op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN O
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP selected relay 1 - 10.10.110.1(local address 10.10.110.2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP transmitting DHCP DI SCOVER (1)
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:48 2007: 00:0d: 60: 5e: ca: 62
DHCP  requested ip:10.10.80. 252
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP ARPing for 10.10.110.1 (SPA 10.10.110.2, vlanld 110)
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP sel ecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2
VLAN: 110
Tue Sep 11 13:27:48 2007: 00: 0d: 60: 5e: ca: 62
DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP recei ved op BOOTREQUEST (1) (len 310, port 1, encap Oxec00)

Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP selecting relay 1 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP sel ected relay 1 - 10.10.110.1(local address 10.10.110. 2,
gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP transmitting DHCP DI SCOVER (1)
Tue Sep 11 13:27:51 2007: 00: 0d: 60: 5e: ca: 62
DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 36957, flags: 8000
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62



Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP  requested ip: 10.10.80.252
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sendi ng REQUEST to 10.10.110.1 (len 350, port 1, vlan 110)
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:51 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP setting server from OFFER

(server 10.10.110.1, yiaddr 10.10.110.3)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sending REPLY to Wred dient (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP transmitting DHCP OFFER (2)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: O
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP recei ved op BOOTREQUEST (1) (len 334, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP selecting relay 1 - control block settings:
dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGat eway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sel ected relay 1 - 10.10.110.1(local address 10.10.110. 2,

gateway 10.10.110.1, VLAN 110, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP transmitting DHCP REQUEST ( 3)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  xid: 0x87214d01 (2267106561), secs: 36957, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP  chaddr: 00: 0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP siaddr: 0.0.0.0, giaddr: 10.10.110.2
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP requested ip: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP server id: 10.10.110.1 rcvd server id: 1.1.1.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP sending REQUEST to 10.10.110.1(len 374, port 1, vlan 110)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62

DHCP selecting relay 2 - control block settings:



dhcpServer: 10.10.110.1, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 10.10.110.2 VLAN: 110
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP sel ected relay 2 - NONE
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10.10.110.3 DHCP_REQD (7) Change state to WEBAUTH_REQD
(8) last state WEBAUTH_REQD (8)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_REQD (8) penmAdvanceSt at e2
4598, Adding TMP rule
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10.10.110.3 WEBAUTH_REQD (8) Replacing Fast Path rule
type = Airespace AP Client - ACL passthru
on AP 00:00:00:00:00:00, slot 0, interface = 1, QOS = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Tue Sep 11 13:27:54 2007: 00:04:60:5e:ca:62
10.10.110.3 WEBAUTH_REQD (8) Successfully
plumbed mobile rule (ACL ID 255)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Pl unbi ng web-auth redirect rule due to user |ogout
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Addi ng Wb Rul el D 31 for nobile 00:0d: 60: 5e: ca: 62
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
Assi gni ng Address 10.10.110.3 to nobile
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP sending REPLY to Wred dient (len 350, port 1)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP transmitting DHCP ACK (5)
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: O
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  xid: 0x87214d01 (2267106561), secs: 0, flags: 8000
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  chaddr: 00: 0d: 60: 5e: ca: 62

Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP ciaddr: 0.0.0.0, yiaddr: 10.10.110.3
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
DHCP  server id: 1.1.1.1 rcvd server id: 10.10.110.1
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 Added NPU entry of type 2
Tue Sep 11 13:27:54 2007: 00:0d: 60: 5e:ca: 62 Sent an XID frane
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Usernane entry (guestl) created for mobile
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Setting guest session tinmeout for nobile
00: 0d: 60: 5e: ca: 62 to 79953 seconds
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
Session Timeout is 79953 — starting session timer for the nobile
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_REQD (8) Change state to
WEBAUTH_NOL3SEC (14) | ast state WEBAUTH NOL3SEC (14)
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62
10. 10. 110. 3 WEBAUTH_NOL3SEC (14) cChange state to RUN
(20) last state RUN (20)
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Reached PLUMBFA STPATH: fromline 4518
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Replacing FastPath rule
type = Airespace AP Cient



on AP 00: 00: 00: 00: 00: 00, slot 0O, interface =1, QOS = 0
ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, TokenlD = 5006
Tue Sep 11 13:28:12 2007: 00: 0d: 60: 5e: ca: 62 10.10.110.3 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62 10.10.110.3
Added NPU entry of type 1
Tue Sep 11 13:28:12 2007: 00:0d: 60: 5e: ca: 62 Sending a gratuitous
ARP for 10.10.110.3, VLAN Id 110
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