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-;_'_':.,:u-!ll'-r of Sarvica [GoS) |E-":mze- l:baclcgmu‘:d;n;l o } Layer 3 Securty Mane =
WMM Falicy e - [~ web Palicy *
TOD0 Phons Support T Client CAC Limit [C &F CAC Limit
Broadeast SSID FF Enabled
B * web Policy cannot be wsed in combinat
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. & H config wlan create <wlan-id> <wlan-name> &< , SAE &I — N HFH WLAN, 3 Fwlan-
id , B A1E16ZEHID, X Fwlan-name , HHASSID , ZRZINNFREFFH

. & H config wlan enable <wlan-id> &5 , SAE /B A WLAN,

. %& i config wlan qos wian-id {bronze |48} | | platinum}@ ¥ , SUE A WLANZD ELQoS4 5l

. & H config wlan wmm {disabled | /8 iF | required} wian-id#s < LAL/G AWMMIE R,

- NEEEFIwiES CA BEIE A E config wlan 7920-support client-cac-limit {enabled |
disabled} wian-id@ = , A TEEEF mEECAR BIE,

- XIFEE AP 24 CAC K E8iF & H config wlan 7920-support ap-cac-limit {enabled | disabled}
wlan-idie s , A T EEAPEFIHCACH EBIFE,

E QoS NELMS%

NTEERRENELME  LFERERHRNELREE , AEFLNEPEH QoS, OSPF A
B FE B R MY

WRED e FEELME TSR QoS,. DiffServ #3H WRED Ih#e{#E WRED ge it EdE
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XEEKRAE R M R2 WEE :

B EHER1

Rout er 1#show run
Bui | di ng configuration..

Current configuration : 2321 bytes
!

version 12.2

servi ce timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane Routerl

!

!

i p subnet-zero

!

!

!

call rsvp-sync

!

!
cl ass-map match-all FTP

!--- Classifies FTP Packets based on Access List 103.
mat ch access-group 103 cl ass-map match-all Video !---
Classifies Video Packets based on Access List 102. match
access-group 102 class-map match-all Voice !---
Classifies Voice Packets based on Access List 101. match
access-group 101 ! ! policy-map Marking-For-FTP /---
Sets DSCP value afll for FTP packets. class FTP set ip
dscp af1l policy-map Marking-For-Voice !--- Sets DSCP
value ef for Voice packets. class Voice set ip dscp ef
pol i cy-map Marki ng-For-Video !--- Sets DSCP value af4l
for Video packets. class Video set ip dscp af41 ! I !
interface Serial 2/0 description Connected to Router2 ip
address 10. 2. 3.2 255. 255. 255. 0 random det ect dscp-based
! -—- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. clockrate 56000 ! interface Serial2/1 no
i p address shutdown ! interface Serial2/2 no ip address
shutdown ! interface Serial2/3 no ip address shutdown
interface Serial2/4 no ip address shutdown ! interface
Serial 2/5 no ip address shutdown ! interface Serial 2/6
no i p address shutdown ! interface Serial2/7 no ip
address shutdown ! interface FastEthernet3/0 no ip
address duplex auto speed auto ! interface

Fast Et hernet 3/ 0.1 description Connected to Voice Clients
encapsul ati on dot1Q 10 ip address 192.168.0.1

255. 255. 0. 0 service-policy output Marking-For-Voice /---
Applies the policy Marking-For-Voice to the interface. !
interface FastEthernet3/0.2 description Connected to
Video Clients encapsul ation dot1Q 20 ip address
172.16.0.1 255.255.0.0 service-policy output Mrking-




For-Video !--- Applies the policy Marking-For-Video to
the interface. ! interface FastEthernet3/0.3 description
Connected to FTP Server encapsul ation dot1Q 30 ip
address 30.0.0.1 255.0.0.0 service-policy output

Mar ki ng- For-FTP !--- Applies the policy Marking-For-FTP
to the interface. ! interface FastEthernet3/1 no ip
address shutdown dupl ex auto speed auto ! router ospf 1
!--- Configures OSPF as the routing protocol. | o0g-

adj acency-changes network 10.0.0.0 0.255.255.255 area 0
network 30.0.0.0 0.0.0.255 area 0 network 172.16.0.0

0. 0.255.255 area 0 network 192.168.0.0 0.0.255.255 area

O! ip classless ip http server ! access-list 101 pernmt
ip 192.168.0.0 0.0.255.255 any !--- Access list used to
classify Voice packets. access-list 102 permt ip
172.16.0.0 0.0.255.255 any !--- Access list used to
classify Video packets. access-list 103 permt ip
30.0.0.0 0.0.0.255 any !--- Access list used to classify
FTP packets. ! voice-port 1/0/0 ! voice-port 1/0/1 !

voi ce-port 1/1/0 ! voice-port 1/1/1 ! dial-peer cor
custom! ! | dial-peer voice 1 pots destination-pattern
4085551234 port 1/0/0 ! ! line con O line aux O line vty
04! end

B 882

Rout er 2#show run
Bui | di ng configuration..

Current configuration : 1551 bytes

!

version 12.3

service config

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane Rout er 2

!

boot - st art - mar ker

boot - end- nmar ker

!

!

no aaa new node

i p subnet-zero
!

interface FastEthernet0/0

i p address dhcp

dupl ex auto

speed auto

|
interface FastEthernet0/0.1

description Connected to Voice Clients
encapsul ati on dot1Q 40

ip address 20.0.0.1 255.0.0.0

|

i nterface FastEthernet0/0.2

description Connected to Video Clients
encapsul ati on dot1Q 50

ip address 40.0.0.1 255.0.0.0

|

interface Fast Et hernet0/0.3




description Connected to FTP Clients
encapsul ati on dot1Q 60

ip address 50.0.0.1 255.0.0.0

|
interface Serial 0/0

description Connected to Routerl

i p address 10.2.3.1 255.255.255.0

random det ect dscp-based

! --- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. ! interface FastEthernet0/1 no ip address
shut down dupl ex auto speed auto ! interface Service-

Engi ne2/0 no i p address shutdown hol d- queue 60 out

router ospf 1 !/--- Configures OSPF as the routing
protocol. | og-adjacency-changes network 10.0.0.0

0. 255. 255. 255 area 0 network 20.0.0.0 0.255.255. 255 area
0 network 40.0.0.0 0.255.255.255 area 0 network 50.0.0.0
0.255.255.255 area O ! ip http server ip classless ! !
control-plane ! ! voice-port 1/0/0 ! voice-port 1/0/1 !
gat ekeeper shutdown ! ! line con O line 65 no
activation-character no exec transport preferred none
transport input all transport output all line aux O |line
vty 04! ! end

1 uF 53 P B R

i%ﬂﬁ*ﬂzﬂfﬁﬂﬁéﬂx FEABEXE QoS 25 , RESHREREREN KB HBIEIH TS
. *Txlﬂ#iv:

QoS WREMN N AENHRENMEFARFTERZRNE, FHEMSE LHNREIEM , QoS hEEFT S
g S FAMERE. QoS EAIEZEE ARKFIEREREWIR, BIMMRK.

NFBHA WMM BRAE P
LU TFEZIFENNIRE P imNEELRI T LR ENIMEF RN | REUT—RHEH

1. £ Router1 £#Y FastEthernet #0O4t , Marking-For-Video SREERI A THMHKER , HHER
DSCP {E AF41 #riZiZEBIEE.

2. FRICHY LSRR BB PR R 251 AV SR 4T O S3/0FN B 1 852/9S0/0, fEIXE |, RIFENWREDE
ENREREHRFESNEARARR, HTIRINKEREIKDEE ( EAHF R UREEII0N
HIES ) it , WREDAKEYIEADSCPENAFM N ELEKRIEG, B, Y FEYNRIEKEBIH
REE ( BRI HAABTFE 50N 3EE ) i , WREDESEFHDSCPENAFA W FRA IR
a,

3. MINBIE BN Router2 L#Y fastethernet Fix WLC 2 Jg , WLC I EIFHE ABIEZH
DSCP {E#:#: 3 AVVID 802.1p UP {& , }¥% DSCP EME ABRE I E #IZE LWAPP BiEE

, WBLAL PR, FEARRBIA , DSCP {8 AF41 # 3 MR 802.1p {E 4,



LWAPP Encapsulated
802.1p | DSCP | DSCP | Payload | 802.1p | DSCP | Payload |
_. _.-'-""F-J
.T..____ _"'-_._ — . - o _-_-_._._'_'_,_,_:—'—'

DSCP Yalue for YWoice Packetz afdl translated to Cizco AWYID 802 1p UP value 4 and
original D=CP Yalue af41 copied

4. SWPEDENE LAP &Y, LAP 45 A LWAPP BiEEHK DSCP E##N 802.11e UP H , # &
HZE , MERETEH S EEZE %A WLAN QoS REEFT AR R KE. R/E LAP F
BIEIMEEEMT UP ER 802.11 Tx BABIH ., EARAEIF , DSCP {8 AF41 RN EMN
iy 802.11e UP f& 5,

B v [ LWAPP Encapsulated
[802.11e | DSCP [Payicad] ' | 8024p | DSCP DSCP [Payload

"o -
—

DSCP value of the incoming LWAPP packet af41 translated to the 302.11e UP value S for aW"hihd
enabled cliert

ST LR NT F im BRI BB LR, REUT —RIIEH

1. ¥2B A WMM WEPIRKIEHRITFEEE LAP 81 , LAP &4l 802.11e UP B , LB RETHEH
ESEREZEFWN QoS FBATATNRAE. AR , ©RIZEHKKRN DSCP EH, ARSI
o SAWLANELE T QoSELE S #Gold , £802.11e UPE N4, IHEFHRNENH
DSCP{EAF413 & A B3 H25,

! -
e Sl s LWAPP Encapsulated
[802.11e | DSCP [Payload] DSCP | [DSCP |Payioad

S02 112 UP walue translated to DSCP walue af41 and =ent to Controller

B, S R

2. MEFTR |, #4425 RHE A LWAPP $iE 2/ DSCP E#:i#t 802.1p UP & , JR% DSCP fE1b
ERFEURNER THEIE,



' | LWAPP Encapsulated | | __ A IR
| bSCP | - [psce [Pujisa] | & LSS OSCP ISyl

e e R S N T el T TR e

DSCP value af41 of the incoming LWaAPP packet transatted to 802 1p UP value S and
original D=CP value af41 is sert unatered

3. {4 F Router2 L fastethernet 4278 DSCP B af41 FIEIE DB Router2 1 Router1 LHY &
TEO , HERUTELRNIME iR, YBESBEISETEON , BIE WRED BiEM R
EREZBIEINERTHR,

NFEAWMM B FTP EF ¥ :

ST ALK FTP RS B|HIBFERIEEC T RLIRN FTP FFR e, REUT —RINEH

1. 7€ Router1 £ FastEthernet #2004k , Marking-For-FTP SN AT FTP Biga , 3 A
F DSCP {H AF11 fridZBES.

2. FRICHIFTPEIE B8 d Router1 9 8 174 O s3/0MRouter2#9S0/0, EXE |, IRIFEHNWREDHE &
WREREHRESNEFERE, HYFERIKERTHK/DRE (FTPEESZHIIONEES )

, WREDLBEN.EHEDSCPENAF W ELRIEST, B , YFERIKEBISHAKRE
( FTPEIE S R40MNKER ) f , WREDLEFHDSCPENAF11FTEHIES.

3. FTP #iE @& Router2 £H) fastethernet iz WLC 25 , WLC & ALIE TR DSCP &
H#A AVVID 802.1p UP B , 3§ DSCP EMNEZ AKTFESEHZE LWAPP BiES , WbthFr
SR, EARAIF | DSCP {E AF11 #A5 HMEREY 802.1p B 1.

4. BBEIE)E LAP B, LAP FHESHEES P E R ZEF KA WLAN QoS KESHI ZRIA
802.11 Tx BA%lIH, EAXRRHIF , BIESHHEBEHIERS QoS B & X4 S,

HNUTFELEN FTP BERRNBERABLTL RN , REUT—RINEH .

1. B TELENEN FTP BEFHAZHIEEE LAP i |, LAP FHE 2B EIZEFF iR QoS &
BEEY 802.11e UP fH., A5 , LAP FiZE## N DSCP EH FHEST K AEIEFEE. AT
FTP H#FiwE T QoS BLE N 44 ARS , IEEE 802.11e UP {E 1 ##&#ty DSCP {& AF11,

2. MEFRR , EHEE A LWAPP $i#E 28 DSCP {E¥:# )y 802.1p UP B , &% DSCP {Etb
EREFHNBERTHEE, AEENE 2 EREIGHIEEH X F Router2,

3. {4 F Router2 k fastethernet &t 28 DSCP {E AF11 B EIE 2B Router2 # Router! £/
BTEOD, HERUTELRRNAME K, SBESQBETSETEOR , 81 WRED BEH
RELEZBEINEFERE,

HEFHREEBMNELRNEEZRBILTENERN , REXRLIRE , R2FTRA,

B P HEBR a5 T

R HERER (REMAFS ) (OIT) ZFEL show @i t. FH OIT AIEEX show fnH %
HE DA

AR : EEMAdebugii T 2Bl EZHEBXDebugin THEERE R,

BT LA FEBR R R KX L Cisco 10S @8, MAEHEBRHEH RIEER QoS BE :
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- show queue {interface-name interface-numbers — I 7 BXEHEOL N FIF EFHH BT
MES.

- show queueing random-detect interface {interface-name interface-number} — HItH T XN
LRSI TENEBNEITHER.

. show policy-map interface {interface-name interface-numbert — &R 7 EEDEONBRA TS
HEERNRIHERNER. BEREMNKN EXEC RXPFEALT T,

Rout er 1#show policy-map interface F3/0.1
Fast Et hernet 3/0. 1

Servi ce-policy output: Marking-For-Voice

Cl ass-nmap: Voice (match-all)
18 packets, 1224 bytes
5 mnute offered rate O bps, drop rate 0 bps
Match: access-group 101
QS Set
dscp ef
Packets marked 18

Cl ass-map: cl ass-default (match-any)
2 packets, 128 bytes
5 minute offered rate O bps, drop rate 0 bps
Mat ch: any

- debug qos set — R T HX QoS BIETHRIZMFE L.
EWLC ERHEEGT , MEEE QoS BEEXHRE :

. show qos {bronze/silver/gold/platinum} — #&ft 7 > WLAN EEH QoS EEMXHHNES. U
T2 show qos SR H M H R :

(Cisco Controller) >show gos Platinum

Description. . ... ... For Voice Applications
Average Data Rate........... .. ... ... .. .. .. 0
Burst Data Rate........... ... ... ... ... . ... ....... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (% ........ ... ... ... ..... 100
Queue Length. . ... .. . . . 100
protocol ... ... none

(Cisco Controller) >show gos Gold

Description. . ... ... For Vi deo Applications
Average Data Rate........... ... .. ... .. .. .. 0
Burst Data Rate........... ... ... ... ... ... ....... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (% ........ ... ... . ... ... 100
Queue Length. . ... .. . .. 75
protocol ... ... none

(Cisco Controller) >show gos Bronze

Description. . ... ... For Background
Average Data Rate.......... ... .. .. ... .. .. .. 0
Burst Data Rate........... ... ... ... ... ... ....... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (9 ........ ... . .. ..... 100
Queue Length. . ... .. . .. 25

pr ot ocol



- show wlan <WLAN-ID> — & REX WLAN 5 8. UTHh ="l -

(Cisco Controller) >show wlan 1

WAN lIdentifier...... ... .. 1
Network Name (SSID)......... ... Voi ceClients
StatUS. . ot Enabl ed
MAC Filtering....... ... ... Di sabl ed
Broadcast SSID........... .0 Enabl ed
AAA Policy Override...... ... .. .. .. Di sabl ed
Number of Active Cients........... ... ... ....... 0
Exclusionlist Timeout........... ... ... ... 60 seconds
Session TiMBOUL . .. ...ttt 1800 seconds
Interface. ... managenent
WEAN ACL. . . unconfi gur ed
DHCP Ser Vel . . ittt e Def aul t
DHCP Address Assignment Required................. Di sabl ed
Quality Of ServiCe....cceceeececccccccccscccscccns Platinum (wvoice)
WMM..ooeeeooeeecoososassssssccacssossssssscscccccsssss Disabled
CCX - Aironetle Support............covuiiiinnan. Enabl ed
CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed
Dot 11- Phone Mode (7920)....... ... .. .. Di sabl ed
Wred Protocol.......... .. i None
IPV6 SUPPOrt. ... Di sabl ed
Radio Policy...... ... .. i All
Security
802.11 Authentication:.............. ... ....... Open System
Static WEP Keys. . ... i Di sabl ed
802, IX ot Enabl ed
EnCryption: . ... . 104-bi t VEP
W -Fi Protected Access (WPA/WPA2)............. Di sabl ed
CKI P Di sabl ed
IP Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
Web-Passthrough. ......... ... ... ... ... ... .. ... Di sabl ed
Auto Anchor........ . . Di sabl ed
H REAP Local Switching........................ Di sabl ed
Managenent Franme Protection................... Enabl ed (d obal MFP Di sabl ed)

HXER

- BB AP (LAP) MBI T4 LAN #HI88 (WLC)

- ZEBEMEEIEE A VLAN BB RS

. Cisco 10S FES R R RS REMIER , R4 124
- TEERTE

- BAREZ MY - Cisco Systems
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