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1. EEEREHMFIZ(IRB)HIZEEMFA, £REEENX TRAXLHSLSEAIRB,
W r el essRout er <confi g>#bridge irb
!--- Enables IRB. Wrel essRouter<confi g>#bridge 1 protocol ieee !--- Defines the type of
Spanning Tree Protocol as ieee. Wrel essRout er<confi g>#bridge 1 route ip
| --- Enables the routing of the specified protocol in a bridge group.

2. EEFEZEELIEZEOBVI). ABVIZEIPHit, ELREEERATEAXLED T,
W r el essRout er <confi g>#interface bvil
!--- Enter interface configuration mode for the BVI. Wrel essRouter<config-if>#ip address
172.16.1.100 255.255.0.0
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W r el essRout er <confi g>#ip dhcp excluded-address 172.16.1.100 172.16.1.100

!-—-- Excludes IP addresses from the DHCP pool. !--- This address is used on the BVI
interface, so it is excluded. Wrel essRout er<confi g>#ip dhcp pool 870-ISR

W r el essRout er <dhcp- conf i g>#network 172.16.1.0 255.255.0.0

AR ERCRE P inEE SR E N 2 R HDHCPRSS 2R AV IPH#b 1t
f¥871W ISRELE H A #RADIUSHRS 88, ELREEENXT , BAUTwS/871W ISRELE

H AR #RADIUS RS 25 -

W r el essRout er <conf i g>#aaa new-model

! -—— Enable the authentication, authorization, and accounting !--- (AAA) access control
model. Wrel essRout er <confi g>#radius-server local

!-—- Enables the 871 wireless-aware router as a local !--- authentication server and enters
into configuration !--- mode for the authenticator. Wrel essRout er<confi g-radsrv)#nas
172.16.1.100 key Cisco

!-—- Adds the 871 router to the list of devices that use !--- the local authentication

server. Wrel essRout er<confi g-radsrv>#user ABCD password ABCD

W r el essRout er <confi g-radsrv) #user XYZ password XYZ

!--- Configure two users ABCD and XYZ on the local RADIUS server. W rel essRout er<confi g-
radsrv) #exit

W r el essRout er <conf i g>#radius-server host 172.16.1.100 auth-port 1812 acct-port 1813 key
Cisco

! -—— Specifies the RADIUS server host.

=X FRAKO1812F1813X A1t RADIUS IR F5 881 1T & I IE M S K,

W r el essRout er <conf i g>#aaa group server radius rad_eap
! --- Maps the RADIUS server to the group rad_eap

W r el essRout er <confi g- sg-r adi us>#server 172.16.1.100 auth-port 1812 acct-port 1813
!--- Define the server that falls in the group rad_eap. Wrel essRout er<confi g>#aaa
authentication login eap methods group rad_eap

!-—- Enable AAA login authentication.

ERELTLBEO, TEAEONEESRERAR LRESHTLSH , 2FESSID. MEERX
. BFORIERE, REMTLEHBNAR, AROIEHAENTesttISSID, AL TaT )
EEREERATERELLBEO,

W r el essRout er <conf i g>#interface dotllradio0

!--- Enter radio interface configuration mode. W rel essRout er<config-if>#ssid Test

!--- Configure an SSID test. irel essRouter<config-ssid>#authentication open eap eap methods
W r el essRout er <conf i g- ssi d>#authentication network-eap eap_methods

! -—- Expect that users who attach to SSID 'Test' !--- are requesting authentication with
the type 128 !--- Network Extensible Authentication Protocol (EAP) !--- authentication bit
set in the headers of those requests. !--- Group these users into a group called

"eap_methods'. Wrel essRout er<confi g-ssi d>#exit

!--- Exit interface configuration mode. Wr el essRout er<config-if>#encryption mode wep
mandatory

!--- Enable WEP encryption. Wrel essRout er<config-if>#encryption key 1 size 128
1234567890ABCDEF1234567890

!--- Define the 128-bit WEP encryption key. Wrel essRouter<config-if>#bridge-group 1
W r el essRout er <confi g-i f >#no shut

!--- Enables the radio interface.

SERLEEG , S7TOHBAEIRETLEF RN XEKER, ERHEZLEBEAPE BRI
FApt | BiERi%EENetwork-EAPHIOpen with EAPYER S BIFXAE | LUBREMA 51K
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W r el essRout er <conf i g- ssi d>#authentication network-eap eap_methods
W r el essRout er <conf i g- ssi d>#authentication open eap eap_methods

AR ANHEBRRXMERIBEENELE K, ¥ AP TERTE(XRIMEFS)TERK
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ssip2 |

SSID3: |
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v Alway: Fesume the Secure Session

— Uzemame and FPaszword Settings

—{% |Jze Temporary Uszer Mame and Pazzword

™ UszeWindows Uszer Mame and Pazzword

" Manually Prompt for Ozer Mame and Pazsword

@II}I Prompt for Uzer Mame a@'

—{" Usze Saved User Mame and Pazzword

Izer Hame:

FPazzword:

[Eantirm Fassword:

[amair:

I Inelude Windows Logan Damait with Weer Hame

¥ Mo Metwork Conmection Unless User |z Logged In

Authentication Timeout Y alue [in zeconds)

EII:I_:l

Ok,

I Cancel

4. B FHOKIE H“Profile Management’& 0,
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I?'_Eiscu Aironet Desktop Utility - Current Profile: Teskt

Action  Options  Help
Current Status  Profile Management | Diagnostics
T, T ezt
B70-ISR
— Detailz
M ebwark, Type: Infraztiucture
Security Mode: LEAR
M etwaork, Mame 1 [S5107]; Test
M etwark, Mame 2 [S510Z]: <Emphy
M ebwark, Mame 3 [S5103): Lemphys

[T AutoSelect Profiles

2l x|

Mew...

Modify.

Remaove

C hdivae D

Import..

Expart...

Scan...

Order Profiles. ..

B
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Enter Wireless Network Password

Fleaze enter your LEAP ugername and password to log an ko the wireless

rietwark,

zer Mame :

Pazzword

Logonto:

Card Mame :

Prafile M ame

X

ABLCD

HnENX

Cizco Arronet 302.11a/b/g Wirelezs &dapter

B70-5R

Ok,

Cancel




RS E RLEAP Authentication Status& A, B OREAMBRADIUSIRS SRR F &,

LEAP Authentication Status e [ ]

Card Mame: Cizco Aironet 802,11 a/b/g Wirelezs ddapter
Profile Mame:  870-15R

Steps Status
. Starting LEAP Authentication Succes
2. Checking Link Status Success
3. Benewing IP address Success
4. Detecting |1F Frame T ype Success
f. Finding Domain Contraller Success
[T Show minimized nest time Cancel

#ZEADU Current Status ( ADUHBEPIRES ) URIER F ik & EAWEPIZ FMLEAP & 5 KIiE,

[Z|Cisco Aironet Desktop Utility - Current Profile: 870-1SR 2=l

fiction  Options  Help

Current Status | Prafile Management | Diagnostics

Gisco Svstems

Frofile Mame: 870-15H

Link Status: Authenticated

Wirelezz Mode: 2.4 GHz B4 Mbpsz IP &ddress: 172.16.1.95
Metwark. Type: [nfraztructure Current Channel; 8
Signal Strength: | Good

mORHERER (REMAF ) (OIT) ZFEL show tiH. FH OIT AIEEX show S
HE Do

. show dot11 association — 18708 HEs EHELE.

W r el essRout er #show dotll association
802.11 dient Stations on Dot 11Radi 00:

SSID [Test]:
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MAC Addr ess | P Addr ess Devi ce Nane Par ent State
0040. 96ac. dd05 172.16.1.99 CB21AG Pl 21AG LAPTOP-1 self EAP- Associ at ed

O hers: (not related to any ssid)

. show ip dhcp binding — B3 DHCPR S BRI E Fin 2R E APt
W r el essRout er #show ip dhcp binding
Bi ndings fromall pools not associated with VRF:

| P address Cient-1D Lease expiration Type
Har dwar e addr ess/
User nane
172.16.1.99 0040. 96ac. dd05 Feb 6 2006 10:11 PM Automatic
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6838 A LA X e debugn £ HEBREL B HUE .

. debug dot11 aaa authenticator all — B EMACHIEAP & 3 K HiE2H B

- debug radius authentication — & RS 25 & w2 [E] B RADIUSTH

- debug radius local-server packets — & R & IX FEWHIRADIUSHIE S AR,
. debug radius local-server client — £ "G < XM & F i & 40 KR IRE S
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