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FrfE ACL Ve BB NN access-list access-list-number {permit | deny} {host jp-address |
source-ip source-wildcard [fE%}.

# Cisco IOS®B AR A12.3(7)JAR , ACLYS AT AR 1E199 2 RV ES I F . FR/HEACLH AT LABE
1300%19998YH BSBB . xlt_"lzﬁjJ[IH’Jéﬁ =¥ 7/ IP ACL,

LHinE ACL BEERIELN R FIHRMNILREIE , FFIRMAE AP XB, A , & AP M&F iRz E%
RUEEE.

HWoRGIHEBAEE R ML D (radio0 0 ) IEE i IP #uik 10.0.0.2 B9%rA ACL. AP B9 IP
#3tH 10.0.0.1,

SERJE , IP #ak)y 10.0.0.2 MEF KT REET WLAN B X ZEWEHE  IEEFHKE S AP
KBt 2t

Ei@Y CLI f2FrHE ACL , BERA TSR

1.8 CLI EFXE AP, EBENUUARBEORELIZEOHR ACL , BEAEFSmADEH
Telnet,
2. AP L# AL BEEE :

AP#configure terminal

3. KU T, BlE#RA& ACL :
AP<confi g>#access-1list 25 deny host 10.0.0.2
! -——- Create a standard ACL 25 to deny access to the !--- client with IP address 10.0.0.2.
AP<confi g>#access-1list 25 permit any
I-—— Allow all other hosts to access the network.
4. REUT &S, Fik ACL AR L BED
AP<confi g>#interface DotllRadio 0
AP<confi g-i f >#ip access-group 25 in
!--- Apply the standard ACL to the radio interface 0.

& A AR 2 FR A ar & ACL (NACL), NACL EREMMA R RS RKEN ACL,

AP#configure terminal
AP<confi g>#ip access-1list standard name
AP<confi g>#permit | deny {host ip-address | source-ip [source-wildcard] | any} log

REUTHES , FEHAFRAHE NACL 3EL X4 10.0.0.2 3F WLAN MEHiHE :

AP#configure terminal
AP<confi g>#ip access-list standard TEST
I-—- Create a standard NACL TEST.

AP<confi g- st d- nacl >#deny host 10.0.0.2

!--- Disallow the client with IP address 10.0.0.2 !--- access to the network. AP<confi g-std-
nacl >#permit any

!-—- Allow all other hosts to access the network. AP<confi g-std-nacl >#exit

!--- Exit to global configuration mode. AP<confi g>#interface DotllRadio 0

!--- Enter dotll radio0 interface mode. AP<confi g-if>#ip access-group TEST in

!-—— Apply the standard NACL to the radio interface.
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ACL G #RE T —MERFEMICTIEEIRE RN G E. XHTE WLAN RE LRSS RHE T ERE
MEy = E,

R ACL ATEEFWEEME ENFELREF  BFRTREMER. Sl , S — e
, RV EIZF 7 iwmA DHCP M Telnet Z3E5 , FARFIPTE H M EHE R

UTEY R ACL WHHiBE%E

AR ATZEEZR , e SHRIT AT,

access-list access-list-number [dynamic dynamic-name [timeout minutes]] {deny | permit} protocol
source source-wildcard destination destination-wildcard [precedence precedencel [tos tos] [log |
log-input] [time-range time-range-name]

#Cisco IOSER#FIRAN12.3(7)JAR , T RACLAILAEA100EI1995E B ARV F . § RACLI AT LAGE
F12000FI26995E BNV T, X2 &’ ACL B9y BEE,

AE . RPMACLEZEBE KEWIogxBFETR :

- ACL 5 MAEM
- ERATRRELZBES
- IR OB EMES
§ R’ ACLUREABHNMARES. UTREEY B NACL BiFE !

ip access-list extended name {deny | permit} protocol source source-wildcard destination
destination-wildcard [precedence precedence] [tos tos] [log | log-input] [time-range time-range-
name]

WEERGEAT B NACL, ERE , B NACL XAAYFRNEF i Telnet i8], BATRE
WLAN W& I FrE Ethil,. H B , R iwER DHCP LURE IP #itit, AU T X
B ACL :

. A1 DHCP M Telnet RE

LA HMBERER
—BENEYE ACLEATERE&®BRED , BEFWNE AP XEKH BEM DHCP REGEIRE IP bk, &
FPinthEEE A Telnet, PIEHMEIERERBFIEL,

E1E AP LRIEY B ACL, BRI THR !

1. B CLI BFE| AP, ERA#EHSIRON Telnet BT U AMEORTLED KR ACL.
2.EAP LHALREERRN :

AP#fconfigure terminal

> ~ ALA .
3. RHUT &+, 8lEY B ACL :
AP<confi g>#ip access-list extended Allow DHCP_Telnet
! -—-- Create an extended ACL Allow_DHCP_Telnet.

AP<confi g- ext d- nacl >#permit tcp any any eq telnet
!--- Allow Telnet traffic. AP<confi g-extd-nacl >#permit udp any any eq bootpc
!--- Allow DHCP traffic. AP<confi g-extd-nacl >#permit udp any any eq bootps



!--- Allow DHCP traffic. AP<confi g-extd-nacl >#deny ip any any
!--- Deny all other traffic types. AP<confi g-extd-nacl >#exit
!--- Return to global configuration mode.

4. RHELAToT , iz ACL NARIEL&BED
AP<confi g>#interface DotllRadio 0
AP<confi g-i f >#ip access-group Allow_ DHCP_Telnet in
I-—- Apply the extended ACL Allow DHCP_Telnet !--- to the radi o0 interface.

fFHET MAC B ACL YT IERS

BA LAERAE T MAC it B S22 LAME IR IBTE R MAC it EEF iRk %, HYE IETF MAC
M ESIEL T A miFEE | ZEFETREES AP P4 XEB, MAC #hibd S A TR A4S
E MAC HbhH 32U sl & % 1Y 2 3B M A B EIREE.

X277 AP FAJZEEF MAC ity ACL IaSiEE

A BHTZREZER , LGTERTIFT,

access-list access-list-number {permit | deny} 48-bit-hardware-address 48-bit-hardware-address-
mask

£ Cisco 10S H#FhRAS 12.3(7)JA &, MAC i3t ACL BEfER 700 2 799 SEE MM F4ER ACL
WS, EATHRTALUER 1100 B 1199 § BSEERNES

I R38R Nl @S CLI B — NETF MAC 9EERS | BUTIE MAC ity 0040.96a5.b5d4 Y&
Fis :

1. B CLI BFE| AP, ERA#EHSIRON Telnet UBE U AMEORTLED R ACL.
2. APCLI tHALBEREER :

AP#fconfigure terminal

3. 83 MAC i3t ACL 700, Itk ACL F ¥ % i 0040.96a5.b5d4 5 AP KBk,

access-list 700 deny 0040.96a5.b5d4 0000.0000.0000
!--- This ACL denies all traffic to and from !--- the client with MAC address
0040.96a5.b5d4.

4. KBS FHET MAC 8 ACL AT 4O

dotll association mac-1list 700

I--- Apply the MAC-based ACL.
AP LEENTRFZE , EF I MAC it E P ( ©ARIEZ AP XE ) HEUHEXEK. AP
BEHEIAEEATHER

AccessPoint# *Mar 1 01:42:36.743: %OO0T11-6-DI SASSOC. Interface
Dot 11Radi 00, Deaut henticating Station 0040.96a5. b5d4

{ERETrIHEE ACL BN IERR

ETrEKN ACL BANERENE AR ACL, B ItIhae , EaEAIEMRIEE LT




S F L AP SR TR TR Y 1 (R 42 4R SR e o

AT RBIHBE @S CLI BREE Fataay ACL , Hep | £ T4 B 89 T/ERT 18 Ao MM 48 R 2R 41
ZRHY Telnet 3E#E :

X ETrtEAACL A LURIE R AY B 3R 78 R IR LA K Wi O s{Aironet AP Tk 8w 0 EE X, B
MRS EATFRAFAEELED (BVI).

1. B CLI BFE| AP, ERA#EHEAIKRON Telnet UBE U AMIEORTLED KR ACL.
2. EAPCLI £H AL BEERER :

AP#configure terminal

3. B2 EEE. Nt , FEEREEEXTAREUTHS :
AP<confi g>#time-range Test
!--- Create a time-range with name Test. AP(config-tinme-range)# periodic weekdays 7:00 to
19:00
I-—- Allows access to users during weekdays from 7:00 to 19:00 hrs.

4. 812 ACL 101 :
AP<confi g># ip access-list extended 101
AP<confi g- ext - nacl >#permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eq telnet time-range
Test
!-—-- This ACL permits Telnet traffic to and from !--- the network for the specified time-
range Test.

It ACL ET/EB RFE| AP B9 Telnet &1iF,
5. KBUTHT , FEETFEMN ACL NAFRAARED :

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

!-—- Apply the time-based ACL.
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TR TR, NEOMER ACL :

1. #AZOEEER.
2. 1% ip access-group T EIEM A no , MUA T REIFAR :

interface interface
no ip access-group {access-list-name | access-list-number} {in | out}

& A LAE A show access-list name | numberdp , LAHEBRECE #FE. show ip access-list 5 H A

REHEI U , CRREEN ACL %&B,

S EREMA CLI A Web X ERRFORBEELLIRE. WRER CLI BELLKIRE , Web FK
SHULRERRENTEBN#ER. A, TEBRT -—EERELLRZFNEERTEBN, 4



o, IREA CLIELE ACL , Web M RRFAEMARERATHEHE !

Microsoft Internet Explorer ﬂ

WARING:

Filter 700 was configured on interface Dotl1Radio0.1 using CLL
I must be cleared via CLI to ensure proper operation of the web interface.

MREBWHE , BEA CLI MR ACL HEA Web X RH/AEEFHEEEA.
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