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2. \ZEMIE 8 %42 Security > Encryption Manager , #5EREL TS, : 7 Cipher ¥#h | ik
£ AES CCMP, Lt TUE N Fit k25 XA CBC-MAC &AM AXRE M AES M.
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Cisco Alronet 1300 Series Wireless Bridge

Hostname Wwsdge bridge it i 5 mindes
' Home

" WEP Encryption |Opsansl 3
Cigeo Comphard THIF Festures ™ Enable Message Infagely Check (MIC)
T Ensble Par Packet Keying (PP)

S

Encryption Key 1: o I [128a 5]
Encrypion Key : & [ [izsea s
Encryption Key : © | ([T
Encryption Key 4: = | 128 b

B & Apply.



3. &% Security > SSID Manager , /5 8|2 RS £/ RRF(SSID)LA A FWPA 2, &9
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Authentication Settings

Authenticstion Methods Accepted:

™ Cpen Auihenis sbicn [ « O ADDTION =]

™ Shared dathenticaben [« NO ADDMIOr =

CFEE_; [« MO ADDTION '-_1:}

AXE . EERLBEEO TRESHARIUFRER |, HEFUTHEN : Cisco BF i - A Network
EAP, £=5%&FiR% ( 255 Cisco Compatible Extensions [CCX] A~ & ) - FAXA
EAP HFF AKX F AR, Cisco BFWEE=ZARFRNAS - FEHERE Network EAP
Open Authentication with EAP, ¥ Security SSID Manager & 0 [ 7 ;&3 %l Authenticated
Key Management X185 , 5T TH R | &£ Key Management &£/ | %1% Mandatory.
kR HME WPA Ei%4E, %3 Apply. % : VLANNENZTEN, MBENT VLAN , I
5t SSID WEAXBKMNE P imiRZ X2 2 VLAN ., Bx{astiE VLAN BiF4AEE

, BFZHEE VLAN,
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@ [Maraatsr, =] M CokM F wea
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Pty 2 |1: HOME » -I
ety 3 |*: HOMNE » 'I

r Advurtine Wiseles Poovisiening Services (WPS) Suppont

[ Adverins this 551D a5 & Secendsry Brasdcast S50

P Address

JOESABLED

F Fllar [optamal |1: HOME 3 "'I Tiaiea

Fimg

4. 1%$# Security > Local Radius Server , #¥ERUA TSR : £ TE O NEH General Set-
Up &M F, % LEAP &i%4E , ¥ Apply. £ Network Access Servers Xigid |, X
RADIUS BRS5E5H9 IP it IR Z2R4F, X T A4k RADIUS RSS2 , B1EA AP B IP Hbait,
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_Apply | Cancel |

Current Network Access Sanvers

£ NEW » Marbaridk Accais Servi [[ITH i 1)

Secret F—
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[Apety] Concel |

#& Apply.
5. % General Set-Up & A @ F&31 2 Individual Users Xif, , ARENEMNAF, APFEANEN
EIEN,
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_Deiwe | F ailed Authentications before Locket joptonsl): | 1 4067 295
Lockout jeptienal)  infinte
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HEREEXLT BN user"MAFAENLT AT, W, WEREENOATIERET NT

#5l, SERAER

DHNLREE , AP FAERESIRATF RN S HRIEER, T-PREEF WAL,

CLI fi
RS

ap#show running-config
Bui | di ng configuration...

aaa new-model !--- This command reinitializes the
authentication,

!--- authorization and accounting
functions. aaa group server radius rad_eap

server 10.0.0.1 auth-port 1812 acct-port 1813

!--- A server group for RADIUS is created called
"rad_eap" !--- that uses the server at 10.0.0.1 on ports
1812 and 1813.
eap_methods group rad_eap

aaa authentication login

!-—- Authentication [user validation] is to be done for
!--— users in a group called "eap methods" who use
server group "rad_eap". ! bridge irb ! interface
Dot 11Radi 00 no i p address no ip route-cache !

encryption vlan 1 key 1 size 128bit




12345678901234567890123456 transmit-key
!---This step 1is optional !--- This value seeds the
initial key for use with !--- broadcast
[255.255.255.255] traffic. If more than one VLAN is !---
used, then keys must be set for each VLAN. encryption
vlan 1 mode wep mandatory
!--- This defines the policy for the use of Wired
Equivalent Privacy (WEP). !--- If more than one VLAN is
used, !--- the policy must be set to mandatory for each
VLAN. broadcast-key vlan 1 change 300
!--- You can also enable Broadcast Key Rotation for
each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco vlan 1
!--- Create a SSID Assign a vlan to this SSID
authentication open eap eap_methods
authentication network-eap eap_methods
!--- Expect that users who attach to SSID "cisco" !---
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437
station-role root bridge-group 1 bridge-group 1
subscri ber-1oop-control bridge-group 1 bl ock-unknown-
source no bridge-group 1 source-|earning no bridge-group
1 uni cast-fl oodi ng bridge-group 1 spanning-di sabl ed
interface FastEthernetO no ip address no ip route-
cache dupl ex auto speed auto bridge-group 1 no bridge-
group 1 source-|earning bridge-group 1 spanning-disabl ed
! interface BVI1 ip address 10.0.0.1 255.255.255.0 /---

The address of this unit. no ip route-cache ! ip
defaul t-gateway 10.77.244.194 ip http server ip http
hel p- pat h

http://ww. ci sco. com war p/ publ i c/ 779/ snmbi z/ prodconfi g/ he
| p/ eag/ivory/ 1100 ip radius source-interface BVI1 snnp-
server comunity cable RO snnp-server enable traps tty
radius-server local
! --- Engages the Local RADIUS Server feature. nas
10.0.0.1 key shared secret
!--- Identifies itself as a RADIUS server, reiterates !-
-- "localness" and defines the key between the server
(itself) and the access point(itself). ! group testuser
!--- Groups are optional. ! user userl nthash passwordl
group testuser
!--- Individual user user user2 nthash password2 group
t est user
!-—- Individual user !--- These individual users
comprise the Local Database ! radius-server host
10.0.0.1 auth-port 1812 acct-port

1813 key shared_secret
!--- Defines where the RADIUS server 1is and the key
between !--- the access point (itself) and the server.
radi us-server retransnmt 3 radius-server attribute 32
i ncl ude-in-access-req format % radius-server
aut hori zation pernmit mssing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con O
line vty 5 15 ! end

EREFRBEE
HERU TSR :
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1. £ ADU L ®“Profile Management’& O , %7 New IR —MNHEEXH. WAFER—
MNHEO , BEEF TN WPA2 DU ERXBRERERE, £ ‘General" &I+ T , MARZF
BT E AN BB X H B SSID, EAREIF | B ESXHB#H SSID 951
WPA2 : 3% : SSIDAESEREAP L IWPA 28 EAISSIDIE,

E

General ] EHta.lit_l.r] hdv&‘ll:hﬂdl

Profile Settings
Profie Name: |WPA2

Cherd Mame: |EJ:IDC3-L.-5.F'T oF

Metwark Names

ssiD1: |WPAZ2

55102 |

55103 |

oK Cancel

2. B Security I+ , #dF WPA/WPA2/CCKM , REM WPA/WPA2/CCKM EAP Type K&
iR LEAP, WWIRMENEH WPA 5 WPA 2 , EFEURTIEIE AP LB E T B



Profile Management

General Secuity | Advanced |

2 x

— Set Secunty Options
e Ca—
™ WPAMPAZ Passphrase
" 802.1x B021%EAP Type: L4 ~]
" Pre-Shated Key [Static WEP)
" None
Configure.. IE jIJ,::F.IIL o ko Mived Cells
Group Policy Delay: Iﬂ e
oK Cancel

3. B i Configure BAJE XL LEAP iR,

4. BRIFEEIRBRIBIM Username and Password Settings , ARG 8o OK, IhEl B IERIEIN
Automatically Prompt for User Name and Password, &3 %2 &I 7] SLE# 1T LEAP &1

R FahmARFEMAS,




IV Ahway: Resume the Secure Session

— Uzemame and Password Sethings

— (% Usge Temporary zer Mame and Pazsword e

{ Ufw
% automatically Prompt for Uszer Mame and Pazswor

" Manually Prompt Tor Ozer Hame and Password

—{" Usze Saved Uzer Mame and Password —

Uzer Hame:;

Fassword:

Cattirm Pazsward:

Lrarmair

I Include Windows Logon Domain with User Name
¥ Mo Metwork Connection Unless User |z Logged In

Authentication Timeout Value (in seconds) 30 _:I

] 4 Cancel

5. B OK LR H Profile Management B M.,
6. # i Activate AER F ik ER 28 L /5 AL BB XX 4,



Current Status  Profile Management | Diagnastics |

Crefault

MoSecunty
u WPA

— Details -
Metwark. Type:
Security Mode:

[nfrastructure
LEAF

Metwork Mame 1 [S55I01): WPAZ
Metwark Mame 2 [SSID2) £emplys
Metwork, Mame 3 [SSID3): £ emplys

[T Auto Select Profiles

21

Order Profiles. ..

X WREFEAMicrosoft T TR E(WZC)EEREFIRERSS , RIABERT , WPA 2T EH
FWwzC, At , ERWFEBRAT WZC WEFiIRZIT WPA 2 , %4EZ%E Microsoft Windows XP

B —PRIENETF. BRRE.

52 fMicrosoft T # # {» — Update for Windows

XP(KB893357 ), REMWMEIERE , B ALER WZC BE WPA 2,

HiE

ERAERS AIEIARBREER EFEIZT.

1. & 7R Enter Wireless Network Password B OB , @ ARAFLPEMNO$S,

Enter Wireless MNetwork Password

niebwark,

zer Mame :

Pazzword

Log on b

Card Hame :

Profile M ame :

Pleaze enter your LEAP username and pazaward to log on to the wirelezs

uzer]

Bt

Cizco Aronet 302,11 a/b/g Wirelezs &dapter

WHRAZ

k. Cancel
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LEAP Authentication Status. Lt ERRFRIEAR 1 RADIUS RS2 %IE A P &EE.
2. ©&E Status KB UAEES M RIFNE R,

2]

Card Name: Cisco Ainonet B02.112/b/g Wireless Adapter
Profile Hames: ‘wPA2

Cteps

1. Starting LEAP Authertication Success
2. Checking Link. Status Success
3. Renewing IP address Success
4. Detecting IF Frame Type Success
5. Finding Domain Controller Success

[ Show mirimized nest ime

MREHRIERTY , BEFRHNERZEEITL LAN,
3. & ADU Current Status ARIEEF w2 A AT AES IZFM LEAP BHRIE, XXRTED
£ WLAN H{Ef LEAP 54 RIUER AES MNZEEHie T WPA 2,

Etiscu Aironet Desktop Utility - Current Profile: WPAZ2 o

Ackion Options  Help

Current Status | Profile Managementl Diagnostics

‘W\ Profile Mame: WEA2

Lirk Status: Authenticated

Wireless Mode: 2.4 GHz 54 Mbpz IP Addresz: 10.0.0.2
Metwark Twpe:  Infrastructure Current Channel: 7
@d Authentication: @
Signal Strength; | Good

4. & AP/bridge Event Log LA IE 2 A 2R IR WPA 2 X & P iR 1T T B4 KIE,
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Exvemd Log

T S iy D e gl s

Miar 1 QOHOED. 449 L T e 308 Dot 1 Msdiod, Diwlen CODGHLAPTON 0040 96451
KEY_MOMTIWPAT]

BEHERR
B ATRA S IR B MR E B

EANABRATER

REMABXRELINR , TUENR PSK REEXTERELGHITEORIEN =R, HEXER
£ AP MEFis L FHEE PSK, PSK EEFF M AP LHEE OSSR REN A/ =TS HRIE
o TEERMNEORIERSRF. RIAFFWAOTE AP OTEER |, ZFFinT ERENMERI T

B, OFERA TKIP 5 AES ARERMBZRAUNBEFESHTMBENZRAM B, PARXREEH
X ?OI;’JO BIEW ; T RWHE , EWINARTELEN, FEoREENARERN TEHR WPA

2P % Y ﬁalﬁo

W iz

EHigED , FHE WPA 2 RANEFimaEi 38 A [ Aironet 1310G AP/R i 1T B 0 110,
ERET AES-CCMP MBWIERT , A WPA2 PSK AKX ER{AERE, BE AP AIRiBERF,
a2 ERT AP MIEPimEahes FHNEE.

Bl AP

BWRALTSR

1. EEMF ¥ Fi%k$E Security > Encryption Manager , 3#5EREL TS|, : 7 Cipher ¥ | ik
¥ AES CCMP, ILATUE Fit#EREX N CCMP & EAKE A AES %,
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Hostname g Il LI iS5 minutes

© WEP Encryption | Opsanal "']

Cisen Comphant TWOF Festurés. ™ Enable Message Intagety Check [MIC)

Advanced T Enable Par Packet Keying (PP
& Cipher |AES CoMP =

Tranemil Key Encrypiion ey (Hexsdecimal) Ky Size

| T
| ETE
r [ETE
| [

Encryption Hey 1:
Encryption Hey #:
Encrypticn Hey 3:
Encryption Hey 4

s IR T e |

B & Apply.
2. 1%$% Security > SSID Manager , } 812 /AF WPA 2 93 SSID. %+ Open Authentication
|ikE.

Cimen Svarem

Cisco Aironet 1300 Series Wireless Bridge

Hasinaime b idge brige uptime s F aales
Secwity: 5500 Mamagei
Courrent S5I0 List
= S N —
A WLAN: I* ¥ = Dol VLA
Hetwark I I 4095
_Dislets |
Authentication Semings
Authentication Bethads Accopted:
Cﬂmﬂtim [« MO ADDIMICHD j::’
I Shared Auiheatic sion [ < MO ADDITION: =
I hetwork EAP [ € MO ADDITION > =]

fF Security: SSID Manager & O [a TR 3h E Authenticated Key Management X1 , JE R
THR : £ Key Management X8 7 | 1% Mandatory, &5 HUH WPA EikiE,



Authenticated li-rr Management

(E:_._iﬂ:"nl: Mandator, "'| C CCem E
@fl Key: i > & ASCH © Hexsdecimal

Accounting Seftings

[ Enable Accounting Accounting Server Priovities:
& Uge Defaulis Dwfing Defa

' Customize
Pty 1 |t MOME » *-I
Prgrty 3 |1 MOME -l

General Sefings

™ Adveriss Fxiended Capabilites of this 551D
™ Advertiee Wireless Provisioning Services [WPS) Support

™ Advertize this S510 sz 8 Secondary Broadcasi SSID

™ Enable IF Redirection on this S50

P Address [DISABLED

IP Filter joptmonal |1 MOME » *II

WA WPA PSK HEZ4A5, WPA PSK ZBEIEZH, ZBAMMNEEEEFmEERR LEE
EI‘J WPA PSK a:??lf-ﬁ P—EEEO $E5 AppIYO
AP T LAY BN IR B R B P im iy & IR E R,

EEEFRBESE
BRHUTSR :

1. 7 ADU Lt #“Profile Management’& O , %7 New I —/NHE R 4. WA ER—
MNED , BUUEES N WPA 2 PSK BERNRERE, £ ‘General"&TI+T , MARF
i AL e A Bl E XX B MM SSID., EARABIF |, BEXHEHHI WPA2-PSK , B
SSID F WPA2PSK : X : SSIDATMERIEAP L RWPA 2 PSKELERISSIDICHEL .



T

Genersl | Secuity | Advanced |

Profie Name: [WPA2-PSK

Chert Name: |m:=cwmp

- Metwaork Names
SSIDY: [WPA2PSK

ssID2 |

ssi02 |

oK Cancel

2. B Security I , HF#d7 WPA/WPA2 Passphrase. Iti2/E/E A WPA PSK & WPA 2
PSK , EBURTEE AP LBE 7B,

Profile Management d

General Secunty | Advanced ]

Set Secunty Options
™ WPAMWPA2/CCKM WPAAWPA2/CCKM EAP Type: |LEAF ~|
' B02.1x 802.1% EAP Type: |LEAF =]
™ Pre-Shared Key (Static WEP)
" MNone
Configure. . F i-.-|: o il
Group Policy Delay: |R0 re

(1] 4 Cancel

3. B Configure. LtETFE R Define WPA/WPA2 Pre-Shared Key &M,



4. NRGEE AL IRE WPA/WPA2 Z1B5E1E , R/ WPA/WPA2 passphrase F B H i A 1%

HEEE, REEMEMANEF AP WEBEEINENEFEMEF RN RBEE, BEFEH
BUTREN M ABRBEIE - WPA/WPA2 ZIEREXIEE 8 B 63 NZEM ASCIl XAFHFR
64 NARBEIZRF, BHNEFIRER S WPA/WPA2 ZREEELANMEITRIEEBEN AP K
ZBEIBIHE,

2]

General Secuiity | Advanced |

Set Secunty Opboris

™ WPAAWPAZ/CCKM WPAMPAZ/CCKM EAP Type: [LEAF |
i+ wWPA WPAZ Passphrase
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