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MLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Interfaces > New < Back ] Apply J

Interface Mame wlan2&01

WLAN Id 2001

FWMIMAZI[EONIPHLE, wOREDHCPRSEBIPHhI, TEE , STAPPlY.
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S/ WLANK 1 DHCP

LB & £ FlexConnect A #th 33 WLAN £ /5 A RDHCP |, it IheEE A T/ #SSID WLAN — HE/
PR AFlexConnect AP,

HBR1.GIEWLAN,

ITHAWLCHIGUIH Zfin EWLAN > Create New > Go,

vl

MOMITOR  WLAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANS WLANS

Current Filter: Mane [change Filter] [Clear Filter] Create Mew -

» Advanced

HSSIDME EXHFixFE&H , R ETHAPplyo

WA N =

Type W LA “

Profile Mame profile-name |
S5ID S5ID-name |
1D [z ~]

CLI :

> config wlan create <wlan-id> <profile-name> <ssid-name>

SR2IEFE S ELWLANRED,



WLANSs > Edit 'WLAN-yellow’ < Back | Apply |

General | Security | QoS | Policy-Mapping | Advanced | !

Profile Mame WLAN-yellow
Type WLAN

S51D WLAN-vellow
Status Enabled

Securty Policies [WPA2][Auth{PSK)}]
(Modifications done under security tab will appear after applying the changes.) [

Radio Policy All $
Interface/Interface .
Group(G) vian2601 v

B ilbimm b

CLI :

config wlan interface <wlan-id> <interface-name>

SR SGMERL"BAFHERELZLF &,

AR BIERWPA2-PSK,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > Edit "WLAN-yellow'

 General Security : QoS | Policy-Mapping | Advanced |

Layer2 | Layer 3 |' AAA Servers |

Fast Trarsition

Protected Management Frame

PMF Disabled %

WPA+WPA2 Parameters

WPA Policy
WPAZ Policy-AES L4

Authentication Key Management

B02.1X Enable
CCKM Enable
| Psk ¢ Enable |
FT 802.1X Enable
FT PSK Enable
PSK Format ASCII 5

WPA gtk-randomize State

i -
14 Disable &

CLI :



config wlan security wpa akm 802.1x disable <wlan-id>
config wlan security wpa akm psk enable <wlan-id>
config wlan security wpa akm psk set-key ascii <password> <wlan-id>

R4 SMEBREIFH 5 ADHCPA®E .

IR E ZDHCPAFE I BE BEfE A R RDHCP,

LANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs > Edit "WLAN-yellow' < Back ] Apply ||

General | Security | QoS | Policy-Mapping | Advanced

oI s Boer
DHCP Server Urvarride
Coverage
Hole + Enabled
Detection DHCP Addr.

+ B uired

ALgigriment
Enable Session Timeout g

P A

CLI :

config wlan dhcp_server <wlan-id> 0.0.0.0 required

S5 S EBPLET+ H 5 AFlexconnect A it X M EHPDHCPAE , 1R 5 EL4AWLANK T M
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WLANSs > Edit "WLAN-yellow’

< Back | Apply I

——
General | Security | QoS | Policy-Mapping = Advanced
) Local Client Profiling
Off Channel Scanning Defer
DHCP Profilin
Scan Defer 01234G¢5 :
Priority I HTTP Profiling
Universal AP Admin

Scan Defer 100 Support

Time({msecs) Universal AP Admin
FlexConnect liv B5S Transition Support

i o
;Ie:_:i{:?negt Local ¢ Enabled BSS Max Idle Service
Wiening = Directed Multicast Service
El;ax{:nnnect Local Auth Enabled mDNS
. ; o
NS S
Ié_aam Cliant IP Addrass ¥ Enabled m nooping Enabled
mDNS
Vlan based Central Profile default-mdns-profile §
T Enabled

Switching ==

Central _DHCP @ Enabled

Processing

Override DNS Enabled

MAT-PAT +# Enabled

Central Assoc Enabled

Fnnt Mnatac

CLI :

config wlan flexconnect local-switching <wlan-id> enable

config wlan flexconnect local-switching <wlan-id> central-dhcp enable

SR SMEBEN &I+~ HFHAWLAN,




WLANSs > Edit "WLAN-yellow' < Back | Apply ||

General Security | QoS = Policy-Mapping = Advanced

Profile Name WLAN-vellow
Type WLAN

S5ID WLAN-vellow
Status # Enabled

Security Paolicies [WPA2][Auth{PSK)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy All =
Interface/Interface "
Group(G) vian2601 o

CLI :

config wlan enable <wlan-id>
BEEE , A 5FlexConnect AP L#ISSID WLAN-yellowx Bk B o4k & P iis#F & MVLAN
26011EZWRIPH#at | EREETIEIL R A M1Z% , FlexConnect AP EHREMITNAT-PAT,
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All APs > Details for Flex-1

General | Credentials | Interfaces | High Availabilil

General
AP Name Flex-1
Location default location
AP MAC Address f0:7f:06:e1:9e:a0
Base Radio MAC f0:77:06:e2e:f5:90
Admin Status Enable %
AP Mode FlexConnect %
AP Sub Mode Naone v

S BIEWLAN,
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WLANSs > Edit "WLAN-yellow' < Back | Apply

 General | Security | QoS | Policy-Mapping | Advanced

i Local Client Profiling
Off Channel Scanning Defer

DHCP Profiling

Scan Defer 012 32 4586 7
Priority 7 o HTTP Profiling
Universal AP Admin
Scan Defer 160 Support
Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support
i L
;Iezfi{:?negt Local 7 Enabled BSS Max Idle Service
witehing = Directed Multicast Service
gax{:cmnect Local Auth Enabled mDNS
i mDONS Snoopin
Learn Client IP Address 4 Enabled ping Enabled

5

Wian based Central

Switching 12 Enabled
‘ Efﬂg;g:cp | Enabled
Qverride DNS Enabled
|__NAT-PAT Enabled |
Central Assoc Enabled

S8 £ FlexConnect AP E B . ,>DHCP,

S ZWIRELESS > Access Points > All APs > AP-name.

MONITOR WLANs CONTROLLER

Wireless All APs
v Access Points Current Filter None
All APs
» Radios
802.11a/n/ac Numbar of APs 2

802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced w IP Address(Ipv4/Ipv6)
Flex- R

RS MFlexConnecti& M+ , A f5 % dCentral DHCP Processing.

[Cha



All APs > Detalls for Flax-1 <0

General | Credentisls | Interfaces | High Availability | Inwentory | FlewConnect | Advanced

WLAN —

Sappeet

Mativie WLAN DD 2687 VLAN Mappings
FlaCarant —

Group Naeme  ToT O

Freduthaniication ficoess Controd Lists

Extermad Webhutheobcatian MOLy
bhaatal So%i ACLS

I Eeckral DHEP Protessing I
Layerd ACLs

25 , AWLANJS AlCentral DHCPFINAT-PAT,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Flex-1 > Central DHCP Processing < Back Apply
AP Name Flex-1
Base Radio MAC *:1..:uc.oc.c.ou

WLAN DHCP Mapping

WLAN Id "]
Central DHCP

Override DNS

MNAT-PAT
]|

WLAN Central Override NAT-

Id WLAN Profile Name DHCP DNS PAT Inheritance level

1 e wian [~
3 S Wian [~}
4 tol i sl St Wian [~}
6 T ea Wian [~
|7 WLAN-yellow v 4 | Wlan +]

CLI :

config ap flexconnect central-dhcp <wlan-id> <AP-name> enable override dns disable nat-pat
enable

8/ \FlexConnectf i h 5aDHCP
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FlexConnect Groups > Edit ‘flex-grp’

General = Local Authentication = Image Upgrade | ACL Mapping = Cent

Group Name flex-grp

Enable AP Local AuthenticationZ -

FlexConnect APs AAA
| Sen
Add
AP MAC Address AP Name Status Sen
') Flex-1 Associated Typ
Sha
Seq
Con

SR BIEWLAN,
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WLANSs > Edit "WLAN-yellow' < Back Apply

General | Security | QoS I Policy-Mapping | Advanced
Local Client Profiling

Off Channel Scanning Defer

DHCP Profiling

Scan Defer 012 32 4586 7
Priority 7 o HTTP Profiling
Universal AP Admin

Scan Defer 160 Support

Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support

i L
;Iei{:?negt Local 7 Enabled BSS Max Idle Service
witching = Directed Multicast Service
gax{:cmnect Local Auth Enabled mDNS
i mDONS Snoopin

I-;earn Client IP Address 4 Enabled ping Enabled

'u'la_n be::aedigentral Enabled

Switching ==

Central _D HCP Enahled

Processing

Qverride DNS Enabled
| NAT-PAT Enabled |

Central Assoc Enabled

$HB2 fEFlexConnectt A JE FiCentral DHCP,

£ ZEWIRELESS > FlexConnect Groups > Group Name > Central DHCP, # AWLAN-id , 5 A
Central DHCPFINAT-PAT , A5 % tAdd.

FlexConnect Groups > Edit ‘flex-grp’ Apply

General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP WLAN VLAN mapping |

Central DHCP - WLAN Mapping

WLAN Id 7
Central DHCP |«
Override DNS

NAT-PAT rd

ada |




FlexConnect Groups > Edit 'flex-grp’

. General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP
L I I I | |

Central DHCP - WLAN Mapping

WLAN Id 0
Central DHCP
Override DNS
NAT-PAT

ndd|

WLAN Central Override NAT-
1d WLAN Profile Name DHCP DNS PAT
7 WLAN-yellow 4 4 [~ |
CLI :

config flexconnect group <flexconnect-grp-name> central-dhcp <wlan-id> enable override dns
disable nat-pat enable
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