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. BSSHEERE
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THEHDMSHEF IR Al AERAP (AR ) BB A RN ZZAER | zBEAKRINEE
BREETRIFMEE : VideoStreamZEIEE

MRAFEADMS , BEFmATREFSNDTIMEIRE S EERAERE, FADMSH , AP (EAR
)A%FﬁmgF%M@ﬁm;,égF*@ﬁﬂ ?%kLiﬁWHm?ﬂmiobﬁgFﬁﬂ

SR REER T A Bt B, BN B BT |, SR EDMSH BB I BUREE
RiEo

T T P iR AI AR IEDMSEREBRAdAN |, SAERAPLULEE S XRE-— MRS M ELAB RO RE

o

EEM — DMSHERAER

Oclets 2 2 i G i 2 4 0-2320 4
Frame - - . Sequence HT Frame ~c
Control Duraticn Address 1 Address 2 | Address 3 Control Conrol Body FCS
/
DMS
Category Action Dialog Token Request
Elepmend
Cichits wﬂrlﬂtV
1 CMS
Element ID Length Descriptor List
Delets i variable
ZEO0 OF More
TCLAS
Elemeants
TCLAS
DMsS Request TCLAS Processing g&ﬁ.ﬁﬁt Optional
Type Elerments Elament | Subalements
[optional) Nl
Chotats variable 0 ar 57 variable
Ebzment 1D l:T_TJ11Ih Usar Prionity Frame Classifiar
Octets i variable
ClassTerTiP® | ClasserMask | Versiend ey | i ® | SowcePot | Destnation Port DsCP Frotocol Feserved
f 4 4 i 2 1 i 1

DMSiERAE=fh3RH :
iR WRXEBE


/content/en/us/support/docs/wireless/5500-series-wireless-controllers/112889-cuwns-vidstrm-guide-00.html

i 0
illES 1
BX 2
g  3-255

DMS request-Add‘@3EDMS IR AT,

EDMSHIARFIIRABTCLASTE |, ZAEEELLEFF IRERENRBIRINPVABRER,
TCLASIEER/B#rIPtbit, /B0 ( BREMFEN ) .

APHXLEREBNBBESAREIIETLEin , A HCHEXERAABEAREZIMEP AR
DMSHV R EL {1 & /i

FEDMSIERMAF , EAILABTSPECTKE ( Wik ) , BEAF /IR AILERESE SURENQoSERMF
fiEo

X FXETSPEC

FEARREIF , BERWHAZETDMSIER(BEEM , K5KB10:WNM , BERBE23.DMSIER , T4
224.0.0.251 | 4 & FRIPv4,UDP ( 117 ) , BRIRA9 ( EAXH |, wireshark & T2 15
D'\/IS-LE-J2 ) [

! 3.. Apple 58:95:0a Ciscolnc 7d:d9:10 882.11 DMS Request[Malformed Packet]
# Frame 34853: 75 bytes on wire (680 bits), 75 bytes captured (68@ bits) on interface @
# Radiotap Header v@, Length 18
# 802.11 radio information
‘“

E Fixed parameters
: i~ Category code: WNM (10)

- Action code: DMS Request (23

0O00  2B00cee0 0PRRREEE PEE1OL1e C0RGEREE BR1ellle eleeleee 00GRER00 GBoReeRE  ..... H..
2005 oo0leeeco ooeeeelo leecoolel eceeeleel leleecoee ceoooeee 11lellele eeeeelel il eiaa e
0010  ©0oooeeco obotoooo 11010000 co0oeeEe 00111010 cecooeel ©111116e eeeellle o—, |
8015 1l1eellle 1111101 11elleel eeeleeed leleelee 11116eel 1119109@ elelleee N X

PE26 10010101 00001010 A1111166 ARAA111IE 11AA111A
00828 11110660 11611161 Category I Action Dial.Token

0030 [omsiensn [ rearwoe | emrcvs [ ensiwin | userprioty
8838 Source IP address | Destination IP address

0'949 Source Port Destination Port ] DSCP l Protocol | 0BBBBBRY %111111
0045 I1IVVIIv0 V1V10000 10LLI000 g g

| Version (4)

Classi.Msk

|_Classitivee |




Ciscolnc 7d:d9:16 802.11

DMS Request[Malformed Packet]

! 3.. Apple 58:95:@a

..
#-Radiotap Header v@, Length 18
[ 802.11 radio information

- IEEE 802.11 Action, Flags:
BB IEEE 802.11 wireless LAN mana
. [Fixed parameters

.~ Category code: WNM (10)

- Action code: DMS Request

(+]

Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@@ bits) on interface @

00238
0030
88338
0240
2048

11011101
| PBOBBBBO

00 000000
00000000 00000000

11001100 V1010000 1VII1I000

20001110

000101106

00000000 7 ]

0000 ©Oo2002R0 £0OBOORE ce0lecle coeoRe00 22101110 01001020 2C0ORC0Q 0CGRGERRRE  ..... H..
0005 ©2010200 200RE210 10000101 £0ER1001 10100000 ©O0EEEEE 11011012 feeeelel T e
28106 ©0PooBE0 P00BE0LE 11016000 0DOCDOO0 00111010 000EOOP1l 01111160 ©L00111e aeeesala
8015 11201110 01111101 11011001 00010000 10100100 11110001 11101060 01011000 o F i e X
2028 10010101 90001010 91111146 11881110 sra b

APEFIDMSIa R ( AT LA RDMSHI R — %2 HDMSHI N — 354 ) Sk RDMSiE R,

W RAP X EDMS response-Accept ,

CELERBERS

7 BLDMSID,

DMSEREHERTHLLE KA TIEXRIEHNDMSID |, flanREFRFRIWTSPEC,

X FXEBEDMSEH

i — DMSH B3¢ &

Octals 2 2 i 6 B 2 4 0-2320 4
Frame Duration | Address1 | Address2 | Address 3 | Sedquence HT Frame FCS
Control Control Control Body
i
Category Action Diakog Token | DMESesponse
Octets: 1 vanabls
Element ID Langth DS Samtus List
Oclets 1 variable
TCLAS
Last TSPEC
oS Responsa TCLAS Procass) Optional
DMSID i Sequénce Elerment
Langth Type Elements Elemant Subsisments
Contrgl {optional) (Optianal)
Oclats: 1 1 1 2 variable Oord 0or 87 wariable



DMSIER KRB H =7 :

mWE #R
0 &=
1 B4
2 &1k
3-255 &

FEARRHIF | APKI% T DMS Response-Accept , FIFDMS ID 19 B4 F F ik X Z K DMSE R,

| 3. CiscoInc 7d:d9:1@ Apple 58:95:6a  8@2.11  DMS Response[Malformed Packe

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
‘Radiotap Header v@®, Length 18

- 882.11 radio information

IEEE 8082.11 Action, Flags: ........ C

~[0-F-@- &5

IEEE 802.11 wireless LAN management frame
=l Fixed parameters

= Category code: WNM (1)

‘Action code: DMS Response (24

i M
E38

2000 oececoee cecoobee ceeleole eeceoeee eelellle eleeleee ceoooooe ocoooeeee  ..... H..
G005  eeeleece ceceeele leceglel eeeeleel leleecee eocpeeee llelelel eeeeelel ........
2010 oeoeeobeo eoboobee lleleeee eeceoeee llellele eeeeeeee leleelee lllleeel ........
260158 1lleleee elelleee leelelel eeeelele elllllee eeeellle lleellle elllllel S .

89260 11011001 00010000 91111100 60001110 11001110 01111101 11011001 00010008 ..|..}..
0028 01110000 01000000 ceeoy | avon | sumoien | semem || Lenen
+

883e | DMS Length I Resp-Type I Lezt Sequence Cantral |19'311155 2el1el1ell 1eelllle eeeB611
| 3. Ciscolnc 7d:d9:1e  Apple 58:95:0a 862.11 DMS Response[Malformed Packet
Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
[+ Radiotap Header v@, Length 18

+-882.11 radic information

IEEE 802.11 Action, Flags: ........ C

IS8 IEEE 802.11 wireless LAN management frame

=l Fixed parameters
= Category code: WNM (1@)
‘Action code: DMS Response (24

.
E38

2006 /000000 OO0 218010 2200080 BR21G111f /16010680 S2C0BORE CRDBEEEE  ..... H..
2863 PEe1eees ool 120191 eSeeelenl l1eleedee 2eeeede 110191061 eeeselel ........
2818 20000000 P08 11010060 PEOREREH 110110818 eeoPoeee 1016elee 1111eee8l ........
2818 11181066 81811666 16810181 44610106 81111166 881118 11661118 81111181 XL, | . }
2828 1l1el1e9l eecleessd 81111166 fe6e1116 1l1edllle 1111161 11811861 aeelssss velostes

o

2828 01116660 01000000 |selhichlc BBll&EuBBB&lEl 21166166 000001081 00660001
LRI 00000011 poeeeees 1111 1 1111 leelllee eelelell l1eelllle eeseeell

2, MBRRAO9LEHMNEAN224.0.0251HEREE , e RUARBRERNLERZER | HEAPLE
, BRI REDMSIERNE P iR TRERASEH |, BERimTEEL B BE R BRIZBIES.



XREENENAB/RIEN RO LS H224.0.0.251MBIET B KM REl, FIEE , #RFNE
HIMACH: 1t R 5 HFEA

-- Radiotap Header w8, Length 18

[+- 882.11 radic information

-}-IEEE 8@2.11 Data, Flags: ...... F.C
- Type/Subtype: Data (@x@@2@)

. Frame Control Field: @x0802

e
- Destination address: IPvdmcast fb (El:

- Sgurce address: Intel[ur 7c:38: 58 (E4 b3: 18 ?c 3& 58}
-~ BS5 Id: Ciscolnc_7d:d9:1@ (7c:@e:ce:7d:d9:18)
- STA address: IPvdmcast fb (@1:8@:5e:08:80:1h)

Caae e . @@ed = Fragment number: @
- @lle pead eale .... Sequence number: 1538

-~ Frame check sequence: @xb8fad3le [correct]
- [FCS Status: Good]

- Logical-Link Control

H- Internet Protocol Version 4, Src: 172.16.8 D=t: 224.8.6.251
- User Datagram Protocol, Src Port: 59887, Dst Port: 9
- Source Port: 59857

-~ Destination Port: 9

- Length: 118

~Checksum: 8x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

[+]--451

XRUBEASRNXERLZEDMSERNEF BB =G, st , B #9tut MR bk 2 & F im iy
MACHz 3t , MARABMACH I, ABHTFES thENAMSDU K IE



-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags: ...... F.C
- Type/Subtype: QoS Data (@x@@28)

. Frame Control Field: EKEEEE

- Transmitter address: _Ja: :
- Spgurce address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
-~ BSS Id: Ciscolnc 7d:d9:18 (7c:Be:ce:7d:d9:18)

- 5TA address: Apple 58:95:8a (ad4:fl:e8:58:95:8a)

Ceeae aaas aa.. BBBB = Fragment number: @

- pBBE BERL BBBR .... = Sequence number: 16

-~ Frame check sequence: @x174T6716 [correct]

- [FCS Status: Eﬂﬂd]

- Destination address: IPvd4mcast 8@ (91:808:52:080:08:88)
~Source address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src: 172.16.8.51
-User Datagram Protocol, Src Port: 59887,QDst Port: 9 |
~ Source Port: 59887

~Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]

- [Checksum Status: Unverified]

- [Stream index: 124]

HEEREF R TBEUEES N BWABRE , TR EERPDMSIERRXAZR , ©EAZE
BAPSEDMS ID, X EDMSER — BRI (1)

49165 133,314820 Apple 58:95:@a Ciscolnc 7d:d9:1e 862.11 DMS Request

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........ C

IEEE 802.11 wireless LAN management frame

(- {#}-E

{#

[

= Fixed parameters
Category code: WNM (18)

Action code: DMS Request (23
- h

0000 ©00ERERER CEROEORR CER1E010 PERERECO 00101110 Q1001000 COGEEER0 0REEeReR  ..... H. .
0005 00010000 00E0EO10 10000101 PERE1001 10100000 0EEEEEE0 11011101 0EEEE181  ........
0010 00PEEEER PEREEE00 11010000 DGEAEERe 00111010 0EEEeee1 91111100 @eeellle  ....:.|.
6015 1100111e ©1111101 11011001 6610000 10160160 11110001 11101000 01011000 .}..... X
9020 10010101 90001010 01111100 00AE1110 11001110 61111101 11011001 00010000 ..|..}..
8028 11110000 11100001 | cucgoy || seon | oettoken temeio Wt | owso | .&
8030 [ Dicicogn N Recrype 11010110 10111000 0U111001 94




49165 133.314828 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18
8@2.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

0-E#=-FH-FH-E

[z Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23
[+ llllllllllllllllllliilllllillilllllllllllllllllllllllllllllllllllllllllllllll

CO0T 0PeER0eR e0ePeSee PEe1e010 BREERese 00101112 0100100 CPEEERRE PORBReSR ... .. H.
0005 00010000 20000010 10000101 00001001 10100000 0000000 11011101 00000101  ........
0010 00000000 0000000 11010000 00E00R00 00111010 00000001 01111100 00001110 ....:.|.
9918 11001110 ©1111101 11011001 00010000 10100100 11110001 11101000 01011000 .}.....X
0020 10010101 20001010 01111100 001110 11001112 01111101 11011601 00010000 ..|..}..
2028 11110000 11100001 |TIENGHC | ZNCEEE | T et Lt s T M s

8030 sl tRE Nl | L101W11Y 101110vY Yolllvvl € ..94
APEXNDMS B3 R L 1E (2) B IA L
| 4917e 133.3173@5 CiscoInc 7d:d9:.. Apple 58:95:8a 802.11 MS Response

# Frame 49170: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
# Radiotap Header v@, Length 18

#- 862.11 radio information
# :
=

= Fixed parameters
Category code: WNM (18)
Action code: DMS Response (24

&

8000 ©2eoooeed eocooeooD eoolodle oooeoeed eelollle eleelooe cooeooee ooecooee sasesHen

0005 oeoloced eocooeele leeeolol oeeeleel lelooeee oeetecoe llelelel eeeeelel sasesann
8810 ©2e0000e0 2000200 11010000 BOGEREEE 11011010 ooeeecoee loleelee l1lllleeel ........
8815 1lleleeo elolledo leelelel oeeelele elllllee eeeellle lleellle elllllel I o

2028 11611e8]1 90018660 ALLLLIAA AAXATI1L 11M111ﬂ[mim-ﬂii—ﬂﬂmﬁ -
2028 110000@ | ey I Action | DislToken Bement-D Length DM I .=
a DMS Length E

Ba3e Rep-Type I Lest Sequence Control [a611191a legllele eeeleeel ceesolee fass




| 4917@ 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:0a 802.11 DMS Response

# Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
# Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........ C

TEEE 802.11 wireless LAN management frame

-

L

]+

[z Fixed parameters
Category code: WNM (1@)
Action code: DMS Response (24

0000 00ROBORE PRPOROPe GOD1PRLP POPEEEED PRLe111° 01001000 COLEERER GOGeoR0R  ..... H. .
P00 20010000 00C0R010 10000101 PEEE1ERLl 10100000 G0R00000 11010101 0EEER101  ........
9010 ©OCPOOOe 0POOPEOP 11010000 POEPEEEP 11011010 ©PPEEP00 10100100 11110001 ........
9015 11101000 91011000 10010101 @0e@10le 01111100 eaaelna 11ee111@ 1111101 .X..|..}
fj::r:;’:_ 11&11%1 mlmﬁ B1111166 GGGAGTI16 114611146 B F BET1 28818888

2028 91100000 01100008 h2001010) d bacac11d 21100100 20000101

2030 30000010 11111111 11111111 |G NS R I L

BSSEAZH :

HAPE BRI BAANFTBNELE P il et , E2RIREFIREITMNEHBUEHXEK, BSS Max
idle period RAPTE L FZWE MM ( & iw TMR?—*:EEEE)H’JT%IRTRT—*:%F moABRAVETEI 8, 1t
BB XRBRMEFR KRB ATLE ik, X, B/ R UK ERFERRS , HTEE
MR,

BSS & A ZE /R HA (R AE 5< Bk W B 5§, 5 37 < Bk W Bz i B 7R
________ .
I 802.11 Fadlﬂ information
_I IEEE 802.11 Asscciation Response, Flags: ...u.uas C
E"IEEE 882.11 wireless LAN management frame
[+ Fixed parameters (& bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 18, [Mbit/sec]
- Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
#- Tag: HT Capabilities (882.11n D1.18)
E"Tag: HT Information (382.11n D1.18)
#-Tag: Ewtended Capabilities (4 octets)
El Tag: BSS Max Idle Period
>~ Tag Number: BSS Max Idle Period (98)

- Tag: QoS5 Map Set

BSSEAZRHILA1000 TU ( RIE B ) REMIEE. BRENFT1.024EH
Z2 (R AY= 1.024 x BSSEHR K Z=HAf[H= X¥

FERBImR

Z2REBAT= 1.024 x 405 = 414.72%

MR RIPREDERFRCOREN , WEWETLE IR EAP K IERSNRY ML B B 22 it
AR, MRIRENO ( WABFIFAR) | »’%%F‘ i A SASORER B M ( RRPBARZRY ) RE



BAPH ZE R 1T AF 25,
BSSHEEHE
802.11vBSSEHEEEERREAETFHNEN, ZEFRFAUBITRERTER/EWN., MRZHTHUH

XERBDZIZhEE , WA HBUEE Fimxik. MREFFHRAERKRKIBZWHAPZ— , Mk —BRAY
B /EBUH R BRE P I

802.11v BSSIEZEA T U THRER

#R

TEBE P InTE8M 2 5l Ki%£802.11v BSSHEEEEW , IRENEHFHAPETUAE#HXEK,
802.11v BSSIT E EE =) Rl

! 1893 2.515163 ClscoInc 3a af:. Clscolnc ?d dB 16 882.11 BSS Transrtlcl-n Hanagement Quew
-- Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @

#- Radiotap Header w®, Length 18

[#- 862.11 radic information

B IEEE 882.11 Action, Flags: ........ C

= IEEE 882.11 wireless LAN management frame

- Fixed parameters
..

GE0E  Beoooope eooooooe eeeleale poeeREEE BElE1116 eleeless ebpppaoRe GobRERREe ..., H..
GOEE  Beeleece eefesple leeeelel eeepleel lelesoes efegpees 111elell eeeselel ........
BOlE  PepeponR Gepbesel lleleees pooReeEE 8811181 eeeeeEel elllllee eaeallle wenaia ]
BE15 11881116 61111161 116lle6l eeelecss lleseles 21111161 elesllll eelllele I T, L E

G826 eesellll elellles 81111166 eseellle llelleal eaalaooe PN P e
8828 1llesees 11118610 | Category |IAction 3) DialToken jQReason |palleesl leaealesl - - ) .

8858 elllelel eleellll ud

! 1893 2.515163 ClscoInc 3a ef:.. ClscoInc 7d:d9: 1@ 892.11 BSS Tr‘ansrtlon Hanagement Quer"v

A e —~r -1 lm a A —— an

-- Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
#- Radiotap Header w8, Length 18

-- 882.11 radic information

- IEEE 882.11 Action, Flags: ........ C

[0~ IEEE 802.11 wireless LAN management frame

B Fixed parameters
..

D000 GRRRRORR POROOGE DPOLEOLO 0OORERRR PRLEL1le @LODLOGR GOOCOGRe DOOGOOOE  ..... H..
G007 ©E010000 PEEEE1e 10PPOlOl GEEALEM1 1010006E GEOPEEES 11101011 BAEEAIEL  ........
9010 ©EEEPOR PEEEECEP 11010000 GAGAEERO PP111010 @EEEARAL 91111160 BAEA1118  ....:.|.
5012 11001119 91111161 11911801 616000 11800160 @1111191 @1861111 88111818  .}...}O:
8026 ©eep1111 91011100 ©1111160 PPAA1118 11011081 @ep10888  .\|..}..
@828 11190008 11110018 mm%mgau%m 18681881  ......l.

G858 9lllelel eleellll ud

QReasonF&X R"BSSHEETHER , XREZFHEBERBREAPIRNER. EARIG  BEFHBAET
BE{ERSSIX MK EF 16, ﬁ?&fﬁ’s‘}%ﬁﬁﬁaﬁmgﬁﬁ% . I§S¥IEEE 802.11-201289%%8-138,

TEBRBME , 2UBSSEEERERERIEAN , RHAPRESIR.



1898 2.522295 CiscolInc 7d:d9:.. Ciscolnc 3a:8t:5c B882.11 B55 Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radiotap Header v@, Length 18

882.11 radic information

IEEE 882.11 Action, Flags: ........ C

IEEE 8@2.11 wireless LAN management frame

- Fixed parameters

- Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

- Dialog token: @x86

e e 1 = Preferred Candidate List Included: 1

Abridged: @

Disassociation Imminent: 1

B5S Termination Included: @

. ESS Disassociation Imminent: 8

- Disassociation Timer: 1953

-------------------------------

REW R AR P4 WR

HWLCEA T ARIIEaE+ BSSHMRE , HAPARTERN , APFBAXLTLEFinRKIEES MK
UMl , EQRIABSSHMEBIER , MBNUTLE M iKS —MAERENAP,

BRABFPEDENEAER  REFIHABIGH

REERNECBIBEER

HWLCE A T8+ BSSHER , YFF I HEHRK/PRSSI ( EMR LB HFHARNEMEMS
B) B, APRBRTLEFHAEZESHRIIM , ©2XEBSSTEERE , LBUTLEFIKER
EFHIAP,

ABxBAEHINAEMNFMESR | BERMELEHE

FRAAPLWEFRER ( RTFLEBIE )

MREEFIHEZESIFRAAPHFEREILWE T , APEBILE ik A1%802.11v BSSITEEEER,
Y FIHFRABIAP ( 212800583800 ) AL A5GHzAT , EFHAMERT (METNEET ) . MRESH
ERIRERT , BMETEMR (ETRSSI) , NAPHBSSHEEEER X1%£802.11vIA BB
BE  RZITFR

It IhAE B8.2.110. 08 1212

BXFRAWFAEE : RIENTLBSE(FRAMTRFEL S

B8 BRR BR

HBSSHEEEFERA , ATLURIMBUERBREIZ 7R, WIHEERE — R BEBUEXRE M im , W
REFHAEHRBKIHMAP,

HARALFERWLALBHFERFEAMAE , APAIZF KR AIEBSSTEEEER , HEF—BEE (£
LB FBUERER TR B8R TECERYRTE] ) |, IRFFIRE XA B ERARXEHEIEFHAP , MAPT X
&P iR BUE X ER .


http://www.cisco.com/c/zh_cn/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
http://www.cisco.com/c/zh_cn/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
http://www.cisco.com/c/zh_cn/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

URZBFEROARFEHBEREMAN , APEEFFIKRAEBSSYEEEER , HEF—EBE ( FEE
SERBAITAES TEEMAE ) |, MRFEFIREZNBRATERIRTRENAP , NAPERE
U B9 BUE < BR o

B FBUHX BB BSSIE EEMURG) :

#2882, 11 radioc informatinn

I IEEE 892 11 w;rele&s LAN managenent frame
£ Fixed parameters
- Category code: WNM (1@)
- Action code: BSS Transition Management Request (7

i -

Disassociation Imminent: 1

: - ESS Disassociation Irmunen‘t 5]

i~ Disassociation Timer: 288

i~ Validity Interval: 20@

“BS5 Transition Candidate List Entries: 341854a274eded@4e7020000000b070301fTddldeade96ec. ..

BSSi i B 2 I K

EXE&EFHRKZEIBSSTEEREERE , CUUETEEAIEBSSEEEEMN, MREFIKHFRE

% —NAP WIJéZvZLHtMﬁTJEjJAcceptEl’JAP ,BEUNRBATEZHERITRIARFTER—APL , MIaX
ERAARTE R RejecttWAP , F N EELHEREE,

BSS3 i & 22 e K7 it 7= i

60272 12:16:06.114913 Apple_58:95:0a Ciscolnc_eB8:32:7@ BSS Transition Management Response

Frame 68272: 51 bytes on wire (4@8 bits), 51 bytes captured (488 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: @x@c
[ Bss Transition Status Code: 1 |
BSS Termination Delay: @

EARTOITR , TEhEFIRELAPELIIR , TRIEFIRMAP, RERBIRREFREFESSHR
Ho BRRENBEXKTEIIK , HSHIEEE 802.11-2012/7%8-253,

FERFAF
ER
ERAWLANKIS02.11vINAE , BEA X021V EL R M.

ER A H

WLC v8.3

4 vy vwvevw

Ipod TouchZE64Xv10.1.1



X
P

WLC v8.3

XE 6140 & BR 95 (DMS)

BEWLANE & LA S FADMS:

CLIELE :

> config W an di sable <w an-i d>
> config W an dns enable <w an-i d>
> config W an enabl e <w an-id>

GUIELE ( M8.3hx#RH )

SB1. S ZEWLANs > Wlan-ID , AF % WLANS FIDMS,



cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QLN e 1
b Advanced
[] wLAN ID Type Profile Name
[1s W LAR phone-open

SHE2.EMESR">11v BSSHE X" H B A E O EABES"

WLANSs > Edit "11v'

General ] Security | Qos | Policy-Mapping I Advanced I

FlexCannect Local 0 -
Switching 2 Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Uniswces] A0 S0mIN BNRAGYE
Learn Client IP Address & Enabled HLlvEtaalinp e O]
et e et s 11v BSS Transition Support

S nable
Switching 2 BS% Transition O
Central DHCP Processing Enabled Disassociation Imminent Il
Override DNS Enabled Disassociation Timer(0 to 3000 TBTT) zoo
NAT-PAT Enabled optimized Roaring Disassociation Tirmer(0 to 40 TETT)
Central Assoc [0 Enabled BSS Max Idle Service

11k I Directed Multicast Service I

fssisted Roaming mDNS
Prediction Optimization LI Enabled

) ) mODKNS Snooping Enabled
Neighbor List Enabled

: : mOKS Profile | default-mdns-profile
Neighbor List Dual Band [ Enabled
Denial Maxzimum Count
Prediction Minimum Count

BSSEBAZRMEE

BEWLANEL B LS AIBSSHRAZERMEE

CLIEE :

> config w an di sable <w an-i d>

> config w an bssnaxidl e enable <w an-id>

> config w an usertineout <seconds> <wl an-i d>
> config w an enabl e <w an-i d>

<seconds> Client Idle tineout(in seconds) on this WLAN. Range 0, 15- 100000 secs. O in order to
di sabl e

GUIELE :



HIR1.FHEWLANs > WLAN-ID , A2 HWLANREBSSHRAZHH,

CISCOD MOMNITOE WlaMNs COMTROLLER WIRELESS SECLRITY

WLANSs WLANSs

w W AMNS T - o Mane [Change Filter] [Clear Filter]
LA M s

b Advanced

[] wLAN ID Type Profile Name

[(]s W LA phone-open

WLAN 11y

SE2. SMEBR>11v BSSHEX " H /5 FIBSSBAZE MRS

WLANSs > Edit "1y’

| General | Security | Qos | Policy-Mapping | Advanced

FlexConnect Local 0 __
Switching 2 Enabled HTTP Profiling O
FlexConnect Local Auth £2 Enabled S tsal AP A i SupEote
Learn Client IP Address 3 Enabled Cilierealak e 0
Uisn Baeadiceriial g 11v BSS Transition Support

s nable 7
Switching £3 BSS Transition B
Central DHCP Processing Enabled Disassociation Imminent O
Owverride DNS Enabled Disassociation Timer(0 to 3000 TBTT) z0o
NAT-PAT Enabled —2etimized foaming Lisasspoiatien Timerifln A0 TETT)_ 40
Central Assoc O Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDHNS
Prediction Optimization L] Enabled

) ) mOME Snooping Enabled
Meighbor List Enabled

i ; mDMS Profile | default-rmdns-profile «
Meighbor List Dual Band [ Enabled

1

AR WGULEITES.3MRF 5| Ao T LABIMIMRZA , & F b config wian bsmaxidle
enable <wlan-id>

F 3. SfinEAdvanced > Client User Idle timeout , Fi& ERBEE ( AW REN ),



WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Ad.'u'anceﬂ.

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle
timmeout(15-100000)

Client user idle threshold
{0-10000000)

Fadius MAI-Realm

[ O

1lac MU-MIMO

Off Channel Scanning Defer

Scan Defer Priarity o1 2 3 4 5 6 7

DO eEMU

Scan Defer Time{msecs) 100

FlexConnect

BSSiEEE

BEWLANE E LS FBSSHEEE -

AR MRMNSABSSHE , MEARKIEBSSHEEBEFERMNKE — S XRELTLAE KA IE
BSSEEEEERM,

AR EFEAPEBSSITEEERFRABRIEMNRZXLER , FEEABSSTE+RHITHE.

AR EEAPELRLEFF IR B RERSSINAEBSSTEERER , FESABSSTE+HE
L8,

R

CLIEE

> config W an di sable <w an-i d>



> config w an bss-transition enable <w an-i d>
> config W an enabl e <w an-id>

GUIELE :

$B1. S ZEWLANs > WLAN ID > Advanced , /52 FIBSS Transition.

WLARNSs > Edit "11¢*

| General 'I' Security | QoS5 ! Policy-Mapping | Advanced
FlexCaonnect Local S

Switching 2 L] Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {iiweeea | A AdNin Sup Pyt
Learn Client IP Address 3 Enabled Lniterealeabatdmin o
el e e 11w BSS Transition Support

T nable " .
Switching & BZS Transition %
Central DHCP Processing Enabled Disassociation Imminent L]
Override DNS Enabled Disassociation Timer{0 ta 3000 TBTT) z00
MAT-FAT Enabled Optimized Roarming Disassociation Timer(0 to 40 TBTT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization LI Enabled

: s mODMS Snooping Enabled
Meighbor List Enabled

. : mOMS Profile | default-mdns-profile «
Meighbor List Dual Band [1 Enabled

Denial Maximum Count

Prediction Minimum Count

REWRHARTFEHER

CLIBLE :

config W an di sabl e <w an-id>

config wl an bss-transition enable <w an-id>
config W an | oad- bal ance al | ow enable <w an-i d>
config w an enabl e <w an-id>

GUIELE :

V V V V

H1. S/ ZEWLANs > WLAN ID > Advanced , A5 /2 FIBSSEE % /- ik U8R F 1.



WLARNSs > Edit "11¢*

|' General | Security | QoS | Policy-Mapping l Advanced.'

;I:e\lit:i:l;e_;tiocal [ Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

Optimized Roaming Disassociation Timer(d to 40 TETT)

BSS Max Idle Service

Directed Multicast Service

mDNS

HTTP Profiling |
Universal AP Admin Support

Universal &P Admin |
11v BSS Transition Support

BSS Transition [7

Disassociation Imminent ]

Disassociation Timer(d to 3000 TBTT) zZoo

|'- General | Security | Qos | Policy-Mapping §| Advanced |

Layerz acl Mone
URL ACL

P2P Blocking Action |Disab|ed v|
Client Exclusion 3 Flenabled |5U |
Timeout Value (secs)
Maxirnum Allowed
Clents 8 E
Static IP Tunneling 2 [Jenabled
Wi-Fi Direct Clients :
Bliny |D|sab|ed v
Maxirnum Allowed B
Clients Per AP Radio
Clear HotSpot Clenabied
rable

Configuration

Client user idle

timeout(15-100000) Timeout Yalue (secs)
Client user idle threshold I:I S
{0-10000000) LA

Radius MAI-Realm [
RETREMRILB M ER

CLIEE :

config W an di sable <w an-id>

config W an bss-transition enable <w an-i d>
config wan chd <wl an-i d> enabl e

config W an enabl e <w an-i d>

V V V V V

GUIELE :

mOMS Snooping

mDME Profile | default-rndns-profile -~

Management Frame Protection (MFP)

MFP Client Protection £ | Optional

DTIM Period {in beacon intervals)

80Z.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1

MNALC

MaC State | Mone w

Enabled

Load Balancing and Band Select

Client Load Balancing

Client Band Select

Passive Client

] B

Passive Client

Yoice

Media Session Snooping

config advanced { 802.11a | 802.11b } optim zed-roani ng enabl e

$1. S EWLANs > WLAN ID > Advanced , 7 /2 FABSSIE BN ZE & B XM,




WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping l Advanced |

FlexConnect Local

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

WLANSs > Edit "11v'

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition [7
Disassociation Imminent ]
Disassociation Timer(d to 3000 TBTT) zZoo
Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service
Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

| General | Security | QoS | Policy-Mapping

allow &84 Override

D Enabled

Coverage Hole Detection Enabled

Enable Session Timeout
Aironet IE

Diagnostic Channe| 28
Override Interface ACL
Layerz acl

URL ACL

PP Blocking Action

Client Exclusion 2

Maximum &llowed
Clients &

DEI‘Iab|E.'I:|

DEI‘Iab|E.'I:|

IPwd | Mone s

IPvE | Mone s

Mone -~
Mone -
Disabled ot

(=11}
Enal:ule::l

Timeout Yalue (secs)

SE2. EME TR > BE> WAL |, HEAFNMIERNRCBHE RN, XSS HN
WAER  FEHAAXXY EEEAKHDX)EREER . R488.0



http://www.cisco.com/c/zh_cn/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

cisco MONITOR — WlAMs CONTROLLER  WIRELESS — SECURITY

Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T
B % BR B
CLIEE :

config w an di sable <w an-id>

config w an bss-transition enable <w an-id>

config w an di sassoci ation-i nm nent enable <w an-i d>

config w an bss-transition disassociation-immnent oproamtinmer <timer-in-TBTT> <W.AN i d>
config w an bss-transition disassociation-immnent tinmer <tiner-in-TBTT> <W.AN id>

config w an enable <w an-i d>

FSB1.SMEWLANs > WLAN ID > Advanced , ;5 FIBSST ., BUH<BXBENF A% EBUH BT I
BRI (L B BUR X B 1T i8R

GUIELE :

V V.V V V V



WLARNSs > Edit "11¢*

| General | Security | QoS ! Policy-Mapping | Advanced

;I:e\lit:i:l;e_;tiocal [ Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition

Disassociation Imminent
Disassociation Timer(d to 3000 TBTT)
Optimized Roaming Disassociation Timer(d to 40 TETT)

BSS Max Idle Service

Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

WLANs > Edit "11v'

| Genlraral | ﬁS%EL!:ity | QoS | Policy-Mapping | Advanced

i 01 Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Vlan based Central

Switching 3 sl
Central DHCP Processing Enabled
Override DNE Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k
Assisted Roaming LIl Eranic

Dradirtinn Matiraisstion

HTTP Profiling

Universal AP Admin Support

Universal AP Admin

11v BSS Transition Support

BSS Transition

Disassociation Imminent

Disassociation Timer(0 to 3000 TBTT)

BSS Max Idle Service

Directed Multicast Service

[ii]

l

[

200
Optimized Roaming Disassociation Timer{0 to 40 TETT)

mDNS

AR : ITeIERUATBTT ( BAnfEfREmetE ) B2MIEE |, IS/ MEfZ AR A, ERIAE
RT , B100Z2MW KE —NMEF , RLEIABERT1 TBTT = 100Z#, 1TAI8§= X TBTT/10 =

x#¥o

KriF

XEEGE R TWLAN ( FLBER ) AL E S X RES02.1 1RSI X5,

SSIDX %

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

. BSSTEE®E




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

BEFWXEF

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- BSSHHEE




- Fixed parameters (4 bytEEJ
D-Tagged parameters (140 bytes)
-Tag SS5ID parameter set: tst-1lv
: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec

2 E?]'E'

c

“Tag: Supported Channels
Tag: RSN Information
~Tag: HT Capabilities (8062.11n D1.10)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
[#- Extended Capabilities: @x@@ (octet 2)
= Extended Capabilities: @x@8 (octet 3)
...8 = TFS: Not supported
..8. = WNM- Sleep Hode Not suppnrted

SRETI, r : - pported
LB aeee = AC Statlon Cnunt Not suppﬂrted
... .... = Multiple BSSID: Not supported
: “@.v. e... = Timing Measurement: Not supported
# Tag: RM Enabled Capabilities (5 octets)
#-Tag: Vendor Specific: Broadcom
#- Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
- Tag: Vendor Specific: Microsof: WMM/WME: Information Element
WIHEFWwES

NTHEEIIVEFRES) , AIERALTH .

> debug client <mac-add-of-client>
> debug mac addr <mac-add-of-client>
> debug 11v all enable

RBDMSIHRER & F ik
BRI

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Association received fromnobile on
BSSI D 7c: Oe: ce: 7d: d9: 10 AP AP-3700-1
*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Cient is 11v BSS Transition capabl e

B iK% 4224.0.0.251 udpiis A9MIDMSiER , APAIEDMS accept

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95: 0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:56:43.928: Received 80211v_DMS_REQ Action Frane

*apf MsConnTask_0: Nov 01 22:56:43.928: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsSG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len: 26



*apf MsConnTask_0: Nov 01 22:56:43.928: 11v g_nmsgQueue = 0x2b415828,

rc =0

*apf 80211vTask: Nov 01 22:56:43.929: Tclas found:
*apf 80211vTask: Nov 01 22:56:43.929: [

*apf 80211vTask: Nov 01 22:56:43.929: Version = 4,

*apf 80211vTask: Nov 01 22:56:43.929: Destination IP = 224.0.0.251,

*apf 80211vTask: Nov 01 22:56:43.929: Destination Port = 9,
*apf 80211vTask: Nov 01 22:56:43.929: Protocol = 17,
*apf 80211vTask: Nov 01 22:56:43.929: ]

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95:0a New client
*apf 80211vTask: Nov 01 22:56:43.929: DMS Request IE processed: State:
*apf 80211vTask: Nov 01 22:56:43.929: DMS Response IE created.

*apf 80211vTask: Nov 01 22:56:43.929: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:56:43.929: DVMS ID: 1, DMS Length: 3, Response Type:

Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:56:43.929: dnmsRequest State = DMS_REQ ADD ACCEPTED

osapi MessageSend

requesting DVS for this Tclas
DMS_REQ ADD_ACCEPTED

DVS_RESP_ACCEPT,

*apf 80211vTask: Nov 01 22:56:43.929: a4:fl:e8:58:95:0a apf802llvSendPacketToMs: 802.1lv Action

Frame sent successfully to wlc
*apf 80211vTask: Nov 01 22:56:43.929: apf80211vDmsDB_AddSTA:
created and added under DMS ID: 1

New DMS Client: a4:f1:e8:58:95:0a

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95: 0a apfPost Dhsd i ent Request Msg: posti ng

capwap for ms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:56:43.929: 11v g _nmsgQueue = 0x2b415828,

=0

osapi MessageSend rc

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95:0a apf80211lvHandl eDrsMsgSend: send capwap

for STA Iradmac 7c:Oe:ce: 7d: d9: 10

ME P IREZERAP

AP# debug dotll dotllv all

*Nov 1 22:51:04.323: DOT1lv: Inside DMS ADD QOperation

*Nov 1 22:51:04.323: DOT1lv: TCLAS found in DVS DB

*Nov 1 22:51:04.323: DOT1lv: New client detected

*Nov 1 22:51:04.323: DOT1lv: Ref Cnt: 1

*Nov 1 22:51:04.323: DOT1lv: dient A4:F1:E8:58:95:0A added to DVM5 DB Entry
*Nov 1 22:51:04.323: DOT1lv: DWVMS Add Operation Succeeded

*Nov 1

22:51:04. 323: Received and decoded a DM5 client request payl oad SUCCESSFULLY

ZE , B mERMElwlan ERDMSEIERE ., HE—HIBF/FHEKIEDMS Request-AddWFIBEE

wE S| EMRBHDMS ID T,

> show wlan 1

WLAN Identifier....... ... .. . .. 1
Profile Name..... ... ... .. . . . 11v
Network Nanme (SSID)........... ... 11v
Stat US. . . i e Enabl ed
Nunmber of active DMS dients..................... 1

DVMS ID Cdient MAC Addresses
1 a4:f1:e8:58:95:0a

DMSEIE & F i UL BT P IRAPH

AP# show controllers dotllRadio { 0 | 1 } | beg Global DMS

G obal DMS - requests:2 uc: 130 drop: 0
DVS enabl ed on WLAN(s): 11lv



11lv

DM5 dat abase:
Entry 1: mask=0x55 versi on=4 dst| p=0xEO0000FB srcl p=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol =17
{dient, SSID}: {08:74:02:77:13:45, 11v}, {A4:F1:E8:58:95:0A, 11lv},

HEL BT ImXHADMSHGE , E2KRIEDMSTE RMIBR

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211lv_DMS_REQ Action Frame

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request IE processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: pMs ID: 1, DMS Length: 3, Response Type:
DMS_RESP_TERMINATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dmsRequestState = DVMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf802llvSendPacketToMs: 802.11lv Action
Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:57:33.991: STA: ad4:fl1:e8:58:95:0a has dequeued and deleted from the
DMS Entry with ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDmsDB_DeleteSTA: STA: a4:fl:e8:58:95:0a deleted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95: 0a apfPost DnsCl i ent Request Msg: posting
capwap for nms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11lv g _nsgQueue = 0x2b415828, osapi MessageSend rc
=0
MWAP

*Nov 1 22:57:33.167: DOT1lv: Renoving client A4:F1:E8:58:95: 0A fromDVS DB Entry
*Nov 1 22:57:33.167: DOT1lv: DMS DB Del ete Operation Succeeded
*Nov 1 22:57:33.167: Received and decoded a DVS client request payl oad SUCCESSFULLY

X{FEFmBSSH
BFEZH1Y

*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13: 45 Associ ation received fromnobile on
BSSI D f0: 7f: 06: €8: 32: 76 AP AP-3700
*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Cient is 11v BSS Transition capabl e

PR RABSSH EEEEN

*apf MsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5c Got action frame from this client.
*apf MsConnTask_1: Nov 14 05:40:32.858: c4:7d: 4f:3a: 0f: 5¢c Received a 11v Action Frame w th code
[6] frommobile station

*apf MsConnTask_1: Nov 14 05:40: 32. 858: Received 80211v_BSS_TRANS_ QUERY Action Frame

*apf MsConnTask_1: Nov 14 05:40:32.859: WAN-id: 1| vap_ip: 1

*apf MsConnTask_1: Nov 14 05:40:32.859: c4:7d:4£:3a:0£f:5c Posting msg of type:
APF_80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:00:c8:8b:26:2c:d0,slot:0, len:1

*apf 80211vTask: Nov 14 05:40: 32. 860: Session URL is not NULL



*apf 80211vTask: Nov 14 05:40: 32. 860: Disassociation Imminent is 1

*apf 80211vTask: Nov 14 05:40: 32. 860: Disassociation Timer is 200

*apf 80211vTask: Nov 14 05:40: 32.860: Buil ding BSS Transition Request Frame

*apf 80211vTask: Nov 14 05:40: 32. 860: Addi ng Nei ghbor List Subel ement

*apf MsConnTask_1: Nov 14 05:40:32.861: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 14 05:40: 32.861: Location Info: 0,0,0 for BSSID: 7c:OQOe:ce: 7d:d9: 10

*apf 80211vTask: Nov 14 05:40:32.861: Data Length of BSS Transition Request Frane: 73

*apf 80211vTask: Nov 14 05:40: 32. 862: apf80211vHandl eBSSTransQuery: |radMacAddr:

00: c8: 8b: 26: 2c: dO rsch parent MAC ADDR: 00: c8:8b: 26: 2c: d0 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Nov 14 05:40: 32.862: 11lv Action Frane sent:

*apf 80211vTask: Nov 14 05:40: 32. 863: c4: 7d: 4f : 3a: Of : 5¢ apf 80211vSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 14 05:40: 32. 863: Successfully sent BSS Transition Request Action Frame to
STA: c4:7d:4f:3a:0£:5c

B Fwlan2/8 AEUHXEREIR# 1T , R EBUEXREKITRSRERE , B mFEUERE

*apf 80211vTask: Nov 14 05:40: 32.863: c4:7d:4f:3a:0f:5c Setting Session Timeout to 20 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 14 05:40: 32. 863: c4:7d:4f:3a:0f:5c Disassociate client in 20 seconds

*osapi BsnTimer: Nov 14 05:40:52.768: c4:7d: 4f:3a: 0f: 5¢c Authentication session tiner expired:
mark nobile for imedi ate del etion

*osapi BsnTi mer: Nov 14 05:40:52.768: c4:7d: 4f: 3a: Of : 5¢ apf MsSessi onExpi reCal | back (apf_ns. c: 707)
Expiring Mobil e!

*apf Recei veTask: Nov 14 05:40:52.769: apf MsExpireMobil eStation: Delete | mediately

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: Of : 5¢c apf MsExpi reMobi | eStati on (apf_ns. c: 7521)
Changi ng state for nmobile c4:7d: 4f:3a: 0f: 5c on AP 00: c8: 8b: 26: 2c: dO from Associ ated to

Di sassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4: 7d: 4f: 3a: 0f : 5¢ apf SendDi sAssocMsgDebug

(apf_80211. c: 3541) Changing state for nobile c4:7d: 4f:3a: 0f : 5¢c on AP 00: c8: 8b: 26: 2c: dO from

Di sassoci ated to Di sassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Di sassociate to nobile on AP

00: c8: 8hb: 26: 2c: d0-0 (reason 1, caller apf_ms.c:7614)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Deauthenticate to nmobile on BSSI D
00: c8: 8h: 26: 2c: dO sl ot O(caller apf_mns.c:7616)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f:3a: 0f : 5¢c Setting active key cache index 8 ---> 8
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Del eting the PWK cache when de-

aut henticating the client.

*apf Recei veTask: Nov 14 05:40:52. 769: Sent Deauthenticate to STA: c4:7d:4f:3a:0f:5c on BSSID:
00:c8:8b:26:2c:d0, slotId: 0, vapId: 1

HTREEE , APRIEBSSHEE M

*apf MsConnTask_3: Apr 12 10:47:18.785: 08:74:02:77:13:45 11lv BSS Transition Request is posted to
11lv queue.

*apf 80211vTask: Apr 12 10:47:18.789: Session URL is not NULL

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Imrinent is 1

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Timer is 200

*apf 80211vTask: Apr 12 10:47:18.789: Building BSS Transition Request Frane

*apf 80211vTask: Apr 12 10:47:18.789: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Apr 12 10:47:18.789: Data Length of BSS Transition Request Frane: 22

*apf 80211vTask: Apr 12 10:47:18.789: apf80211lvHandl eBSSTransQuery: |radMacAddr:

fO:7f:06:e8:32: 70 rscb parent MAC ADDR fO0: 7f: 06: €8:32: 70 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Apr 12 10:47:18.789: 11lv Action Frane sent:

*apf 80211vTask: Apr 12 10:47:18.790: 08:74:02:77:13: 45 apf80211lvSendPacket ToMs: 802.11v Action
Franme sent successfully to wc

*apf 80211vTask: Apr 12 10:47:18.790: Successfully sent BSS Transition Request Action Frame to
STA: 08:74:02:77:13:45

BT , APRIEBSSHIRE E I



*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting msg of type:
APF_80211v_MSG BSS TRANS _QUERY for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:0

*apf MsConnTask_0: Nov 04 04:58:55.320: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:fl1:e8:58:95:0a 1lv BSS Transition Request is posted to
1lv queue.

*apf 80211vTask: Nov 04 04:58:55.321: Session URL is not NULL

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Imrinent is 1

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Tiner is 40

*apf 80211vTask: Nov 04 04:58:55.321: Building BSS Transition Request Frane

*apf 80211vTask: Nov 04 04:58:55.321: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Nov 04 04:58:55.321: No Nei ghbor Candi date found : Resetting Candi date | ncluded
Li st

*apf 80211vTask: Nov 04 04:58:55.321: Data Length of BSS Transition Request Frame: 4

*apf 80211vTask: Nov 04 04:58:55.321: apf80211lvHandl eBSSTransQuery: |radMacAddr:

7c: Oe:ce: 7d: d9: 10 rscb parent MAC ADDR: 7c:0e:ce: 7d:d9: 10 rsch nac address: 00:00: 00: 00: 00: 00
*apf 80211vTask: Nov 04 04:58:55.322: 11lv Action Frane sent:

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 04 04:58:55.322: Successfully sent BSS Transition Request Action Frame to
STA: a4:f1:e8:58:95:0a

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1:e8:58:95:0a Setting Session Timeout to 4 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 04 04:58:55.322: a4:fl:e8:58:95:0a Disassociate client in 4 seconds

2%

Z4 : 802.11r, 802.11k, 802.11v, 802.11wHIELE I8k
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http://www.cisco.com/c/zh_cn/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-Guide/Enterprise_Mobility_8-1_Deployment_Guide/Chapter-11.html
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