ffE A A 1#RADIUS R SSBR1E B BAP LELEWDS

B2 SSID

WDS AP E# A3t RADIUS RS S5 il B
WDSE i AP By A #h RADIUS RS S5 B B
£WDS AP_EEBAWDS
EWDSE FigAP LS AWDS
CLIELE

WDS AP

WDSZ% P i AP

WDS AP _+#9CLI%: iF %

WDSZE F i APt B CLI iF i

R PE HEBR

fasr

RN B a5 A A s RADIUSHRZ 25 £ B XA S (AP)RE LB B L& I ARSS (WDS), 283044
ERNABEIHGUIHITHWEE , BAEMEGSITRE(CLNEE.

FTRFMH

ER

BEREWUETHBBAP LNERGUIFICLIEE,

ERRAH
AP ERET U TREMELRA :

. E38AP I0S®# AR A 15.2(4)"AM E#ICisco 3602e RFIEA & ; iR ZIFAEWDS APHIZ i



RADIUSHRS 2,
. EBAP IOSEHEIRZ15.2(4)JA1 L BRI2602IRFIEEA & ; i8R 95 HWDSE AP,
ANEPPEERRETHEERRENREFNREZREN, AXEPEANERERVHERXAR
BN BE, NREFANREXENG , FHAEELXTHRAMETSHNEBEERM,

[

AR FADSTERTE (REIMAF ) AIRREXAHDPAEAGGHEAES.

GUIR &

BIESSID
IS A2 9148 a0 B 2 5T Y AR S5 SR AR IR AF(SSID)

1. S ZESecurity > SSID Manager , A5 2 HENEWLL I FHHISSID,

CISC0 HOME  HETACRE  ASSCCIATION  WIRELESS  SECURITY  SERVICES  MANAGEMEWT SOFTWARE  EMVENMT LGS

oL
& Hostname HAIBNGLT

Admin Koress

Encryption Mananger

L&D Hamaner |mm
SREYAE Manager Surrard S50 Licd
AP Authentication R A - T
Intruslon Datectian
Lacal RADIUS Server i <WrEr[w] DEinevlaH:
Radwance Sty T
Badop
Swcagp X
EarulSazkeed JR—
lllll oz R pa 1R
I racien. iz 1IRESHe

2. B ESSIDI# T B & 7 KM (EAP) & 4 K1,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Chend Aakherrdicalion Seitings

Mathods Accaplad:

‘server Priorities:

[#] open madhentication
[Tt musrwsrticesn
[7] Stared Adhentication

1] Mgtk £8P

wilh WAL Authenticaton and EAP
wilh MG Autierticaton or EAR

weith Cpticnal EAF
& FRCF DTN = =]

EAP Austhartication Servers MAC Authamication Servars
W Uze Delts  Define Defaults W ze Defadts  Dedine Defauls
CUElming sl omipe
Frivety 1; | = HOHE = [ Friveby 4 | = NOHE = [=]
Pricedy 2 = HOME = [ Priceiy 2 | = NOME = [
Priorty 5 |« HONE = [=] Priorty 5 | < MONE = [=]
3. REFBEMIMER B EARHIF , EHWI-FifRT THRI2(WPA2),
Cliant Aiherticsted Ky b
Koy Manegement: wandatary = | | s Frabi s, | W =]
e

VDA Prie-shaned ey B g ) Heesnl | VEEN2 G0 0

1w Configuration: 2 Optonal 0 Fagungd

1w Amaocistion-comahack: L] CINN-200N0)

1w Sarpeery-ratoyn 160 CI00-500)

4. B Apply mﬁﬁi&io

5. §fin ZSecurity > Encryption Manager , ASIERFTENINZERBF Z.




Security _r: RATHOI B0, 11N AGHE \I’i RADIOI-800. 11 N5SHE \l
Admin Access
Hostname MAIB260Z
Encryption Manager
551D Manager N2AGH
3 = e .4 E
Seivar Manaoe Security: Encryption Manager - Radio0-802.11
AP Authentication Encryption Modes
Intrusion Detection Mone
Local RADIUS Sarver
Advance Securiby . 5
WEF Encryption Opticnal =
Cisco Compliant THIP Features: [ Enable Mel
Enable Pe
@ Cipher WEP 128 bit b
[WEP 128 bit '
WEP 40 bat
Encryption Keys g
CMIC
CKIP-CMIC t Key
TR + WEP 128 bit
EN T + WEP 40 bt
AES COMP
En AES CCMP + TP
AES CCMP + TERR + WEP 128 bit
En|AES CCMP + TEIR + WEP 40 bit
Encryption Key 4:
WDS AP E A& #1RADIUS IR 5525 i I

W EM{AEWDS AP LB B A # RADIUSARS 25 :

1. $ = Security > Server Manager , R IWDS APR#7EE #£11% O (BVI)IPE R A #RADIUS |, #

It EE4A,
Corporate Brvars
Currant Barvar List
AADLE -
P Verssn: ePu CPS
e —— Sarver Hame: Lo Peaten
b 40 54 148 (R O I AR )
Ehared Seerel. 0 SesEEEERREREE
[minne Rt ptcation POt (opbaenal: iz 55
AcTruntang Fon |Spuen) Lk D636
Apply || Cononl

2. §fnZE Security > Local Radius Server > General Set-Up &I+, EX EFEAWEAPIHIL. £
ARl , BRBERTYT RS ORI I(LEAP) S B KIE,




Sawe Do Quralia A3 Lagh

b B WS A pins s e, A sty
e nypbion Mamsgod

I Bannper Brtwrly Lot RADRIE. Sarvnr - Cosaral Tal-lip

e Bl r

Legsl Rafieil Sarves Asthgnbosten Mgt

A Busthe i alion

Bt Fagrniacen it o Lo iyt dgtra e tigen: Protod gl A0 FasT
Lo ah

¥ LLap
At oo o B by

(125

3. & A LAFE [ — E LA M 4832 A BR S5 88 (NAS)IPHI & Fin A P & /& &I, EWDS APE
BLE A #RADIUS E 5E Ko

Natwors Acoass Servars (ALA Chants]
Currnet Metwors ACCETs BErvers
EEhl!]-E'-.w]I.:II!— i i AL B B 10900 54 148 (1P Ahlrdsia)
Sasred Saciel
Dokl
Apply || Carael
Iy el Lsars
Carrent Usars
Uneran
L=
Paiiwtd & Tend O NT Hawh
Conferm Panimsd
Daluia Grdup Nire A MOME® =
BT St anon ey
Apply || Caraul
WDS% 7 iRAP L i A s RADIUS B 55 25 1 I
WEE R AFWDS AP IP e 1k Bl & H RADIUS AR5 25 :
Colrporae SErvers
Cuffest Serves Lt
RADIES -
) : F Wersion: Py F.s
&%’%Tm Server Mame: WOS-Resiet
LAY 10708 54 148 (HrsmEme oF P Areas)
Shared Secfel
E:Iun Aarchensicaton Port (opoonal): 1212 (HESEE)
Aeromntng Pom (optanal) 1 (it
Popty | [ Carcel |

A NAPHEEBELE T SSIDLA#HITLEAPH A KIE , MWDSARS 88 7 H A #RADIUS., Xt /LEP
RADIUSEA BN LR ; {IRRADIUSHRS 2= IPFH E o

#WDS AP L5 FAWDS

iR R Rt 7EWDS AP £ g5 AWDS:



1. S ZEWireless > WDS > General Set-Up &1+ , 3/5 FlUse this AP as Wireless Domain
ServicesZ21EHE, XFEAP LS AWDSHES.

2. EEHZANWDS APHIR & |, £ HAWireless Domain Services Priorityit LA E X EWDSHI
Z2HWDS, BEEEN17255 , HBP 2552 F 5 %K.

Wirsiess Servioes

iL WO STATUS i CANERAL SETIP i SERVIER GROLES

- Femama MBI WO AP [PT T L T T w—— e —

WO < Wi a Domiin Seivice ) - Glab Froperies

¢ LHE DN A 53 WG LS Detemaas. e reia

Wirel i Damain Serrioss Frisry 224 1-244)

Lhew Locs] WAL Link fosr Cha el dasirenmbecafison
TYNEL W T WA T S Gt e

Cpntigany Wane Es NaTwers Manager
Wirnlnns Mytwsrs Mamager dédrops: COARED ¥ Addrpan oo bonname|

3. EMER—HW LW IRFF|/A LT+, IBREMRERFZ /AR , FIEWDSEFimAPRK
%R, EALAEWDS AP EERAA#RADIUSIRS S RZDL B, BT ERM , Aite
SR RETRFIRS.

awd Coviguratery  Poad  Lagee )

X ASBOCIATION WILISS SOUsETY SIRVKES  MA

Wireless Serdices i e i . e .
= Fialegonsy BT WD LF AR VT AP gty b 1) Pl it
(e
ik SR LISL
o W Jurvet Geoup Kame : P dstas
o
Corgup Bereer Prnte s (uisg Sersn
L] Lewnt Bt
monny 3 < BOM >
iy 3 ROME *

) e R L )

I'l.h- Gresp Far

4. FRARGZRAEAYA  Infrastructure Authentication , SRf5 2 HApply AR EFIRE
5. WDS APA F & M BB AT LUR N A #th RADIUS AR 55 88 Sl &R o
FEWDSEFiRAP LIE AWDS
i EHR A EWDSE P imAP £ /g AWDS:

1. §#nZElWireless > AP , 3 /3 AParticipate in SWAN Infrastructure £, SWANKKREHIL
Tk BRI 4%,



siiai]ie

CISCO Hoiel  METWORE  ASSCCTATION WDRLESS  SIOUETY  SIRTCIS MANGEMIMNT  SOFTWARD  [WINT UGG

Wireless Lervices

Himlegemy WA WS O R VL sl el by 1 et ) et v
a
P et i e o w1l P |
FrrUgipstn = FAN =Y v & e ridde
WEAR Doy e Dt ey
@ Sows s Dwicongry 10 B0 B Bed o ey
Uzemams e

Faijwedd. LT T T TR P T
Coemfam Paviward

Muatnericaien Meitods

= " 4 HOMNE & *  Defre Sutsestosien Wobedb Prfics

[ #er [ Camnd

2. WDSEFIRAPR LB Z KIMWDS AP, 5% , BRI LRI ERI XAE S F5H AWDS
APHIIP b ik LA 1T 5 P 35 Aift o

EE T AR WD ST 7~ o I = & MR85 |, BAEH XYWDS AP L BB A i RADIUSBER S5 2Rt 1T &
IR,

CLIE &

WDS AP

LT RWDS AP RBIELE :

Current configuration : 2832 bytes

!

I Last configuration change at 05:54:08 UTC Fri Apr 26 2013
version 15.2

no service pad

service timestanps debug datetine nsec

service tinmestanps | og datetine nmsec

servi ce password-encryption

!

host nane MAI B- WDS- AP

!

!

logging rate-limt console 9

enabl e secret 5 $1$EJDD$dHAT7YI Kn86GCqnKj Ff 1Sy0

!

aaa new node

!

!

aaa group server radius rad_eap

server name Local - Radi us

!

aaa group server radius Infrastructure

server name Local - Radi us

!

aaa authentication |ogin eap_methods group rad_eap
aaa authentication login nethod_Infrastructure group Infrastructure
aaa authorization exec default |ocal

!

!




!

!

!

aaa session-id comon

no ip routing

no ip cef

!

!

|

|

dot 11 sysl og

|

dot 11 ssid WDS- EAP

aut henti cati on open eap eap_net hods
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenment wpa version 2
guest - node

!

!

dot 11 guest

!

!

!

usernane Ci sco password 7 13261E010803
user nane My3602 privil ege 15 password 7 10430810111F00025D56797F65
!

!

bridge irb

!

!

!

interface Dot 11Radi 00

no i p address

no i p route-cache

!

encrypti on node ci phers aes-ccm

!

ssid WDS- EAP

|

antenna gain O

st bc

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanni ng-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
!

interface Dot 11Radi ol

no i p address

no i p route-cache

!

encrypti on node ci phers aes-ccm

!

ssid WDS- EAP

!

antenna gain O

peakdet ect

df s band 3 bl ock

st bc

channel dfs

station-rol e root

bridge-group 1



bri dge-group 1 subscriber-1oop-contro

bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source

no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

no bridge-group 1 source-Iearning

1

interface BVI1

i p address 10.106. 54. 146 255. 255. 255. 192
no i p route-cache

i pv6 address dhcp

i pv6 address autoconfig

i pv6 enabl e

1

ip forward-protocol nd

ip http server

no ip http secure-server

ip http hel p-path http://ww. ci sco.com war p/ public/ 779/ snbi z/ prodconfi g/ hel p/ eag
ip radius source-interface BVI1

1

1

radi us-server | ocal

no aut hentication eapfast

no aut hentication mac

nas 10. 106. 54. 146 key 7 045802150C2E1D1C5A
user WDSClientl1l nthash 7
072E776E682F4D5D35345B5A227E78050D6413004A57452024017B0803712B224A
1

radi us-server attribute 32 include-in-access-req format %
radi us-server vsa send accounting

1

radi us server Local - Radi us

address ipv4 10.106.54. 146 auth-port 1812 acct-port 1813
key 7 060506324F41584B56

1

bridge 1 route ip

1

1

w ccp aut hentication-server infrastructure nethod_Infrastructure
w ccp wds priority 254 interface BVI1

1

line con O

line vty 0 4

transport input al

1

end

WDS%E P itAP

LT E2WDSE AP ROIEE :

Current configuration : 2512 bytes
!



I Last configuration change at 00:33:17 UTC Wd May 22 2013
version 15.2

no service pad

service timestanps debug datetine nsec
service tinmestanps | og datetine nmsec

servi ce password-encryption

!

host nane MAI B- WDS- Ol i ent

|

!

logging rate-linmt console 9

enabl e secret 5 $1$vx/ MbqPEDY30TG Xnj vUDVKK] k/
!

aaa new node

!

!

aaa group server radius rad_eap

server nane WDS- Radi us

!

aaa authentication |ogin eap_nethods group rad_eap
aaa aut horization exec default |oca

aaa session-id comon

no ip routing

no ip cef

!

!

!

!

dot 11 sysl og

!

dot 11 ssid WDS- EAP

aut henti cati on open eap eap_net hods
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenment wpa version 2
guest - node

!

!

dot 11 guest

!

eap profile WS- AP

net hod | eap

|

|

|

usernane Ci sco password 7 062506324F41
usernane My2602 privil ege 15 password 7 09414F000DODO51B5A5E577EGA
|

|

bridge irb

|

|

|

i nterface Dot 11Radi 00

no i p address

no i p route-cache

|

encrypti on node ci phers aes-ccm

|

ssid WDS- EAP



1
antenna gain O

st bc

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

1

interface Dot 11Radi ol

no i p address

no i p route-cache

1

encrypti on node ci phers aes-ccm

1

ssi d WDS- EAP

1

antenna gain O

peakdet ect

df s band 3 bl ock

st bc

channel dfs

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanning-di sabl ed

no bridge-group 1 source-Iearning

1

interface BVI1

i p address 10.106. 54. 136 255. 255. 255. 192
no i p route-cache

i pv6 address dhcp

i pv6 address autoconfig

i pv6 enabl e

1

ip forward-protocol nd

ip http server

no ip http secure-server

ip http hel p-path http://ww. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ hel p/ eag
ip radius source-interface BVI1

1

1

radi us-server attribute 32 include-in-access-req format %
radi us-server vsa send accounting

1

radi us server WDS- Radi us

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813
key 7 110A1016141D5A5E57

1

bridge 1 route ip
!



w ccp ap usernane WDSCl i ent1 password 7 070C285F4D06485744

W ccp ap wds ip address 10.106. 54. 146
!

line con O

line vty 0 4

transport input all
!

end
i
FERARD ATRIAEEREEEZT. RESTRE , WDSEFIRAPNEEF M EIWDS AP,

EWDS AP E , WDSIRA £ 7~ 1 Registered,
It wos s1aTs W ommmuse 0 ;0020 smamoawes |

Heslnaess  BAID WS AP MAE WTE AP apliena b B0 Blman, 15 slaala n

Wireleis Sarvice s WO E - Waele s Domein B re s - Babus

By 4 ASare it

18 f0E 24 148

EWDSEF AP L , WDSIRA H Infrastructure.

Homtngany MANLWD g as MAALWD S L nf piomag i B0 B, 3 minis s

WOS MAC Asaress WO P Asgne s 4 Satr REE It BN Rt AEseangr e

BV RIE and T0UN0E 24 186 000G B

AR oTHHMABEFTE (ERIMAF ) TEHEL show BT, FAMEMAREIAEX
&BE show S HN D,

WDS AP_LEYCLIK IE M
32 E RMARIEWDS APELE :

MAI B- WDS- AP#sh wlccp wds ap

HOSTNAME MAC- ADDR | P- ADDR | PV6- ADDR STATE
MAI B-WDS-Cl i ent f872. ea24. 40e6 10.106.54.136 :: REG STERED


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

MAI B- WDS- AP#sh wlccp wds statistics

WDS Statistics for last 10:34:13:
Current AP count: 1

Current MN count: O

AAA Auth Attenpt count: 2

AAA Auth Success count: 2

AAA Auth Failure count: O

MAC Spoofing Block count: O

Roam ng w t hout AAA Auth count: O
Roaming with full AAA Auth count:0
Fast Secured Roaming count: O
MSC Failure count: O

KSC Failure count: 0

M C Failure count: 0

RN M smatch count: O

WDSE F AP LAY CLIB UE 4R Hh

SRS R AMAIEIEWDSE P IiRAPEL & :

MAI B- WS- Cl i ent #sh wlccp ap

WDS = bcl6. 6516. 62c4, |P: 10.106. 54. 146

state = wl ccp_ap_st_registered

IN Aut henticator = | P: 10.106.54. 146 | PV6:
MN Aut henticator = | P: 10.106.54. 146 | Pv6::

BB BR

B AR B H X L B AR B RRE B
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