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B debug M EHIEMER , FSHAEX Debug SHEEEE,
EXE : BRIEPPPIHEERETHTZ (ISDN, ¥E#EQO, RELKSE ) , FNFEIANEEZEH
PPPihE T EBsh, i , IR EFE ISDN LiE1T PPP , NIFTE ISDN BE#&4MES ; FN PPP
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EERRTE PPP WA ERHPRELN S IR , MTRATR. REERRE PPP BaExH,
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3 ELEBYER |, PPP & F RIS, E&EREF PPP T4
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L PPP BRI R A EE C B 5 X ol B Y
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EREBRIEE , PPP 2% A UP B EX. NCP *“th
UP | 7 e B B 4T

*Mar 3 23:42:53.412: BRO:1 PPP: Phase is UP

% |PPP BT,
1F *Mar 3 23:43:23.256: BRO:1 PPP. Phase is
TERM NATI NG

1. LCP =$EB& 2 #l1MY
2. CHAP =JRifl{E F B 3 I i i
3. PAP =318 B {3 I i MY

4. NCP =R &= HItx

TEERT PPP M EREBRIRE :
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1. NAK =B EHIA
2.1IA=F1A
AE  FINELREULLLIECONFREQ , HEAEZECHFENEAIIFNENHE, XATESLSH

EENFRNENERAEATE, fli, — A URFENNSEHTEHRIE, ME5—FAESH
X

LCP, E{A¥iFF NCP BrEX

ELRFELE PPP MERF , PPP th&B AN LCP this, BHRILA NCP hEHFHEM R, AxiF
MELR |, 5 RFC 1548 #1 RFC 1661 o

LCP ( AZMER )

LCP RMHEATEMY. BEENNAMFEEBEENSBIN KR, LCP RETFH"RR LCP KI5
B , T LCP R “XMH"&R R LCP K.

TEERT LCP EFHEZAE :

Huuter 1 Ruuter 2
COMFREC:
Option: Authentication Protocol This router
Value: PAP o Accepts the option
COMFMAK: Authentication
Option: Authentication Protocal | Protocol but not
The router is | 4 Walue: CHAP the value F'ﬂf«F'. It
configured for responds with a
both PAP and COMFREC: COMFMNAK and
CHAP and sa| Option: Authentication Protocol suggests CHAF
sugpests Walue: CHAP | All options are
CHAP acceptable so a
COMFACK COMFACK is
b CONFREQ: returne d
Cption: Authentication Protocol
Walue: CHAP
COMFALC K
-

LCP W& £ — N8 A MagicNumber IS# , ZSHATHESRREREHRE, RMNHER , F
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R ERE - ENFAS  MRREARAE , N HRE L EEER RN,

SHRBUF (MIAD T )

FELH R , HRRAE LCP R EEEANF ORI ( CHAP = PAP ) FITHMHKIE, BX
PAP W{ERE , B2 PPP O T B R IFthiL (PAP) NELE 5 EHEER.

BX CHAP W{EER , 55 R 7 HMEE PPP CHAP 531 ir,

AR SORIERTERN , PPPREFEHITH ORI F 3 AL B

NCP ( #ZH B )

EMBEATREYANRETRNMEENN. ZREAN L3 BEDPUERZ IP. BBHBJSMR IP ZHH
W (IPCP) JHE LA ( ELAIPH IP ) FERIED,

RFC 1332 #5 IPCP ShEm ANk : EHEM IP it fit. A , IPCP th T &8 MEZHEKE
B flinEFMEZ A Windows BFIRS (WINS) RiH & RS (DNS) RE25.

R CONF JER#IT , AN PPP ME#IES : WSS FTik.

FIA debug ppp negotiation i H 3 1T 5 FE HE B

L IBEF debug ppp negotiation v H AT HEEREY |, BB THREA -

1. ATE debug 4 H R B Bk, TBEEEFTENENRIZTMER , Hln UP =
AUTHENTICATING, X AJ# BB EEEZEIAMM LM ER. BXMBNEAEE , BS
% PPP 1/ EREB % o

2. N TFHIMHEAME , FEKIEL LCP., BRI NCP (RIEFEE ) RUIMEE : LCP IR
BRRITH, LA EERE—REAFNEE CONFACK BELURIITERACHEMENSHK
o BMRIENRIIFIT, MEFEANGERRIE , MENESEHLAR. BXX PPP &4
Wi T EBERNIEFMEE |, S PPP ( CHAP =X PAP ) BRI EHERR. IPCP IRA
RAFTH. BiFTRUHBREER  UREECREINZAMNKH,

f#i% debug ppp negotiation % tH
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7. KE — KEFBRENGBEFRNKE, LFBRN —REEHFRATEE.
A FRAZTAEFAQE TREMBPPPHEES , EAERTHENAER,

A& RO T FR

Incoming

L‘nterface’J \_‘Outgmng D FieI’d_‘

“Mar 100:06:37.034: BRO:1 LCP: | CONFREQ [Listen] id 7 len17

MSeC tir’nestar’npJ étag:‘ \—‘ Message ’—‘ ‘

Length
debug ppp negotiation % i 7= 5l
T debug ppp negotiation & H# 1T 7 E R A
maui - soho- 01#debug ppp negotiation
PPP protocol negotiation debugging is on
maui - soho- 01#
*Mar 1 00: 06: 36. 645: %LINK-3-UPDOWN: |nterface BRI 0:1, changed state to up
!--- The Physical Layer (BRI Interface) is up. Only now can PPP !--- negotiation begin. *Mar 1
00: 06: 36. 661: BRO:1 PPP: Treating connection as a callin *Mar 1 00: 06: 36. 665: BRO: 1 PPP: Phase
i s ESTABLI SHI NG, Passive Open [0 sess, 0 |load] !--- The PPP Phase is ESTABLISHING. LCP

negotiation now occurs. *Mar 1 00:06: 36.669: BRO:1 LCP: State is Listen *Mar 1 00: 06: 37. 034:
BRO: 1 LCP: I CONFREQ [Listen] id 7 len 17

!-—- This is the incoming CONFREQ. The ID field is 7. *Mar 1 00:06:37.038: BRO:1 LCP: AuthProto
PAP (0x0304C023)

*Mar 1 00:06:37.042: BRO:1 LCP: MagicNumber 0x507A214D (0x0506507A214D)

*Mar 1 00:06: 37.046: BRO:1 LCP: Callback 0 (0x0D0300)

! --- The peer has requested: !--- Option: Authentication Protocol, Value: PAP !--- Option:
MagicNumber (This is used to detect loopbacks and is always sent.) !--- Option: Callback, Value:

0 (This is for PPP Callback; MS Callback uses 6.) *NMar 1 00:06:37.054: BRO:1 LCP. O CONFREQ
[Listen] id 4 len 15

l--- This is an outgoing CONFREQ, with parameters for the peer to implement. !--- Note that the
ID Field is 4, so this is not related to the previous !--- CONFREQ message. *Mar 1 00: 06: 37. 058:
BRO: 1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:37.062: BRO:1 LCP: Magi cNunmber Ox1081E7E1l
(Ox05061081E7El) !--- This router requests: !--- Option: Authentication Protocol, Value: CHAP !-
-- Option: MagicNumber (This is used to detect loopbacks and is always sent.) *NMar 1

00: 06: 37.066: BRO:1 LCP: O CONFREJ [Listen] id 7 len 7

!--- This is an outgoing CONFREJ for message with Field ID 7. !--- This 1s the response to the
CONFREQ received first. *Mar 1 00:06:37.070: BRO:1 LCP: callback 0 (0x0D0300)

!--- The option that this router rejects is Callback. !--- If the router wanted to do MS
Callback rather than PPP Callback, it !--- would have sent a CONFNAK message instead. *Mar 1
00: 06: 37.098: BRO:1 LCP: I CONFACK [ REQsent] id 4 len 15

!-—-- This is an incoming CONFACK for a message with Field ID 4. *Mar 1 00:06:37.102: BRO:1 LCP:
Aut hProt o CHAP (0x0305C22305) *Mar 1 00: 06: 37.106: BRO:1 LCP: Magi cNunmber Ox1081E7E1l

(O0x05061081E7El) !--- The peer can support all requested parameters. *Mar 1 00:06:37.114: BRO:1
LCP: I CONFREQ [ ACKrcvd] id 8 len 14

l--- This is an incoming CONFREQ message; the ID field is 8. !--- This is a new CONFREQ message
from the peer in response to the CONFREJ id:7. *Mar 1 00:06:37.117: BRO:1 LCP: AuthProto PAP
(0x0304C023)

*Mar 1 00:06:37.121: BRO:1 LCP: Magi cNunber 0x507A214D (0x0506507A214D)

! --- The peer has requested: !--- Option: Authentication Protocol, Value: PAP !--- Option:



MagicNumber (This is used to detect loopbacks and is always sent.) *Mar 1 00:06:37.125: BRO:1
LCP: O CONFNAK [ ACKrcvd] id 8 len 9

!--- This is an outgoing CONFNACK for a message with Field ID 8. *Mar 1 00:06:37.129: BRO:1 LCP:
AuthProto CHAP (0x0305C22305)

!--- This router recognizes the option Authentication Protocol, !--- but does not accept the
value PAP. In the CONFNAK message, !--- 1t suggests CHAP instead. *Mar 1 00:06:37.165: BRO: 1
LCP: I CONFREQ [ ACKrcvd] id 9 len 15

!--- This is an incoming CONFREQ message with Field ID 9. *Mar 1 00:06:37.169: BRO:1 LCP
AuthProto CHAP (0x0305C22305)

*Mar 1 00:06:37.173: BRO:1 LCP: Magi cNunber 0x507A214D (0x0506507A214D)

!-—-- CHAP authentication is requested. *Mar 1 00:06:37.177: BRO:1 LCP: O CONFACK [ ACKrcvd] id 9
len 15

!--- This is an outgoing CONFACK for a message with Field ID 9. *Mar 1 00:06:37.181: BRO:1 LCP
Aut hProt o CHAP (0x0305C22305) *Mar 1 00: 06: 37.185: BRO:1 LCP: Magi cNunmber 0x507A214D
(0x0506507A214D) *Mar 1 00: 06: 37.189: BRO: 1 LCP: State is Open

!-—-- This indicates that the LCP state is Open. *Mar 1 00:06:37.193: BRO:1 PPP: Phase is
AUTHENTICATING, by both [0 sess, 0 | oad]

! -—- The PPP Phase is AUTHENTICATING. PPP Authentication occurs now. !--- Two-way authentication
is now performed (indicated by the both keyword). *Mar 1 00:06:37.201: BRO:1 CHAP: O CHALLENGE
id 4 len 33 from "naui - soho- 01"

!--- This is the outgoing CHAP Challenge. !--- In LCP the routers had agreed upon CHAP as the
authentication protocol. *Mar 1 00:06:37.225: BRO:1 CHAP: I CHALLENGE id 3 len 33 from "naui -
soho- 03"

!--- This is an incoming Challenge message from the peer. *Mar 1 00:06: 37.229: BRO:1 CHAP:
Waiting for peer to authenticate first *Mar 1 00:06:37.237: BRO:1 CHAP: I RESPONSE id 4 len 33
from "maui - soho- 03"

!--- This is an incoming response from the peer. *Mar 1 00:06: 37.244: BRO:1 CHAP: O SUCCESS id
4 len 4
!--- This router has successfully authenticated the peer. *Mar 1 00:06: 37.248: BRO:1 CHAP
Processing saved Chall enge, id 3 *Mar 1 00: 06: 37.260: BRO:1 CHAP: O RESPONSE id 3 len 33 from
"maui - soho-01" *Mar 1 00: 06: 37.292: BRO:1 CHAP: I SUCCESS id 3 len 4
l--- This is an incoming Success message. Each side has !--- successfully authenticated the
other. *Mar 1 00:06:37.296: BRO:1 PPP: Phase is UP [0 sess, 0 |oad]

!-—-- The PPP status 1s now UP. NCP (IPCP) negotiation begins. *Mar 1 00:06:37.304: BRO:1 IPCP: o
CONFREQ [Closed] id 4 len 10

*Mar 1 00:06:37.308: BRO:1 | PCP: Address 172.22.1.1 (0x0306AC160101)

!--- This is an outgoing CONFREQ message. It indicates that !--- the local machine address 1is
172.22.1.1. *Mar 1 00: 06:37.312: BRO:1 CDPCP: O CONFREQ [Closed] id 4 len 4 *Mar 1 00: 06: 37. 320:
BRO: 1 CDPCP: | CONFREQ [REQsent] id 4 len 4 *Mar 1 00: 06: 37.324: BRO: 1 cppcP: O CONFACK
[REQsent] id 4 len 4

!--- These messages are for CDP Control Protocol (CDPCP). *Mar 1 00:06:37.332: BRO:1 IPCP: |
CONFREQ [REQsent] id 4 len 10 *Mar 1 00: 06:37.336: BRO:1 | PCP: Address 172.22.1.2

(0x0306AC160102) !--- This is an incoming CONFREQ message that indicates that the peer !---
address is 172.22.1.2. An address of 0.0.0.0 indicates that the peer !--- does not have an
address and requests the local router to provide it !--- with an address in IPCP negotiation.

*Mar 1 00:06:37.344: BRO:1 I PCP: O CONFACK [REQsent] id 4 len 10 *Mar 1 00:06:37.348: BRO:1

| PCP: Address 172.22.1.2 (0x0306AC160102) *Mar 1 00: 06:37.356: BRO:1 | PCP: | CONFACK [ ACKsent ]
id 4 len 10 *Mar 1 00:06:37.360: BRO:1 | PCP: Address 172.22.1.1 (0x0306AC160101) *Mar 1

00: 06:37.363: BRO:1 IPCP: State is Open !--- The IPCP state is Open. Note that in the IPCP
negotiation, each side !--- accepted the IP address of the peer, and one was assigned to the
peer. *Mar 1 00:06:37.371: BRO:1 CDPCP: | CONFACK [ACKsent] id 4 len 4 *NMar 1 00: 06: 37. 375
BRO: 1 CDPCP: State is Open

!-—-- This indicates that the CDPCP state is Open. *Mar 1 00:06:37.387: BRO IPCP: Install route
to 172.22.1.2

!--- A route to the peer is installed. *Mar 1 00: 06: 38.288: 9%. NEPROTO 5- UPDOMN:  Li ne protocol
on Interface BRIO:1, changed state to up *Mar 1 00: 06: 42. 609: % SDN- 6- CONNECT: Interface BRI O:1
is now connected to naui - soho-03

RERMELEE
#0




CONFREQ (Configure-Request) :

UBIREZTHAR (B3 ) 8, L KX CONFREQ UEFIE—1 PPP FER (LCP MER ) » 1%
SHETE LCP FINCP B AT REEER. NITHAERNSAIERE | RBFEANER |, B
EEEEEFENERTFNEEETAE, FAEETANER#THE. MRS MEL
CONFREJ 2 CONFNAK SEE# TR , MBS SZETE S —HEMREN S —
CONFREQ,

CONFACK (Configure-Acknowledge) :

W5 CONFREQ HEHMWAAEERI RS , BFfEES S , NIAEIE CONFACK HE

o

CONFREJ (Confiqure Reject) :

MERE CONFREQ IR EEBET A a#ZZ AR5 , N AZFEL CONFREJ HEMH TN
B, FA$EZMED ( 5RE CONFREQ EE ) @87 CONFREJ EEH,

CONFNAK (Configure Negative Acknowledge) :

MRKBNEELER AR BRI ES | BEMER AR | NERHREIE CONFNAK JHE, BRMHER
27 CONFNAK SHEH N ErERZHETMAE , LENFHET —1 CONFREQ HEFEE1Z
prig

ECHOREQ (Echo Request) #l ECHOREP (Echo Reply) :

NRFIEZENTEM | PPP 2 Keepalive, XL Keepalive &% IX4AITFE PPP XISk HY
ECHOREQ M , i=f8 PPP X &4 E W ZE| ECHOREQ /5 M A ECHOREP it 1T, BRINTEIR
T, MREHB[FHET E ECHOREP 11 , i M N XA , 3 H PPP £ HiFF,

TERMREQ (Termination Request) :

BE S R MM PPP I &5 1 PPP &,

TERMACK (Termination Acknowledge) :

IEEEX TERMREQ B EM R F4£i%, XAxH PPP ER,
314
LEEER PPP EECHF. EUATER T AIHIT LCP 2 NCP i#E# :
- FTEARKAR (1XBR LCP) .
ERIER (RS54, ISDN % ) F1ERS R,
. EHE KW AT,
- TEL IR W A,

LCP



ACCM (Asynchronous Control Character Map) :

X2 CONFREQ fiiff LCP hE &Iz —, ACCM BTiREBFF N TS, ACCM IERik O ZRE
BIERAANIEERS 2/, MREES —REHITZE ACCM g |, [EFwAER
FFFFFFFF, EXMERT , 2K HBUTHS :

ppp accm match 000a000

ACFC (Address and Control Field Compression) :

ACFC B—LCP &1 , EEL R U E &Mt K ERIEEE.

AuthProto (Authentication Protocol) :

AuthProto 2% PPP &3 &k Z A f£ CONFREQ MR hEH F ORI | HE5HKIF
MERER. MREKREE PPP BHKIE , N4 CONFREQ MmN St ERHm ., A8
£ CHAP = PAP,

[ a4

IE S REEMAEEIRIED, Callback BEZEHEMNBFIERNEMHNERIET, BF 0 RTER
PPP El# , 1= 6 &~ Microsoft B3£I ( £ Cisco I0S® HHFMRA 11.3(2)T RESRAH B3
A ).

CHAP (Challenge Handshake Authentication Protocol) :

IEE B R EE D ER S HRIEHIE CHAP,

EndpointDisc (End Point Discriminator) :

XEATHRR PPP ZHRIEREPH PPP NEMAH LCP &, BXEHER , FS RS K PPP
W ap F R o

LCP:State is Open

HEIER LCP thE E K Zh Ko

LQM (Link Quality Monitoring)

LQM AR T121T PPP MIFT B R{THE#O, LQM AT LRERRE A EREREEKTEEN AL
BY T EERE . 2B D LFHXNIEANEEN A ARTIHE. FHRENITESER | FRENHSE
SBNFHEHENFERINBEINFZ T EHETHER. EARENTELRER | FREINHSE
BNFNERENFERENBEINFT LB TR,

B LQM J5 , SBEEA keepalive B £ %4 R BRE (LQR). K%M LQR &K E
keepalive, FiBE1& A keepalive EERBEIMF ., MEREE LQM , MES/ Keepalive HiiE) &%
keepalive , #}iBid LQR X FFE1& A keepalive 31T,
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LVZHAHATRASRTED, PPP ER=EHMELIYN , LATRNHREMLE, RUFEET | HE
BEER E R —NENFAE  MRBEEMEENE , NERARELEEERRTEN.

EXRERNN TS B ARET 2P , XEURTREMEA T down-when-looped %

PAP (Password Authentication Protocol)

HEERME PPP NEARFERANEEDEN B HRILTHILE PAP., BXx PAP WiFHEER , 5511
PPP O+ & AR iFtHi (PAP) ML & 5 FE HEBR

PFC (Protocol Field Compression)

BEIETAT T 8k A M F BREE 4R

MRRU (Max Receive Reconstructed Unit)

X2 PPP 2458k LCP REIEFINHEIM LCP &, LLEIHEE A MRy R A F T, MEK
£ LCP H & MRRU , T BETE4EE% L2172 8858 PPP (MPPP),

MRU (Maximum Received Unit)

MRU 2% CONFREQ M7 # LCP &Il , A T @ X EBIE BRI K/,

5 R iF

AUTH-REQ (Authentication Request)

LI PPP XY &K (EERBA T HHRIL ) KIEAEZEXNEFE, EERZENFFRE -
BRHAFBNOTREIT PPP EEFHRIE, LMSCERT PAP,

AUTH-ACK (Authentication Acknowledge)

LEMiMNIESZ B IEUER PPP XN EALIEANITERRIEN PPP &M, mEwEMNAFREMN
AOSX. XYEA PAP #1T PPP EZESHWIER , A,

AUTH-NAK & FAILURE

HMITHORIEN PPP WEA LN S BRIEAME |, FARITE BRI PPP X &K H ki,
214

XEMRITEHRIEN PPP NE A XKIZAEZ HHRIEAN PPP X EFM4MH CHAP FTiflMi, 1Z/5 i
SE—NID, —/MBENE , URAHBERSSENEVNERZTERZLNAFNER. NAHEH
CHAP 1T PPP E#E G M UERT | = £ L,

EE
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LR MER H DRI PPP X F4RIELIMITEHRIEN PPP XY E 4K CHAP W# R,
PR EEM D
- HERAM MD5 HF 8

- ZRRFNENETZERE LHAFNER.
{RZEERA CHAP #1T PPP E# 5 I IERT , = Ak,

NCP

Address a.b.c.d

. 715 CONFREQ HEH , WEERAIRHEI[HEFHLN IP it WRITER MR
0.0.0.0 , M A HEFERNEHAREREECALUERADN IP ik,

. £ A CONFREQ EEH , WEERNEAFESCAN IP i, MRITEMNHUI
0.0.0.0 , MX S FERA YRR HRH T UERE IP thit,

. 7E4& i CONFNAK SEE A |, ILEERXNEAMFERAM IP it , MAEX F4&E CONFREQ H
BEHhEWA IP ik,

. 715 A CONFNAK JHEH | WLEERAYESRIZERN IP thit , MFAREEL—D
CONFREQ JHEH I IP t#bit,

. 715 CONFACK SHEH |, ILEEB RN EAERE IP thit 2 Z I,

. TE1& A CONFACK JHEH | IEERAYIESFTERN IP it TN FEES,

CCP (Compression Control Protocol)

IHEBEREERA PPP NEFEZRMEESR NN, Cisco I0S BRHZHFE PPP EE ELHEUT
487

- AR
- T
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