A RS RRIZES (LLQ/IP RTP (%K. LFI,
cRTP ) 8 VolP-over-PPP

o |

VolP Over PPP Link # QoS i&itis®E
BEERENTRALER (IP RTP LER LLQ)
LLQ ALiEEF

IP RTP L A RELEIER

Link Fragmentation and Interleaving (LFI) : Z45}% PPP
E 48 SRS Y (CRTP)

HE RET R

& =

BLiE

B UF R PEHEBR A T

show 1 debug %i i R4l

HXER

1Lk

BB RAITRERTREALRE LREEREE RN K] (PPP) B VolP, A BIEFEEIRE
MEXEARERELR. RITEBENERRIISHEHRRE,

A EEE EUTEES , REARHFEIHEALKRERETERE, BEASHRIMD |, XFE
FUWRNBRARTEETEAULE. BENRYE , EFRARERAREMNERERSINSEE BN
HMMHaaERE (MRaER , 2 — " PPPHALE ), X—RFEEE , BANRENES
HERBEBY T LPPPERERE , MAFMEN/ SIMEE T AFER BMNEENRARR LT
BE , MARETHAMERWBHEESKRARERITRE.

ERFMH

R
RNHERBEARENER,

{6 F B9 45 #F




AXHREHNEEBI U T RZHITMNL

- BMER Cisco I0S® F#FRRA 12.2.6a (IP Plus) B Cisco 3640

. IP RTP Priority £ Cisco 10S A2 12.0(5)T # 5| A,
- LLQ £ Cisco 10S W7 12.0(7)T #5| A,
- LFI #£ Cisco 10S x4 11.3 AR 5| A,

- 12.0.5T LASAHI Cisco I10S IR AR B EEA T cRTP W EE M REd#H,

A

BRXHANBNEZEEFS N CiscolkRERMM",

VoIP Over PPP Link B QoS & it 15

IO RME PPP HALE LEE VoIP WRITEN (ERRERKEER ). =

E,FREMINEREX

- RN RS R R B LB 3 (HEIETL ) .
- R ERRITAIEEHFRTER.
NTHRERER , NZEF/INEEHEN :

EE

R

REETRE™ B TRNITE,

] AE R XY IR 65 35 B9 — TR B B K

ERREHERFNVESTRE , BERREFILHIT
HE, —BEERRFEERENITFEEZEN
FARTPE 4 (&1L BEBR R

RESEARXEAP, EFH CAC AT LATEEEER L
EYUWMKNKE, Hlm, mRE2MRKRZE Y
WANEERRH RZX2)XVOIPH LT BT , BAIASE
SR ATRERISSFRE ZRFINEERE., EF
EEESNELT : VolP FEI A2 E,

+H-/8

IR1F

RIFMEEFR
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B2, T HEER/MXENE-ESTRENRRNEEPPPEEMS , AL TRME

1. BERERTHBLER

2. Link Fragmentation and Interleaving (LFI)

BEERENEEMLE LR (IPRTP EERR LLQ)

# Cisco 10S BfFRRA 122 Ak , REEFEFTRETFRAEAREIERTHP L X

- IP RTP Priority ( t2%r PQ/WFQ : £ Z 4 BA 5I/0F 22 SEBA B )
- Low Latency Queuing ( t8# PQ/CBWFQ : {£ 5 & BA FI/E F KM M2 FERAT ) o

IP RTP {£ &%

IP RTP Priority AT A0 & T A P 5373k X (UDP) B Mithis 0SB E M —& RTP iz SR alE™iE
B4R SERBA T, B SR FR Y SRR O B S 1A IR & UM% 2 B , {ERFF 4 Cisco VOIPF
5 &b A EIM UDP % OS5 B (16384-32767),  BRHIZRIASIH VoIP BJE , EIFHAE S HH
REBBAFI, SR EREABIH 2R, FHRIBATA DI F AT (WFQ) A FREABBA S, BEIEEO+
HIMER | IP RTP &S T 2T HFHRS, FEXBT IPRTP RERNETHR -

: Router Exhaustive
Voice w .
(Highest) MEiE \ Queuing

Data (High, J—— v v
e.g. IP Prec 4) _..QEIE \\1 Slz0 1 E AN
Data (Medium, | N e oo S
e.g. IP Prec: 2) E Elm_l_EI EH— 7 Circut

Data (Low, e.g.
IP Prec: 0) [ L

Obsoletes/Replaces the use of IP RTP Reserve

AR : IP RTPAEERAFERINASI(WFQ) ER T AH A ZRAMEREAFI(PQ) , BEEAD EHI
HE , 2FEREFHLERAIIANE.

{ECHER BEBA

LLQ 2—FhIhas , 7 ETF RN MR FERAF (CBWFQ) 2™ KM PQ, LLQ AR E B LY
CBWFQ RNBHEANT=HE PQ. A LLQ, (PQ ) XNIER SR BIEN & KB 5 H3HTEE,
EXHE LLQ B VoIP A | EFREMEE™E PQ A,

ARIEAFRFIFRDER , PQ RFZHZF, HEEE PQE , £ Kops IHEEAMAT PQ &KX
TRE, HEOKEEN , BT PQ, BEXRBEIMN LK ETPEEMN Kbps B, RJe , BFRE
E=F , B ERRZ B STRBAFIRI Ciscory1E Se ik St RA Thae HI R
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VolP KIEN  Router

N aa A

!
DataFIEI EIEY”

¥

Layer 3 Glueuing Subsystem
Low Latency Queuing

Layer 2 Qlueuing Subsystem

Link Fragmentation &
Interleave

Interleave @
1}

PQ VYoice

PQ Video
Conf

Class= X
Class=Y
Default

CBWFO

Fragment

B IPRTP LERMEL | WA EERNER , BEANRE, HRERN I RIEEAYKERM S+ B IR

ulb*i_t*uwﬂﬁﬁ’-ﬁﬁﬁo

LLQ 5 IP RTP {£ &

RELET LLQ M IP RTP Priority Z B/ EERX 5 , HIRMH T — L5 S5 ER AN,
Low Latenc
Queuing (LIYQ) IP RTP %4
BEUTHEE |REATMECREFERE
REZHA . 184 RTP UDP #% 036 : 16384 -
AL ETIES 32767
( 3F UDP |42 :
¥ OB, - HERE
EHlaE,  [BRR
IP g3k ToS| - RTCP £ (VolP 8% ) & WFQ
FER:IP 4 RAZ R 1TAL IR X : RTPHMXUSE
%R, FARTCP ( SERT#2 &ML ) 156
DSCP &% RTPHIESW L. RTPIROMEA
) 8% , MRTCP% M 5/ 16384-
. IP RTP i#% 3276 7TSEE N F L. IP RTPILE
O35 E RFERTPIROEBTPQH , M
. 1P ToS ( & RTCP% O W T BRIA A 22 2 BA
KRH ) F Hle,
EZ : DCSP . EPQH 4 EVOIPHRE |, BERFME
/=R 1P 1 HEERLELEBEMTRRIEINRE
SR EWFQH4LE, SR WFQ TJLUE
RISVEIE DN T MBCRX 57 (1RIE IP EER




EO
. CBWFQ #
FEHNPE
BRITE AR
HE
®H
- BRI

MEm@ ™
KPQA
CBWFQH) ), ENEE BRAEMRBEH LR

FREMR iF,
o

- ALEER
SR SRARIE

By EE | Bl

um : VolP 1
T M

R
- EREE
HEM

RGN LR IE RN SR S PR B ERE XN

HYSERR B R

- MRFBENESTRERFTBOMN LS , BEMRE
AERN —MRE (HdE ) BHTAE  NWEkEREW IP
RTP L 5e4 A AR 4 b AR 55 T 18Ry MU £%

- MRIEITEARYE UDP uiw 0 BASNIPRAE ( Hl0 DiffServ
PHB ) MEFREFTHLERIEE , M LLQ BRH4FH

[¢]

BFHASEMEAMNENNESEL | B2 HETEMR,
LLQ BRI Ra
BREUTANES LLQ

1. 79 VoIP FRE 0B S H ¥ E LB AR AL T an 517 B8 i A SE AR LRSS
maui-voip-sj(config) #class-map ?
WORD class-map name
match-all Logical-AND all matching statements under this classmap
match-any Logical-OR all matching statements under this classmap
maui-voip-sj(config)#class-map match-all voice-traffic
!I-— Choose a descriptive class_name. maui-voip-sj (config-cmap) #match ?

access-group Access group

any Any packets

class-map Class map

cos IEEE 802.1Q/ISL class of service/user priority wvalues
destination-address Destination address

input-interface Select an input interface to match

ip IP specific values

mpls Multi Protocol Label Switching specific values
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not Negate this match result

protocol Protocol

gos-group Qos-group

source-address Source address

!-- In this example, the access-group matching option is used for its !-- flexibility (it

uses an access-1ist) maui-voip-sj (config-cmap) #match access-group ?
<1-2699> Access list index name Named Access List
maui-voip-sj (config-cmap) #match access-group 102

!-- Now, create the access-list to match the class-map access-group: maui-voip-
sj (config) #access-1list 102 permit udp any any range 16384 32776

!-- Safest and easiest way 1is to match with UDP port range 16384-32767 !-- This is the port
range Cisco IOS H.323 products utilize to transmit !-- VoIP packets.

{# A match access-group 8% , EAXEHRIIRATFEREESRE

access-list 102 permit udp any any precedence critical

I-— This list filters traffic based on the IP packet TOS: Precedence field.
!-- Note: Ensure that other non-voice traffic does NOT uses the

I-—- same precedence value.

access-list 102 permit udp any any dscp ef

I-— In order for this list to work, ensure that VoIP packets are tagged with

I-— the dscp ef code before they exit on the LLQ WAN interface.

!-— For more information on DSCP refer to:

l-— Implementing Quality of Service Policies with DSCP !-- Note: If endpoints are not

trusted on their packet marking, you can mark
l-- incoming traffic by applying an inbound service policy on an inbound
I-— interface. This procedure is out of the scope of this doc.

Access-list 102 permit udp host 192.10.1.1 host 192.20.1.1
I-— This access-1ist can be used in cases where the VoIP devices cannot !-- do precedence
or dscp marking and you cannot determine the !-- VoIP UDP port range.

THRTATENR access-groups tn S EMITE 5% : M Cisco 10S B4R 12.1.2.T FF
%, BEXS LLQ SEHET IP RTP Priority ZhRE, EFBERUDPIRD , XNIhEEE M R K7
RAMEE , # AR FRESPQHAEEIFD,

class-map voice
match ip rtp 16384 16383

LTmM A EANRESETIHNRIR , BIERITHIE LLQ REZH , VolP BIESEBRE
L EFATIRIC , SEM H PR TR MARIE

class-map voice
match ip precedence 5

C1%

class-map voice
match ip dscp ef

AXE : MIOSHRA12.2.2TFF R |, VoIPER SXNE M AT UELLQEREZ MRS BT ARMNETEHIE
Do XA —FAITEBARN , BILLQKDSCPRIBE , RN TEVOIPER S,

2. A VoIP ERRIBEKMFHBELEIFE (IE ) . ATHRHRALMERLES :
class-map voice-signaling

match access-group 103
1
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access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720

XX : VolPFI A LAEAH.323, SIP, MGCP=Skinny ( Cisco Call Managerf Fi 9 & & il
) B3, LERRBIRIR H.323 RiFERE, THRAMAE VolP EH/AEFIEEFMAKONSE
: H.323/H.225 = TCP 1720H.323/H.245 = TCP 11xxx ( ¥rAE#E$E ) H.323/H.245 = TCP
1720 ( BOEERE ) H.323/H.225 RAS = TCP 1719Skinny = TCP 2000-2002 (CM
Encore)ICCP = TCP 8001-8002 (CM Encore)MGCP = UDP 2427, TCP 2428 (CM
Encore)SIP= UDP 5060, TCP 5060 ( AI&LE )

3. BIERMMRFHFHE VolP KM XA RIS 5§ £ E L A TR B RLAZ R [ HE
DEETENVMRFE, AT S iRBENATERLEES :
maui-voip-sj (config) #policy-map VOICE-POLICY
!-— Choose a descriptive policy_map name. maui-voip-sj (config-pmap) #class voice-traffic
maui-voip-sj (config-pmap-c) #priority ?
<8-2000000> Kilo Bits per second
!-- Configure the voice-traffic class to the strict priority !-- Queue (priority command)
and assign the bandwidth. maui-voip-sj (config-pmap) #class voice-signaling
mauil-voip-sj (config-pmap-c) #bandwidth 8
!-- Assign 8 Kbps to the voice-signaling class maui-voip-sj(config-pmap) #class class-
default
maui-voip-sj (config-pmap-c) #fair-queue
!-- The remaining data traffic is treated as Weighted Fair Queue

AEXE: SATLUNSHERNIREIHAIIPQ , EENEBNEAUHESREEDTPQ, @
MEXITRETVRESTEERTL (PQ RE#RLE (FIFO)AY ), AEREY , ESRE

ERZERREEN. X RAEFNTRBINEZMST DT RETFHETRNT5%. BN
, BEEBRTELEDERE (SLERES  BRAEEGABSARMES A HR , Kk
DB ARMTelnetiH B ) o FHE : YiEBI64 Kopsti KB B VolPLAZIEHMEZ AT | &
A HEIE75%(48Kbps) M EE B L D ELAPQ. XMERT , BRI LAE AT max-reserved-

bandwidth 80 , A A# TR AR 80% (80 Kbps). A %1 bandwidth M priority B E ZE

B, ZREE QoS fRFFMH bandwidth 1 priority 55

4. B LLQ : MRS A E HiE WAN 2O T &S5 A TR ES

maui-voip-sj (config) #interface multilink 1

maui-voip-sj (config-if) #service-policy output VOICE-POLICY
!-- In this scenario (MLPPP LFI), the service policy is applied to !-- the Multilink
interface.

IP RTP £ BB EI5E

EfE IP RTP Priority , iHBEA T AN :

Router (config-if) #ip rtp priority starting-rtp-port-#port-#-rangebandwidth

EE R

interface Multilinkl

!-—- Some output omitted bandwidth 64 ip address 172.22.130.2 255.255.255.252 ip tcp header-
compression fair-queue no cdp enable ppp multilink ppp multilink fragment-delay 10 ppp
multilink interleave multilink-group 1 ip rtp header-compression iphc-format ip rtp priority
16384 16383 45

Link Fragmentation and Interleaving (LFI) : Z#& PPP
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EEHESHEEKR/DR 1500 F77 , BHREK VOIP FRS (&% G.729 BEM ) HK/NE 66
FHER (20N FTHETARRM , 6 MFTHE 2 BEL, 20 MFTH RTP =X UDP ik
, B 20 DFTHYIP K ) o

W, FRREFTNRIERELFR 56Kbps WHRALMKER, NRABERFEITHEER £
MRS ERES HREREY , NFERE, ERBRIEIHRELMEAM ISR 214 ER
(ERE 214 EWWATEFE 56Kbps #85E % EE 1500 F T AHIES ) o

EMZEMERN , REESAEARIERNMETHEEENRMST , NTTREBERE, FAEBES
PREDHBIES , HEPBRZEAREESEES , aLUBL B IR, Cisco I0S Link
Fragmentation and Interleaving (LFI) ShBEEBI T/ 2 VolP SERR{FE R, TRXRME T LFI HE1T
B :

Link Fragmentation and
Interleaving (LFI)

2 Tran<mit
Tralhc L _
Destined —_— : .":NEIJQ "-'-'"-I-Il-l'- L..lerh
for Interfaca t’l [..- _.___i -‘/)
T 1P Voios
Jumbogram

Large Packet
Fragmenlation:
Fragimenl Size Based
on Required Doy
L

W o
FMultiple PPP Por Flow
with LFI ©n Classification

MTAFMR , RIEWANEER W FSICEER (BB RBEEOSRAEENRE ) 45 , B85
% B i B B R R M iZ B 150ms,  (ITU-T G.114 BIIEE 150 EW B AR RIFINE, )

&1 BEERRTIER LR PMANBRTIER = MK/ ({2 ) /EBEHIR (bps)

11ME |64 128 256 |[512 |[1024 (1500

SR EA T Rl Frvl e ey e
56 14388 [9F |18 36 72 144 £ (214
kops |B  |® |=® |=w 2w B =B
64 1251 I8 E |16 32 64 126 £ (187
kops |B  |® |=® |=w 2w B =B
128 (625 |4 = (8= |16 32 64 Z |93 =
ps |B  |® |B |=® |=w B  |®
256 o |12 Z |4Z (8% |16 2% (46 E
wes | *¥ | |» |p [=p|p |®
512 5561 E |2F |4Z |8F |16 E |32 =
ps |B B |® |B |B |B |®
768 10 2470 ?40 1_28 2;56 512 19.24 15 &
kbps we |20 |20 (20 |20 |»
1536 5 14 Fb 320 (640 (1.28 ||2.56 ||5.12 7.5
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¥ |ms

ot

kbps WE | HY | EP |ZEY

AE XN TESERA , BUAFINLER (28 ) N10EYW , TREBEE208®,

AIE A S ppp multilink fragment-delay JAZ# (msec) fE Rt R EERE B4R SR AN, LFIE
SREFTFF ppp multilink interleave B1ER T A L& B ppp multilink. EXEE LFI WEZER
, BSEREEXE D

AE  MREBEBETAMN¥ETIERE(T68 Kbps) , MTEDBRINEE, (B2, BNEE QoS W

, Bl LLQ Tk IP RTP Priority ) o ¥ATIREARZEHNTRAFEZSEESEABS , FERELER
BB, MA , BAREHTEERMPNESRE(CRTP) , FETIWNERT , BB ESHIP RTPL X
REFHRE,

EZE LA (CRTP)

A cCRTPARBRRIFETREMLEN. LIEURIEIREE. FEREEMAERMHRE
ERERFNIERN TEE cRTP, WEFTBEEREEE cRTP RIE % EHEBREER [,

BIERFC 2508 , RTPIRLE4E I EFIP/UDP/RTPIR Sk MAONE T ER B2 AN FET |, BAH T4
ENTRER. TR HERERAR ; At , EROHIRSAEECRTP(BRIE passive ETI B &
K). EfE cRTP, FEEOBRFEALGS

Router (config-if) #ip rtp header-compression [passive]
HTEHEIREAERCPUERRETRE , REERTPIRLESETEIOS 12.0.(7) THRA MY RIE R MCEF X
MEBEEPHIT, AR ESEEPE , BLARRIEFANE-SARZRITRETR, CiscoRiE
FCRTPHMIERIK T768 KopsH R — &R , FRIFBAZRUMECPURIARIEZIT. WIERAEZRMD
CPU EREXEST 75% MIER TEMA cRTP,

AEXE : BLEWTip rtp header-compressionfy , %252 B IAMF @ Fip tcp header-compression)7 il
BEES, XATERRLN TCPIP BET, BAEHFETEAENEFEIHNEFHFIEH

, BlIN A LA i S TelnetiE i, HAHDLCRPPPH % | SREREIK T L FRFC 1144 TR IR
TCPIRKEHEF AR,

EES TCP ik , THREA cRTP , BEAL® T

Router (config-if) #ip tcp header-compression [passive]

BXESEL  EREXRNERNI (CRTP)
HeREH RN

- £ VoIP WY ER FF KL 4SRRI ATDES/MRDES ; HEMER G.729 (8 Kbps). (X2 VoIP
BS3im LN EBRIANRIDFIEEE ) . ERNETRAMNEBREBRSE  BEFTEMN voip X TEH
router(config-dial-peer)#codec %

- REXHASHERNEZTRIDMHED (W0 G.711) BETLUEEBERNZ ZM (DTMF) , 81K
A REZRBMED (W G729 M G.723.1 ) ZRESEEEN , 2FE DTMF FXE, AHET
BESBIHRRENBEFNE (IVR) REMHIEE, dtmfrelay BT ERH/MER DTMF &F
MR HEERBNESRSERR DTMF XERME, NREANKLEISERBFES
( G.729, G.723) , MFE VoIP R &XIi% T T dtmf relay o

- BAISETREEE 35-50% MERE., ERIEZERMN (VAD) RS HEZ. XTF VolP &



//www.cisco.com/warp/customer/732/Tech/real/index.html

RAL , Ri& VAD 2EHRED 35%. BIAMFRT , VAD 7 VolP K EXNFEH T #H TR E.
EGHAREA VAD , BEZEZER voip 35X T £/ router(config-dial-peer)#vad and
router(config-dial-peer)# no vad &%

172.22.130.1 172.22.130.2
4 B

pd

PPP
128 Kbps

maui-voip-sj maui-voip-austin

maui-voip-sj (Cisco 3640)

version 12.2service timestamps debug datetime msec
I-- < Some output omitted > ! hostname maui-voip-sj
!
ip subnet-zero
!
no ip domain-lookup
!
!-- Definition of the voice signaling and traffic class
maps !-- "voice-traffic" class uses access-list 102 for
its matching criteria. !-- "voice-signaling" class uses
access-1ist 103 for its matching criteria. Class-map
match-all voice-signaling
match access-group 103
class-map match-all voice-traffic
match access-group 102
1

!-- The policy-map defines how the link resources are

assigned !-- to the different map classes. In this
configuration, strict priority !-- queue is assigned to
"voice-traffic" class with (based on ACL in !-- class

voice) with max bandwidth = 45 Kbps. policy-map VOICE-
POLICY
class voice-traffic
priority 48
class voice-signaling
bandwidth 8
!-- Assigns a queue for "voice-signaling" traffic that
ensures 8 Kbps. !-- Note that this is optional and has
nothing to do with good voice !-- quality, but rather a
way to secure signaling. class class-default fair-queue
!-- The class-default class 1is used to classify traffic
that does !-- not fall into one of the defined classes.
!-- The fair-queue command associates the default class
WFQ queueing.




call rsvp-sync
1

!-- Note that MLPPP is strictly an LFI mechanism. It

does not !-- bundle multiple serial interfaces to the
same virtual interface as !-- the name stands (This
bundling is done for data and NOT recommended !-- for

voice). The end result may manifest itself as jitter and
no audio. interface Multilinkl

ip address 172.22.130.1 255.255.255.252

ip tcp header-compression iphc-format

service-policy output VOICE-POLICY

!-- LLQ is an outbound operation and applied to the
outbound WAN !-- interface. no cdp enable ppp multilink
ppp multilink fragment-delay 10

!-- The configured value of 10 sets the fragment size

such that !-- all fragments have a 10 ms maximum
serialization delay. ppp multilink interleave
multilink-group 1

ip rtp header-compression iphc-format

1
interface Ethernet0/0

ip address 172.22.113.3 255.255.255.0

no keepalive

half-duplex

!
interface Serial0/0

bandwidth 128

!-- the bandwidth command needs to be set correctly for
the !-- right fragment size to be calculated.

no ip address

encapsulation ppp

clockrate 128000

ppp multilink

multilink-group 1

!-- This command links the multilink interface to the
physical !-- serial interface. ! router eigrp 69 network
172.22.0.0 auto-summary no eigrp log-neighbor-changes !
!-- access-1list 102 matches VoIP traffic based on the

UDP port range. !-- Both odd and even ports are put into
the PQ. !-- access-1list 103 is used to match VoIP
signaling protocol. In this !-- case, H.323 V2 with fast

start feature is used. access-list 102 permit udp any
any range 16384 32767 access-list 103 permit tcp any eq
1720 any access-list 103 permit tcp any any eq 1720 !
voice-port 1/0/0 ! voice-port 1/0/1 ! voice-port 1/1/0 !
voice-port 1/1/1 ! dial-peer cor custom ! dial-peer
voice 1 pots destination-pattern 5000 port 1/0/0 ! dial-
peer voice 2 voip destination-pattern 6000 session
target ipv4:172.22.130.2

maui-voip-austin (Cisco 3640)

version 12.2

service timestamps debug datetime msec

!

hostname maui-voip-austin

!

boot system flash slotl:c3640-is-mz.122-6a.bin
1

ip subnet-zero
1




class-map match-all voice-signaling
match access-group 103
class-map match-all voice-traffic
match access-group 102
!
policy-map voice-policy
class voice-signaling
bandwidth 8
class voice-traffic
priority 48
class class-default
fair-queue
!
interface Multilinkl
bandwidth 128
ip address 172.22.130.2 255.255.255.252
ip tcp header-compression iphc-format
service-policy output voice-policy
no cdp enable
ppp multilink
ppp multilink fragment-delay 10
ppp multilink interleave
multilink-group 1
ip rtp header-compression iphc-format
!-- Configure cRTP after you have a working
configuration. !-- This helps isolate potential cRTP
issues. ! Interface Ethernet0/0 ip address 172.22.112.3
255.255.255.0 no keepalive half-duplex ! interface
Serial0/0
bandwidth 128
no ip address
encapsulation ppp
no ip mroute-cache
ppp multilink
multilink-group 1
!
router eigrp 69
network 172.22.0.0
auto-summary
no eigrp log-neighbor-changes
1
access-list 102 permit udp any any range 16384 32767
access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720
!
voice-port 1/0/0
!
voice-port 1/0/1
!
voice-port 1/1/0
!
voice-port 1/1/1
!
dial-peer cor custom
!
dial-peer voice 1 pots
destination-pattern 6000
port 1/0/0
!
dial-peer voice 2 voip
destination-pattern 5000
session target ipv4:172.22.130.1




36 F 4 PR BR s

S5 HHE debug BB , BSEEX debug HENEBES, BXURLFHRENESES
. 2 WA X 1489 Show 1 Debug % Hi =A%

EOge:

- show interface [serial | multilink] — AL SR ERTEONRS., BRPTNSEREOS
R HATF FF R Ao

- BERR R ITR B E
LFI &% :

- show ppp multilink - B ik 5 5 £ RS 8% PPP SN RHAE LS.
. debug ppp multilink fragments - A it debug T EREXRENSERABRNBEABHNER
o I THEtETEERESNFIISMAERA N,
LLQ/IP RTP Priority 4% :

- show policy-map interface multilink interface # -t ir SN EELLQEREMEFPQFNEMEH
FEERH. RALUTTHNERZERNESFEL |, SN T # show policy-map interface %i &
MBIETIT ISR

. show policy-map policy_map_name - fEA LT FTEREXRBMHGNEENER,

- show queue interface-type interface-number - Al i S5 H 43 EEO N A FHEAE B ML it
EE,

- Debug priority-ttdebugtr # 2 RE R LEAEH , HEE REBAFIRERBREZAAR, 5
BES NAL KR BERA R BV 5 = B i BEHERR

. show class-map class_name - FA LT EREXEBRFTRENE R,

- show call active voice - At +#ZE DSP ERANES,

Hth /8% .

- show ip rtp header-compression - fE Al @S E R RTP L ERLITHER .
- VolIP I L} i e HE B A 18 i B A
. VoIP Debug 5%

EAiRE -

. CSCds43465:“LLQ., FMEES, BFBNFXA CRTP EFR IR EEERITRAIR , 55
Bug TES (XBEFMAF ).
A -

UTR-EEAHEHRIIR , — B ppp BB HIET (MLPPP, 2B, )

1. show call active voice - SEA It S HE DSP BERAHNES.
2. show interface - BRIt TR EBARTRERFEORE, EEOLEAHTRTELRE
,BEERREONTIR , eBEREMNERLERHBAFIEFBRES,
3. show policy-map interface - EA TR E LLQ EBMNIAERRE. FTRIRESHILFEBHEM
E8,
4. show ip rtp header-compression - fEF It S E cRTP & EHE,

show # debug % it 7R Bl
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77777777777777777777777777777777777777777 !1---- To
capture sections of this output, the LLQ PQ bandwidth !-
--- was lowered and large data traffic was placed !----
on the link to force some packets drops. !-—————--—-----—-

Verification (During an Active Call) !--- Assuming your
ppp link is up and running, the first step of voice !---
quality problems verification is to check for lost
packets !--- at the DSP. Note: Use the show call active
voice command !--- NOT show call active voice brief

mauil-voip-austin#show call active voice

Total call-legs: 2

!--- Indicates that the connection is established and
both legs exist

GENERIC:
SetupTime=155218260 ms
Index=1
PeerAddress=5000
PeerSubAddress=
PeerId=2
PeerIfIndex=13
LogicalIfIndex=0
ConnectTime=155218364
CallDuration=00:00:27
CallState=4
!--- indicates that it is the active call !--- (#define
D callActiveCallState_active 4). CallOrigin=2
ChargedUnits=0 InfoType=2 TransmitPackets=365
TransmitBytes=7300
ReceivePackets=229
ReceiveBytes=4580

VOIP:
!--—- For this call, this was the terminating gateway. !-
-- At this gateway, the call started at the VoIP leg.
ConnectionId[0x18872BEB 0x1A8911CC 0x808CBE60
0x6D946FC6] IncomingConnectionId[0x18872BEB 0x1A8911CC
0x808CBE60 0x6D946FC6]
RemoteIPAddress=172.22.130.1
!--- Indicates from which IP address the RTP stream is
originating. RemoteUDPPort=18778
RemoteSignallingIPAddress=172.22.130.1
!--- Indicates from which IP address signaling messages
are coming. RemoteSignallingPort=11010
RemoteMediaIPAddress=172.22.130.1 RemoteMediaPort=18778
RoundTripDelay=50 ms
SelectedQoS=best-effort
tx_DtmfRelay=inband-voice
FastConnect=TRUE

Separate H245 Connection=FALSE
H245 Tunneling=FALSE

SessionProtocol=cisco
SessionTarget=




OnTimeRvPlayout=4570
GapFillwithSilence=20 ms
GapFillwWwithPrediction=1840 ms
GapFillwithInterpolation=0 ms
GapFillWithRedundancy=0 ms
HiWaterPlayoutDelay=70 ms
LoWaterPlayoutDelay=51 ms
ReceiveDelay=51 ms

LostPackets=90

EarlyPackets=1

LatePackets=0

!--- Indicates the precense of jitter, lost packets, or
! --- corrupted packets. VAD = enabled
CoderTypeRate=g729r8

CodecBytes=20

GENERIC:
SetupTime=155218260 ms
Index=2
PeerAddress=6000
PeerSubAddress=
PeerId=1
PeerIfIndex=12
LogicalIfIndex=6
ConnectTime=155218364
CallDuration=00:00:34
CallState=4
CallOrigin=1
ChargedUnits=0
InfoType=2
TransmitPackets=229
TransmitBytes=4580
ReceivePackets=365
ReceiveBytes=7300
TELE:
ConnectionId=[0x18872BEB 0x1A8911CC 0x808CBE60
0x6D946FC6]
IncomingConnectionId=[0x18872BEB 0x1A8911CC
0x808CBE60 0x6D946FC6]
TxDuration=35360 ms
VoiceTxDuration=730 ms
FaxTxDuration=0 ms
CoderTypeRate=g729r8
NoiseLevel=-46
ACOMLevel=2
OutSignalLevel=-58
InSignallevel=-42
InfoActivity=2
ERLLevel=7
SessionTarget=
ImgPages=0Total call-legs: 2

--—- !-—- Interface Verification !--- Make sure you see
this: !--- LCP Open, multilink Open: Link control
protocol (LCP) open statement !--- indicates that the
connection is establish. !--- Open:IPCP. Indicates that
IP traffic can be transmitted via the PPP link. maui-
voip-sj#show interface multilink 1

Multilinkl is up, line protocol is up
Hardware is multilink group interface
Internet address is 172.22.130.1/30




MTU 1500 bytes, BW 128 Kbit, DLY 100000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, loopback not set
Keepalive set (10 sec)
DTR is pulsed for 2 seconds on reset
LCP Open, multilink Open
Open: IPCP
Last input 00:00:01, output never, output hang never
Last clearing of "show interface" counters 00:25:20
Input queue: 0/75/0/0 (size/max/drops/flushes); Total
output drops: 91
Queueing strategy: weighted fair
Output queue: 0/1000/64/37/383 (size/max
total/threshold/drops/interleaves)
Conversations 0/3/32 (active/max active/max
total)
Reserved Conversations 1/1 (allocated/max
allocated)
Available Bandwidth 38 kilobits/sec
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
8217 packets input, 967680 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, O
throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O
ignored, 0 abort
13091 packets output, 1254194 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped

0 carrier transitions

!-- Note: There are no drops at the interface level. !-
- All traffic that is dropped due to policing, is !'--
dropped before it gets to the interface queue.

maui-voip-austin#show interface
serial 0/0Serial0/0 is up, line protocol is up
Hardware is QUICC Serial
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 49/255, rxload 47/255
Encapsulation PPP, loopback not set
Keepalive set (10 sec)
LCP Open, multilink Open
Last input 00:00:00, output 00:00:00, output hang
never
Last clearing of "show interface" counters 00:22:08
Input queue: 0/75/0/0 (size/max/drops/flushes); Total
output drops: 0
Queueing strategy: weighted fair [suspended, using
FIFO]
FIFO output queue 0/40, 0 drops
5 minute input rate 24000 bits/sec, 20 packets/sec
5 minute output rate 25000 bits/sec, 20 packets/sec
4851 packets input, 668983 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0
throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O
ignored, 0 abort
4586 packets output, 657902 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped




out
0 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Verification

maui-voip-austin#show policy-map int multilink 1
Multilinkl

Service-policy output: voice-policy

Class-map: voice-signaling (match-all)
!--- This is the class for the voice signaling traffic.
10 packets, 744 bytes 5 minute offered rate 0 BPS, drop
rate 0 BPS Match: access-group 103
Weighted Fair Queueing
Output Queue: Conversation 42
Bandwidth 8 (kbps) Max Threshold 64 (packets)
(pkts matched/bytes matched) 10/744
(depth/total drops/no-buffer drops) 0/0/0

Class-map: voice-traffic (match-all)
l--- This is PQ class for the voice traffic. 458
packets, 32064 bytes 5 minute offered rate 0 BPS, drop
rate 0 BPS Match: access-group 102

Weighted Fair Queueing

Strict Priority

Output Queue: Conversation 40

Bandwidth 15 (kbps) Burst 375 (Bytes)
!-—— Notice that the PQ bandwidth was lowered to force
packet drops.

(pkts matched/bytes matched) 458/29647

(total drops/bytes drops) 91/5890
I-—-- Some packets were dropped. In a well designed link,
!-—- there should be no (or few) drops of the PQ class.

Class-map: class-default (match-any)
814 packets, 731341 bytes
5 minute offered rate 27000 BPS, drop rate 0
BPSMatch: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 32
(total queued/total drops/no-buffer drops)

S | JRS—
Verify the class-map configuration maui-voip-austin#show
class-map
Class Map match-all voice-signaling (id 2)
Match access-group 103
Class Map match-any class-default (id 0)
Match any
Class Map match-all voice-traffic(id 3)
Match access-group 102

!--- Verify the access-lists of the class-maps maui-
voip-austin#show access-lists

Extended IP access list 102

permit udp any any range 16384 32767 (34947 matches)
Extended IP access list 103

permit tcp any eq 1720 any (187 matches)

permit tcp any any eq 1720 (86 matches)




!--- Verify the policy-pap configuration maui-voip-
austin#show policy-map voice-policy
Policy Map voice-policy
Class voice-signaling
Weighted Fair Queueing
Bandwidth 8 (kbps) Max Threshold 64
(packets)
Class voice-traffic
Weighted Fair Queueing
Strict Priority
Bandwidth 50 (kbps) Burst 1250 (Bytes)
Class class-default
Weighted Fair Queueing
Flow based Fair Queueing Max Threshold 64

!--- Debug priority command provides immediate feedback
in case !--- of VoIP packet drops. !--- The output below
shows the error message when VoIP packets !--- are being
dropped from the strict priority gqueue.

maui-voip-sj#debug priority

priority output queueing debugging is on
maui-voip-sj#

Mar 17 19:47:09.947: WFQ: dropping a packet from the
priority queue 0

Mar 17 19:47:09.967: WFQ: dropping a packet from the
priority queue 0

Mar 17 19:47:09.987: WFQ: dropping a packet from the
priority queue 0

1--- Link Fragmentation and Interleaving (LFI)
Verification

maui-voip-sj#show ppp multilink
!--- Verify the fragmentation size and multilink
Multilinkl, bundle name is maui-voip-austin

Bundle up for 00:08:04

0 lost fragments, 0 reordered, 0 unassigned

0 discarded, 0 lost received, 1/255 load

0x6D received sequence, 0xX6E sent sequence

Member links: 1 active, 0 inactive (max not
set, min not set)

Serial0/0, since 00:08:09, last rcvd seqg 00006C

160 weight

!--- Notice the fragmentation size is 160 Bytes. The
link is configured with a !--- bandwidth of 128 kbps and
a serialization delay of 10 msec. !--- Fragment Size (in
bits) = bandwidth * serialization delay. !--- Note:

There are 8 bits in one byte.

!--- Link Fragmentation and Interleaving (LFI)
Verification !--- Testing Multilink PPP Link LFI !---
This output displays fragmentation and interleaving
information !--- when the the 128kbps PPP link is loaded
with big data and VoIP packets.




maui-voip-sj#debug ppp multilink fragments
Multilink fragments debugging is on

1w3d: Se0/0 MLP: O frag 800004CF size 160
1w3d: Se0/0 MLP: O frag 000004D0 size 160
1w3d: Se0/0 MLP: I ppp IP (0021) size 64 direct
1lw3d: Mul MLP: Packet interleaved from queue 40
1w3d: Se0/0 MLP: O ppp IP (0021) size 64
1w3d: Se0/0 MLP: ppp IP (0021) size 64 direct
1lw3d: Se0/0 MLP: frag 400004D1 size 106
lw3d: Se0/0 MLP: ppp IP (0021) size 64
1w3d: Se0/0 MLP: ppp IP (0021) size 64 direct
1w3d: Se0/0 MLP: ppp IP (0021) size 64 direct
1w3d: Se0/0 MLP: frag 800004E0 size 160 direct
1w3d: Se0/0 MLP: frag 000004E1l size 160 direct
1w3d: Se0/0 MLP: ppp IP (0021) size 64 direct

HHHOMHOOH

l--- Sample output of show ip rtp header-compression
command

maui-voip-sj#show ip tcp header-compression

TCP/IP header compression statistics: Interface
Multilinkl:
Rcvd: 10 total, 6 compressed, 0 errors
0 dropped, 0 buffer copies, 0 buffer
failures
Sent: 10 total, 7 compressed,

230 bytes saved, 99 bytes sent
3.32 efficiency improvement factor
Connect: 16 rx slots, 16 tx slots,
2 long searches, 1 misses 0 collisions, O
negative cache hits
90% hit ratio, five minute miss rate 0
misses/sec, 0 max

!--- This command displays information of the voip dial-
peers command.

maui-voip-sj#show dial-peer voice 2
VoiceOverIpPeer?2

information type = voice,

tag = 2, destination-pattern = “6000',

answer-address = ', preference=0,

group = 2, Admin state is up, Operation state is
up,

incoming called-number = "', connections/maximum
= 0/unlimited,

application associated:

type = voip, session-tMarget =
“ipv4:172.22.130.2",

technology prefix:

ip precedence = 0, UDP checksum = disabled,

session-protocol = cisco, reg-gos = best-effort,
acc-gos = best-effort,

fax-rate = voice, payload size = 20 bytes
codec = g729r8, payload size = 20 bytes,

Expect factor = 10, Icpif = 30,signaling-type =
cas,
VAD = enabled, Poor QOV Trap = disabled,




Connect Time = 283, Charged Units = 0,
Successful Calls = 1, Failed Calls = 0,
Accepted Calls = 1, Refused Calls = 0,

Last Disconnect Cause is "10 ",

Last Disconnect Text is "normal call clearing.",
Last Setup Time = 93793451.

!---The CPU utilization of the router should not exceed
the 50-60 percent !--- during any five-minute interval.

maui-voip-austin#show processes cpu
CPU utilization for five seconds: 12%/8%; one minute:
11%; five minutes: 9%

PID Runtime (ms) Invoked uSecs 58ec 1Min
5Min TTY Process

1 148 310794 0 0.00% 0.00%
0.00% 0 Load Meter

2 76 23 3304 0.81% 0.07%

0.01% 0 Exec
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