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ZAZLEENERE. BIEMHREZER,

FRFH
EXR

BREWET #HCUCM,

BXFMELR . 535 (Cisco Unified Communications ManagerZ4E®/) -

AR XARERENEAEATREEREERERE T,

A5 Unity Connection 11.5(1)SU3R E & RA/E A%,
CLIgE & *“utils cuc encryption <enable/disable>”
ERBEH
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I
1. TLS connection > 1‘:

[Default TCP S061/5F or 2443/5CCP) ”

2. CTL file

-

TL5 setup

3. Certificate verification

-

-4, Secure TLS connection established-=
Imvitie

Secure signaling I L) . - S
0008 2

i — o
ACK

5. [S)RTP stream———

Audio traffic <+ 5. (S)RTP stream

1. Call Managerft i T &R £ |, iR 0244358 R &It (SCCP)HRE FT506 1 & iEH 1T
W(SIP) LI FCUCRF BN RLERRERZL(TLS)ER,

2. CUCHRS5 2R MTFTPARSS 88 T RIE B EEFIR(CTL) XM ( —RXMHRE ) |, RH
CallManager.pemiff HE#E,

3. CUCMBR% 851t Callmanager.pemilt$ |, ZiEBIRIE L —FHHIKE E’JCaIIManager pemi$ it
TRIE, A, CUCHE® EAEARIE1Z A CUCM B I CUCIRIE Bt T i, 5% , RIUEF 24
EER FEFEICUCM,

AMRBUEBRUERD , METLZETLSERE, HWEREATIRMBNSCCPHSIPET.

5. F UM & 7 BME N SKEHE B U (RTP)SRTP A

AEXE  BEYTLSEfER , CUCMAMCUCEATLSHEES KK, BXFHER , B5H
RFC5630,

BEE — R£SIPh4

ElECUC
1R MSIPEH

£ 1 ZCUC Administration > Telephony Integrations > Security > SIP Certificate > Add new



. &REER : <any ansighted name>
- FBEM<ETEF , HlanSecureConnection>

AR EEEBNATESIPRUL 2 E XA PHIX509FERBMREE ( AXEBEE
CUCMELENZRIPEE ) o

Mew SIP Certificate
SIP Certficate  Eesst  Help

Mew SIP Certificate
Display NamMe&® Secure SIP integration with CUCMy10.5.2

Subject Name® gecureConnection

| Save |

Fialds marked veith an attensk (*) are required.

AX  EBHCUCKRIEBERHZER,

2 0 BF B ERERISUMINBERE

SMEBFERB>RBERE, EUUAEACFENRERSROEFRBBERL,

Phone System Basics [FhoneSystem)

Phone System  Edit  Refresh  Help

_an_.' EEE[E Ere\nu:u; .

Slatus
’-._il The phone system cannot take calls untd 8 port group iS Set. Use the Related Links (o add a port group.

Phone System
Phone Systém Name® phonesysnem

| Default TRAP Phone System

3.7 NI O 4
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- ZeEN: 2%

. &% RTP: 2k
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Mew Port Group

Fort Group  Reset  Help

Mew Port Group

Fhone System Secure SIP inteqration -
Create From @ port Group Type SIP h

Port Group -

Port Group Description

Display Name* Secure SIP integration-1

| authenticate with SIP Server
Suthentication Username

Authentication Passward

Contact Line Rlame

SIP Security Profile SO6LFTLS -
SIP Certificate Secure SIP integration with CUCMv10.5.2 -
Security Mode Encrypted -

E Secure RTP

Primary Server Settings

1Pv4 Address or Host Name

104847110

IPwE Address or Host Mame

Port 506D

4 JREBRS R

S M ZEEdit > Servers , AFEMCUCMEERIMTFTPIRS 2R , W TFEM T,



SIP Servers

| Delete Selected | | Add |

[ == mr=ar

e T T e T TSR — e e e

B o |10.48.47.110 &

| Delete Selected | | Add |

TFTP Servers

' [ Delete seiectea | [(Add |

| Order | 1PV Address or Host Name
| B o 10.48.47.110|

AR BEUHTIENTFTPiEEEE, CUCIRESSB[MILTFTP REHRCTLIM |, mixeA,

5.ERWO4A

REZWOLAEBMHEEIRAA , M TEAR.

Porl Group Basics (Secure SIP integration-1)

Fort Group  Edit  Refresh  Help

| Save | | Debete | | Previows | | Hext |

Statis

iy The phons system carmol take calls if it has no ports. Use the Related Links to add ports.
A\ oee ar mors port aroups noed to be reset.

Port Group
Display Narme® Secure SOP integeation:1
Inbegration Mathad =jp

Ragol Raguergd | LETE S

Reset Status

6. MNEFFERO
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Mewe Fort

Port  Reset  Help

Status

iy Because it has no port growps, PhoneSystem is not listed in the Phone system field.

Savia

Hew Phone System Port

¥ Enabled
Number of Ports 3

Phone Sysem  Secure SIP mtegration =
Part Group Secure SIF integration-1 =

Server cuclipub -

Port Dehavior
[ answer Calls
[# parform Message Motification

[¥] send MWI Requests (may also be disabled by the port group)
[#] amow TEAP Connsctions

[save |

7. FRCUCIRIE+H

& i ETelephony Integrations > Security > Root Certificate , G882 HURL , FIEBEZFRER
<filename>.0M 3 ( XHT BB LA R, 0, MAR.htm )", AREK save 8 , W BT

- BEGIN -:'.FF'.'!'!F'[.-."_:I.TF ----- -
s s A S QAW BAQIONS KD H I K+ QC+aY X SwiarDAaN BgkahkiGowl
Open Link im Mew Tab DG
Open Link in New Window DV OQDDCIDaXNDLVUAXRELTUAMZg ZNWEXLTQy YWUINDAYN |
o : . WLTg4 =
Open Link in New Private Window Ly G0y 0T AeFwOxNT AyMTIciMOUWMlaFwOyMAYMIAXMOUWMjla
B AZ
I
Certifica E'kam.t T_h‘ﬂ' = MLONpC2ZNWS pdHKINT gz0DY LY TETNDIhZSO0MDIOLW iy ZAL
Share This Link Fi:
Save Link As... I EMIGIMADGCSGSIbIDQERADUAAIGNADCROKBIOCRYHLDT
! ; pSICe
Lopy Link Location GLCOUWTALVKS4rORUFZBZ4GaWhIMSILISqoR1 RS TYBXBUWYE
gearch Google for "Right click™
This Frame p [OTLEECen+ TRYDDRIRSISRY B ERO)g nWEbeEWOcPdgGnsMarTil =
Inspect Elerment (40
Private | io ladrCiSnl NS DOUL Yu SMAnh G35 EOFOWLETunpQs d 7/g Da )
LastFiass ¢
#8 LastPass Fill Forms C
Right click rorsaw 26f25.0 (the file extension must be .0 rather than .htm)
| Generate New |

1. 945 @ CUCH) Hh 4K L M SIP A 4k %2 2 e I ST 4

£ 1 ZCUCM Administration > System > Security > SIP Trunk Security Profile > Add new



BREBEELTFZR

- REBREER: B i .
- X.509FBAFR : SecureConnection>

- EEXiE/ REFER: 2RE
- EZREFRVEH: ERE
- BERERR K ERE

EXE : X.509 Subject Name# M S Cisco Unity Connection AR5 25 £ SIPIE+ 9 Subject
NameFERILHE ( ZFCUCEEMTRIFHE ) .

~S1P Trunk Security Profile Information

Name* \Secure_sip_trunk_profile_for_CUC [F]
Description

Device Security Mode Encrypted bl
Incoming Transport Type®* TLS A
Outgoing Transport Type TLE -

Enable Digest Authentication
Monce Vakidity Time (mins)®* GO0

¥.509 Subject Name SecuraConnection

Incoming Port® 5061

Enable Application level authorzation
Accept presence subscription

| Accept out-of-dialeg refer**

¥| Accept unsolicited notification

4 fccept replaces header
Transmit security status

Allow charging header
SIP W.150 Outbound S0P Offer Filtering * Use Default Filter -

2. M ESIPEE X4

MEFENAEMBEERE , BSHEDevice > Device Settings > SIP Profile, &N , A LAEH
FRESIPELE S

3.8 ESIPH4K

% %|Device > Trunk > Add new., SIZESIPH4E | ZAP YT T SUnity ConnectiontV 2 £ &K , 4
TET.

— Trunk Information

Trunk Type* SIP Trunk -
Device Protocol® SIP =
Trunk Service Type* None(Default) -




ZETRUNKEL B B Device InformationZp4 , AU TEE. :

IRBEABMN
IR
- RIFHISRTP: gk

%i : H{RCallManagertl ( IR FZWEEBS ) @BEECUC(HOA>RE>RSER) PR BN FAT
BRSSES.

Trunk Configuration
s
rStatus

@ Status: Ready

rDevice Information

Product: SIP Trunk

Device Protocal: SIP

Trunk Service Type None(Default)

Device Name* SecureSIPtoCUC

Description Trunk for secure integration with CUC

Deviee Pool® Default hi
Cormrman Device Configuration < Mone = -
Call Classification™ Use System Default A
Media Resource Group List < Mone = -
Location* Hub_None -
AAR Group < None > *
Tunneled Protocol® Haone -
Q516G Variant™ Mo Changes

ASH.1 ROSE OI0 Encoding® Mo Changes

Packet Capture Mode™® None -
Packet Capture Duration 0

"I Media Termination Point Required
¥ Retry Wideo Call as Audio
Path Replacemnent Support
" Transmit UTF-8 for Calling Party Name
Transmit UTF=-8 Names in QSIG ARPDU
[Cunattended Port

[V sRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® Wwhen using both sRTP and TLS b
Route Class Signaling Enabled™® Default hd
Use Trusted Relay Point™ Default bl
PSTN hccess

" Run On &ll Active Unified CM Nodes

EHRYE EMInbound CallsZf % , AN TEE :

Het
I

- IS RZER
. EE%E@ REEE — AL . Bk

~ Inbound Calls

Swgnificant Cigits ® all o
Connected Ling 1D Presentation™ Default -
Connected Name Presentation™®  Default -
Calling Search Space ANPhanes b
AAR Calling Search Space < Mone = -
Profiz DN

) ﬂ:gdirer.l.lnl; Duwarsion Header D:hl.rer'r - Ifnbaund

oA AHEENFUES , MATES



- EEMEBEXMLIE — LY ERE

~Duthound Calls

Called Party Transformation C55 o Mong = -

FIUse Device Pool Called Party Transformation C55

Calling Party Transformation £55 < None > et
¥ Use Device Pool Calling Party Transformation C55

Calling Party Selection® Criganator -

Calling Line 10 Presentaton™ Donf st -

Calling Marne Prasentation® Crefault -

Calling and Connected Party Info Format® Deliver DN only in connected party -

¥ Radirscting Diversion Header Dalivery - Outhound
Redirecting Farty Transformation C55 < Hone > =

o | Uze Davice Pocl Ra directing Party Transfarmation C55
EPHEENSIPEEHND , MAUTEER :

. BRYAt

. SIP T L& MR B X H:
- BRI RZERE

- NEASERIERZER
- Sip Bti& X

~SIP Information

- Destination
Destination Address is an SRV
Destination Address Destination Address TPwG Dastimatinm Port
1*  10.48.47.174 E0&1

MTP Preferred Originating Codec® 71 1ukaw 3

ELF Presence Group® Standard Presence group -

SIP Trunk Security Profile® Secure_sip_trunk_profile_for_CuC =

Rerouting Calling Search Space < Mone > -
Out-0f-Diabeg Refer Caling Search Space < Mone > -

SUBSCRIBE Caling Search Space < Mone = -

SIP Profie® Standard SIP Profile v Miew Details
DTMF Signaling Method* Mo Preference -

REENERBEEMRE,
4. B BB

B 2248 @ B B & 4K AV 3% 8 X (Call Routing > Route/Hunt > Route Pattern), Hi AN EHER S
BV TREESHESS. mALEER :

- BBHE:
- PI</BE B -



Route Pattern Condsgueralson
g s
I Stalus

| @ States; Ready
!

rPattern Definition

| Route Pattem® la000 [
Ronife PATRG « Mone b
Description

Numibenng Plan

Route Fiter £ Mofe >
MLPP Frecedente” Doelani =
Apply Call Mecking Percentags
Besouroe Prioaby Mamespact Mebeors Doman < Mone > _,
Route (s " DeTaE -
Gateway/Route List® SecureSIPLOCUC - (EdE)
MELN Do & poute this pattern
Biock this pattern Mo Emor -
5.8/ 2 FFHRH5F

NERBBIBZMH 5| S (MRTHBE>BEFHF>EFHEH5S). MAUTE:
- BEEHEISE
- PSR ZEE SRESERESISNEBAERXN D X>

~Voice Mail Pilot Information

Voice Mail Pilot Number gpoo

Calling Search Space < None > =
Description

|| Make this the default Voice Mail Pilot for the system

6. 022 {5 B £ e IR ST 4

BB E SR EE X LT A IR B — E(MA > E F 4> T4 REXH). BERA
LUTER:



- Voice Mail Profile Information

Voice Mail Profile Name™® |vaicemail-profile-8000] [£]
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > v

Voice Mail Box Mask

"I Make this the default Voice Mail Profile for the System

7. fEF B4 B4 B4 DN

FESMEREEXHITBEEEEARLENNWDN, EXDONRES , FTEXIZE T Apply
Config” ( NFAEE ) &4 :

SiZE : FEEH(Call Routing)>H 53 (Directory numbern) FERUATHA :
- B FHRMFBELE S Secure_SIP_Integration

Directory Mumber Configuration

Qam xl:uua %Rﬂd & Appty Contig cﬂ;mm

= Directory Number Settings

Waice Mail Profile Secure_SIP_[ntegration = [(Choose <None= to use system default)
Calling Sesrch Space < None = -

BLF Presence Group" Standard Prasance grosp -

Uzar Hold MOH Audio Saurcs < Mong = -

Matwork Hold MOH Audid Sourc® < None > -

Auto Answer® Auts Answer OFf -

] Reject Anonymaous Calls

8. ¥ CUCHRIL# £ 4% H CallManager-trust

£ 1 Z0S Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain , #ZE &N SCUCHRF|[BERFBWATE T K L FCUCRIEF 4 CallManager-trust £ 1%



el Cigea Unified Operating System Administration
CISCo For Ciscs Unified Cammunicstions Solulioms

Show » Gefinge = Seosly » Sofwere Upogrsses » Sorvices v Mep v

Certificate List

lé,}’msmm f’élw chain j_:uunmmcn Li_.émtum

- > ™
7] @ Upicsd CerfficateCermificate chain - Mozils Frelos o 8

F B htto UL AT 10 rpdatformit ertific ate plossdda :. IE E

Uplnad Certificate / Certificate chaln

I:i:l Warnesy: Ugloading 4 clusterswmds certheate sl ddtrdome o all servars = this uster

- Uplead Cortificate fLertificate chain
Certificabe Purpose CalMunager-trust =
Copcmiptgnifriandly nama) QRS rost cortificate

Upload Filg | Bioeme. | 000d2cds.0

[ weioad | | Close |

@ Y. indicated requined iam.

FE  ELEERE , EEEH/F3Cisco CallManagerfiRS , LB FBEE K.

EEZ£SCCPixMO
RECuUC

1. FRCUCHRIEH

£ 1 ZCUC Administration > Telephony Integration > Security > Root Certificate, %% #
URL , FiE$H S FH B F<filename> 00 X ( XHT BEYSAN. OMAF=E.htm) ', R5EH
Save:



Bool Certificata for Caca Unificd Commumdcalions Manager Aithentication aid Encoryplion

| Subject CH e Ciscolinity-Sdad32eb-cafa-4555-5784- 54206850441
Isguer = Cisoolinity - Sdad¥2eb-cafa-4559-57 8f- Sef2ofB 044
Yalkd From T Ear 31 08:%9: 34 CEST 20158
rakd Lingil Fr digr 01 08:50:32 CEST 2022

| wergien T
Filg Mamg ETedless 0
Serial Number FEbefbia 1691 44043911 Se05 489 300042

BEGIN CERTIFICATEss1as

M1 PO AW Aw] Baigl RAPa-L 4 2N pFET Trogag T Eob 7E w0y 1Ko T Tk e CERBG) Sy

CREAMOYGA 1 UEAwww D 2y 29V Eami0e S0 1 Z6F Mz ML YW Z L TOENTOTos Zed 1

HrAY Y T A NTEEMNDEwH RN MTUWHE MM 1 OTHOWheN R WD A MDY L O TN AT oW

Mg OGO ODCI0aXNFbL Voak RSLTVEYWOzMm L WNREMEtN DU L OSSN hen L TUR S 1

Mg NGO MTCBnz AN Bg kghlo G 9wl BSHEFALDA AW YTy YEAoBOby ghBoW a5 T

04 7 e GUWERZ jevET 2 ER TOS DGR dB DY TS K mGa SeMiOhe TS MW Tapr o+ 250y Wm 54
Certdicate Text B G g AP M 4+ M b S PLAR L ) Den g 2 R BET L B3P o0 2 ridinarag iy

M lordaCBAnG I glGg R ChiMCAwE AL NCHEAWETOVRITAQH BAFwBgER Wi

ADASEaNH EFgOLa JENSIYGHHEhGp Tl alimip + HER MEwDwY DVROFBAG DA KaMalg

CEaGSIpIDOERROLIS A5 AR CHFIEGHEA0DNBEnT-C L 2F 5y LaTeMDE ZEDAZ PO

REGHEEWgQUI LA w ] wwwlredet Kz Zv ik Iz 2 K 2 pUnFFMESc+udoly Fwmig 52 p

TelyTiDef e dle s wACWHI 4wl 30 SHu s o R N g KO T ol myy THU S 3 T O Y AES

~---<fiD CERTIFICATE-----

| Prreaba Ry HEIPsp YR g he LBy Vg e SLrBHZ B WIIWVEIL 342 I G [ Ow il 1AMV zly FEss R ELDN

gk b i b nastifimate an o Ein ;nneed E2ad0e6.0 (the file extension must be .0 rather than .hem)
Ot Link in Mew Tal

Open Link in Mew Window

Open Link in Mew Private Window
Beckmark This jink

Save Link &5 B
Copy Link Lecgtisn

This Frame C

Inspect Element ()

Tt BT |

2 0RBERE/BUAFTBERS.

SMEREEF>BRIERS., BUUEACFENRERSRCIBRITNEERS,

¢ System Basics (PhoneSystem)

Phone System  Edit  Refresh  Help
| Sove | [ Delete | | Brewous | [ hext |

Status
[ah The phone system cannot take calls untd a port group is set. Use the Related Links to add a port group.

Phone System
Phice S-Tﬂtﬂ'l Nase™ Mﬁtm

¥ Default TRAP Phone System

3.RINFEISCCPIR A4

f£Phone System Basics T I #JRelated Links FRIHEF |, i%$2Add Port Group , RE%EGo., EE
BEOS , IALUTER :

. BiERE:



- OAEER . SCCP
IRBBMBIZ*: CiscoUM1-VI
- MWIFF 2 :

- MWISKF 24 :

X HEEB XA E5CUCM LRI ER & TR,

Ltatus

-;.ﬂ The phone systemn carmod take calls if it has no ports. Use the Related Links to add ports.
m Created Fort Group{s)

Part ﬁﬂlllﬂ
Digplay Nama™ Cacurg SO0
Intagrahon Mathod SooP {Shanny]

Dewvica Nasme Pralfod™ Cigasiimi-y
Reget Status Rasel Mot Reaguased [ Resat

Messaga Waiting Indicalor Seltings

[ Enabie Message Wasing Indicators

MWl On Exiensicn SOa% ]

MWL Odf Extension Qo0a0

Dalay bataeen Feaguasts a millisscands
Maximwwm Concurrent Requests [}

Retries After Successful Atternpt i)

Retry [nterval After Successful Attempt < millisaconds

| save | | Delete | | Previous | | pest

geeaTe T TR

Frelds marked with & astansk (®)] are requinad,

4 4w B R S5 8%

S ZEdit > Servers , FMCUCMEE R IMTFTPIRSS 85,



SIP Servers

| Delete Selected | [ Add |
B o
| Delete Selected | | Add |

TFTP Servers

| Delete Selected | | Add |

O o
B o

| Delete Selected | | Add |

[10.48.47.110 o]

10.48.47.110]

AR EHTIENTFTPHUFEEEE, CUCIRSSFMNETFTPTECTLX Y |, A,

5.3 M&Z£SCCPIRA

R DA EM TR MEXEEE THAED | ERRMEOHEERT. EREBEOPRAUTEER
ERE

O3
HE S
D

WSS SEESEIT



Status
|74.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

| Save |

Mew Phone System Port

¥| Enabled
Mumber of Ports g
Fhone System Sacure-SCCP -

Port Group Secure-SCCP-1 =

Server cucld =

Port Behavior

[¥] answer Calls

[¥| perform Message Motification

[¥] send MW Reguests (may also be disabled by the port group)

'_“‘*' Sllow TRAF Connections
Security Mode Encrypled -

Irimﬁe!

Bl ECUCM

1.750%% A

$HZE CUCME > 5 ZhRe> 15 ¥ i 4F i 01 e i > 7% 0 37 2h e

REBESCCPETMAFmO, M—NXAHETHEEEFMBZEFTERMFiR D ETAY KO EE TAIR
BREEN,



) 5 P oo [ comr Pyrmet 2 scoyconty gl Addew
- Status

@ Status: Ready

~Device Information

Ragistration: Rgubered with Ciico Unified Communications Mansgar 10.48.46.183
1Pvd Address: 1048, 48,184

il Device it trusted

Port Hame® CreeAMi-VI1

Description WH-bito-beture-portd

Davics Pogl® Defsult =
Common Device Configaration < Hors > "
Calhng Search Space o Mome > -
AaR Calling Sesrch Space % Moms > -
Location® Hub_Nana "
Device Securty Mode™ Enerypted Vaips Ml Pan -
Uze Trscted Relay Point® Default -
Gealocation £ Mors = »

= Directory Humber Information

Carectary Mumber” 955001

Partition o Moisg = b
Caling Search Space < Momne > -
AAR, Group < Mo = =
Inkernal Caller 1D Display WoioeMail

Internal Caller 1D Disgpley (ASCI formet) yoiceMail
ExfErmad Mumbeer Hashk

(.savs. | [_osiete | [_Copy | [ Resst ] [.aoply Confp | [.add tew |

2. ¥ CUCHRIE+$ L4 F CallManager-trust

£ 1 Z£0S Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain , 3} ¥ CUCHRIEF4E CallManager-trust b & Z|EL B N ECUCIRFF/BENAMET R L.



Certificate List

Lﬁ"h Generste Sed-aigned Eg’ Upisad CertfeateCetdoate chan Lﬂ‘mm

CaliManagar
CalManager-Erust

| CoManager-trust

| CalManmger-Ena

| CallManager-trust
Calidfanager-trust

| CollManpger-Ena
CalManager-trust

| CallManager-trust

| CAPF-trust

| CaPF-trust
CAPF-trust
CAFF-Drust

| CAPF-trust

| CAPF-trust

| CARFprust

| Status [

@ Warning: Uploading & cluster-vade cariificate will digtrdbute it to ol servers in thie clugter

- Upload Certificate/Certificate chain
Certificate Purpose ™ CalManager-trust
Cescription{friendly namae) CUC rock oart
Uplaad File [ Browse.. | S7ed0e68.0

|Unhﬂd%[¢lm:

@ *. indieates requared mam,

B ELEIEBFE , EEEH /B 3ICisco CallManagerfiRE , iEHFBEE K,

3. ERHEEFFEE(MWNFFRT B

£ 1 ZCUCM Administration > Advanced Features > Voice Mail Port Configuration 7 &t lMWI
On/Off Extensions. MWI4z5 &1 5CUCHE & PTEL,

Partition
Description

-Message Waiting Information

Message Waiting Number* gggggq

< None > |ﬂ
MWI on

Message Waiting Indicator® @ on Toff
Calling Search Space < Mone = ¥

[sve |




- Message Waiting Information
Message Waiting Number® gaggaq
Partition < Mone > =
Description MW off
Message Waiting Indicator® ) 5, @ pff
Calling Search Space < Mone > -

4. BIREFHRHE| S

NEMOIEEZERM 5| S (BRDEESBFHRE>FEFTHBHE1S). MAUTE :

- BEHMHSS
. PRI R ZE IEﬂ SESEAESISHEBRERN D X>

- VWoice Mail Pilot Information

Voice Mail Pilot Number goog
Calling Search Space < None > -

Description

Make this the default Voice Mail Pilot for the system

5. 802 E S hR 4 B
BB ZHRA L B S AN AT A IR B2 — R (WA TheE>F F b 4> 5 TR B0 ). WAl
E8 :

2 5|5

BEELAE

- Woice Mail Profile Information

Voice Mail Profile Name™ liaicemail-profile-8000| O
Description Secure Voicemail
Voice Mail Pilot** 8000,/< None > -

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6. BB B B4R DN

FESHMEREXHIEATIIERALZEERDN, EXDNIRER/E , #5Apply Config ( NABEE
) &H -

S EMFLRERE>EFEHL , RAEEXRNR



EEARE A R E 48000

- Mrectory Number Settings
Vokoe Maill Profile
Caling Search Space
BLF Préessnce Group”
User Hodd MOH Auded Soume £ MO
Hebwork Hold BOH Audso Source < None >

Viplcemail: profie- 000
= Nonmne >
Standard Presence groep

Reject Anonymous Cals

(Chonse <MOome> 10 use sysiem default)

7. QIRIBEFHRHTREA

a) N IR & A (B i >BR /T R>KR KA

- Line Group Information

Line Group Name™ |-..r4;:||:ernail-lg (2]
RNA Reversion Timeout® 1o
Distribution Algorthm®  Longest Idle Time -
b) 7N DT BY 15 B R 4 T 4R 5 3Rk (PP AU 3% Eh > 3% R/ F- R>F RIIR)
~ Hunt List Information
E Dewvice is trusied
MName* woicedmadl- hi
Deescrption
Cisoo Unified Communications Manager Group®  Defauit -
#| Enable this Hunt List (change effective on Sawve; no reset required)
¥ For Volce Mail Usage
C)ANINFT Y SR B S (W UEE B>BR /T R>FREIT)
- Pattern Definition
Hunt Pilot® (8000 [
Eoute Partition < None > -
Description
Mumbering Flan < Mone -
Route Filter < Mone > b
MLPP Precedence®  Default -
Hunt List™ wokcemail- hi « (Edit)
Call Pickup Group < None > -

Alerting Mame
ASCI Alerting Name

Route Option @ Route this pattem

BriE

Block this pattern Mo Error
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KB FEENESERA A AU FER 4. B1RUnity ConnectionREE EREERAF 2 , BN%
0T BT 37 RHRE

L2 SIPRYKUE

REE ENES A ZA U UES R4, R Unity ConnectionR&E EAREERF 24 , BAZ
0T I FF 47 | R E

WA , WA LS FSIP OPTIONS keepalive LS #ESIPARARIR A, LRI A £ 5 BL LA SIP R 4RAY
SIPEREXHFEH. BRALLINEERS , BB Device > Trunk EISipR 4R A |, ILBFTR.

Trunks [1 - 1of1}

Findd Truskcs e Cwsviie e = D witf - Fared Clgw Filfs ey -

LHerT BT & SRR SEAN LWt ¥
" Dicrglion Calling faach Spits Duwke Posl ot PiSamn Padbeon Roote Griup  Pricety Tourk Tepa 5 Truak Sabum £ Trenk Derabicn
‘ DU SIFOLU lag gl SIF Trunk Mo Sérvice Thrss 3t in MUl Service: O Qi O hogr O st

ZERTPRFAIEUE

K EUnity Connectionfy Il R R B FEESBRIR, XEKBERTPREME ( REFERZESEE X444
MERLEEN , FEREETIHE) , EEFR.



5| Cisco IP Communicator
fagm 08 16 03/31/15

§ Connected

b8 I

= &) B A ¥

TR HE R

1. — SRR IR TR
BB T SRR RS LR -

FTP, CUC — &7

g%ﬁ%ﬁﬂﬁ%ﬁmﬁiﬁ e i P L RS ( SCOPRMMTC

ZEZEBEMENIROEMLZHRLFIT
SIPE KTCP 5067 ) .
WMRMAXLEEIETR | NMEWRERER,

2B ERBIE
WXL RERABEBR T 2 SR

'pﬂ-l-\
SiEIy
m[:

B

- MCUCMAICUCHREIE S
. CallManagerif £z
- BRI E E BRI IR

BXUTHARNESEE , FEAXERRF
WAECUCM LR EIES -

http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-

manager-version-50/112040-packet-capture-cucm-00.html

W{AIECUCHRS 27 LB AIRER :


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

=L (6]

B 1HRER . TERUZSER (RACATH )
ME—BSBRERFEDHRE  QRUTLSSE,

1 0000000 2 130.235.200.241  130.235.203.249 TCR inet]_bagte > https [SyM] Séqe=0 Win=16384 Lén=0 MSS=1460

2 0. 000452 130.235.203.249  13I0.235.700.741 TCR https > Insti_boots [SyM, ACK] Seqed Ackel wWine5540 Lone( MSS5a
30, oo 0 130,235,200, 241  130.235.3203.249 TEP imst_boots » hitps [ack] Seqel ack=l wWin=17520 Lens=0

4 0. 001074 130.235.200.241 130.239.203.249 3 B cliemt Hella

5 0. 000341 130.235.203.24% 130.235.700.241 TCR https > inst1_boots [ACK] Seqel Acke=l4]l wWineA43Z Lan=0

G 0. 005269  L30.I35.203.24%  L30.235.200.341 TLEL Server Hello,

7 0.005838  130.235.203.249 130.235.200.241 TLSWL cervificare, server Hello Done
B . O B 130.23%.200.241 130.235.203.24% ToR inst]_boots = hititps [ACk] Seg=141 Ack=18%% Win=17520 Len=0
;2_@.@1‘991, 230,735 700 FA LSD,?;},?@3 0 TLEA alert fLevel: Fatal, DE;cr1a1ﬁnn nknown CAY]

i i, 3 b Sib. S35 . LU S o TNST | _D00LsS > LT ps L57, ACK F B Ack=imd) Winsld Lensik

11 ﬂ.D!EEu’ 130,235,200, 241 130,235, 205, 24% TR inst]_boote = hdtpa [5vyH] Seq=0 ﬂﬁn-lﬁ?ﬂd LErf=0 MSs=1480

12 0.073706  130.23%.203.24% 130.235.200. 241 TER mtps > Inst]_bootc [SvM, &CK] Seqe0 Ackel wWin=5840 Len=0 M5S=
13 €. 072751 130.235.200.241  130.235.203.249 TCR insti boorc > hrips [lfF] Sagel Ackel wWin=17520 Len=0 -

>

BErimmoRSRRAHER , HiRAKRHMCA" (Unknown CA) , RERE Fin 7o £ K UE RS 37 KX ML
PBo

BRANAIEEM -
1)CUCMEIE TR KRACA

- BWIF YA CUCKRIEPRE LA FISCUCKRS RBEN RS R L.

. H{RCallManagerfR S EMH MRS R LEFS 3,
2)CUCKIXETIRAHCA

- WAETFTP IPiiﬂiJJ:zEE’E\EIEE@ﬁ)\CUCH&%%EE@Port Group > Edit > Servers&i &+,
. BIFCUCM TFTPREBE A EM‘E gg f_%um
§ﬂ1ﬁ'<CUCM TFTPJ: \CT j%fe'a% g (‘“ “show ctl”#9%i £ 50S AdminTl E £ & RV IER
TJ:I:}#% EN Y] 1= '_I'CTL Clien

zJJCUCH&ﬂ%EjZHﬂIJF?#E B2 % éﬂ LUMCUCM TFTPEH FEHCTLI 4

£ 2 7B : TEMCUCM TFTP FECTL#

SEEERRERPERILHEIR

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

MiuGeneral, 25, Error executing tftp command 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem-1-001 objectId='7c2e86b8-2d86-4403-840e-16397b3c626b' as
ID=1

MiuGeneral, 25, Port group object 'blc966e5-27fb-4eba-a362-56a5fe9c2be7' exists

MiuGeneral, 25,FAILED SetInService=true parent port group is out of service:

RRFR :


http://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
http://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

1.7£Port group > Edit > ServersEtEH , FHARETFTPRRFERERER,
2RECUCMEERBATZE2ER,

3.HREWCUCM TFTPL EBFECTLIX .

2413 : EEWRRMMR 5 Stiw O R

SEEERREPERILHEIR

MiuSkinny, 23,Failed to retrieve Certificate for CCM Server <CUCM IP Address>

MiuSkinny, 23,Failed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 msec

MiuGeneral, 24,Found local CTL file [/tmp/aaaaaaaa-XXXX-XXXX-XXXX-XXXXXXXXXXXX.tL1v]

MiuGeneral, 25,CCMCertificateCache: :RetrieveServerCertificates() failed to find CCM Server '<CUCM

IP Address>' in CTL File

BRFR :
1. XBRABERHATCUCMFMCUC ECTLY HHImMdSKRE M AT S 3
iE$B. EFMB I CUCIRSESLARIFCTLI 4,

BRRHBES
HE , BALMRPBBRCTLXM , WTFAR :

Mmp/SL R FARIBRCTLX HHEB iR OH ., B SR SR ITmd5 5
FEMIBRATHE AT L
CUCM: [root@vfrscucm1 trust-certs]# md5sum /usr/local/cm/tftp/CTLFile.tlv
e5bf2ab934a42f4d8e654 7dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CUC: [root@vstscuct tmp]# cd /tmp
[root@vstscuc1 tmpl# Is -al *tlv

-rw-rw-r—. 1 cucsmgrcusservice 6120 Feb 5 15:29 a31cefe5-9359-
4cbc-a0f3-52eb870d976c¢.tlv

[root@vstscuc1 tmp]# md5sum a31cefe5-9359-4cbc-a0f3-
52eb870d976¢.tlv

e5bf2ab934a42f4d8e6547dfd8cc82e8a31cefe5-9359-4cbc-a0f3-
52eb870d976¢c.tlv

Lo, ERIRE RS A B SERRIE R

ik Bl

CSCum48958 - CUCM 10.0 ( ipthsit KETFE# )



https://tools.cisco.com/bugsearch/bug/CSCum48958/

CSCitn87264 — Z £ SIPiw A MY TLSIE# 2k
CSCur10758 — 73475 BR B U85 BYIE F5 Unity Connection
CSCur10534 - Unity Connection 10.5 TLS/PKI oplE JTsRCUCM

CSCved7775 — ThEEER , B FHECUCLEEH MEECUCMRICTLFileRy /3%


https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/
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