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T
ERNAH
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RXHENTENER L DAPEZEH F| L £ L DAPSHEEZHCUCMEZADI I E,

FERFRAM
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Cisco BB THLUTEE :

- AD LDAPHR S5 2%
- CUCM LDAPEL &

- CUCM IM & PresencefR5(IM/P)
FERNAH

RSP HEEEFCUCMARZA9. XK E SR AR,

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTENRS , FERRETRAERSHBERR,

dib B /=
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Active Directory (AD)E ¥ A AR N R E B i R (LDAPS)ELEADR B B K 17 B 1 (LDAP),
X BREREFSLDAPSIE B ERMNCAZRIES,



SEE | BXMIERELDAPE #T SR LDAPEIADRE UL A T b B R MER AR5 8.
, BT EEEE - BB - X FActive Directoryi® i . Z4£ | DAPEHER
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S FLDAPSIE S LA FIADIRS B2 /5 , EEAIdp.exe TERIERBEEADRS R LEA
LDAPS,

1. EADARS 28 L B BIADEE T E(Ldp.exe)s

2. 7£“Connection”3 & L , #%&#Connect.

3. M ALDAPSHR % 285V £ £ BRE 13 % (FQDN)#E R AR5 85
4. W AG3GERNHOF,

5. 80K , B~


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html

i Ldp - o

Connecticn Browse View Options Utilities Help

WIN-H2Q7451U39P .com

536 [ ] Connectionless
[v]ssL

Cancel

| Ready NUM

XN T w0636 LA ZhiER , RootDSEE R LTI EAE RS , MEFR



Connection Browse View Options Utilities Help

LOAP_OPT_PROTOCOL_VERSION, 3);
% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U3%P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 ;
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;

v imahrani=ad: THHIC-

MimO3269F 8 RS R , MNEPAR :



53 Ldp - disconnected -] X

Eannectinn Browse View Options Utilities Help

UPDATE_STATS ); 1.2.840.113556.1.4.2204 = ( N
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( |
SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 =

( POLICY_HINTS ); 1.2.840.113556.1.4.2255;

3269

supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);

Ready NUM

EfwmO3269 LA %R , RootDSEFE LT EAERF , MEFR :



Connection Browse View Options Utilities Help

d = idap_sslint("WIN-H2Q7451U38P .com”, 636, 1), A
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_WVERSION, 3);

Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P - LCom.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:
CN=Configuration,DC=network218 DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P _ - .com;
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-
H2Q7451U39P,CN=Servers,CN=Default-First-Site-
Name,CN=Sites, CN=Configuration,DC= ,DC=co
m;
forestFunctionality: 6 = ( WIN2012R2 );
; hichestCommittedlISN° 500892
Ready NUM

F =% FKEENLDAPSIRS SFEH — 20 W RIE B RMEM P EHES |, HIFiX LEiE B 4E N tomceat-
trustiE PR EEZNPCUCMAIMPEFmFT = E |, ¥ERCallManager-trustZEECUCMA R BT R
£,

LDAPS AR £ 851 B <hostname>.<Domain>.cerd W RIEP A P EEP W TEFFR :

11 & = | cert = O b
File Home Share View - @
€« el » LDAPS » cert v QO L2 Searchc...
ol MName i Date modified Type Size
3 Quick access .
=l ‘CERTCA2012-CA.cer 3/27/2020 8:57 AM Security Certificate 2KB

[5] Documents
; Downloads #

[&=] Pictures o

& NIN-H2Q7451U39P-CA. «com.cer 3/27/2020 8:55 AM Security Certificate 2KB
WIN-H2Q7451U3%P .com.cer 372772020 8:56 AM Security Certificate 3KB

cert

£ fnECUCM Publisher Cisco Unified OS Administration > Security > Certificate Management,
BRHFF £ & Ntomceat-trust ( MEFFR ) FMCallManager-trust ( RER )



@ Upload Certificate/Certificate chain - Mozilla Firefox 0

© & bttps://10.201.218.163/cmplatform/certificateUpload.do s se N D ® @

ogin @' Signintoyouraccount [ Current [ Training

Upload Certificate/Certificate chain

53 upoad [T Close Navigation [ Go |

admin Search Documentation About Logout

-Status

@ Wwarning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain I
Certificate Purpose™® | tomcat-trust v
Description(friendly name) | |
Upload File No file selected.
|
Upload Close @ File Upload
@ A indicates rege &« v A » This PC » Desktop » LDAPS » cert v & Search cert
Organize = Mew folder G== =
B Desktop ol Mame Date modified Type Size
< | LDAPS | ~CERTCAZ012-CA.cer 3/27/2020 8:57 AM it b & L 2KB
ToDo =] -%-qumluzgp- CAnet..  3/27/2020 8:55 AM Security Certificate 2KB
& Cisco ‘—_n] WIN-H2Q745103%P com.cer 372712020 8:56 AM Security Certificate KB

R £ 4% Ftomcat-trust ( B FTR ) MCallManager-trust ( RE R )

| O & https://10.201.218.163/cmplatform/certificateUpload.do L = e ﬁ- mweoms@® =

[
Upload Certificate/Certificate chain "~ login BT Sign into your account [ Current £ Training

5% upoad [T Close [PRPRIONN - o Unified OS Administration + [ Go
admin Search Documentation About Logout
—Status
® Success: Certificate Uploaded
@ Restart Cisco Tomcat Service using the CLI "utils service restart Cisco Tomcat”.
| 1f | @ File Upload
the
| T » ThisPC » Desktop » LDAPS » cert v O 2 Search cert
| rUpload
|
i Certifig  Organize New folder e M @
| Descrip [ Desktop s Name Date modified Type Size
Cplong LDAPS
| = -CERTCA2012-CA.cer 3/27/2020 2:57 AM Security Certificate 2KB
. Topo &= IN-H2Q7451U39P-CA.net...  3/27/2020 &:55 AM Security Certificate 2K8
Bakg & dics Gl win-H2Q748YU30P com.cer  3/27/2020 8:56 AM Security Certificate 3KB

N e NRERIMPESERECUCMER Y —555  NEEERMXEES b HiXEMPE
s,

S

Y

EREBRFE , B LUSLDAPSARS B5iE P L% FHtomceat-trust,

dat

F=%  NEBFEF/NT R ( CUCMHIM/P ) BICLIEFH B3NCisco Tomcat, Itoh , ¥ FCUCME
B OBERIAAAFTALENERNDISYynclRE_REER .

EEHEFTomcatlRS , BEERENT RITF —CLILEHIZ{Tan T utils service restart Cisco
Tomcat , MEFIR :




1 Command Line

BN . SMEICUCMA i RS 83Cisco Unified Serviceability > Tools > Control Center - Feature
Services , WiF 2% B8UE H /B3 Cisco DirSynclR s ( EFTR ) , MR FEAKES ( RER
), 1B Eﬁ/\*,\“tiaﬁﬁ)ﬁd]&sco CTIManagerfR% :

- = - T igati e i Py .
il Cisco Unified Serviceability QEREUERY Cisco Unified Serviceability

CISCO  gor Cisco Unified Communications Solutions

fAlarm v Trace v Tools v Somp v Calfome ¥ Hep v

ontrol Center - Feature Services GERIEHIRULEN Service Activation I Go I

Start () Stop L:J Restart (@ Refresh Page

Status:
(DReady

Select Server
Server” | cycmpub218 com--CUCHM VoceVideo | Go

Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
Cisco Serviceability Reporter Started Activated Fri Nov 8 09:30:34 2019 146 days 00:27:49
Cisco CallManager SNMP Service Started Activated Fri Nov & 09:30:36 2019 146 days 00:27:47

Directory Services
Service Name Status: Activation Status Start Time Up Time
= Cisco DirSync Started Activated Wed Mar 25 12:17:13 2020 7 days 22:41:10

Bt & Secure LDAPH

FE1:BELECUCM LDAPH % , LAEEix 0636 L7 A SADHLDAPS TLSE#,

SMEICUCMEE>RS> LDAPH %, # ALDAPRS 2815 RHIFQDNLDAPARSS 22 IPH#ht, 5
ELDAPS#5 636 , AfFitHUse TLSAE , MEFTR :



UEMEELENY Cisco Unified CM Administration m
admin ‘Search Documentation Abaut Logout

ulil  Cisco Unified CM Administration
CISCO gy cisco Unified Communications Solutions

Media Ressurces ¥ Advanced Festures = Device v Applcation v User Management »  Bulk Adminstrabion v

Help =

System ¥  Call Rout
LS NRTTE Back to LDAP Directory Find/List ~ | Go

LDAP Directo:
U Save x Dete ”;j Copy 2) Perform Full Sync Now % Add Hew

rGroup Information

User Rank™* 1-Default User Rank

Access Controd Groups
Add to Access Control Group

Remove from Access Control Group

Feature Group Template | = None >

Apply mask to synced telephone numbers to create a new fine for inserbed users
Mask

Assign new line fram the pool list if one was not created based on a synced LDAP telephone number

Order DN Pool Start ON Pool End

-LDAP Server Inf ion
Host Mamé or IP Addréds for Server® LDAP Port” Use TLS
[win-Hzg74s1U39R com [[s3s ]

. Add Another Redundant LDAF Server

SEE  BIMBER T , ZELDAPBRZ 8215 B B B H110.5(2)SU2519.1(2)SU3 FQDNAR A 1812
EPNARABHITRER , IRFEANEIPHUMAEFQDN |, N4 % Hutils Idap config



ipaddriy 45 LU= LS FQDNSEHEZICNI L,

=S EXHLDAPSHEEE X , & &Perform Full Sync Now , ZIEFR :

afeels.  Cisco Unified €M Administration
€30 ror Cincn Unified Communications Solutions

System v Calfisuieg v Medsfwstorees *  Adegeced Fasteren ¢ Ovee v Asplewies w Uk Wssageeeed v Bub Afeearses v Rep v

LOAR Directory ] Bk 2o LD Drectory Fndilust | G5 |

@ , Parigem o pchadsled) changes "

LOAP Directsry
LEWAP Configuration Mams® e
LEOAP Manager Dt egushed hama ® oo aroegs com
LOAP Password® .

Confirm. Passwand®

LOAP User Soarch Base® erecmry,dc:
LEAP Custom Fiter for Users [

Symctmalun & & users oty O Lsers and Groves
LDWP Costom fiter for Growss e

=5 EMEICUCMEE>AFEE>-BAHF , RIERBFERLAR , WEMR

aliiln  Cisco Unified CM Administration [ETCEm0l Cisco unifisd CM Administration | Go |
CISCO gy, Cisco Unified Communications Solutions admin  Search Documentation  About  Logout

System +  Cal Aoating =  Madia Ressurces =  Advancad Features +  Devics = w  User * Buk * Hep ™

:%mm ﬁmu %mru &mw

@ 3 records found

User  (1-30f3) Rows per Pagel 50 .|
Find User where | First name | beging with -~ Find | | Clear Filter 4 =

O User ID ™ Maating Numnbar Firat Hame Last Hame Capartmant Diractory URE Usar Status Usar Rank

|| gsiagy 2183 Gwen Stacy gstacy @ ~Com Active Enabled LOAP Synchronized User 1

O hosborn 2182 Harry Gsborn hesborn@ Lam Active Enabled LDAP Synchronized User 1

(| RRArkeT 2181 Pater Parker pparkerd: . Active Enabled LDAP Synchronized User 1

FMYL . SMFccmuser (hitps://<cucm pub>Hipithiit/ccmuser) RIEA R E R 2B K I,

CUCMHARZA12.0. 1M ccmuser T E I R AR :



Cisco Unihed Communications

Self Care Portal

MW ALDAPEIES , AP AT AR &R , MBI

Unified Communications Self Care Portal Gwen Stacy » Skip to Content

il
CIs5Co

Phones WVoicemail IM & Availability General Seltings Downleads

My Phones

Phone Settings

Company Phones
These are the phones provided to you by your company. You may set personal preferences for these in Phone Settings

|

Cisco 8865
2183

Call Forwarding

At E X2 LDAP & 175 iF

Bt ECUCM LDAP & 15 3 iF AR B Fi% 03269 L FWADRYLDAPS TLSIEE,

EMEICUCMEE>RE> LDAPEHKIE. B ALDAPARS 255 EMILDAPSHRS 28MIFQDN, BE
LDAPSi#% 13269 , Ak B Use TLSEIRAE , IEMR :



PEWEERENY Cises Unifisd CM Administration s m

Cisco Unified CM Administration
admin Search Documentation Abaut Lagout

wifisilin
€ISCQ  gor Cisco Unified Communications Solutions

System v CalRouting v Media Resources ¥  Advanced Features v Device v  Application v User Management ¥  Buk Administration ¥  Help v
S

Q Save
~Status

@ Update successful

r LDAP Authentication for End Users

Eluse Loap authentication for End Users

LDGF Manager Distinguished Name® [Adminictrator® o

LDAP Password * [eeenss - .
Canfirm Password * [snsnne sesnns .
LDAF User Search Base™ [enmusers,de= de=meam

r LDAP Server Information
LOAP Port® UseTLS

|2269

Host Name or IP Address for Server*

| -HZQT451U39F -zam
Add Ancther Redundant LDAP Server

. E(A\Y

FEE  MREHFJabber®BFim |, BiE A O3269# {TLDAPS A WIE , A NMEKRIEE
2R ERRE[NREIERE , N ES KX EEFZHJabber BT,
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MRFEFRF A ALDAPH G —BRERS , FEREX LS —BERS AEATLSH % 063653269,

SEMECUCMEES>HFREESAFIRE>S —BERS . ERIEOADH B KRS . #ALDAPSHRS
ERMYFQDNE R AR /IPHEtt, Fim O3EE N 63653269 A R MU TLS , WEFIR :

albaln  Cisco Unified CM Administration

CIS€O  por Cisco Unified Communications Solutions

LELY Cisco Unified CM Administration

earch Documentation

System v Col Routing «  Media Resources v Advonced Features = Dévice v v User v Buk Admina

ucC Service Configuration

Qsan xmm cnpy %m & mooty Config :"}:mnm

Related Links: | Go |

r Status
@ Update successful

rUC Service
UC Service Type: Directory
Produst Type™ | Directory
Name™ Lseour! Diractory ]
Description [ ]
Host Name/IP Address® [wiN-H2QP4S1U38R_  .com ]
Part [s3¢ |
Pratacsl [Ts

-Sa_vla Delete Copy Reset Add Mew

@ *- indicates required item.
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