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1. B2 BEARFZFER(UDT)
F 1.5 HZEUser management > User Phone add > Universal Device Templatef1Add New
Templateo

alwln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » CallRouting Media Resources v  Advanced Features » Dewice v  Applcation v MMv]MMv Help =

Cisco Unified CM Administration

System version: 10.5.2.13901-2

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, |

Last Successful Backup: 513 day(s) ago

aliali,  Cisco Unified CM Administration
€I1S€O  kor cisco Unified Communications Solutions

Call Routing * Media R * Ad d Feat w Device * Application v User Management  Bulk Administration * Help

Add N T

Find and List Universal Device Templates

"1 SelectAll [ ClearAll Hy@ Delete Selected

SR FEFLERFEEIEIMERANEENAIFHHUDT (REM/SIPREXHREREEE
X/ EIREENR )

System * CallRouting * Media Resources + Advanced Features + Device + Application + User Management + Bulk Administration + Help «

Universal Device Template Configuration

Q Save x Delete Expand All Cﬂi Add New

+ Template Information

Name * | Auto-registration Template |

* Required and Frequently Entered Settings

Device Description | #FirstName# #LastName# (#Proi | /

Device Pool * | Default v| View Details

Device Security Profile * | Universal Device Template - Moc + |

SIP Profile * | Standard SIP Profile -

Phone Button Template * | Universal Device Template Butto = |

F 3.4 Self Provisioning URLAECUCM , MBI FIRo



System = Call Routing + Media Resources + Advanced Features + Device =  Application = User Management =  Bulk Administration = Help ~

Universal Device Template Configuration

lu) save I Delete Expand Al 53 Add New
* Device Settings

» Device Routing

» Phone Settings

» Protocol Settings

*» Phone Buttons Configuration

» IP Phone Services Subscription

» Security Settings

* Service Configuration Settings

Information
Directory
sags
Services
Authentication Server
Proxy Server [ Default ]|
Idle [ Override | [ https://10.106.114.151/cucm-uds/private/se

Ide Timer (seconds) [ Override ~ [1 |
Secure Authentication URL
Secure Directory URL
Secure Idle URL
Secure Information URL
Secure Messages URL
Secure Services URL

Services Provisioning * | Default -

¥ : BBABURLIER R : https://<callManager>/cucm-uds/private/selfProvision

2. 012 B RALBEEAR(ULT)

F 1.5 M ZEUser management >> User/Phone Add >> User Line Template,

aluli,  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Resources ~ Advanced Features ~ Device =  Application = | User M nent « | Bulk Administration = Help «
Application User
End User
Cisco Unified CM Administration UseriPhone Add DR
SIP Realm Universal Device Template
System version: 10.5.2.13901-2 .
Usar Sattings L Universal Line Template
VMware Installation: 2 vCPU Intel{R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Tempiate

ST EHHEME , ERFLRIMMBHERBA S XRCSS,



System = Call Routing ~ Media Resources ~ Advanced Features ~ Davice =  Application ~  Usar M *  Bulk Admir * Healp =

Universal Line Template Configuration

(&1 save I Delete Expand All 5 Add New

~ Template Information

Name * | Sample Line Template with T/ [ | Urgent Priority

~ Required and Frequently Entered Settings

Line Description: #FirstName# #LastName# (& /

| Route Partition: PT-Intra - |
Voice Mail Profile: | -

I Calling Search Space: CSS-Inter - |
Alerting Name: #FirstName# #LastName# r’

External Call Control Profile: -

SE3 B AR B ERNBERLRERN S BT | UEREEA M TUHRTERE,

%ﬁ“*ﬁ*&”%buﬂCUCM%,@uﬁﬁEﬁJiiﬂﬂEﬂl , #S#ESystem > Cisco Unified CM , Z1E 7R
Ro

alali,  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = | Call Routing ~ Media Resources » Advanced Features + Device » Application ~ User Management ~ Bulk Administration + Help «

Sarver
Cisco Unified CM
Ciseo Unified CM Group

System v CallRouting + Media Resources v Advanced Features ¥ Device ¥ Applicaton v User Management »  Bulk Administration v Help «

Cisco Unified CM Configuration

Q Save % Reset ' Apply Config

r Status

@ Status: Ready

- Cisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_UCM-PUBLO0 (used by 74 devices)

r Server Information

CTIID 1
Cisco Unified Communications Manager Server* 10.106.114,151
Cisco Unified Communications Manager Name* ||y ycM-pUB10

Description 10.106.114.151
Location Bandwidth Manager Group < None > B

—Auto-registration Information

Universa Device Template*  Auto-regist-atior Template

(of )

Universa Line Template®  Sample Line Template with TAG usage examples

A
v

Starting Directory Numbar* 1000

4.7 B By RE R I0RT A P BB S



F 1.5 EUser Management > User Settings > User Profile , Z0BFfRo

wlinl  Cisco Unified CM Administration
CISCO  pyp Cisco Unified Communications Solutions

System * Call Routing = Media Resources =  Advanced Features = Device = A vlluw- uvlaule = = Help =
- e
End User
Cisco Unified CM Administration JesaFhons A '
SIF Realm
System version: 10.5.2.13901-2 User Ssttings ¥ Gradential Policy Default
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Sell-Provisioning Crodential Policy

Assign Presence Usars. Role
Last Successful Backup: 514 day(s) ago Agcess Control Group
Application Lisar CAPF Profile

Iser administrator last legged in to this cluster on Friday, February 15, 2019 8:57:30 PM CST, to node 10.106.114.151, from 10.142.18 End Uses CAPF Profile
‘opyright © 1999 - 2015 Cisco Systems, Inc, UC Service
il rights resarved. Sarvica Pralila
‘his product contains cryptegraphic features and is subject to United States and local country laws governing import, export, transfer and use, Usar Profila pes not imply third-party authority
tsers are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and reg S. and local laws, return this proc

S BR2. 7 User Device Template, User Line Template , Jti%& " Allow End User to Provision Theyl
Phone S i%4E,

Systern +  Gall Routing = Media Rescurces +  Advanced Features v Device v Application v User Management +  Bulk Administration +  Help +

B Save x Dalata :ﬂa Add Mav

~Status

@ Status: Ready

User Profila

*
Name selfpro

Description

Make this the default User Frofile for the system

—Unlvarsal Device Template

Desk Phones Auto-registration Te molatz View Details
Mobile and Desktop Devices Alto-refqistration Temalats View Details
Remote Destination/Device Profiles  autn-registration Temalata E View Datalls

—Universal Line Template

Universzl Line Template | Sample Line Template with TAG usage examrples View Dctails

- Self-Provisioning

B Allow End User to Pravisisn thalr awn phones
Limit Provisioning once End User has this many paones 1

AR HAPZEHEAECHSINBTREEREN , SNAXERE.

AR ERETUNAFREREBENZRARS , Fitz/E , BPRARFTERTRAF,
g MRAFESEISRE , AN LARFERTHN SARHEREN10, WHFRER
THE—A1RE.

AE  MRAREFATBRLAFBRRECHEE EEE, BBARNAFTEER.

5. A ERH 2 E A FERXXH. SHiEUser Management > User/Phone Add >
Feature Group Template , fA/5 % HAdd New,



aliiln - Cisco Unified CM Administration
CISCO &y Cisco Unified Communications Solutions

System + CallRouting = Media Resources = Advanced Features ~ Device = A 1 = | User Management = | Bulk Administration = Help =

Application User
End User

Cisco Unified CM Administration User/Phone Add Page Layout Preference
SIP Realm Universal Device Template

User Setlings Universal Line Template
VMware Installation: 2 wCPU Intel (R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Sel-Provisioning Feature Group Tempiats

System version: 10.5.2.13901-2

Assign Presence Users Quick User/Phone Add

Last Successful Backup: 514 day(s) ago

System +* Call Routing * Media Resources * Advanced Features + Device * Application

Feature Group Template Configuration

L) save P Delete 53 Add New

Feature Group Template
Name * | self fq

Description

Features

Home Cluster
[ ] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Servit
[ ] Include meeting information in Presence(Requires Exchange Presence Gateway to be configured on

Services Profile | Use System Default ¥ | View Details

User Profile | selfpro ~ | View Details

Allow Control of Device from CTI

["] Enable Extension Mobility Cross Cluster
[ ] Enable Mobility

(] Enable Mobile Voice Access

Maximum Wait Time for Desk Pickup * | 10000 |

6. N BRER F/RERITAIRA S |, RERNREA SR,

S IR1.5 M ZEUser management > User Phone Add > Quick User /Phone Add , Z1BFfi 7Ro



aliali.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing v Media Resources ~  Advanced Featwres = Device » Application = | User Mar = | Bulk A

Application User
End Usar
Cisco Unified CM Administration UsePhane Add *|  Page Layout Preference
SIP Realm Universal Device Te
System version: 10.5.2.13501-2 rpiata
User Settings ] Universal Line Template
VMware Installation: 2 wCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Seli-Provisioning Feature Group Templats
Assign Presanca Usars | Quick UserPhone Add

HER2 7 Access Control Grouphl 2 B #& T3 NStandard CCM End Users.

System v Call Routing * Media Resources » Advanced Features * Device ¥ Application ¥ User Management v  Bulk Administration * Help »

Quick User/Phone Add
Q Save

User Information

First Name | akash

Middle Narne |

Last Name * | sethi

|

|

|

User ID * |aksethi ‘
v]

Feature Group Template | selffg View Details

Access Control Group Membership

User is a member of:

Access Control Group Membership

User is a member of:

| Standard CCM End Users v 4k =

SEIESNFRFAAFRNON , REBRETH+ERAEAZTFR.



Access Control Group Membership

User is a member of:

| tandard CCM End Users v =
Credentials
Use default credential
Password
Confirm Password
PIN
Confirm PIN
Extensions
Order  Extension Line Primary URI/Partition Acti
v | New. / v q;p

FWRIMRECIEFNT E , BEENewH RMFHDN, ( MEBGETIATR) . MRCUCMEERFE
PNABESELA, , FPMEBRRIET2FE RN TRREFEEZD o

Access Control Group Membership

User is a member of:

| Stendard CCM End Users W =
Credentials
V] Use default credential
Password
Confirm Password
PIN
Confirm PIN
Extensions
Order  Extension 2 1 Line Primary URI/Partition Action
| ||| New... | | /] v —

AR IZAFE , AR TRETREABRSAFID,

TRIIBAAFREERIIESH. HBBIRFZFAFID, AFERANFECCMREAFAR., SM
ERAPEESBARFHIFRFCENAR , BT



alil,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing v Media Resources » Advanced Features + Device » Application v mwmv|mmmmv Help

Application User
End User |

Nl e e A LY

System = Call Routing * Media Resources v  Advanced Fecfures = Device Application v  UserManagement =  Eulk Administ-ation + Help «

End User Configuration

@&m xDalala o Add New

-User Information

User Status Enabled Local User

User 1D* bksethi

Password T LT TTTrrrTrryr e Edit Credential
Confirm Password S89s0ENIRRRINRSRIIRITIIIISIRRIRIANSRIRIS

Self-Service User 1D 1004

PIN O T T T T T Y T T T YT AT Edit Credential
Confirm PIN DT T T T YT TP T T Y TTT YT PP TP I P I T

Last name* sethi

Middle name

First name akash

Title

System v CallRouting ¥ Media Resources v  Advanced Featuras v Device » Application »  User Management »  Bulk Administration v Help =

End User Configuration

FEL x Deiste /3 Add New

User Locale < Nonz >

Associatec PC

Digest Credentials T T T T TTT YT TP TIT YT PIT PP PINPIn

Confirm D gest Credentials T T T LT T LT T T T rrvrpprapprp T

User Profile selfpro View Details
Name Dialing sethiakash

Number of Digits needed for the Unique AA Name 2




System v Call Rouing v Media Resources v Advanced Fealures v Device v  Appliceticn v UserNaragement v  Bulk Adwinistration ~  Help v

End User Configuration

Q Savz x Delee 01 AddNew

S T e “
Allow Contral of Device from CTI

Enable Extension Motility Cross Cluster

~Directory Number Associations
Prmary Extension 1004 B
IPCC Extensicn < Ngne > B

AR AFPSAEEESVMBBRSAFIDARECCMRLRAFAR) , FrEfERBAR T

o

8. AERELRAREBBFARRSUAEALZEEN , A RERD,

e ERENFEHRIFMEER  FTRECMAPINS EEA B AR. SHERFEE>B8E
Ac

Self-Provisioning

~Authentication Mode

Require Authentication
In this mede, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Profile. Additionally, administrators may authenticate on behal
+ Allow authentication for users only(via Password/PIN)
Allow authentication for users(via Password/PIN) and Administrators(via Authentication Code)
Authenticatior Code

© No Authentication Requirec
In this mede, authentization is diszbled during device self-orovisioning. The administrator or end user czn enter a user 1D of self-pravisioning ID into an endpoint and the endpoint will assacii
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1. BB JE |, 255 EIDLE URL , ZURLSFEREFZFE O,

= 21:39 07/23/13
« Login

\
PN

——
Loginto prowsmn WE dewce

2. F P % A B P IDFPIN(GERR).




= 21:42 07/23/13

& Login

.UserID: colreyna

T — ——

-

Lng into provlsmn this devlce ‘f“

AFE R BRI REASARNSHE R BNRFNEES0ET,
=21 44 07/23/13 1004
w Hello, Colleen 2. =

number 1003. Please select Continue to proceed)
or Exit to cancel.



BEGEE  RFFEHEY , AERERPEENRE URERFXKEKRNET,

B HERR

LTREEFEFREENEILERER

B RRARIRE

SELFPROV_NOT_ALLOWED 1% F Self-Provisioning £ 1&1E = & 2 1% * A F #User Profile.
SELFPROV_DEVICE_LIMIT AFRRENEZ SRR,

INVALID_DEVICE_MODEL RUMNZERESER

MODEL_PHONETEMPELATE_NOT_FOUND KEEFrFERIUDT,

EWEN AE

E— P HRUDS ( AFRHKIERS ) %k , EMRTMTU E ‘Cisco User Data Services” H 7.
XHBHIEN Foucm-uds#t#t loge  (#REREF. )

RABRT , RERRENEERB

RINBERT , RAXHEKRNR1 MB, Fl XU HZARBERRIAF250,

AR B REEE 'SP ER KA RAXMFRNRER |, RE M BRER =51 34+
(B0, RS EIT ) <AWPRE RS BEX .
WMRRS HRBUE , RESERUEIRS S MBI BRSCHF

UDSHERAMRAT R HLIAWEIER :

2013-07-23 23:47:43,016 ERROR [http-bio-443-exec-177]
handlers.SelfProvisionHandler - Model phone template is not available.

Solution: Ensure the User Profile has a UDT assigned (the default sample is
fine)

2013-07-23 23:48:25,852 ERROR [http-bio-443-exec-181]
handlers.SelfProvisionHandler - Device Self-Provision is not allowed.

Solution: Ensure the User Profile has “Allow End User to Provision their own
phones” checked.

2013-07-23 23:54:06,039 ERROR [http-bio-443-exec-220]

handlers.SelfProvisionHandler - Device Self-Provision has reached its
device limit.

Solution: Ensure the Usure Profile has a non-zero value in “Limit Provisioning
once End User has this many phones” field.

E AR
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq00358
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve52657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun77515
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun13382
https://www.cisco.com/c/zh_cn/support/index.html
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