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[root@cucmpub trust-certs]# pwd
/usr/local/cm/.security/CallManager/trust-certs

[root@cucmpub trust-certs]# ls -1 cucmpub.pem
-rwxr-xr-x 1 certbase ccmbase 993 Mar 15 2013 cucmpub.pem

[root@cucmpub trust-certs]# openssl x509 -noout -hash -in cucmpub.pem
5eb51e07

[root@cucmpub trust-certs]# 1ls -1 5eb51e07.0 lrwxrwxrwx 1 certbase ccmbase 11 May 13 17:16
5eb51e07.0 -> cucmpub.pem
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Certificate Configuration

x Delete E'L Dovvnlozd

rStatus

@ Status: Ready

— Certificate Settings

File Marme CUCMIx.pem
Certificate Mame tormcat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Signed Certificate

r Certificate File Data

E'l.-'ersian: w3 \ b

Serial Number: 16250316173085121321756988869658995890998
Zignaturealgorithrm: SHAZS6withREA (1,2.840,113549,1.1.11)
Issuer Mame: L=Krakow, ST=Malopalska, CHN=CUCM3x, OU=TAC, O=Cisco Systems, C=PL
Validity From: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=CUCM2x, QU=TAC, 0=Cisco Systemns, CT=PL
Key: RSA (1.2.840,113549.1.1.1)

N Kex value: _
3082010a02582010100chd 2282338208965 2fe0180H0b09513a32bec0771c1184052tb2ba3b96aafeace37eld00z964115daf0f6a

a8 2ffIc0zf09329fSeca7E409225eafcSc31606ac05e92dde2 30004fd 3cal 636664091 G805Td 3haeleda 7 7f7d0S 7 Ef1fdGeSe5e55 |
553097508a6954b7c5af72abacatlaezbecfliad32adaf520c82a6d8561d0ea3d475f6e995ch28b2499878452b972715badeedds
3376d884bb7fO7050b674d0b12fdb33bal56dch32a98b 924 1d7 604066 boeafE 012307806633 adbddbdBes11cB262 3390042
69z2f2d123c7dbbedidaetacdbafe 74 a60bbolo?5372228de3d90a72a6e49138a220b5a58db35304de72f91893e3126745desf237
65ab910203010001
Extensions: 3 present
[
Extension: KeylUsage (OID.2.5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyagreement, keyCert=Sign,

.3

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
lUsage nids: 1.36.1.55.7.3.1,1.3.6.1.557.3.72, 1.3.6.1.5.5.7.3.5,
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[root@CUCM861 tomcat]# pwd
/usr/local/platform/.security/tomcat
[root@CUCM861 tomcat]l# 1ls -la

total 40

drwxr-xr-x 5 root root 4096 Apr 4 12:47

drwxr-xr-x 5 root root 4096 Apr 4 12:47 ..
drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36 certs
drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36 keys
drwxr-xr-x 2 certbase ccmbase 4096 Aug 4 15:21 trust-certs



[root@CUCM861 tomcat]# 1ls -la certs

total 48

drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36
drwxr-xr-x 5 root root 4096 Apr 4 12:47
-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 64 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 2598 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36

[root@CUCM861 tomcatl# ls -la trust-certs total
15:21 drwxr-xr-x 5 root root 4096 Apr 4 12:47
101£99a6.0 -> CUCM861.pem lrwxrwxrwx 1 certbase

lrwxrwxrwx 1 certbase ccmbase 42 Aug 4 15:21
VeriSign_Class_3_Secure_Server_CA_-_G3.pem
-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36
-rwxr-xXr-x 1 certbase ccmbase 941 Aug 2 22:51
-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 22:51
-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51
-rwxr-xXr-x 1 certbase ccmbase 953 Aug 4 15:21
-rwxr-xXr-x 1 certbase ccmbase 45 Aug 4 15:21
-rwxr-xXr-x 1 certbase ccmbase 1346 Aug 4 15:21
lrwxrwxrwx 1 certbase ccmbase 12 Aug 4 15:21
-rwxr-xXr-x 1 certbase ccmbase 4939 Aug 4 15:21
-rwxr-xr-x 1 certbase ccmbase 1520 Apr 4 12:47
-rwxr-xr-x 1 certbase ccmbase 44 Apr 4 12:47
_G3.description

-rwxr-xr-x 1 certbase ccmbase 2114 Apr 4 12:47

[root@CUCM861 tomcat]# mdSsum
certs/CUCMI9X.pem

ALAE S , FEPEMTE trust-certs B FZAH,
ERESERN .pem H .der,

trust-certs/CUCMI9X.pem ala2el2a42e4bbbfl10655¢c9b299839d9

~HA (FT CUCM T

tomcat.der
tomcat.description
tomcat.keystore
tomcat.pem

140 drwxr-xr-x 2 certbase ccmbase 4096 Aug 4
lrwxrwxrwx 1 certbase ccmbase 11 Aug 4 15:21

ccmbase 10 Aug 4 15:21 25ffab9b.0 -> CUCM9X.pem

7e0370£0.0 ->

CUCM861 .der

CUCM861.description

CUCM861 .pem

CUCM861s.der

CUCM861s.description

CUCM861s.pem

CUCM9X.der

CUCM9X.description

CUCM9X.pem

dlaacffb.0 -> CUCM861ls.pem

tomcat-trust.keystore

VeriSign_Class_3_Secure_Server_ CA_-_G3.der

VeriSign_Class_3_Secure_Server_ CA_-

VeriSign_Class_3_Secure_Server_ CA_-_G3.pem

trust-

TRNENA ) EREXHS

75 4E 3% 25ffab9b.0 -> CUCM9X.pem tB 2612 , Hif$H BHRINZE tomcat-trust.keystore,
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2014-08-04 15:21:21,116 INFO [main] - log4j configuration successful.
2014-08-04 15:21:21,239 INFO [main] - IN -- CertMgr.java - mainInternal (args) -
2014-08-04 15:21:21,241 INFO [main] - decode

## import is the operation that will be performed

2014-08-04 15:21:21,241 INFO [main] - op:import
2014-08-04 15:21:21,241 INFO [main] -
2014-08-04 15:21:21,241 INFO [main] -
2014-08-04 15:21:21,241 INFO [main] - src-
cert:%2Fusr%2Flocal%2Fplatform%2Fupload%2Fcerts$%

2014-08-04 15:21:21,241 INFO
dir:
2014-08-04 15:21:21,241 INFO
dir:
2014-08-04 15:21:21,241 INFO
2014-08-04 15:21:21,241 INFO

[main] - cert-

[main] - key-
[main]

[main] - trust-

type:trust-certs
unit:tomcat-trust

2Ftomcat .pem

%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat$2Ftrust-certs

%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat$2Fkeys
- rootCA-cert:Dummy+Root+cert

%2Fvar%2Flog%2Factive%$2Fplatform$2Flog%2Fcert-

dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat¥2Ftrust-certs
2014-08-04 15:21:21,241 INFO [main] - logfile:

mgmt . log

2014-08-04 15:21:21,241 INFO [main] -

resultfile:

%2Fvar$2Flog%2Factive%$2Fplatform$2Flog%2Fcertde-info.xml



2014-08-04 15:21:21,241 INFO [main] - description:Signed+Certificate
2014-08-04 15:21:21,294 INFO [main] - Parsed information

2014-08-04 15:21:21,294 INFO [main] - OrgName: CISCO

2014-08-04 15:21:21,294 INFO [main] - OrgUnit: TAC

2014-08-04 15:21:21,294 INFO [main] - Location: KRAKOW

2014-08-04 15:21:21,294 INFO [main] - Country: PL

2014-08-04 15:21:21,294 INFO [main] - State: MALOPOLSKA

2014-08-04 15:21:21,294 INFO [main] - Hostname: CUCM861

2014-08-04 15:21:21,294 INFO [main] - AlternateHostname: null
2014-08-04 15:21:21,294 INFO [main] - Domain Name:

[
[
[
[
[
[
[
[
[
[
2014-08-04 15:21:21,294 INFO [main] - IPAddress: 10.48.46.29
[
[
[
[
[
[
[
[
[
[

2014-08-04 15:21:21,296 INFO [main] - In parseXML()

2014-08-04 15:21:21,359 INFO [main] - FQDN Name retrived by InetAddress : CUCM861
2014-08-04 15:21:21,360 INFO [main] - CN: CUCM861

2014-08-04 15:21:21,360 INFO [main] - Temp before mod is

2014-08-04 15:21:21,361 INFO [main] - Temp afer mod is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp before mod is

2014-08-04 15:21:21,361 INFO [main] - Temp afer mod is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - OuFields are TAC

2014-08-04 15:21:21,361 DEBUG [main] - Field after encoding: TAC
2014-08-04 15:21:21,361 DEBUG [main] - Field after encoding: CISCO
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: KRAKOW
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: MALOPOLSKA
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: PL

2014-08-04 15:21:21,366 INFO [main] - OU field is :TAC

2014-08-04 15:21:21,366 INFO [main] - SubjectDN

CN=CUCM861, OU=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

2014-08-04 15:21:21,366 INFO [main] - IN -- CertMgr.java - getCertMgrObj(unit) - tomcat-trust
2014-08-04 15:21:21,386 INFO [main] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager.TomcatCertMgr@l62dbb6

2014-08-04 15:21:21,386 INFO [main] - Dummy loadProperties

2014-08-04 15:21:21,386 INFO [main] - IN -- CertMgr.java - doOp(info) -

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMgr.java - importCert (info) -
decode: true

op: import

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log
resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs
srcCert: /usr/local/platform/upload/certs/tomcat.pem

type: trust-certs

rootCACert: Dummy Root cert

trustDir: /usr/local/platform/.security/tomcat/trust-certs
DNAME : CN=CUCM861, 0U=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

description:Signed Certificate
isDBInsert:true

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMgr.java - loadInputCert (info) -
2014-08-04 15:21:22,246 DEBUG [main] - Loading RSA providers explicitly...
2014-08-04 15:21:25,159 DEBUG [main] - RSA providers are loaded explicitly...
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.l=JsafedJCE
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.2=RsaJsse
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.3=BC

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.4=SUN
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.5=SunRsaSign
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.6=SunJSSE
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.7=SunJCE
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.8=SunJGSS
2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.9=SunSASL
2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.l0=XMLDSig



2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.l1=SunPCSC

2014-08-04 15:21:25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificates(..) -
2014-08-04 15:21:25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-04 15:21:25,772 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-04 15:21:25,772 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificates -
2014-08-04 15:21:25,772 INFO [main] - OUT -- DefaultCertMgr.java - loadInputCert - Successfully

loaded input cert

2014-08-04 15:21:25,772 DEBUG [main] - Checking validity of cert

2014-08-04 15:21:25,772 INFO [main] - Verifying certificate

L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O0=Cisco Systems,C=PL

2014-08-04 15:21:25,772 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,773 DEBUG [main] - Truncating CN 'CUCM9X,QU=TAC,O0=Cisco Systems,C=PL' ->
'CUCMOIX"

2014-08-04 15:21:25,773 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21:25,773 INFO [main] - trying to load cert from trust store
::/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem

2014-08-04 15:21:25,773 INFO [main] - cert not available in trust store

: :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco Systems,C=PL

2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - importTrustCert(info, cert) -
2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - saveToTrustStore(info, cert) -
2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - saveTrustCert (cert, targetDir,
certType) -

2014-08-04 15:21:25,773 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -

2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,773 DEBUG [main] - Truncating CN 'CUCM9X,QU=TAC,0O=Cisco Systems,C=PL' ->
'CUCMOIX!

2014-08-04 15:21:25,773 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21:25,773 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,774 DEBUG [main] - Truncating CN 'CUCM9X,0U=TAC,0=Cisco Systems,C=PL' ->
'CUCMOIX!

2014-08-04 15:21:25,774 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,774 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

## cert will be stored in filesystem with below filename (which is CN retrieved from
certificate)

2014-08-04 15:21:25,774 DEBUG [main] - target filename for imported cert: 'CUCM9X.pem'
2014-08-04 15:21:25,774 DEBUG [main] - existing certificate with same filename not found.
2014-08-04 15:21:25,774 DEBUG [main] - Saving PEM encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem'

2014-08-04 15:21:25,776 INFO [main] - IN -- CryptoUtil.java - saveAsPEM(..) - File
/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem
2014-08-04 15:21:25,796 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-04 15:21:25,796 DEBUG [main] - Saving DER encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.der"
2014-08-04 15:21:25,797 INFO [main] - OUT -- DefaultCertMgr.java - saveTrustCert -

## saving it to key store

2014-08-04 15:21:25,797 INFO [main] - IN -- TomcatCertMgr.java - saveToKeyStore(..) -
2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - saveToKeyStore (keystoreFile,
keystorePass, x509Certificate, alias) -

2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - loadKeyStore (keystoreFile,
keystorePass) -

2014-08-04 15:21:25,981 INFO [main] - OUT -- RSACryptoEngine.java - loadKeyStore -

2014-08-04 15:21:25,981 INFO [main] - Size of the keystore before import is : 3



2014-08-04 15:21:25,982 INFO [main] - Importing certificate : CUCM9X

2014-08-04 15:21:26,023 INFO [main] - Size of the keystore after import is : 4

2014-08-04 15:21:26,023 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -
2014-08-04 15:21:26,023 INFO [main] - OUT -- TomcatCertMgr.java - saveToKeyStore -

2014-08-04 15:21:26,023 DEBUG [main] - TrustCert description filename : 'CUCM9X.description'
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMgr.java - createDescriptionFile (name,
description) -

2014-08-04 15:21:26,024 INFO [main] - description is :Signed Certificate

2014-08-04 15:21:26,024 INFO [main] - OUT -- DefaultCertMgr.java - createDescriptionFile -
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-04 15:21:26,024 DEBUG [main] - setOwnershipAndPermissions : CUCM9X.description
2014-08-04 15:21:26,025 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:26,025 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,025 DEBUG [main] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description

2014-08-04 15:21:26,049 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,049 DEBUG [main] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'
2014-08-04 15:21:26,049 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,049 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp ccmbase
/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description
2014-08-04 15:21:26,064 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,065 DEBUG [main] - Changing mode of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:26,065 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,065 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod 755
/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description

2014-08-04 15:21:26,068 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMgr.java - saveToTrustStore -

## certificate will be stored in trust-certs directory

2014-08-04 15:21:26,069 INFO [main] - trustdir ::/usr/local/platform/.security/tomcat/trust-
certs

2014-08-04 15:21:26,069 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,069 DEBUG [main] - Executing command from Util.sysExec : python
/usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-04 15:21:26,449 INFO [main] - OUT -- Util.java - sysExec -

## setting necessary permissions

2014-08-04 15:21:26,449 INFO [main] - IN -- DefaultCertMgr.java -
setOwnershipAndPermissions(file) -

2014-08-04 15:21:26,449 DEBUG [main] - setOwnershipAndPermissions : trust-certs
2014-08-04 15:21:26,449 DEBUG [main] - Changing ownership of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,449 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,449 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,460 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,460 DEBUG [main] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,460 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,460 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,471 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,472 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,472 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,472 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755
/usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,478 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,478 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -



2014-08-04 15:21:26,478
certFilePemLocation) -

2014-08-04
2014-08-04
2014-08-04
2014-08-04
2014-08-04

15:21:
15:21:
15:21:
15:21:

:21:

26,480
26,480
26,480
26,482
26,483

INFO

INFO
INFO
INFO
INFO
INFO

IN -- CertUtil.java - populateCertInfo(cert, opInfo,

IN -- CertUtil.java - getHostName(..) -

OUT -- CertUtil.java - getHostName - CUCM861
IN -- CryptoUtil.java - saveAsPEM(..) -

OUT -- CryptoUtil.java - saveAsPEM -

OUT -- CertUtil.java - populateCertInfo -

C. ﬂ%E#ﬁE)‘C‘I‘F%%‘F ﬂ%iﬁﬁﬁ)\&ﬁ)ﬁo it H CM API HU1T,

2014-08-04 15:21:26,484 INFO
insertCertificateInDB (certFiletoStore,
2014-08-04 15:21:26,485 INFO

[main]

[main]

IN -- CertDBAction.java -
info) -

## certificate has been identified as tomcat-trust one

DBParameters

PKID :null

CN :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL

serialNo
hostName
issuerName

Certificate
IPV4Address
IPV6Address

TimeToLive

:7a40£8743a793b44£fe802b5f3eleb6f36
:CUCM861

:L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL
:Not Printing huge Certificate String..

:10.48.46.29

:NULL

UNIT :tomcat-trust

TYPE :trust-certs

ROLE :null

RoleMoniker

:null

RoleEnum :null
SERVICE :null

ServiceMoniker
ServiceEnum

:0

:null

2014-08-04 15:21:26,485 INFO

:com.cisco.ccm.certmgmt.db.CertDBImpl

[main]

2014-08-04 15:21:26,697 DEBUG [main]
HashCode:896033

database

2014-08-04
allowed is
2014-08-04
2014-08-04
2014-08-04
2014-08-04

<com.informix.

2014-08-04

<com.informix.

2014-08-04
2014-08-04

15:21:

100
15:21

- DB - Certifciate Store Plugin Handler is

Connection Initialized to localnode. Connection

--Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:26,697 DEBUG [main]
usePooling[true] connectToLocalDB[true]
2014-08-04 15:21:26,712 DEBUG
2014-08-04 15:21:26,712
2014-08-04 15:21:26,714
<database, jdbcurl2>

2014-08-04 15:21:26,715
2014-08-04 15:21:26,719

26,720

126,720
15:21:
15:21:
15:21:
jdbc.IfxSgliConnect@135da43> to connection list

26,720
26,720
27,411

DEBUG
DEBUG

DEBUG
DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG

[main]
[main]
[main]

[main]
[main]

[main]

[main]
[main]
[main]
[main]

15:21:27,411 DEBUG [main]

15:21:27,411 DEBUG [main]
15:21:27,418 DEBUG [main]
usePooling[true] connectToLocalDB[true]
2014-08-04 15:21:27,422 DEBUG [main]
2014-08-04 15:21:27,423 DEBUG [main]

getConn:

_target[0]connectToPubByDefault[false]

Try to get a connection from pool
getting local connection from Pool
Getting connection from connection pool entry

There are currently 0 connection pool entries
Checking if connection limit has been reached for

Connecting to publisher so max number of connections
Number of connections in use is 0

There is currently 1 connection pool entry

Number of available connections in pool: 0

Adding connection

Marking connection

jdbc.IfxSgliConnect@135dad3> as used

Got connection from pool
getConn:

_target[0]connectToPubByDefault[false]

Closing the resultset.
Closing the connection. Connection HashCode:896033



Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:27,423 DEBUG [main] - Attempting to close connection

2014-08-04 15:21:27,423 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-04 15:21:27,423 DEBUG [main] - removeConnectionFromConnectionList ()
2014-08-04 15:21:27,447 DEBUG [main] - Removing connection

<com.informix.jdbc.IfxSgliConnect@l135dad43> from connection list

2014-08-04 15:21:27,452 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@135da43> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-04 15:21:27,453 INFO [main] - Connection/Statement/Resultset is closed properly.

## service is checking current enums for TYPETRUSTROLEMAP (for tomcat-trust it is

## ROLE_APPLICATION_ SERVER=7) and TYPESERVICEROLEMAP (for tomcat-trust it will be

## tomcat-trust=6)

2014-08-04 15:21:27,453 INFO [main] - TYPETRUSTROLEMAP ::{TRUST_ ROLE_DATA_ SERVICE=24,
TRUST_ROLE_PROVISIONING_SERVICE=23, TRUST_ROLE_SERVICEABILITY=27,
TRUST_ROLES_CALLMANAGER_TFTP=2, PHONE_TRUST_ROLES_FIREWALL=6, ROLE_APPLICATION_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SIGNALING_CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE_NETWORK_ELEMENT=25, TRUST_ROLES_SRST=5,
ROLE_CERTIFICATE_AUTHORITY=20, TRUST ROLE_VPN=26, TRUST_ROLES_CAPF=4, TRUST_ROLES_TFTP=3,
ROLE_AUTHENTICATION_AUTHORIZATION=21}

2014-08-04 15:21:27,453 INFO [main] - TYPESERVICEROLEMAP ::{Phone-VPN-trust=2, CallManager=3,
Phone-CTL-trust=15, tomcat-trust=6, TVS=11l, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
tomcat=5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, CallManager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-04 15:21:27,453 INFO [main] - unitRoleMap ::{Phone-VPN-trust=[TRUST_ROLE_VPN],
CallManager=[TRUST_ROLES_CALLMANAGER_TFTP, TRUST_ROLES_SAST], Phone-CTL-
trust=[ROLE_APPLICATION_SERVER], tomcat-trust=[ROLE_APPLICATION_SERVER],
TVS=[ROLE_AUTHENTICATION_AUTHORIZATION], ipsec-trust=[], Phone-trust=[ROLE_APPLICATION_SERVER],
Phone-SAST-trust=[TRUST_ROLES_SAST, TRUST_ROLES_TFTP], tomcat=[ROLE_APPLICATION_SERVER],
userlicensing-trust=[], CAPF=[TRUST_ROLES_CAPF], ipsec=[ROLE_APPLICATION_SERVER], CAPF-trust=[],
CallManager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-04 15:21:27,453 INFO [main] - commonTrustStoreMap ::{}

2014-08-04 15:21:27,456 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:7962652 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:27,456 INFO [main] - IN -- CertDBImpl.java - insertCertificate(certInfo, con) -
2014-08-04 15:21:27,456 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,456 DEBUG [main] - Try to get a connection from pool

2014-08-04 15:21:27,456 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-04 15:21:27,456 DEBUG [main] - There is currently 1 connection pool entry

2014-08-04 15:21:27,456 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@135dad43> to connection list
2014-08-04 15:21:27,456 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@l135dad43> as used

2014-08-04 15:21:27,457 DEBUG [main] - Got connection from pool

2014-08-04 15:21:27,459 INFO [main] - IN -- CertDBImpl.java -
populateRoleEnumServiceEnum(certInfo) -

2014-08-04 15:21:27,459 INFO [main] - UNIT ::: tomcat-trust

2014-08-04 15:21:27,459 INFO [main] - role ::: [ROLE_APPLICATION_SERVER]

2014-08-04 15:21:27,459 INFO [main] - roleEnum ::: [7]

2014-08-04 15:21:27,459 INFO [main] - service ::: null

2014-08-04 15:21:27,459 INFO [main] - serviceEnum ::: 6

2014-08-04 15:21:27,459 INFO [main] - OUT -- CertDBImpl.java - populateRoleEnumServiceEnum -
2014-08-04 15:21:27,489 INFO [main] - IN -- CertDBUtil.java - getProcessNodeId(con, hostName,

ipAddress, fgdn) -

2014-08-04 15:21:27,489 INFO [main] - getProcessNodeId Query :SELECT PKID,NAME FROM PROCESSNODE
WHERE UPPER (NAME) =UPPER ("CUCM861") OR UPPER (NAME)=UPPER("10.48.46.29") OR

UPPER (NAME) =UPPER ( "CUCM861")

2014-08-04 15:21:27,489 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,497 INFO [main] - ProcessNodeId:13f4b0d9-0bae-429%9a-a86e-625336a35bbb
2014-08-04 15:21:27,498 DEBUG [main] - Closing the resultset.



2014-08-04 15:21:27,498 INFO [main] - Connection/Statement/Resultset is closed properly.

2014-08-04 15:21:27,498 INFO [main] - OUT -- CertDBUtil.java - getProcessNodeId -

2014-08-04 15:21:27,498 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,
serverName, con) -

2014-08-04 15:21:27,498 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,
CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "a9Ww/WeDmBnnHHncUCgOGCz409g="

2014-08-04 15:21:27,498 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]
2014-08-04 15:21:27,522 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,539 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,539 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-04 15:21:27,539 DEBUG [main] - INSERT FLAG :: isCertUpdate=false :: doNothing=false

## you can see an insert query that is used to upload the certificate into the CERTIFICATE
## table

2014-08-04 15:21:27,543 DEBUG [main] - INSERT/UPDATE Query of CERTIFICATE : INSERT INTO
CERTIFICATE VALUES ("4152b36b-002e-68ac-711d-

c373£a940779", "CUCM861", "L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco
Systems, C=PL", "L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco

Systems,C=PL", "7a40£8743a793b44fe802b5f3ele6f36","--——- BEGIN CERTIFICATE-----
MIIDtTCCAp2gAwWIBAgIQekD4dDp500T+gCt fPh5VvNjANBgkghkiGI9wOBAQsFADBg
MQswCQYDVQQGEwWIQTDEWMBQGAIUEChMNQ21zY28gU31zdGVtczEMMAOGA1UECXMD
VEFDMQ8wDQYDVQQDEwWZDVUNNOVgxEzZARBgNVBAGTCk1hbG9wb2xza2 ExDzANBgNV
BACTBktyYWtvdzAeFwOXNDA4MDQxMzE5MDdaFw0xOTA4MDMXMzESMDZaMGoxCzAJ
BgNVBAYTA1BMMRYWFAYDVQQKEwW1DaXNjbyBTeXN0ZW1zMQwwCgYDVQQLEWNUQUMX
DzANBgNVBAMTBKNVQOO05WDETMBEGA1UECBMKTWF sb3BVvbHNr YTEPMAOGA1UEBXMG
S3Jha293MIIBIjANBgkghkiGIWOBAQEFAAOCAQS8AMI IBCgKCAQEAY0IoIzjyDpaC
/gGMTwsJUaoyvAdxwRhAUvsro71gr+rON+HQAPZBFATWIQLOUV+CcAVCTKEXs14QJ
I16vxXcMWBQwF6S10IWAEIDyhY2ZkuRiLX0024eRnf30FePH9j15eVVUw14CKavs3
xa9ygbyaYado7PE6QypKISDIKmM2IHQ6]j1HX26ZXLKLIJIJmHhFK5cnFbo+7UUzdtiE
u3+XBQtnTQsS/bM70VbecsygYuaQddrT5Zrzo9QEjx4BuM62929 jmEcgmI /0Q504s
aS+dEjx9u+g9rmrNuvzZ0pgtsHHU3TI1jePZCnKm5JE40iClgI2zUwTecvkYk+MSZ0
XeXyN2WrkQIDAQABolcwVTALBgNVHQ8EBAMCArwwJwYDVRO1BCAWHgYIKwYBBQUH
AWEGCCsGAQUFBWMCBggrBgEFBQcDBTAABONVHQ4EFgQUt6d1JJI8 fTevcRHXEQKGY
fYV3SPswDQYJIKoZIhvcNAQELBQADGgERALAYjn5CWQHMA+Eg9C6QUYLGKNN7Lshy
10SSE7Nn5RsIB4PQ9cD8Wv17bzRYp70yFoQl1B+Z8U4FgSCWKbGAGAUbMyb/ 6 rXLW
uUyCrXhy48XrMDVJI3CgMHXhR5tjY9Snl1ziXdJed AwvBRAZzIA4Qr IANuE6pUSLrrh
915dRYVvrXpIXgeQJd2pGU+gol2CSaySSPTeFhNDh8U2yjw/ tg8H1AMNnvOVW+TY+9U
B6TCO04iElmwuOr9tJ6+LyZI7emRmNkv50n5PZcK4RQz5N0efVXAdSHLpwAUW+Q8ED
mt7BbxyyZ15KbaSdAMvkYRbnuwDJyZWMJIPOWE tVemR1RPk2 /yDb9590=

","10.48.46.29","",NULL)

2014-08-04 15:21:27,543 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,766 INFO [main] - IN -- CertDBImpl.java - updateCertificateHashMap (certInfo,
con) -

## hash for this certificate is being updated in teh CERTIFICATEHASMAP

2014-08-04 15:21:27,766 DEBUG [main] - Update query of CERTIFICATEHASHMAP :UPDATE
CERTIFICATEHASHMAP SET HASH = "a9Ww/WeDmBnnHHncUCgOGCz409g=" WHERE FKCERTIFICATE = "4152b36b-
002e-68ac-711d-c373£a940779"

2014-08-04 15:21:27,766 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,771 INFO [main] - OUT -- CertDBImpl.java - updateCertificateHashMap -

## cert is in the DB, but there is still no info about the type of this certificate.

## Corresponding tables: CERTIFICATESERVICECERTIFICATEMAP, CERTIFICATETRUSTROLEMAP and

## CERTIFICATEPROCESSNODEMAP need to be updated with correct info. For each one CM will

## check if you have any entries in the DB with the PKID of certificate you just added. If
## no, proper entry is inserted

2014-08-04 15:21:27,771 INFO [main] - IN -- CertDBImpl.java - insertCertSrvCertMap (certInfo,
con) -
2014-08-04 15:21:27,771 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateServiceMapping (certInfo, serviceEnum, con) -



## checked here

2014-08-04 15:21:27,771 DEBUG [main] - checkExistingTrustCertificateForService Query :SELECT
PKID, FKCERTIFICATE, TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE
FKCERTIFICATE = "4152b36b-002e-68ac-711d-c373fa%940779" AND TKCERTIFICATESERVICE= "6"

2014-08-04 15:21:27,771 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,774 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,774 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,774 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateServiceMapping -

## inserted here

2014-08-04 15:21:27,774 DEBUG [main] - Certificate to be inserted in
CERTIFICATESERVICECERTIFICATEMAP table :tomcat-trust ::PKID :4152b36b-002e-68ac-711d-
c373£a940779 ::tolInsertInCertSrvMap:true

2014-08-04 15:21:27,774 DEBUG [main] - Insert query of CERTIFICATESERVICECERTIFICATEMAP :INSERT
INTO CERTIFICATESERVICECERTIFICATEMAP VALUES (newid(),"4152b36b-002e-68ac-711d-c373£a940779",6)
2014-08-04 15:21:27,775 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,778 DEBUG [main] - CertService mapping entry already exists..

2014-08-04 15:21:27,778 INFO [main] - OUT -- CertDBImpl.java - insertCertSrvCertMap -
2014-08-04 15:21:27,778 INFO [main] - IN -- CertDBImpl.java - insertCertTrustRoleMap (certInfo,
log, con) -

2014-08-04 15:21:27,779 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateRoleMapping (certInfo, roleEnum, con) -

## checked here

2014-08-04 15:21:27,779 DEBUG [main] - checkExistingTrustCertificateForRole Query :SELECT
PKID, FKCERTIFICATE, TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "4152b36b-
002e-68ac-711d-c373fa940779" AND TKTRUSTROLE= "7"

2014-08-04 15:21:27,779 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,781 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,781 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,781 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateRoleMapping -

## inserted here

2014-08-04 15:21:27,781 DEBUG [main] - Certificate to be inserted in CERTIFICATETRUSTROLEMAP
table :tomcat-trust ::PKID :4152b36b-002e-68ac-711d-c373£fa940779 ::tolInsertInCertSrvMap:true
2014-08-04 15:21:27,781 DEBUG [main] - Insert query of CERTIFICATETRUSTROLEMAP :INSERT INTO
CERTIFICATETRUSTROLEMAP VALUES (newid(),"4152b36b-002e-68ac-711d-c373£a940779",7)

2014-08-04 15:21:27,782 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,868 INFO [main] - OUT -- CertDBImpl.java - insertCertTrustRoleMap -
2014-08-04 15:21:27,868 INFO [main] - IN -- CertDBImpl.java - insertCertProcessNodeMap (certInfo,
con) -

2014-08-04 15:21:27,868 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertProcessNodeMapping (certInfo, con) -

## finally checked here

2014-08-04 15:21:27,868 DEBUG [main] - checkExistingCertProcessNodeMapping Query :SELECT
PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE
FKCERTIFICATE="4152b36b-002e-68ac-711d-c373£a940779" AND FKPROCESSNODE="13f4b0d9-0bae-429a-a86e-
625336a35bb6" AND SERVERNAME="CUCM861"

2014-08-04 15:21:27,869 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,872 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,872 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,872 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertProcessNodeMapping -

## and inserted here



2014-08-04 15:21:27,872 DEBUG [main] - Insert query of CERTIFICATEPROCESSNODEMAP :INSERT INTO
CERTIFICATEPROCESSNODEMAP VALUES (newId(),"4152b36b-002e-68ac-711d-c373£a940779", "13f4b0d9-
Obae-429a-a86e-625336a35bb6" , "CUCM861", "10.48.46.29" , "")

2014-08-04 15:21:27,872 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,879 INFO [main] - OUT -- CertDBImpl.java - insertCertProcessNodeMap -
2014-08-04 15:21:27,930 DEBUG [main] - Connection committed for insertCertificate..

2014-08-04 15:21:27,930 DEBUG [main] - Insertion of Certificate in DB is Successful.
2014-08-04 15:21:27,930 INFO [main] - OUT -- CertDBImpl.java - insertCertificate -

2014-08-04 15:21:27,930 DEBUG [main] - Closing the connection. Connection HashCode:7962652 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:27,930 DEBUG [main] - Attempting to close connection

2014-08-04 15:21:27,930 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-04 15:21:27,930 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-04 15:21:27,930 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@l135dad43> from connection list

2014-08-04 15:21:27,931 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@135da43> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-04 15:21:27,931 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,931 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08-04 15:21:27,931 INFO [main] - OUT -- CertDBAction.java - insertCertificateInDB -
2014-08-04 15:21:27,931 INFO [main] - IN -- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-04 15:21:27,931 INFO [main] - IN -- CryptoUtil.java - getCertMonitorXmlParser(..) -
2014-08-04 15:21:27,989 INFO [main] - OUT -- CryptoUtil.java - getCertMonitorXmlParser -
2014-08-04 15:21:27,989 INFO [main] - OUT -- CryptoUtil.java - isOCSPEnabled - false

2014-08-04 15:21:27,990 DEBUG [main] - OCSP is not enabled.

## process of importing the cert to this node is finishing here.

2014-08-04 15:21:27,990 INFO [main] - Successfully imported trusted certificate with Subject
DN:L&#61; Krakow, ST&#61;Malopolska, CN&#61; CUCMI9X, QU&#61; TAC, O&#61;Cisco Systems,C&#61;PL
2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMgr.java - importTrustCert -

Successfully imported trusted certificate with Subject

DN:L&#61; Krakow, ST&#61;Malopolska, CN&#61; CUCMI9X, QU&#61; TAC, O&#61;Cisco Systems,C&#61;PL
2014-08-04 15:21:27,990 INFO [main] - result of import operations is ::Import of trust
certificate is successful

2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMgr.java - importCert -

2014-08-04 15:21:27,990 INFO [main] - IN -- CertMgr.java - logResult (result, desc, resultFile) -
2014-08-04 15:21:27,990 INFO [main] - CertMgmt Operation Result : null

2014-08-04 15:21:27,991 INFO [main] - OUT -- CertMgr.java - logResult -

2014-08-04 15:21:27,991 INFO [main] - OUT -- CertMgr.java - doOp -

2014-08-04 15:21:27,992 INFO [main] - OUT -- CertMgr.java - mainIntenal -
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## notification about the change comes, service is notified about change in CERTIFICATE and
CERTIFICATESERVICECERTIFICATEMAP tables

2014-08-04 15:21:28,003 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:28,016 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

2014-08-04 15:21:28,016 DEBUG [Thread-5] - Updated Data in CERTIFICATE
::<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>I</action><time>14
07158487</time><new><cdrserver>2</cdrserver><cdrtime>1407158486</cdrtime><pkid>4152b36b-002e-
68ac-711d-
c373fa940779</pkid><servername>CUCM861</servername><subjectname>L=Krakow, ST=Malopolska, CN=CUCM9X
,OU=TAC, O=Cisco

Systems, C=PL</subjectname><issuername>L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco

Systems, C=PL</issuername><serialnumber>7a40f8743a793b44fe802b5f3eleb6f36</serialnumber><certifica
te></certificate><ipvi4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NU
LL</timetolive><ifx replcheck>6043699677659004930</ifx_replcheck></new></msg>

2014-08-04 15:21:28,016 DEBUG [Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-
c373fa940779 , ipAddress : 10.48.46.29 , OldSerialNo : , NewSerialNo
7a40£8743a793b44£fe802b5£f3ele6f36



2014-08-04 15:21:28,017 INFO [Thread-5] - OUT - process.

2014-08-04 15:21:28,018 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:28,018 INFO [Thread-5] - Inside CERTIFICATESERVICECERTIFICATEMAP - I option..
2014-08-04 15:21:28,019 DEBUG [Thread-5] - Updated Data in CERTIFICATESERVICECERTIFICATEMAP

: :<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>I</action><time>1407158487</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p
kid>798ff6el-eld6-42e5-a4e6-30d9d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx replcheck>6043699
681953972226</1fx_replcheck></new></msg>

2014-08-04 15:21:28,019 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java - run() -
2014-08-04 15:21:28,021 DEBUG [InsertThread --- 8] - InsertThread --- 8 -- START --

## change is related to the PKID that has been assigned for the new certificate

2014-08-04 15:21:28,021 DEBUG [InsertThread --- 8] - DB Value UPDATE: 4152b36b-002e-68ac-711d-
c373£a940779

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-¢c373£fa940779

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Connection Initialized to localnode.
Connection HashCode:14186201 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Try to get a connection from pool
2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - getting local connection from Pool
2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Checking if connection limit has been
reached for database

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Connecting to publisher so max number of
connections allowed is 100

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Number of connections in use is 0
2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Number of available connections in pool: 0
2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Adding connection
<com.informix.jdbc.IfxSgliConnect@162db76> to connection list

2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Marking connection
<com.informix.jdbc.IfxSgliConnect@162db76> as used

2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Got connection from pool

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Closing the resultset.

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Closing the connection. Connection
HashCode:14186201 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Attempting to close connection
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - removeConnectionFromConnectionList ()
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Removing connection
<com.informix.jdbc.IfxSgliConnect@162db76> from connection list

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Connection

<com.informix.jdbc.IfxSgliConnect@162db76> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - Connection/Statement/Resultset is closed
properly.

2014-08-04 15:21:28,082 DEBUG [InsertThread --- 8] - Connection released from
CertDBImpl.getCertificate method.

2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - OUT -- CertDBImpl.java - getCertificate -

2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - IN -- CertDBImpl.java -



getCertUnitByPkid(pkid) -

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Connection Initialized to localnode.
Connection HashCode:20337133 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Select Query to getCertUnitByPkid :SELECT

A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="4152b36b-
002e-68ac-711d-c373£a9%940779" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Try to get a connection from pool
2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - getting local connection from Pool
2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Adding connection
<com.informix.jdbc.IfxSgliConnect@162db76> to connection list

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Marking connection
<com.informix.jdbc.IfxSgliConnect@162db76> as used

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Got connection from pool

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Closing the resultset.

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Closing the connection. Connection
HashCode:20337133 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Attempting to close connection
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - removeConnectionFromConnectionList ()
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Removing connection
<com.informix.jdbc.IfxSgliConnect@162db76> from connection list

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Connection

<com.informix.jdbc.IfxSgliConnect@162db76> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:28,085 INFO [InsertThread --- 8] - Connection/Statement/Resultset is closed
properly.
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Resultset released from

CertDBImpl.getCertUnitByPkid method.

2014-08-04 15:21:28,085 INFO [InsertThread --- 8] - OUT -- CertDBImpl.java - getCertUnitByPkid -
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - UNIT : tomcat-trust

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - CurrentIPAddress : 10.48.46.29

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - RemoteIPAddress : 10.48.46.29

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - 0OldSerialNo

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - NewSerialNo
:7a40£8743a793b44£fe802b5f3elebf36

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertUtil.java -

getListFromComaSeperatedStr -

## tomcat-trust is in scope of certCN for import but since it is already on the file
## system the service will nothing with that one.

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - tomcat-trust --- is included unit for CN
2014-08-04 15:21:28,086 DEBUG [InsertThread --- 8] - Change notification not require on same
node except tomcat cert.

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - tomcat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertKeystoreHandler.java -
updateIntoKeystore -

2014-08-04 15:21:28,086 DEBUG [InsertThread --- 8] - InsertThread --- 8 -- END --

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertKeystoreHandler.java - run -
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## service is notified about the change in DB. Notifications are related to two tables:
2014-08-04 15:21:29,298 INFO [Thread-5] - IN - process. changeData &colon;
2014-08-04 15:21:29,299 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

## CERTIFICATE one ...

2014-08-04 15:21:29,299 DEBUG [Thread-5] - Updated Data in CERTIFICATE

: :<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>I</action><time>14
07158488</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><pkid>4152b36b-002e-
68ac-711d-
c373£fa940779</pkid><servername>CUCM861</servername><subjectname>L=Krakow, ST=Malopolska, CN=CUCM9IX
,OU=TAC, 0=Cisco

Systems, C=PL</subjectname><issuername>L=Krakow, ST=Malopolska, CN=CUCM9X, QU=TAC, O=Cisco

Systems, C=PL</issuername><serialnumber>7a40£f8743a793bd44fe802b5f3eleb6f36</serialnumber><certifica
te></certificate><ipvi4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NU
LL</timetolive><ifx_replcheck>6043699677659004930</ifx_replcheck></new></msg>

2014-08-04 15:21:29,299 DEBUG [Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-

c373fa940779 , ipAddress : 10.48.46.29 , OldSerialNo : , NewSerialNo
7a40£8743a793b44£fe802b5f3eleb6£36

2014-08-04 15:21:29,299 INFO [Thread-5] - OUT - process.

2014-08-04 15:21:29,299 INFO [InsertThread --- 35] - IN -- CertKeystoreHandler.java - run() -
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - InsertThread --- 35 -- START --
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - DB Value UPDATE: 4152b36b-002e-68ac-711d-
c373£a940779

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-¢c373£fa940779

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Connection Initialized to localnode.
Connection HashCode:30607587 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - getting local connection from Pool
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Checking if connection limit has been
reached for database

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Connecting to subscriber so max number of
connections allowed is 100

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Number of connections in use is 0
2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Number of available connections in pool: 0
2014-08-04 15:21:29,315 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:29,316 INFO [Thread-5] - Inside CERTIFICATESERVICECERTIFICATEMAP - I option..

## ... and CERTIFICATESERVICECERTIFICATEMAP

2014-08-04 15:21:29,316 DEBUG [Thread-5] - Updated Data in CERTIFICATESERVICECERTIFICATEMAP

: :<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>I</action><time>1407158489</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p
kid>798ff6el-eld6-42e5-a4e6-30d9d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx replcheck>6043699
681953972226</ifx_replcheck></new></msg>

2014-08-04 15:21:29,354 DEBUG [InsertThread --- 35] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:29,355 DEBUG [InsertThread --- 35] - Marking connection



<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:29,355 DEBUG [InsertThread --- 35] - Got connection from pool

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Closing the resultset.

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Closing the connection. Connection
HashCode:30607587 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Attempting to close connection
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - removeConnectionFromConnectionList ()
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Connection

<com.informix.jdbc.IfxSgliConnect@lec9f34> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - Connection/Statement/Resultset is closed
properly.

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Connection released from
CertDBImpl.getCertificate method.

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - OUT -- CertDBImpl.java - getCertificate -
2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - IN -- CertDBImpl.java -
getCertUnitByPkid (pkid) -

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Connection Initialized to localnode.
Connection HashCode:29897942 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Select Query to getCertUnitByPkid :SELECT

A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="4152b36b-
002e-68ac-711d-c373£a9%940779" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - getting local connection from Pool
2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Got connection from pool

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Closing the resultset.

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Closing the connection. Connection
HashCode:29897942 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Attempting to close connection
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - removeConnectionFromConnectionList ()
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Connection

<com.informix.jdbc.IfxSgliConnect@lec9f34> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:29,369 INFO [InsertThread --- 35] - Connection/Statement/Resultset is closed
properly.
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Resultset released from
CertDBImpl.getCertUnitByPkid method.
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - OUT -- CertDBImpl.java - getCertUnitByPkid
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - UNIT : tomcat-trust
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - CurrentIPAddress : 10.48.46.30
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - RemoteIPAddress : 10.48.46.29
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - 0OldSerialNo

[

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - NewSerialNo



:7a40£8743a793b44fe802b5f3elebf36

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - OUT -- CertUtil.java -
getListFromComaSeperatedStr -

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - tomcat-trust --- is included unit for CN
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- CertUtil.java -
loadCertFromString (cert) -

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- CertUtil.java - loadCertFromString -

## Info about the certificate has been received. CertCN will try to delete old
## tomcat-trust for this node (if any) and import it

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - IN -- CertDBUtil.java -
checkDeleteAndImport (unit, dbCert) -
2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - DB CertInfo.--

SN:162503161730851213217569888696899890998--
SubjectDN:L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems,C=PL--GetNotBefore:Mon Aug 04
15:19:07 CEST 2014--GetNotAfter:Sat Aug 03 15:19:06 CEST 2019

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - loading certificate element named [tomcat-
trust]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - looking for first [trust-certs] in

[product-cpi]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - loaded element [tomcat-trust]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - determining cert dir for [tomcat-trust]
2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - looking for first [dir] in [tomcat-trust]
2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign_ Class_3_Secure_Server_CA_-
_G3.description] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.pem]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.der]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/7e0370£f0.0] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/dlOaacffb.0] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/101£f99a6.0] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -



[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem] match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861s.pem]
2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
loadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
loadCertificate -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
loadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
loadCertificate -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35]
loadCertificate(..) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
loadCertificate -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
importTrustCertInFileSystem.. unit tomcat-trust
2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
populateOpInfo (operation, unit, type, fileLocation,
2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
trust]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
cpi] with type [trust-certs]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35]
[/usr/local/platform/conf/cert-conf.xml]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
[product-cpi]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
[/usr/local/platform/.security/tomcat/keys]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
[/usr/local/platform/.security/tomcat/keys]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
cpi] with type [trust-certs]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35]
[/usr/local/platform/conf/cert-conf.xml]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
[product-cpi]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
[/usr/local/platform/.security/tomcat/trust-certs]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
[/usr/local/platform/.security/tomcat/trust-certs]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35]
tomcat-trust

2014-08-04 15:21:29,379 INFO [InsertThread --- 35]

com.cisco.cpi.certMgmt.