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https://msdn.microsoft.com/en-us/library/ms755466%28v=vs.85%29.aspx

ST AR FNEANRE

EBETEN. EFBZE , FBEABHIER,

From SSH CLI

admi n: show cert own Cal | Manager

Si gnat ureAl gorithm SHAIw t hRSA (1.2.840.113549.1.1.5)

I ssuer Name: CN=CUCMA, QOU=ci sco, O=cisco, L=cisco, ST=cisco, C=IN
Subj ect Nanme: CN=CUCMA, OU=ci sco, O=cisco, L=cisco, ST=cisco, C=IN

EFRENE , FSHEE ZFCUCMLEERFHNA

SW AR TRERESBR(CSR)
CUCM 9.1(2)
E4ERKCSR , ESMZEOS Admin > Security > Certificate Management > Generate CSR

EUEBEBFBRP , NTFhdRkAikECallManagerit i,

Generate Certificate Signing Request

~Status

'IE Warning: Generating a new CSR will overwrite the existing CSR

—Generate Certificate Signing Request
Certificate Name®  CallManager -

- | Generate CSR Close

ETHCSR , E$MZE0S Admin > Security > Certificate Management > Download CSR
FEEBEBWHFZEF , NTH SR EZECallManagerit i,



http://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cucm/install/8_6_1/ipchange/ipchg861.html#wp42589

Download Certificate Signing Request

[_ﬂ Download CSR g Close

—Status

'5 Certificate names not listed below do not have a corresponding CSR

Certificate Name®  CallManager -

I
|
| —Download Certificate Signing Request
I

- o] [ cose ]

CUCM 10.5(2)

B4 CSR, &5 #E/OS Admin > Security > Certificate Management > Generate CSR

1 BB ZRHR , NTRFIFRPEZECallManager,

2EBHEKEFBRP MNTHIIFRPIERE1024,
3.7EHash Algorithm=F & , N\ THIFI&R FEFESHAT,



enerate Certificate Signing Request

=Status

!5 warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request
Distribution * CUCM10 N
Common Name* CUCM10

Subject Alternate Names (SANs)
Parent Domain

Key Length®

Hash Algorithm*

= [

ETHCSR, ESMZE0S Admin > Security > Certificate Management > Download CSR

FEAEPBEWFBRA , NT %X Fi%EFECallManageri: i .

Download Certificate Signing Request
2 | Download CSR @ Close

— Status

'5 Certificate names not listed below do not have a corresponding CSR

—Download Certificate Signing Request

Certificate Purpose® CallManager

3% : CallManager CSRfE 10241 Rivest-Shamir-Addleman(RSA) %48 4 X

$B4. 1 FMicrosoft Windows 2003iF H M & Hl#I%EECSR
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2% Certification Authority

File  Action Miew Help

&= | AHEFHNE 2> =

@ iZertification Authority (Local) | Mame
El@ A _Arevoked Certificates
-1 Revoked Certificates (_1Issued Certificates
-] Issued Certificates (CdPending Requests
- (1 Pending Requests _IFailed Requests
‘[ Failed Requests
Open Request File EE3
Loak ir: @' Desktop j
E My Daocuments
- a My Compuker
by Recent "Q My Mebwork, Places
Documents %) Security ConFiguration Wizard
|‘,.‘—
Desktop
. 2] cucm101 . cer
_ ) PhoneCSRL . cer
by Documents =] PhoneCsR car
- |®] SEPZO3a07E2d99f , csr
o8
tdy Computer
File name: CallManager. csr j Open
Files of bype: I.-'-‘-.II Files [7.7] j Lancel
p

AFRBITHAHCSREIE REGFGLEBER XHXP, GRETENCSRHSMEIAI Tasks > Issueld

MEIEB. (EAFCSR(CUCM 9.1(2)FICUCM 10.5(2))



{&8 Certification Authority

File  Ackion Wew Help

e« =  BE DB @

@ Certification Autharity (Local)

[yﬁﬁjcn
.| Revoked Certificates

RequestID | Binary Request lRequestotatustode | Re

Wiew Akkribukes/Extensions. ..
Export Binary Data. ..

al Tasks »|

Refresh

Help

5ETHIES , BER EMRMIEH"H R,

GREEHUEPR , RAELEOpen(FTFF) &,

12 Certification Authority

File Action Wew Help

&= BEl@HE @

@ Cerkification Autharity (Local)

=03 ca

6 RERIEFHMAEE. ETHIED , BERFHAER LR~ , REATEHIANXH......

| Fequester Mame | Binarw Cerk

| Request ID
B3 [ CISZO-FeIPZUL,,, ----- BEGIM
B CISZOo-FeIPZUL,.,  ----- BEGIM
E=lq CISCO-FelP2UU,.,.,  ----- BEGIM
14 CISCO-FelP2Ud,,,  ----- BEGIM

P20, -

all Tasks »

Refresh

Help
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Certificate 7|

s
| =-1 Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remoke computer
*Proves your identity to a remote cormputer
# Allows secure communication on the Inkernet

Issued to: CUCMI0

Issued by: Ch

Yalid from 5/23/2015 bo 5/23/2016

Issuer Statement

Ik

7HEUIERSHES EOF |, #ifBase-64 encoded X.509(.CER)# & 1%41,



@3 Certification Authority (Local) | Request I | Requester Name | Binary Certificate | Certificate Template | Serial Mumber | Cettificate Effective Date | Certificate Expira

E"@ CA = CTRCO-FRIPZINL. . - FFCTH CERTLL., 197ad7e0000,,,  5f14/2015 9:51 AM S/14/2016 10:01
GeneraICertiFication Path I Export File Format
Certificates can be exported in & wariety of File Formats.
Show: |<AII:> j
Field | Yalue | = Select the Format you want to use:
E Version W3
[l serial number 3a 73 F1 b 00 00 00 00 00 OF £ _DER encoded binary 1,509 (. CER
ESignature algorithm shalRSA M
Elssuer CA, CA e : . N
E\ialid Eram Saturday, May 23, 2015 10:0... " Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)
E\ialid ko Mondary, May 23, 2016 10:15:... I™ Include allicertificates in the certification path i possible
ESUbiECt CUCM1A, cisco, cisca, Csco, d.. " Bersonal Information Exchange - PKES #12 (PR
[Elrublic key RS# (1024 Bits) =l

I™ Include allicertificates in the certification path i possible

I™ Enable strong protection (requires IE 5.0, MT 4.0 584 ar shove)

™ Delete the private key if the export is successful

< Back I Mext = I Cancel

Edit Propetties., ., | I Copy ko File, .. I
o0 |

8. WA X, L RBIEACUCM1052.cerig=\,

Certificate Export Wizard

File to Export
Specify the name of the File wou wank to export

File name:
C:\Documents and Settings\Administrator Deskbopl CUCM 1052, ced Browse. ..

X FCUCM 9.1(2) , EEEHERHI SR,
S5 NCATREUBIE

I BRI EO

ETHRCA

1. AREGCARN , ARE T BM &,
2EEMTABH , BHEFILEH",
BEER'EBOH , BEFAERETF,
4.5 EHBINE.....



{& Certification Authority

File  Action Wiew Help
> OB F0EIR .
] |
. Al Tasks 3 2 Certificate Managers Bestictions I Auditing | Security PR CertiFication Path I
| - Palicy Module | E =it Module I Extensions | Storage .
: Wiew 3 3
= — _ show: [<al> [
L Refresh r— Certification autharity [Ca)
Expart List, .. Mame: Ciy Field | value "
LA certificates: E\fersion V3
Cettificats HO ESerial number 175b9c3ecfSase9f 44 70 ...
=il s B Esignature algorithm shalR5A
EIssuer A, CA |
E\falid from Thursday, May 14, 2015 9:39:,..
1. Right Click on CA Evald ta Thursday, May 14, 2020 %:48:...
and click on Elsubject ca, CA
. [Elrublic key RS (1024 Bits) =l
Properties
2. In General TAB
: . Wiew Certificat
click on View E—'ew AL I
Certificate S
. r— Cryptographic settings
3.In certificate CSF: Microgoft Enhanced Croptographic Provider 1.0
window click on — "y
. azh algorith: P
Details Tab 4
4.Click on Copy to Edit Properties. .. | Copy toFile...
File.

$B6 [N CAIRIEF 1% 73 CallManager{S £

E FECARIES , 1% FXEIOS Admin > Security > Certificate Management > Upload
Certificate/Certificate Chain

Upload Certificate /Certificate chain

E% Upload File g Close

—Upload Certificate/ Certificate chain

Certificate Name* CallManager-trust h

Description

pload File CAROOT.cer

—| Upload File | | Close |

% : £CUCM(CUCM 9.1(2)FICUCM 10.5(2)) L #47 A T 2

$B|7 FHCAZH CallManager CSRIE+ L& 7 CallManageriE 3.



E F£CAZ# CallManager CSR , & 3&0S Admin > Security > Certificate Management >
Upload Certificate/Certificate Chain

Upload Certificate/Certificate chain
E}gl Upload File g Close

— Status

® Status: Ready

—Upload Certificate/ Certificate chain

Certificate Name* calManager -

Description Self-signed certificate

Upload File CUCMS.cer

—| Upload File | | Close |

S¥® : 7£CUCM(CUCM 9.1(2)FICUCM 10.5(2)) L3 1T LA T 8%

SWe LIMSIPhakR 2 RESH
CUCM 9.1(2)
EQESIPRURRZLEEXH , 55 M ZESystem > Security > SIP Trunk Security Profile.

EFNENFLLSIPHRUREEXHHANEREEMEN. ERAP , EERALESIPREARENH
TLSEMm A FRLSIPFUEENH,



SIP Trunk Security Profile Configuration

B Save x Delete [ Copy %l Reset # Apply Config HI}: Add New

SIP Trunk Security Profile Information

|i Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted -
Incoming Transport T\,-'pe"l TLS -
Outgoing Transport Type TLS -

Enable Digest Authentication

Nonce Validity Time (mins)* 600
X.509 Subject Name CUCM10 This Name should be CN of CUCM 10.5(2)
Incoming Port* 5061

"I Enable Application level authorization
e Accept presence subscription
"] Accept out-of-dialog refer**

(] Accept unsolicited notification

] Accept replaces header

I Transmit security status I

] allow charging header
SIP V.150 Qutbound SDP Offer Filtering® Use Default Filter hd

EX509FBMEZ A , FACUCM 10.5(2) ( CAZRIEH ) WARE(CN) , M TTEARo



— Certificate Settings

Locally Uploaded 23/05/15

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description{friendly name) Certificate Signed by CA

—Certificate File Data

[
Version: V3

Serial Number: 398B1DA&00000000000E
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA
Validity From: Sat May 23 17:50:42 IST 2015
To: Mon May 23 18:00:42 IST 2016
Subject Name:|CN=CUCM10, OU=cisco, O=cisco, L=cisco, ST=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100bcf093aa206190fe76abel3e3bd3ecd45cc8b2afeee86e8393f568e1c9aalc5fdf3f044eebe
f2d999edBac3592220fef3fodcf2d2e7e939a4b26896152ebb250e407cb65d9e04bf71e8c34563378604 12
5c806405160ac42a7133d7d6e44294226b850810fffd001e5bf2b39829b1fb27f126624e5011f151f0ef07C7
eccb734710203010001

Extensions: 6 present

[

CUCM 10.5(2)
S#in ZSystem > Security > SIP Trunk Security Profile,

EFNENFLLSIPHRUREEXHHANEREEMB. EROP , EHLLSIPHUYKEEXH
TLSE®E T HFRESIPHATE N,



SIP Trunk Security Profile Configuration
Q Save x Delete Copy %l Reset  Apply Config cﬂ; Add New

SIP Trunk Security Profile Information

Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted v
Incoming Transport Type* TLS -
Outgoing Transport Type TLS -
| Enable Digest Authentication

Nonce Validity Time (mins)™* 600

X.509 Subject Name CUCMA I This Name should be CN of CUCM 9.1(2)
Incoming Port® 5061 I

"] Enable Application level authorization
(] Accept presence subscription
" Accept out-of-dialog refer**
(] Accept unsolicited notification

] Accept reglaces header
Transmit security status I

1 Allow charging header
SIP V.150 Outbound SDP Offer Filtering* Use Default Filter A

EXS509FHMERHAP , HHCUCM 9.1(2) (CAZRBIFH ) ICN , NRHE R :



File Name CallManager.pem
Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Certificate Signed by CA

-Certificate File Data

[

Version: V3
Serial Number: 120325222815121423728642
SignatureAlgorthm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA
Validity From: Thu May 14 09:51:09 IST 2015
To: Sat May 14 10:01:09 IST 2016
Subject Name:|CN=CUCMA, OU=cisco, O=cisco, L=cisco, 5T=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100916c34c9700ebedfc463671926fa29d5c98896df 27 5fF305f80ee0c7e9dbfee90eT4cdScd44b5b26;
be0207bf5446944aef901eeSc3daefdb2cf4cbcB87 0fbecel1daSce78bc1629702b2f2bbb8ed45deB 3579414 1ee5c53d
ab8a7afS149194cce07b7ddcl01lcede8eddad 7 fd01cce 1 3fe3f1 250203010001

Extensions: & present
[

Extension: ExtKeyUsageSyntax (OID.2.5.29.37)

Critical: false

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

FANSIPHR YR £ B B XA EIFE AR QIRENS061 , EPENERETCPIRO5061 YT #THI A
9ESIP TLSFEAY,

5BRO. B B SIPH 4k
PELZLEENHE , SIESIPHY | HESIPHFH4 EFERUTERES K,
CUCM 9.1(2)

1. #£SIP Trunk Configuration(SIPFZKELE)E O |, & EESHSRTP Allowed(f2iFSRTP)E
EAE,
X AT EE4R A Tt gt E R SERTE B U(RTP) I R 2. RETEMASIP TLSE |, F AU AR
, BN RN EHDIU(SRTP)WBHAESIPEHEEX R, SIPESSAHATLSEY , BUEM
BEAHFELRESIPESH AH A LUET 2R 25 N SRTPH.



lBSave xDele‘he %F{E&t ._Jl},.AddNe«

rStatus
@ Status: Ready
Device Inf tion
Product: SIP Trunk
Device Protocol: SIE
Trunk Service Type Mone{Default)
Device Name® CUCM10
Description
Device Pool* Default -
Commen Device Configuration < Mone = -
Call Classification® Use System Default hd
Media Resource Group List < Mone = -
Location™® Hub_Meone -
AAR Group < Mone » -
Tunneled Protocal® Nene -
QSIG Variant® Mo Changes -
ASN.1 ROSE OID Encoding® Mo Changes -
Packet Capture Mode® MNone -
Packet Capture Duration o

D Media Termination Paint Required
Retry Video Call as sudio

Path Replacement Support
DTransmit UTF-8 far Calling Party Mame

Transmit UTF-8 Mames in Q5IG APDU

SRTE Allowed - When this flag is checked, Enc
Consider Traffic on This Trunk Secure

ted TLS needs to be configured in the network to provide end to end security, Failure to do so will E(Euse kas and other information, I

When using both sRTP and TLS -
Route Class Signaling Enabled ® Default

hd

2. FSIPHFAEBE OMSIPER RS , AmBEfRkat, Bk ONSIPHAR SR EH,

-SIP Information

Destination

["| Destination Address is an SRV

Destination Address Destination Address IPve Destination Port
1* 10.106.95.200 5061

MTP Preferred Originating Codec*® 711lulaw h

BLF Presence Group*® Standard Presence group [~]

ISIP Trunk Security Profile® Secure SIP Trunk Profile TLS v I

Rerouting Calling Search Space < None > -

Out-Of-Dialog Refer Calling Search Space < None > -

SUBSCRIBE Calling Search Space < MNope > hd

ISIP profile® Standard SIP Profile - I

DTMF Signaling Method * No Preference hd

CUCM 10.5(2)

1. FESIP Trunk Configuration(SIPP4ELB)E O+ , P E ESHSRTP Allowed(f2#FSRTP)&
A
XAYFSRTPATFES LRI, LEEMEMASIP TLSH , FH4FUEFILIE , B HSRTPH #4A
ESIPHEMNEXH R, SIPESHSAATLSARY , RAFEMAEGIEZESIPETH AT ET
FR4RER M NI R £ RTPR,



| s=v= xl}ele‘ne %R&m G Add New

SIP Trunk Status
Service Status: Unknown - OPTIONS Ping not enabled
Duration: Unknown

rDevice Inf tion
Praoduct: SIP Trunk
Device Protocol: SIP
Trunk Service Type MNone{Default)
Device Name® CUCMA

Description

Device Pool*® HQ -
Common Device Configuration < Mone » hd
Call Classification® Use System Default hd
Media Reseurce Group List < Mone = -
Location® Hub_MNone -
AAR Group < Mone * ha
Tunneled Protocol ® Mone il
QSIE Wariant™® Mo Changes -
ASM.1 ROSE OID Encoding® Mo Changes i
Packet Capture Mode® Mane -
Packet Capture Duration 0

l:‘ Media Terminatien Point Required
. Retry Video Call as Audio
Path Replacement Support
DTransmit UTF-8 for Calling Party Name
Transmit UTF-8 Names in Q51G APDU

L Lioaanico 2o

. SRTP Allowed - When this flag is checked, Encrypted TLS needs to be canfigured in the netwark to provide end to end security, Failure to do 50 will expose keys and ather infarmatian,

CunsiaErTra#c on THis Trunk Secure™ when using both sRTP and TLS b

2. ESIPHUAERE NWSIPEEEHS , RMB#HAIPHL. BiRwOMEZSEE X4

-SIP Information

Destination

[ pestination Address is an SRV

Destination Address Destination Address IPve Destination Port
1* 10.106.95.203 5061
MTP Preferred Originating Codec* 711ulaw -
BLF Presence Group™® Standard Presence group hd
SIP Trunk Security Profile* Secure SIP Trunk Profile TLS h
Rerouting Calling Search Space < None > v
Out-0f-Dialog Refer Calling Search Space < None > -
SUBSCRIBE Calling Search Space < None > -
ISIP Profile™® Standard SIP Profile - Igwew Details
DTMF Signaling Method* No Preference -
100/ 2B i

R ENTERESNEHR LUE— M RBEN | ERIEQISIPHRY, & 7] LUE M BB 4A M B 5
&Ko

CUCM 9.1(2)BTLS SIPr 4k E1 8% i 8 X 9898FICUCM 10.5(2)

| Trunks (1-1o0f1) Rows per Page 50 ~

Find Trunks where Device Name ~ begins with ~ Find || Clear Filter || sk || =
Select item or enter search text v

| Name * Desaiption Calling Search Space Device Pool Route Pattern Partition Route Group Priority Trunk Type SIP Trunk Security Profile

& e pet

[ add New || select all |[ clear all |[ Delete Selected || Reset Selected |

SIP Trunk Secure SIP Trunk Profile TLS




CUCM 10.5(2)ITLS SIPH 435 M BICUCM 9.1(2)H9 B & 1018

Trunks (I-1of1) Rows per Page 50 ~

Find Trunks where Device Name ~ begins with = | | _Find Clear Filter || -..P_ o=
Select item or enter search text ~

Calling Search Device Route ; Route : Trunk SIP Trunk

& 1P Trunk Profil

Name Description Eren Pool Pattern Partition s Priority e SIP Trunk Status Buration SIP Trunk Security Profile

F 1 CUCMA HQ sIP Unknown - OPTIONS Ping not ure SIP Trunk Profil
Trunk enabled TLS

Add New Select All || Clear All || Delete Selected || Reset Selected

KriF

SR A HUATHREENRIETE,

TP HERR

SIP TLSIF I A& S F S BT,
ZECUCM L SR ¥z IR

ZRHECUCM 9.1(2)FICUCM 10.5(2) 2 BIKIEHE | {EECUCMBRS 55 L R BB a1 MESIP

TLSH&.

SIP TLS#HEAETCPi% 05061 L& % , #H A sip-tls.
FELUTRHIH , ECUCM 9.1(2) 3 TSSH CLI&E
1.RELWCLIBESRER

WCLIERFLERSIP TLSHRENHH.

adm n: utils network capture host ip 10.106.95.200

Executing comrmand with options:

i nterface=ethO

i p=10. 106. 95. 200

19: 04: 13. 410944 | P CUCVA. 42387 > 10.106.95.200.sip-tls: P 790302485: 790303631(1146) ack
3661485150 wi n 182 <nop, nop, ti nestanp 2864697196 5629758>

19: 04: 13. 450507 | P 10.106.95.200.sip-t1ls > CUCMA 42387: . ack 1146 win 249 <nop, nop, ti nestanp
6072188 2864697196>

19: 04: 13. 465388 I P 10.106.95.200.sip-tls > CUCMA. 42387: P 1:427(426) ack 1146 win 249

<nop, nop, ti mestanp 6072201 2864697196>

2. CLIFER B 324
L CLIRYE EHINAT BIE B H3R H 6 & JypacketsHI X,

adm n: utils network capture eth0 file packets count 100000 size all host ip 10.106.95.200

FECUCM 9.1(2) L BB ISIPH4 |, 3 M H1018(CUCM 9.1(2))FEML 5 H19898(CUCM 10.5(2))

EMCLITHXH , BEITUATHS :

adm n:file get activelog platform/cli/packets.cap



FIR PR A .capE RN TER o AR I {E F Wireshark3] Frpackets.cap X , B 7 LA AR MR 2
RETRIE,

Source Destination Protocol Length lafa.
D€ 106. 9¢ TCP 135 > sip-t

8:46: 3 ip-tls > 33135 Ack=] 48
18:46:11.313706 10.106.95.203 10.106.95.200 TCP 66 33135 > sip-tl (K] Seq 1 Ack =1 Win=5888 Len=0 TSva1_15676167<
18:46:11.333114 10.106.95.203 10.106.95.200 TLSVL 124I£l_ent Hello |
18:46:11.333168 10.106.95.200 10.106.95.203 TCP 66 sip-tls > 33135 [ACK] Seq=1 Ack=59 Win=14592 Len=0 TSval=988679
18:46:11.429700 10.106.95.200 10.106.95.203 TLSV1 1514fEerver Hello
18:46:11.420872 10.106.95.200 10.106.95.203 TLSVL ifi
18:46:11.430111 10.106.95.203 10.106.95. 200 TCP P
18:46:11.430454 10.106.95.203 10.106.95.200 TCP 66 33135 > sip-tls [ACK] Seq=59 Ack=1643 Win=11648 Len=0 TSval=1567
18:46:11.450926 10.106.95.203 10.106.95. 200 TCP 1514 [TCP segment of a reassemb]ed PDU]
18:46:11. 450969 10.106.95.200 10.106.95.203 TCP K k
18:46:11.451030 10.106.95.203 10.106.95. 200 TLSVL
18:46:11.451081 10.106.95.200 10.106.95.203 TCP
18:46:11.461558 10.106.95.200 10.106.95.203 TLSVL
18:46:11.463062 10.106.95.203 10.106.95. 200 TLSVL
18:46:11.502380 10.106.95.200 10.106.95.203 TCP
18:46:11.784432 10.106.95.200 10.106.95.203 TLSVL
18:46:11.824821 10.106.95.203 10.106.95. 200 TCP
18:46:12.187974 10.106.95.200 10.106.95.203 TLSVL
18:46:12.188452 10.106.95.203 10.106.95. 200 TCP
18:46:15. 288860 10.106.95.200 10.106.95.203 TLSVL
18:46:15.289237 10.106.95.203 10.106.95. 200 TCP
18:46:15.402901 10.106.95.203 10.106.95. 200 TLSVL

1. EREFHIMYTCP)E S (SYN) , AFECUCM 9.1(2) ( EF % ) FICUCM 10.5(2) ( BR% 28
) ZIBEMTCPEE,

2. CUCM 9.1(2) KIE & FiwHelloLAZ B TLS& 1%,

3. CUCM 10.5(2) Kz fR5588Hello. AR BEHFIEBFERUBHIEPRBRIRE,

4. BEFIHCUCM 9.1(2) 9 FERRIE 3k M KX K IEF o

5 MESIPETHRNABEL REEITLSSE,
H—SREEERMRT ERNIEH, RS 8Hellofs , BREEECUCM 10.5(2)FF HiFH & % Z % - i
CUCM 9.1(2)

MNo. « Time Source Destination Protocol Length Info
4 2015-05-23 18:46:11.333114 10.106.95.203 10.106.95.200 TLSvL 124 Client Hello

5 2015-05-23 18:46:11.333168 10.106. 95 200 10.106. 95 203 TCP 66 sip-tls > 33135 [ACK] Seq=1 Ack=59 Win=14592 Len=0 TSval=988679
6 2015-05-23 18:46:11.429700 A a0k A S50 TLSvl

7 2015-05-23 18:46:11.429872
8 2015-05-23 18:46:11.430111

«

E Secure Sockets Layer ! i ' B
v Ver: Protocol: Certificate

Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 1560
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1556
certificates Length: 1553
Cert1f1cates (1553 bytes)
gth: 902
Certificate (id-at-commonName=CUCM10,1id-at-organizationalUnitName=cisco,id-at-organizationName=cisco,id-at-localityName=cisco,id-at-state0rProvinceN
= signedCertificate
version: v3 (2)
serialNumber : 0x398b1da600000000000e
o signature (shawithRSAEncryption)
@ issuer: rdnSequence (0)
2 validity
 subject: rdnsequence (0)
@ subjectPublicKeyInfo
= extensions: 6 items

TLSvl
TCP

I TR

fREICUCM 10.5Q) BB F IS MEBEENENARTFIHCUCM 9.12). FHIE, B, MA
ENEMBHEEOSEE A IEHEE"(OS Admin Certlflcate Management) 71 [ t {8 B TR

o

FRSE2CUCM 10.5(2) 1R B ST B HTRIE , METREEFHCUCM 9. 1(QMIEH, WiFE
AN F [T,



Filter: ’q Expression... Clear Apply Save test

Source Destination ﬂlctucol Lengm Info

A8 40 11.843U434 1U.1UD. ¥ LUD dU.1UD. Y. LUy 33133 > SIP-LIS LALK] >E(=IY ALK=10D43 WIN=L1040 LEN=U I5VAI=L1I0/0L0044 |>RLI=Y
18:46:11.450926 10 106 95 203 10 106.95.200 TCP 1514 [TCP segment of a reassemb]ed PDU]
18:46:11.450969 - .95, B - TCP A
18:46:11.451030 TLSV1
Tcp

18:46:11.451081

secure sockets Layer ! : i ; '
= hake Protocol: Certificate

Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 1559

= Handshake Protocol: Certificate

Handshake Type: Certificate (11)

Length: 1555

Certificates Length: 1552
o Certificates (1552 bytes)
Certificate Lengrh: 907
Certificate (id-at-commonName=CUCMA,id-at-organizationaluUnitName=cisco,id-at-organizationName=cisco,id-at-TocalityName=cisco,id-at-stateOrProvinceng
1 signedCertificate

version: v3 (2)

serialNumber : 0x197ad7e3000000000002
u signature (shawithRSAEncryption)
@ issuer: rdnSequence (0)
mvalidity
@ subject: rdnSequence (0)
# subjectPublicKeyInfo

mextensions: 6 _items
» alaarithmTdantifiar (chawitho<aFnerumtiond

NRBFESHRPNIELERFREEEMNTHNVIEBFEE , WFS L& EBRIES.

IETAYE P A _E4£FOS Admin Cert T Ho,

W ECUCMRER

CUCMBEZEE B FHECUCM 9.1(2)FICUCM 10.5(2) RS B2 AIXBE ML , URSSLAFEREE
IEE,

FEApIH | SRESRBECUCM 9.1(2)R R kR,
I AL

4411018 > CUCM 9.1(2)> SIP TLS TRUNK > CUCM 10.5(2)>% 19898

+HF O

04530161. 009 | 19:59:21.185 | Applnfo |Digit analysis: match(pi="2", fqcn="1018",
cn="1018", pl v="5", pss="", TodFilteredPss="", dad="9898", dac="0")

04530161. 010 | 19:59:21.185 | Applnfo |Digit analysis: analysis results

04530161. 011 | 19:59: 21. 185 | Applnfo || PretransforntCallingPartyNunber=1018

| Cal I'i ngPart yNunber=1018

| DialingPartition=

| Di al i ngPat t er n=9898

| Ful ' yQual i fi edCal | edPart yNunber =9898

++ S|P TLSIE& % 05061 A F e meal,

04530191. 034 | 19:59:21.189 | Applnfo |//SIP/SIPHandl er/ ccbl d=0/ scbl d=0/ SI P_PROCESS _ENQUEUE:
createConnMsg tls_security=3

04530204. 002 | 19: 59: 21. 224 | Applnfo

| // Sl P/ Stack/ Transport/ 0x0/ si pConnect i onManager ProcessConnCr eat ed: gConnTab=0xb444c150,

addr =10. 106. 95. 200, port=5061, conni d=12, transport=TLS Over TCP

04530208. 001 | 19:59: 21. 224 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to

10.

106. 95. 200 on port 5061 i ndex 12

[ 131, NET]

I NVI TE si p: 9898@L0. 106. 95. 200: 5061 S| P/ 2. 0

Via: SIP/2.0/TLS 10.106. 95. 203: 5061; br anch=z9hG4bK144f 49a43a

From <sip:1018@L0. 106. 95. 203>; t ag=34~4bd244e4- 0988- 4929- 9df 2- 2824063695f 5- 19024196

To:

<si p: 9898@0. 106. 95. 200>



Cal | -1 D: 94fffc00-57415541- 7- cb5f 6a0a@l0. 106. 95. 203
User - Agent: Ci sco- CUCMD. 1

++{5 52 % 2 (SDL)H B SIPCertificatelndiZ2 it 5 X EBCNAEEFE BN FAF R

04530218. 000 |19:59:21.323 |Sdl Sig | sTPCertificateInd | wai t

| SI PHandl er (1, 100, 72, 1) | SI PTep(1, 100, 64, 1)
| 1,100, 17, 11. 3r* A+ [[T:N-HO,N:1,L:0,V:0,2:0,D: 0] connldx= 12 --
renpt el P=10.106.95.200 --renptePort = 5061 --X509SubjectName
/C=IN/ST=cisco/L=cisco/O=cisco/0OU=cisco/CN=CUCM10 --Ci pher AES128-SHA -- SubjectAl tnane =
04530219. 000 | 19:59:21.324 | Sdl Sig | SI PCertificatelnd
|restartO | SI PX 1, 100, 74, 16)
| SI PHandl er (1, 100, 72, 1) | 1,100, 17, 11. 3r*A* [[R N
H O0,N0,L:0,V:0,2Z:0,D: 0] connldx= 12 --renotel P=10. 106. 95. 200 --renptePort = 5061 --
X509Subj ect Name / C=I N/ ST=ci sco/ L=ci sco/ O=ci sco/ OU=ci sco/ CN=CUCMLO -- Ci pher AES128- SHA - -
Subj ect Al t nane =
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