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CUCMEBEBNZER — CTLXHREH

CUCMBIE B NIELZLER — CTLXHAR

HUSBHRIEE KR , MCUCMERZENEABERNETIFZLEN
B HE R

st

A 4B/ Cisco Unified Communications Manager(CUCM)Z £ AN EESE XN ER R £E
XNITENS R, CHEERTEREBENAESEREFEEIIRCTLXHNAR,

EHCUCMEZ 2 EREE=ANTELS :
lac BIICTLEFmHAREFMENZ BT,
1bo M ACLITT S LLEEMEN T2 ERXT,

2 EEITIX LRGP ECUCMBRS 88 L E #7531 Cisco CallManager#Cisco TFTPARSS -
JSEHMBHMBIPHIE , METCAIAATRCTLXHM EHRA,

AR NMRERLZ2EINESERETRNIEZLES , MRS [MEE LMEECTLX S
, BECTLXH AR EEMCCM+TFTP ( RS 2% ) ifH. BFCTLXHHREE
CCM+TFTP ( BRS588 ) iEP , HtiX S HBIFECUCMAFEM N IEZ £,

FRFMHF

B3R
BRIZEUETH CUCM MRA 10.0(1) RE SMRAKEIR, Lo |, EBER



. CTLEAEFRS BRI HEERPNMAEEITFTPRSEFLET. RIABRT , RFE
TCPi 02444 £i4T , B AT AECUCMBR S S HE B S SUZ RS-

AEPMAENKREIIEE(CAPF) RS ER AR ELMET R LETT,

- BETHBIEEDB)EHI ITELERE |, RESEEEHIEIE.

ERRMEH
AR HEBET U T RAABERA

- CUCMARZ<10.0.1.11900- 28 #HHm T R

. Cisco 7975 |PE3iE ({8 FE S FE L 42 41 L (SCCP)E AR , B #FARA<SCCP75.9-3-1SR3-1S)

. BRERRENRAEN  BERIENRLSN

. BEERRENERLMR , BEEAZIHNRS AL -
AXEHESBLET BESREFE RN REREN, A EANTERE BAIF AR
(BN ) BB, NRCEANRESAG , BRRESE TRAEH 0L,

BRER
EE/CTLEFBEN  BEAANES —ARLABHHITNE , BREGIERN T HRATH

CUCMAR RSS2 L FEMNEMCTLX A MAAN . MAEY , CUCMLEYBICTLXHHREDLFH—
NMEFTRIEBSANTRATERALZEEANZE TR L,

[

FEACTLEFINCUCMREHER 2 NBESMAET AN FRLMA
EFACTLEFHICUCMER T2 HMBAERNERH R LEN  HRRUATSR -

1. R —PNEHEANZ LT, LEERFWCTLI .
2. 1Z{TCTLE i, EMHCUCM PubMiIPEH B/t ICCMEIE R EIF, # & Next.



¢, CTL Client v5.0 ESREE =X

Cisco CTL Chent il

CISCO

Cisco Unified Communications Manager server |

Hosthame or [P Address: [10.48.47.753 Fart: |2444

Llzername: admin
Fassword:
Help Cancel [l

3. B Set Cisco Unified CallManager Cluster to Non-Secure Mode# 1% 124, # & Next.



¢ CTL Client v5.0 L= | O S|
Cisco CTL Chent ol

CISCO

Cluster Security Mode |

" Set Cisco Unified Callkanager Cluster to bMixed kMode
& Set Cisco Unified CalllManager Cluster to Mon-Secure Mode

" Update CTL File

Help Cancel | Mext

4 BA—NMEANZ SR , LEESHCTLXH , AIERETHOK, XEH TIEFCTLFIile.tivh
BE PSRBT Z—,

CTLClient i

; l». Please insert a Security Token. Click Ok when done.

QK I Cancel

5. RGENETRETHFEMFESR. # Nexto



¢ CTL Client v5.0

Cisco CTL Chent N
CI5CQ
securty Token Infarmation |
Subject Mame: cn="SAST-ADNO0S4509  "ou=IPCBL,0="Cisco Sy:
Issuer Name: cn=Cisco Manufacturing CA0=Cisco Systems
Yalid From: 06/09/2010
Expires on: 06/04/2020
Help Cancel MMext

6. ERCTLXHHAR, BE TR. HRFABAOTH , i ACisco123,




’ CTL Client v5.0 =R
e

Cisco CTL Chent ol
CI5CO
CTL Entries |
Type | Hastname/|... | lzzuer Mame subject Mame
CAPF 10.45.47 153 Ch=CAPF-e9037h63:01)..  CHN=CAPF-28037b69:00LI=T
CCM+TFTE 10.48.47.154 — Mo lssuer Mame — — Mo Subject Mame —
CCM+TFTE 10.48.47.153 — Mo lssuer Mame — — Mo Subject Mame —

security T.. —MNoHostha.. cn=Cisco Manufacturing ... ch="SAST-ADMN0O0B5E0et
mecurity T.. — Mo Hostna.. cn=Cisco Manufacturing .. cn="SAST-ADMNO054f04

4 i | 3

Help Add TFTF Add Firewall

Cancel Add Tokens Delete Selected Finish

7. ERCTLXHFREMNCUCMBRS 8555k, #dDone,



¢ CTL Client v5.0 i)

Ciseo CTL Chent N
CISCO
server | File Location | Status
10.45.47.153 fusrflocalfcm/fiftp/ CTLFIle thy Fassed
10.48.47 154 fustflocalfcmfttp/CTLRE th Faszsed

Y'ou must restart all the Cisco Unified Communications Manager and TFTF nodes in the
Cluster.

Help Cione

8. £ CUCM Admin Page > System > Enterprise Parameters , # RIFEFHERIRBENELZ S
B (‘OURRFERE ),

—Security Parameters
Cluster Security Mode * 0
LBM Security Mode * Insecure v
CAPF Phone Port * 3804
CAPF Operation Expires in (davs) * 10
Enable Caching * True v

9. EETXERESNERINFAIET R LEH B TFTPHCisco CallManagerfR% -
10. EMB AT BIPEE , BMEEIITTAMCUCM TFTPIREUHT ARSI CTLILF .

ERACLIFCUCMERZENBESEAFTANERLMER

WEEGEA FCUCMMRA10XEESRA, EFCUCMERZERNIRENERS , BEXGTH
CLI_E%i A utils ctl set-cluster non-secure-mode® T, TG , BB TXLERSWERTWMET
R EEFHFHTFTPHCisco CallManagerfis5.

LT BB R85 B CLI% R Bl



adm n: utils ctl set-cluster non-secure-mode
This operation will set the cluster to non secure node. Do you want to continue? (y/n):

Moving Cluster to Non Secure Mde

Cluster set to Non Secure Mde

Pl ease Restart the TFTP and G sco Cal | Manager services on all nodes in the cluster that
run these services

admi n:

i
FEAARSD HRIAERERES EEET,

N TWIECTLFlletlv , BAUERANTHMEEZ—

. EIHIFCUCM TFTP#% L 1ZEMCTLFIle tivBI I B FMMDSRIEH |, iHECUCM CLI_LE%i Ashow
ctiin . FTECUCMY &= EMICTLFlle.tiv 4 Rz AEE .
. EIHiF7975 IPHE LHMDSKE M | FiEFiRE>-ZLREBE>EEAER> CTLXH.

X HERERE LNRBME , BLFEFMDSHSHAT , EEBURT BIiFRE,

CUCMERRENREER — CTLXHREM

adm n: show ctl

The checksum val ue of the CTL file:
98784f6£f6bcd5019eal65bld2bcl372e (MD5)
9c0aaB839e5a84b18a43caf 9f 9f f 23d8ebce90419( SHAL)

[...]
FEIPBFR , BUUEIRETHEMNCTILXH ( ECUCME M HME L , MDSRE M ITE ) o
16:32 02/24/15

v Trust List

- 8 ITL File
53 34 CO 12 37 98 7D AE 77
AF 16 23 A2 CE D3 DE

Select Security 'Settlng

CUCMEERRNIFRLES — CTLXHAR



LTRCUCMEEFDIRBEN LS ERNCTLX A RA, BRI LESCCM+TFTPIERRZE , 7
EREMAANB, CTLXHHFWERIEREEENR , HBEECUCMIRE N BEER TR,

adm n: show ctl

The checksum val ue of the CTL file:
7879e087513d40d6dfe7684388£86ee96 (MD5)

be50e5f 3e28e6a8f 5bh0a5f a90364c839f cc8a3al( SHAL)

Length of CTL file: 3746
The CTL File was |l ast nodified on Tue Feb 24 16:37:45 CET 2015

Parse CTL File

Version: 1.2
Header Lengt h: 304 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 117

4 S| GNERNAME 56 cn="SAST- ADNO054f 509 "; ou=l PCBU; 0="Ci sco Systens
5 SERI ALNUMBER 10 3C: F9: 27: 00: 00: 00: AF: A2: DA: 45
6 CANAME 42 cn=Ci sco Manufacturing CA; 0=C sco Systens
7 SI GNATUREI NFO 2 15

8 DI GESTALGORTI THM 1

9 SI GNATUREALGO NFO 2 8

10 SI GNATUREALGORTI THM 1

11 SI GNATUREMODULUS 1

12 SI GNATURE 128

45 ec 5 ¢ 9e 68 6d €6

5d 4b d3 91 c2 26 cf cl

ee 8c b9 6 95 46 67 9e

19 aa bl e9 65 af b4 67

36 7e e5 ee 60 10 b 1b

58 cl1 6 64 40 cf e2 57

aa 86 73 14 ec 11 b a

3b 98 91 e2 e4 6e 4 50

ba ac 3e 53 33 1 3e ab

b7 30 0 18 ae 68 3 39

dl 41 d6 e3 af 97 55 e0

5b 90 f6 a5 79 3e 23 97

fb b8 b4 ad a8 b8 29 7c

1b 4f 61 6a 67 4d 56 d2

5f 7f 32 66 5c b2 d7 55

d9 ab 7a ba 6d b2 20 6

14 FI LENAME 12

15 TI MESTAMP 4

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1186

DNSNAME 1

SUBJECTNAME 56 cn="SAST- ADNO054f 509 "; ou=I PCBU; 0="Ci sco Systens

FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 42 cn=Ci sco Manufacturing CA 0=C sco Systens

SERI ALNUMBER 10 3C: F9: 27: 00: 00: 00: AF: A2: DA: 45

PUBLI CKEY 140

CERTI FI CATE 902 19 8F 07 C4 99 20 13 51 C5 AE BF 95 03 93 9F F2 CC 6D 93 90 (SHA1 Hash HEX)
10 | PADDRESS 4

O ~NO U WDNPRE



This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1186

DNSNAME 1

SUBJECTNAME 56 cn="SAST- ADN008580ef "; ou=I PCBU; 0="Ci sco Systens
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 42 cn=Ci sco Manufacturing CA 0=C sco Systens

SERI ALNUMBER 10 83: E9: 08: 00: 00: 00: 55: 45: AF: 31

PUBLI CKEY 140

CERTI FI CATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93 3E 8B 3A 4F (SHAl Hash HEX)
10 | PADDRESS 4

This etoken was not used to sign the CTL file.

O ~NOoO O WN PR

CTL Record #:3

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 33

2 DNSNAME 13 10.48.47.153
4 FUNCTI ON 2 CCM+TFTP

10 | PADDRESS 4

CTL Record #:4

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1004

DNSNAME 13 10. 48.47. 153

SUBJECTNAME 60 CN=CAPF- €9037b69; OQU=TAC; O=Ci sco; L=Kr akow;, ST=Mal opol ska; C=PL

FUNCTI ON 2 CAPF

| SSUERNAME 60 CN=CAPF- €9037b69; OU=TAC, O=Ci sco; L=Kr akow; ST=Mal opol ska; C=PL

SERI ALNUVMBER 16 79:59: 16: Cl1: 54: AF: 31: OC: OF: AE: EA: 97: 2E: 08: 1B: 31

PUBLI CKEY 140

CERTI FI CATE 680 A0 A6 FC F5 FE 86 16 C1 DD D5 B7 57 38 9A 03 1C F7 7E FC 07 (SHAl Hash HEX)
10 | PADDRESS 4

O ~NOoO O WN PP

CTL Record #:5

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 33

2 DNSNAME 13 10.48.47.154
4 FUNCTI ON 2 CCM+TFTP

10 | PADDRESS 4

The CTL file was verified successfully.

adm n:
FEIPHFR , EEFEIH THERNWCTLIMHARAS , BUUES , SCUCMIYH ML
, MD5R 56 A T EL



16:44 02/24/15
1 Trust List

- B ITL File
30 8E 17 91 21 B6 D1 FF 86
CE 40 D8 71 26 84 BO

Select 'Sec:urrt',r 'Settlng

HUSBHRIZELR , FCUCMEH#HZENESEAB T L LN
RLEBHRESMTHER, EXRERT , CREZEUTHHER -

. EBIEITHRA10.0. 1T E S R4S
- EBETRET10.xB9 R A
EE—NMFHEP , BEACLERECUCMERZE N EEERERNIILZLERX T 5 AR
ﬁiﬁgjlg%\rﬂ%w ME, BTFCLIMTSAEECTLTHE , AEFEERSCTLERmAETEEAER
, 1 Bo

HEARET10XMCUCMIRAE |, IBERATEBEMESR, RELARTICEFA—INTENED , &
PARTLUERA S — NS EETEEYHCTLYHMNCTLE P ik, BIBIIRE S — M eTokenFH R 1R
FEAMBICTLXH , USRI TR, MREBELHRIE T CTLXHF T H A FTEeTokensH 253

, BEEREHN— R‘IeTokens#J_fT—AiriJﬂ& WX BTk,

1. %1 Afile delete tftp CTLFile.tivis = SAMPT B TFTPRR S 88 F I BRCTLIX 4
admin:file delete tftp CTLFile.tlv
Delete the File CTLFile.tlv?
Enter "y" followed by return to continue: y
files: found = 1, deleted = 1

adm n: show ct |

Length of CTL file: O

CTL File not found. Please run CTLd ient plugin or run the CLI - utils ctl..
to generate the CTL file.

Error parsing the CTL File.

2. I217ICTLE Fim. % ACUCM PubMIPEH B/ttt MICCMEE RFEUE, # & Next.



¢, CTL Client v5.0 E=EE =

Cisco CTL Chent il

Cisco Unified Communications Manager server l

CISCO

Hosthame or [P Address: [10.48.47.753 Fort (2444
Lsermarme: adimin

Fassword:

Help Cancel | et

3. HTERATESESN , BPublisher EAFHECTLX M , R ERILEE, BHOKUZKE

HRERIE
CTLClient

=2

, 1 Mo CTL File exists on the server but the Call Manager Cluster Security

Mode 15 in secure Mode,
Faor the systern to function, wou must create the CTL File and set Call
Manager Cluster to Secure Mode,

........................................

4. ¥ #Update CTL File#£ ik #Z4, % Nexto




e

¢’ CTL Client v5.0

EIEI™)

Cisco CTL Chent N
CISCOQ
Cluster Secunty Mode l
{ " Set Cizco Unified CallM anager Cluster to Mixed Maode
—
' Update CTL File
Help Cancel M ewxt

5.CTLEFIRERFNEE T, BHAIIUASE,



¢ CTL Client v5.0 E=E |_ﬁ_]
Cisco CTL Chent il
cisco

Security Token [nformation l

Subject Name: cn="SAST-ADNODS450a  "ou=IPCBU 0="Cis

|ssuer Narme: \cr=Cisco Manufacturing Ca:o=Cisco Systems

Valid From: |05/08/2010

Expires on; |05/08/2020

. e [T

6. REFERHCTLRNAAERE, £ EAdd TokensBAFIIFTXY Y5 =45 b



. ¢, CTL Client v5.0 ll=' = |_ .

Cisco CTL Chent il
CISCQ
CTL Entries ]
Type Hosthame... | lzzuer Mame Subject Mame
CAPF 104847163 CH=CAPF-e9037bE30U=.. CH=CAPF-=23037t

CCM+TFTP 104847154 CH=cucm-1001-a-zub1;0...  CH=cucm-1001-a-
CCM+TFTP 104847153 CM=cucm-1007-a-pub;0l... CM=cucm-1001-a
Securty To... - MNoHozt... cn=Cizco Manufacturing C... cn="SAST-ADMOI

Help add TFTP add Firewall

Cancel Add Tokens Delete Selected Finizh

e

7. R ENEM R B TR A BAF T, TRE S HOK.

CTLClient S|

Please rermowe any Security Tokens already inserted and insert another
l o ecurity Token, Click Ok when done,

] Cancel

8. RERETR—ITREE , APERHTHNEAFE . EHAUBIANENIH ML SR,



. ¢ CTL Client v5.0 [: = |_ A

Cisco CTL Clhient il
CISCO
Security Token [nformation l
Subject Name: cn="SAST-ADNOD8580sf  ":ou=IPCBU 0="Cis
|zsuer Name: \cr=Cisco Manufacturing Ca:o=Cisco Systems
Valid From: 05417202
Expires on; 0541742022
. e [T

e

9. BRBINETRHNEFMTEMNMCTLERB IR, BHFTERUERIRICTLI M




r ¢ CTL Client v5.0 ll=' = |_ .

Cisco CTL Chent il
CISCQ
CTL Entries ]
Type Hostname1... | [ssuer Mame Subject Mame
CaPF 104847183  CH=CAPF-23037b63;0U=... CH=CAPF-23037

CCM+TFTP 104847154 CM=cucm-1001-a-sub1:0U... CH=cucm-1001-z
CCM+TFTP 104847153  CM=cucm-1001-a-pub;0U=... CH=cucm-1001-z
Securty To... - MoHozth.. cn=Cizco Manufacturing C... ch="5A5T-ADMNC
Securty To... - MoHostn.. cn=Cizco Manufactunng C... cn="5A5T-ADMNLC

Help add TFTP add Firewall

Cancel Add Tokens Delete Selected Finizh

e

10. £ Token PasswordFEx A , % ACisco123, £ 1HOK,

= Token Logon ﬁ

@afENet SafeNet Authentication Client

Enter the Token Passward.

Token Mame: eTaken PR

Token Password: “"‘""l

Current Language: EN

This iz an unlicensed copy for evaluation use only.

[ Ok, ] [ Cancel

b

1. BREIREEKDAIEIN. EHDone A IAFH IR HCTLE ik,



12.

13.

14.

¢’ CTL Client v5.0 [
Cisco CTL Chent NI
CISCO
Server File Location Statusz
10.48.47 153 Auzrflocaldcmdttp/ CTLFilE Hy Fazzed
10.43.47.154 Auzrflocaldcmdttp/ CT LRl Hy Fazzed
4 T E
You mugt restart all the Cizco Unified Communications Manager and TFTP nodes in
the Clugter.
Help L Done

BB 3Cisco TFTP , A E# /B3 CallManagerf& % (Cisco Unified Serviceability > Tools
> Control Center - Feature Services), R4ERRFHICTLI M, % Ashow ctidn Bt 1TRIE,

admi n: show ctl

The checksum val ue of the CTL file:

68a954f ba070bbcc3ff 036e18716e351( MD5)

4f 7a02b60bb5083baac46110f 0Oc6leac2dcebOf 7( SHAL)

Length of CTL file: 5728
The CTL File was |ast nodified on Mon Mar 09 11:38:50 CET 2015

MNEHETNWEABRIFELMBRCTLXHG IR TREEBEFXEME — BXEAEE , H5H

X#4 | flanCisco Unified IP Phone 8961, 9951#19971 Administration Guide), & : Hi%
ATREM A LUEM (BURTFEREENZLRE ) HEEERITHIRIBEIATIE, HER , EFFR
FHIHHWCTLX ., MREMERIULP, BERRNEMRSHRERRS[EYSE , NS
HEE, BUTEFREEREFILRE.

FEBHB ENon-Secure, BXEFHAFEE , BSASLACTLE,IRFHCUCMEREZEMMNES
BXERNIFELZEERXID

TP HE R

B 8RB X LE B VSR SRR B


/content/en/us/td/docs/voice_ip_comm/cuipph/9971_9951_8961/10_0/english/adminguide/P567_BK_A27DADFD_00_adminguide-8961-9951-9971-10_0/P567_BK_A27DADFD_00_adminguide-8961-9951-9971-10_0_chapter_010100.html#CUIP_TK_RD6DD0E0_00
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