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HECUCMIRA10.5 R ESA R , WEEFHIEPERFERCSR)TUSEFEAERZR B (SAN)MZ
R,

1. Tomcat - CUCMFIM&P

2. Cisco CallManager — {XCUCM

3. Cisco Unified Presence — A B JH B& X MEL RS ML (CUP-XMPP) — {XIM&P
4. CUP-XMPPBR %525 2 IR $585(S2S) — X IM&P

FELIRAPIRECAZEMNIEPERE, AF—IMCSRACAZE , MAFENENRSF T RIKW
CSR , AR N B/ CSRIRBCAZEMNIEHH B MEER T,
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SR
ZF3|PublisherfVI2ERZ(OS)EE , RSN RE>TEREE>ERCSR,
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—Status

:5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSA for that type

~Generate Certificate Signing Request

Certificate Purpose® [tomcat |
Distribution * I cs-ccm-pub. ~.com ~|
Common Name® cs-cem-pubaaa L .com

Subject Alternate Names (SANs)

Parent Domain | com
Key Length*® I 2048 ;l
Hash Algorithm * [SHazss =l

Generate | Close |

@ *- indicates required item.

£=%:
1% ##Multi-Server SAN in Distribution,



Generate Certificate Signing Request

E% Generate E} Close

—Status

:_.,'5 Warnming: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

- Generate Certificate Signing Request

Certificate Purpose® [tomcat

=
Distribution ¥ [ es-cem-pub.. .com |

Common Name* |I‘—"='DCH"-Eub-\—_.=:nm l-

Subject Alternate Names (SANs)

Parent Domain I com
Key Length® | 2048 -]
Hash Algorithm* | sHazss =1

Genarate I Close |

@ *_ indicates required item.

T2 B3EFSANE MR,

KifTomcatRESIE TEBMNFAET = : CallManagerfyFTACUCMMIM&PH m95IE : RFIH T
CUCMTI =,



Generate Certificate Signing Request

[@;m [T close

~ Status

.-!5 Warning: Ganerabing a new CSE for a specific certificate type will overnsynite the exsting CSR for that type

—Generate Certificate Signing Request

cE-imp. sz, com

Certificate Purpose ™ [ tomcat

Distribution™ | Multi-server(SAN)

Comman Name* |cs-ccm-pub. smsss.com-ms

Subject Alternate Names [SAMNs)

Auto-populated Domains  [ee com-pub, .com
cs-corm-sub. .com

Parant Domain | com

Other Domaing Browse_ I Mo file salactad.
Flease import .TXT file only.
For more informabion please refer to the notes in the
Help Section

| + add |
Key Length® Izma
rash Algarithm™ |5HA25E-

@ *. indicates required item.

£=%:

KRifgenerate , A KCSRE , WIECSRAFIEH A E T K=& tE RFESuccessful CSR

exported¥llF&kH,

Generate Certificate Signing Request

E)_,’eum [ crose

@ Success: Certificate Signing Request Generated

[‘9 C5R export operation successful on the nodes [cs-ccm-sub.vessss.com, cs-com-pub. wmsess.com, cs-imp. smee.com].

HIAEHEER , ERSANER :



Certificate List (1 - 15 of 15)

Find Certificate List where | Certificate v | begins with v| tomcat || Find | Clear Filter || 98 E
Certificate * Common Name Type T'fr?e Distribution Issued By
tomcat 115pub-ms EE————— RSA [ Multi-server(SAN -
tomcat 115pub-ms. N CA-signed RSA Multi-server(SAN) —
-1 AR

& #HDownload CSR , ARFERIUEPH A , A/5# HDownload CSR,

alali,  Cisco Unified Operating System Administration

Cisco For Cisco Unified Communications Solutions

Show +  Seitings v Securty ~  Software Upprades ~  Sendces ~  Help -

Certificate List

Lg}__'mmm Eé Uplkad CestificateTetificate chain Ll_i'_i., Generats C5A lg'_l'uuwmmm

Download Certificate Signing Request
[il Downlad CsR [T} Close

=Status

H\ Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Reguest
Certificate Purpose™ | tomcat w|

| Download CSR Close |

@ *- indicates required item.

A] BAfE A A 3 CAZ 2R £ELVeriSignBY A EBCATCSR ( E L —FHF THM XM ) #HITER,

It R 2 R E FMicrosoft Windows Servertd CARNELE S B, MR EATRACASEIAZBCA | B
ELRB]5,

E Fhttps://<windowsserveripaddress>/certsrv/
1%£#Request a Certificate > Advanced Certificate Request.
FHCSRX MM AR E HFIBase-644mIBIIEBIERFE , A K TTSubmit,

[ e Py Y [N T R S p——————T T I Y
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Submil 3 Certincass Rkgeisl o Rerawal Requsst
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Microsoff Actrve Directory Cerificate Senaces — vasank-DC1-CA

Certificate Pending

Your certificate request has been received, However, you must waitl for an administrator to issue the certificate you requested.
Your Request Id is 32.
Please return 1o this web site in & day or two 1o retneve your cerificate.

Hote: You must relurn with this web browser within 10 days o retrieve your cerbficate

£HP :

3 . Et&ETomcatit P2zl , FRIISSOREBCER., MRFBASSO , NAAMIEFFAE TomcatiE
PEESEEREZEAHEHBAHSSO,

ERAEZIEP LECAILEBENtomeat-truste BEBERIES , AREEFEES (MRFE )

alimli.  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show * Selmngs T Socurity *  Software Upgrados T  Sonvices T Help T
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Upload Certificate/Certificate chain

Eg'um m

—Status

Warning: Uploading a cluster-wide certificate will distribute it to all servers
in this cluster

=Upload Certificate/Certificate chaln

Certificate Purpose® tomcat-trust v

Description(friendly
name)

Upload File | Choose File |cert::hain.p?h

| Upload | | Close |

EAL :

MAEFCUCMERIUEP L& N Tomeat , HRIEEFHNAMET RS2 BVEEH LEIRERDD
”(Certificate upload operation successful)# , MNEFT7R :

Upload Certificate/Certificate chain
Egl Upload [g Close

rStatus

Certificate upload operation successful for the nodes cs-ccm-pub.wessec.com,cs-
ccm-sub.” B L.Ccom, CS-IMp. S, COMm.

Restart Cisco Tomcat Service for the nodes cs-ccm-pub. ssee ' .com,c5-ccm-sub, el .com, cs-
Imp. st .com using the CLI "utils service restart Cisco Tomcat”.

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat =l
Description(friendly name) IEeIf—signed certificate
Upload File Browse _ | Mo file selected.

Upload | Close |

@ *_ indicates required item.

| | ¥
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ertificate Viewer:" cs-ccm-pub. £ .com-ms” X
General I Details |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)

Organisation (O) Cisco

Organisational Unit (OU) TAC

Serial Number 10:54:C2:6E:00:00:00:00:00:20

Issued By

Common Name (CN) s DC1-CA

Organisation (O) o -DC1-CA

Organisational Unit (OU) <Not Part Of Certificate >

Validity

Issued On 12/19/2014

Expires On 12/18/2015

Fingerprints

SHA1 Fingerprint DC:E3:9A:D6:F4:81:6F:A7: 38:4F:DB: 1B:AA:BF:CC:05:F5:AT:A3: 1A
MD35 Fingerprint 97:EA:6C:AD:91:12:88:0D:0E: 30:C9: 46: 54:89: 3E:59

CallManagerZ fR 5588 SANIE$

¥ FCallManagerif$ , T EFERLHN TR, EXFERT , BaHERNFHNRCallManager i S
R Cisco CallManagerfRFARIEZE1T , & LUEFEN H AR B ESANSI R S0 H R

e BT mMBEEMAMIEULE, FRICUCM/TVS/ITL/CAPFIEH M EA TR HE
#PED.

ZCUCMHICAZ ZHWISANIE P 28l , FHR

- IPERFAUEEFEEFEERIERS(TVS), XAILUE™ M EIE T EEMHTTPSRS #HITRIE,



flgn , MRRBEFRBRIBR , MRRBEFEEFEETVSRS
- BIEERREBLTHZLRATREERN,
ERECRAENBESEAES | %R Cisco Unified CM Administration > System > Enterprise
Parameters > Cluster Security Mode(0 == Non-Secure; 1 == Mixed Mode).

TS NRERFSEFBI AL TEEERESH  WLAEHMCTL.SEHLTHEE.

REHCAMAMNIERE , MAHECBANTRPEFREI T —MRSIIE !

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco TFTP
- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco CallManager
- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco CTIManager

. Cisco Unified Serviceability > Tools > Control Center — P £& g 35> Cisco Trust Verification
Service

T PEHERR

X & HEARPEMRAZEROAESZRST/RSAN CSREKRM LACAL R UEBARKNFIER

o

[

- BRG—1RERSGTEBAPI
. Cisco Tomcat

- IPTEARIEBEESEAE
IEPEHSIE
B4 [) ik EA

-Cisco Bug ID CSCur97909 — L& ZRFJ|UELF 2B BRBBEEFH AL RIS
-BRBEID CSCus47235 - CUCM 10.5.2 CNARE #/EICSRAYSAN

-Cisco Bug ID CSCup28852 — I FEAZRFF|ULBHITIERERN , B7TOHEE—IXBE
MENBELRS|[UD , BEWEATERTERERK :

ENEHEHER. FATENERFEXE , EPFEHEFERANNELEE, EFHERNCAZ
£, BIUBREZ AN SRR,

CMMREEFEPRIMTHTR , WATERTEFH T LHWFHCSR,

- HAPMEARERAZRMN , TRALAEFNELERILES., JREEEENERENIHCSRTEE
BERAF., (Z1E#E58ERCisco bug ID CSCuv75957 ANt Ihag, )


https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://www.cisco.com/c/zh_cn/support/docs/unified-communications/unified-communications-manager-callmanager/118893-technote-cucm-00.html#anc8
https://community.cisco.com:443/t5/collaboration-knowledge-base/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97909
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus47235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup28852
https://tools.cisco.com/bugsearch/bug/CSCuv75957
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