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Crypto key generate rsa label TestRSAkey exportable modulus 2048

SRl KE 204811 ( FAEN4096 ) WRSAZE,
SE2FERAUTHSEEERURECAZZWIES :

Crypto pki trustpoint CUBE_CA_CERT

serial-number none

fgdn none

ip-address none

subject-name cn=ISR4451-B.cisco.lab ! (this has to match the router’s hostname
[hostname.domain.name])

revocation-check none

rsakeypair TestRSAkey ! (this has to match the RSA key you just created)

3 BALRERINNEER , BFEAUTHSERKINHWCSRER :
Crypto pki enroll CUBE_CA_CERT
EERELNER , AFEHCSRER , RERERXH , RARFHEHKIERICA,

SRACFETHRIPERSHEMPREILES ; MRXBFERIEBMAIY , FHRESRKRY , TN
, BSOS,

SESBE—NEERURTFERIED , BHA , QIB—NMEERURFEMAPECA , BRZXE
CUBEIEH & HEICA ( ESHTHE ) »



| General |-Details" Certification Path |

Certification path

2l Root CA
-] Intermediate CA
| “al Intermediate CA
~Lgl Identity Certificate

EARTRBIH , 1RRBCA , 2RERE—NHECA , SRENCUBEIEHEEMNCA , Fitt , BFEEH
BEAARERXERSREN2MED,

Crypto pki trustpoint Root_CA_CERT
Enrollment terminal pem
Revocation-check none

Crypto pki authenticate Root_CA_CERT
Paste the X.64 based certificate here

Crypto pki trustpoint Intermediate_CA
Enrollment terminal

Revocation-check none

Crypto pki authenticate Intermediate_CA

$H6 EWBBRMNHCAZRIEPE , BNEER|HTHEHORI , EELKEFEEECUBEIERZH
REFCAWIES ; AFSAULEBHGTRE

Crypto pki authenticate CUBE_CA_CERT

FR7IZFRIEBE , FEETHS TS ACUBEILEH

Crypto pki import CUBE_CA_CERT cert

SERS.EESIP-UALLERECIENETS

sip-ua
crypto signaling default trustpoint CUBE_CA_CERT

] BERSHEFME , MR :

dial-peer voice 9999 voip
answer-address 35..
destination-pattern 9999
session protocol sipv2
session target dns:cucmlO-5



session transport tcp tls
voice-class sip options-keepalive
srtp

iX# , CUBEELERIE Ko
HI] 10 W , BHERBENIBWCUCM CSR , FHEEUL T %A

- BRE|ICUCM OSEE R

- Rk %E

- REIEBEE,

- REEMCSR
CSRIERFZM TR :

awm Generate Certificate Signing Request - Google Chrome —~ L‘E]E“

£k baps://cucm10-5.cisco.lab/cmplatform/certificateGenerateNewCsr.do

Generate Certificate Signing Reqguest
- =
@), Generate [T} Close

r Status

!5 Warning: Generating a new CSR for & specific certificate type will averwrite the existing CSR for that bype

~ Generate Certificate Signing Request
Certificate Purpose® CallManager v
Distribution ™ cucm10-5.cisco.lab hd
%

Commeon Name cucm10-5.cisco.lab

Subject Alternate Names (SANs)

Parent Domain cizco.lab
¥ | Key Length® | 2048 il
Hash lgorithm * [ 5HAZSE ¥

Generate Close

@ . indicates required item.
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utils ctl update CTLFile

HER14.EECUCM SIPH YL FLE X
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SIP Trunk Security Profile Configuration

E Save x Delete Copy % Reset 4 Apply Config |:|'}5 Add New

—SIP Trunk Security Profile Information

Name* [CUBE_CA Secure SIP Trunk Profile

Description 'Secure SIP Trunk Profile authenticated I:n-'g_ null Strlng
Device Security Mode | Encrypted v
Incoming Transport Type® 'I!__E_, "’"_
Outgoing Transport Type TLS ‘.'.'_.
| Enable Digest Authentication

Monce Validity Time {mins)* [s00

%.509 Subject Name |cucm10-S.cisco.lab

e _ED-EIH B o b

_! Enable Application level authorization
| &ccept presence subscription

¥ pccept out-of-dialog refer®*

It Accept unsolicited notification

¥ pccept replaces header

¥ Transmit security status

! allow charging header
SIP W.150 Outbound SDP Offer Filtering™® | Use Default Filter v |

AR BRI, X509 AEEMLMESCUCMIEBERERMTE , WRGREE RBS
Fﬁ-/-.]_‘o



Certificate Details for cuocm10-5.cisco.lab, CallManager

[_% Regensrate @;IJ Generate GSR |'g':] Download PEMFie | @11 Download .DER File

— Certificate Settings

Locally Uploaded 10/02f16

File Mame CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Certificate Signed by AD-CONTROLLER-CA

— Certificate File Data
[ .
Version: V3 =
Serial Number: 1D255E00000000000007
Signaturealgorithm; SHA2S56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: CN=AD-CONTROLLER-CA, DC=cisco, DC=lah

Validity From: Wed Feb 10 10:45:23 C5T 2016

To: FriFeb 10 10:55:23 CST 2017
Subject Mame: CN=cucml0-5.cisco.lab, OU=TAC, O=CISCO, L=RICHARSON, ST=TEXAS, C=US
Key: RSA (1.2.840.113549.1.1.1)
key value:

3082010a02820101008e8db062881c35163f1b6eedbed4951158fdb3495d3c8032170cofb8bafb385a2
27b00ecl1024807f0adc49dfe75189779c7delacle7endba5enfI917fabcas687d2aeaf20d70018e8d5
58a832360bA2702249fc98855012c7d2cc29eealf92fad9e739d73b0fa24d7dd4bdafc96be 7 75fda937 -
fi3ad40645ada4faofia3edi5445e200187dda775aa543b2bab11a5e223e23ef03bbacbbafd969h3d9
|3ba2550c35ea06ed5149aef2253c2455a622122e0aa3b649a090911995069a2cfddabdabife15b242 |

S5 B|ECUCMLIE F IR EL B SIP 4%
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- BB EFRY B Anttit | FER IR 050608 % 9 1% 0 5061,
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SIP | nformation =

d
~ et imathon -
Destnabion Address = an SRY
[kl inaticn Raddre, Deslimation Addrews 1Pt Dxearination Port
1"  —— 5061

MTP Prefermed Onginating Codec® h

BLF Presence Group® Standard Presende group i
SIP Trunk Security Profie® ISR4451-B Secure SIP Truni Profie -
Rercuting Caling Search Space < Mo > =
Out-0f - Depiog Refer Caling Seanch Spaoe o Mone > =
SUBSCRIBE Caling Search Space < Mone > -
SIP Profie* Standaed SIP Profle. ophons * View Detals

DTMF Sigrang Method * Mo Preference -
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Hame = Donorplon Spaoe Deroce ool . Partlion Grous
I36442)-8 AEP Lk nh
TAG TYPE MIN OPER PREFIX DEST-PATTERN
KEEPALIVE
9999  voip up 9999

Kby SIF Trunk Satus SIP Tirursk Daaratzn
SIF Full Service Tumee Bn Full Servce: & day O howr &
Tk MaErRAs
FER THRU SESS-TARGET STAT PORT
0 syst dns:cucml0-5 active

Ebﬂﬁzﬂﬁaﬁ}%ﬂzﬁfﬂz%m%ﬁ - X5 R EAFE=FREMIER MR RRIT LECUCMIERH

HIR.

TR HERR

£ CUBE LG AXLEI

debug crypto pki api

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states
debug ip tcp transactions
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