VCS R %l =% Expressway R ¥ XconfigHfl Xstatusi
HEES , WPUTTY

B R H A E
B SSHiE #
VCSHIExpressway % 5lx8.2

fasr

AR RSB A AR STOE S BR 583 (VCS) R B FExpressway R 518 & ( #0VCS-Control, VCS-
Expressway., Expressway-CHIExpressway-E ) W& xconfig#ixstatus xcommands#y CLI%i H
, CisCORRZFARIMNTAC)BREEXLEHEHLE,

FTRFMH

ER
Cisco BWEB THLUTEE :
. PUTTYSRE LW AR IBBER Y |, fSecureCRT., Tera Termai R L4,

. VCS/Expressway R 51 Z N EE Ak~ AP & MZ,
- MERZE D A FHIRIA5-D-Sub9pin B 1T &l & R R R £ L F=(SSH).

fERKNE Y
AXREPPEEETUTHREGNEERA
. PUTTY( 5 EPUTTY T8 T E LR ELEIAR)

- ARBIRFERZEITHRAT7.2.18VCS-C , IZVCS-CEA TRAS8.2.2 , iZhRA< 2 24 i B 8] Y S 37 ik
K,


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

X

W AL
AEE  ARRGEERT —RYEEENYERTENSRY, KNZEBIREWE
UTREPUTTYHR N BETEHAFREENRE TG,
A% CEEREFEEREAEZIPCH AN FEBE(COM)KA,
1. ¥ ZEConfiguration > Category > Connection > Serial , } AR EHNEITIRE , M TR :

2 PUTTY Configuration I

Category:

=l Session Options contraling local zenal ines

E.... Ll:lgging

_ : Select a senal line
= Terminal o
. Keyboard Senal ine to connect to

LR Configure the senal ine

- findow Speed [baud)
Appearance
- Behaviour
Transglation Stop bitz
Selection

: . Colaurs

=- Connection Flows control

D ata bitz

Farity

About | [ Open J | Carcel |

2. ¥ F|Category > Session , #%:#FSerial XEERNEZEER |, RiE5EEHO0pen , LWTAIR :



ﬁ PuTTY Configuration ﬂj
Categorny:

=l S_naaaicun* B azic options for pour PUT T zezzion

L.Dgglng Specify the destination you want to connect to
=) Terminal

- Keyboard

- Bell COM1 115200

- Features Connection type:
- Window 1 Raw () Telmet ¢ Rlogin 0 55H @ Serial

By

EEeaANGe Load, save or delete a stored session

- Behawviour

- Tranzlation Saved Sessions

- Delection

E'z'l':'_”m Default Settings 5 e
=~ Connechion Azzezzment] |—'| =

- [ata BE1 = Save

oo 82.350

- Telnet EE 3' Delete

= Rilogin BE3-360 x

+- 55H

il Cloze window on exit;

[ Always O Mever @ Only on clean exit

| About | $ [ Open J | Cancel
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ﬁ PuTTY Configuration 2

Categony:
= 5_&33iun¢ Basic options for your PUTTY session
L.Dggmg specify the destination you want bo connect to
=) Terminal
L ozt Mame [or [P addreszz)
----- K.eyboard :
el 10101010 22
: i Features Connection type:
- Window " Raw ) Telnet ) Rlogin @ S5H ) Serial
Pl
Eppea.ranc:e Load. zave or delete a stored zeszion
- Behaviour
Tt Saved Seszionz
- Selection
Ty ':':'I':'_L"E Default Settings Load
=)+ Cannection Azzezsment]
..... Data BE1 SEI"."E-'
""" o EE% 360
..... Telnet EES- Delete
""" Rilogin BEB3-360
- 55H
""" Serial Cloze window an exit:
) Always () Mever @ Only on clean exit
About $ | Open | | Cancel |
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ﬁ PuTTY Configuration

|

Categony:

=- S_essin:nn
= Terminal

- K.eyboard

— RBell

- Features

=) wWindow

- Appearance
- Behaviour
- Transzlation
- Selection

- Colours
onhechon
—Data

- Pramy

- Telnet

- Rlogin

m
[

Lnggiﬂg@ =

| A bt

O phions controlling zeszion logging

Seszion logging:
() Haone ) Printable output
@ Al zession output 1 55H packets

(71 55H packetz and raw data

Log file name:
ZIE::E:l::.tn:n hsconfigwestatuz Caphure log | Browse. .. ||

[Log file name can contain &5, &b, &0 for date, &T for
tire, and &H far host name)

YWhat to do if the log file already exists:

[0 Always ovensrite it

@ Always append ta the end of it |
[T gk The tEer every fime

/| Flugh lag file frequently

Optionz specific to 55H packet logging

V| Omit known password fields
|| Omit session data

[ Open ] | Cancel |
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& VCSorExpressway - PuTTY
login as: admin === 0

Uzing kevboard-interactive authentication.
Password:

S alarms:

T Brror In=secure pas=sword in use - The adwmin user has the default password

set

* warning Security alert - The THS agent dacabase has the default LDAP passw
ord sst

* warning Configuration warning - The VCE is running in a legacy THS Agent m
ode: ywou are recommmehded to switch yvour system to use a different mode

* warning Insecure password in use — The root user has the default password
set

* warning SJecurity alert — The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 05:12:21 EDT 2014
Welcomwe to VCS1-Concrol

TANDEERG VC3 Release X¥7.2.1 —/——"———
SW Relesmse Date: 2012-09-25

L) 4

- HTFXRXRNE | U ZBER, MRELEFKHEFRIEIR , NRIREFAR,
. B8 A xstatus@p© FH1ZEnter:

@ VCSorExpressway - PuTTY

login as: admin
Using kevboard-interactive authentication.
Pasawvord:

5 alarms:

¥ Brror Insecure password in use — The admwin user has the default password

set

¥ warning Security alert - The THS agent database has the default LDAP passw
ord set

* warning Configuration warning — The VC5 is runhing in & legacy THS Agent m
ode; wou are recommended to switch your system to use a different mode

* warning Insecure password in use — The root user has the default password
et

* warning Security alert - The THS agent database has the default replicatio
n password =et

Last login: Thu Jun 19 08:12:21 EDT 2014
Welcome to VCE1l-Control

TANDEERG WC3 ERelease X7.2.1

3W Release Date: 2012-059-25
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BT HFRIER , ZieZHMaHIEXAR X4,




-
@ VC5SorExpressway - PuTTY

Count: 0
Max: O
Puhlications:
FPresentitiesz:
Count: 0O
Max: 0O
ConferenceFactory:

atu=: Inactive

s/end

FindMeManager:

end

Inactive

WiE , BEWE T xstatustn TR H , AT UK Exconfigin TRIMEH T o

5. % Axconfig#s & 7 #ZEnter.



@' VChorExpressway - PuTTY
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xst at us

*s Systenbnit:



Product: " TANDBERG VCS"
Uptinme: 24963390

Systenti me: "2014-06-19 14:58: 59"

Ti neZone: "US/ Eastern"

Local Ti ne: "2014-06-19 10:58: 59"

Sof t war e:
Version: "X7.2.1"
Build: "296181"
Nane: "s42700"
Rel easeDat e: "2012-09- 25"

Rel easeKey LU R O O S O O

Confi guration:
NonTraversal Cal I s: 500
Traversal Cal I s: 200
Regi strations: 2500
Expressway: Fal se
Encryption: True
I nterwor ki ng: True
Fi ndMe: True
Devi ceProvi si oni ng: True

Dual Net wor kil nt erfaces: Fal se
AdvancedAccount Security: Fal se

St art er Pack: Fal se

EnhancedOCSCol | aborati on: True

Har dwar e:
Ver si on: " VMAare"
Serial Nunber: "**x*xxxxt
*s/ end

*s Ethernet 1:
MacAddr ess: "00:50: 56: Al: 70: 06"
Speed: 10000f ul |
| Pv4:
Address: "10.10.10. 10"
Subnet Mask: "255.255. 255. 0"
*s/ end

*s Ethernet 2:
MacAddr ess: "00:50: 56: Al: 70: 04"
Speed: 10000f ul |
| Pv4:
Address: "192.168.0.100"
Subnet Mask: "255.255. 255. 0"
*s/ end

*s Options:
Option 1:
Key: "116341X300-1-!!t111rnmee

Description: "300 Non-traversal

Option 2:
Key: "116341P00-1-!!111111e

Cal | s"

Description: "Device Provisioning"

Option 3:
Key: "116341Q00-1-!!1t11rrnpe

Description: "H323-SIP | nterworking Gateway"

Option 4:
Key: "116341U00-1-!!111rrnepe
Description: "Fi ndwe"

Option 5:
Key: "116341C00-1-!!11rrrnge

Description: "Enhanced OCS Col | aboration"

Option 8:
Key: "116341Y200-1-!!!111rnmpe

Description: "200 Traversal Calls"



Option 9:
Key: "116341X200-1-!!1111mge
Description: "200 Non-traversal Calls"

*s/ end
*s | P:
Protocol: |Pv4
| Pv4:
Gat eway: "10.10.10.1"
*s/ end

*s Ext er nal Manager:

Status: Active

Address: "10.10.10.104"

Protocol : HTTP

URL: "tns/public/external / managenent/syst enmanagenent servi ce. asnx
*s/end

*s Feedback 1:
Status: Of
*s/ end

*s Feedback 2:
Status: Of
*s/ end

*s Feedback 3:
Status: On
URL: "http://10.10.10. 104/t s/ public/feedback/ code. aspx"
Expression: "/Event/Call D sconnect ed”
Expression: "/Event/Call Connect ed"
Expression: "/Event/Call Fail ure"
Expression: "/Event/Regi strati onAdded"
Expression: "/Event/Regi strationChanged"
Expression: "/Event/ResourceUsage"
Expression: "/Event/AuthenticationFail ure"
Expression: "/ Status/Warni ngs"

*s/end

*s Resour ceUsage:
Calls:
Traversal :
Current: O
Max: O
Total: O
NonTr aver sal :
Current: O
Max: 1
Total: 2
Regi strations:
Current: O
Max: 3
Total: 42
*s/ end

*s Calls: [/
*s/ end

*s Zones:
Def aul t Zone:
Nane: "Defaul t Zone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O



Local Zone:
Def aul t SubZone:
Nane: "Defaul t SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Tr aver sal SubZone:
Nane: "Traversal SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
C ust er SubZone:
Nane: "C uster SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Sear ches:
Current: O
CurrentDirected: O
Total : 64081
Dr opped: 0
MaxSubSear chExceeded: 0
MaxTar get sExceeded: 0

Zone 1:
Nane: "Traversal Zone"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O
Status: Active
Type: Traversal dient
Traversal dient:
Peer 1:
H323:
Status: Active
Address: "10.10.10. 102"

Port: 6001
Last St at usChange: "2014-04-03 09: 50: 35"
Sl P:

Status: Active
Address: "10.10.10. 102"
Port: 7001
Last St at usChange: "2014-04-03 09: 49: 13"
Server: "TANDBERG 4102 (X7.0)"
*s/ end

*s Alternates: /
*s/ end

*s Links:
Link 1:
Nane: "Defaul t SZt oTr aver sal SZ"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Link 2:
Nane: "Defaul t SZt oDef aul t Z"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Link 3:
Nane: "Defaul t SZt od ust er SZ"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O



Li nk 4:
Nane: "Traversal SZt oDef aul t Z"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O

Li nk 5:
Nane: "ZoneOO0Ol1ToTraver sal SzZ"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O
*s/end

*s Pipes: /
*s/end

*s Regi strations: /

*s/ end
*s SIP:
Et hernet 1:
| Pv4:
UDP:
Status: Inactive
TCP:
Status: Active
Address: "10.10. 10. 10: 5060"
TLS:
Status: Active
Address: "10.10. 10. 10: 5061"
| Pv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Et hernet 2:
| Pv4:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
| Pv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Transport:
Server 19857:
Socket :

Type: " SERV_UDP"
State: " NUSE"
I D
Local : 85393
dobal: O
Buffer:
I nput :
Lengt h: 20000
Cut put :
Lengt h: 20000



Local :
Address: "127.0.0.1:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: O
Add:
Failures: 0O
Fl ow.
Token:
Server 19856:
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 150928
dobal: 1
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "127.0.0.1:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O



Add:
Failures: 0O
Fl ow,
Token:
Server 19855
Socket :
Type: "SERV_TLS"
State: "I NUSE"
1 D
Local : 216463
d obal : 2
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "127.0.0.1:5061"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow,
Token:
Server 19854
Socket :
Type: " SERV_UDP"
State: "I NUSE"
1 D
Local : 281998
d obal : 3
Buf fer:
I nput :
Lengt h: 20000
Cut put :
Lengt h: 20000
Local :
Address: "[::1]:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :



Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow.
Token:
Server 19853:
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 347533
dobal: 4
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "[::1]:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow.
Token:
Server 19852:
Socket :
Type: "SERV_TLS"
State: "I NUSE"



1 D
Local : 413068
dobal: 5
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "[::1]:5061"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow.
Token:
Server 19851:
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 478603
A obal: 6
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "10.10. 10. 10: 5060"
Renot e:
Address: ""
Net wor k:
Nunber: 2
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nanme: ""
Last :
Packet :
Recei ved: 0
d ose:



In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow,
Token:
Server 19850
Socket :
Type: "SERV_TLS"
State: "I NUSE"
1 D
Local : 544138
d obal : 7
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "10.10. 10. 10: 5061"
Renot e:
Address: ""
Net wor k:
Nunber: 2
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow,
Token:
Adient 7747:
Socket :
Type: "TLS_OQUTG'
State: "I NUSE"

1 D
Local : 825433667
d obal : 654
Buf fer:
I nput :
Lengt h: 5120
Cut put :

Lengt h: 20000



Local :

Address: "10.10.10.10: 27573"
Renot e:
Address: "10.10.10.102: 7001"
Net wor k:
Nunber: 2
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: " DHE- RSA- AES256- SHA"
Last :
Packet :
Recei ved: -1798628722
d ose:
I'n: 900
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 1
Add:
Failures: 0O
Fl ow.
Token: ""
*s/ end
*s H323:
Regi strati on:
Status: Active
| Pv4:
Address: "10.10.10.10:1719"
Cal | Si gnal i ng:
Status: Active
| Pv4:
Address: "10.10.10.10:1720"
Assent :
Cal | Si gnal i ng:
Status: Inactive
H46018:
Cal | Si gnal i ng:
Status: Inactive
*s/ end
*s Applications:
Presence:
User Agent :
Status: Inactive
Presentity:
Count: O
Server:
Subscri pti ons:
Count: O
Max: O
Expired: 0
Subscri bers:
Count: O
Max: O
Status: Inactive
Presentities:
Count: O



Max: O

Publ i cati ons:
Presentities:

Count :

Max:

0

Conf erenceFactory:

St at us:
Next Al i as:

Ext ernal 1:
St at us:

I nactive

Cl ust er St at us:

Cl ust er St at e:

Last Updat e:

"Di sabl ed"

Tinme: "Tinme not set"

SecondsSi nceLast Refresh: "1403189939"
*s/ end
*s Fi ndMeManager: /
*s/ end
*s TURN:

Server:
Status: |nactive

*s/ end
*s Policy: /
*s/ end
(014

xcommand xconfig

*c xConfiguration
*c xConfiguration
*c xConfiguration
*c xConfiguration

Login Remote Protocol: LDAP

Login Renote LDAP Server Address: ""
Login Renpte LDAP Server FQDNResol ution:
Login Rempote LDAP Server Port: 389

Addr essRecord



*c xConfigurati
*c xConfigurati
XKKKKXKX!

*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
managenent ser vi
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati

on
on

on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on

ce.

on
on
on
on
on
on
on
on
on
on
on
on
on

Login Renote LDAP VCS Bi ndUser nane: ""

Login Remote LDAP VCS Bi ndPassword: "{ci pher} XXXXXXXXXX
Login Renpte LDAP VCS Bi ndDN: ""

Login Renote LDAP BaseDN Accounts: ""

Login Renote LDAP BaseDN G oups: ""

Login Rempote LDAP Encryption: Of

Login Renmote LDAP SASL: DI GEST- MD5

Login Renmote LDAP CRLCheck: None

Login Rempte LDAP DirectoryType: ActiveDirectory

Systenmnit Nane: "VCS1-Control"

Systennit Mai ntenance Mde: O f

Option 1 Key: "116341X300-1-!ttrrrrree

Option Key: "116341P00-1-!!tirrree

Option Key: "116341G00-1-!tirrrrree

Option Key: "116341U00-1-ttirrrrree

Option Key: "116341C00-1-!!tirrree

Option Key: "116341Y200-1-!tiirreee

Option Key: "116341X200-1-!tirrreee

Et her net Speed: Auto

Et her net I P V4 Address: "10.10.10.10"

Et her net | P V4 Subnet Mask: "255.255. 255. 0"

Et her net IP V6 Address: ""

Et her net Speed: Auto

Et her net I P V4 Address: "192.168.0.100"

Et her net | P V4 Subnet Mask: "255.255. 255. 0"

Et her net IP V6 Address: ""

| PProtocol : | Pv4

I P Gateway: "10.10.10.1"

I P QS Mde: None

IP QS Value: 0

IP V6 Gateway: ""

I P DNS Domai n Name: "######.| ocal "

I P DNS Host name: "VCS1-Control "

| P Epheneral PortRange Start: 40000

| P Epheneral PortRange End: 49999

| P RFC4821 Mode: Disabl ed

Admini stration Tel net Mdde: O f

Admi ni stration SSH Mode: On

Admi ni stration HTTP Mdde: On

Admi ni stration HTTPS Mbde: On

Admi ni stration LCDPanel Mde: On

Ext er nal Manager Address: "10.10.10. 104"

Ext er nal Manager Pat h: "tms/public/external/management/system
asnx"

Ext er nal Manager Protocol: HITP

Ext er nal Manager Server Certificate Verification Mde: On
Regi stration RestrictionPolicy Mde: None

Regi stration RestrictionPolicy Service Protocol: HTTP

Regi stration RestrictionPolicy Service TLS Verify Mde: On
Regi stration RestrictionPolicy Service TLS CRLCheck Mdde: Of
Regi stration RestrictionPolicy Service Server 1 Address: ""
Regi stration RestrictionPolicy Service Server 2 Address: ""
Regi stration RestrictionPolicy Service Server 3 Address:
Regi stration RestrictionPolicy Service Path: ""

Regi stration RestrictionPolicy Service Status Path: "status"
Regi stration RestrictionPolicy Service UserNanme: ""

Regi stration RestrictionPolicy Service Password: "{cipher}

© oo Ul hwWwN
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*c xConfiguration Registration RestrictionPolicy Service DefaultCPL: "<reject
status='504" reason='Registration Policy Unavail able'/>"

*c xConfiguration Alternates ConfigurationMaster: 1

*c xConfiguration Alternates C uster Nanme:

*c xConfiguration Alternates Peer 1 Address: ""



*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati

URI format"

*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati

% p% "

*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati

% p% "

*c xConfigurati
*c xConfigurati
phonebook\ +xm "
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati
*c xConfigurati

2 Address: ""
3 Address: ""
4 Address: ""
Al ternates Peer 5 Address: ""
Al ternates Peer 6 Address: ""
Transform 1 Description: "Transform destination aliases

Peer
Peer
Peer

Al t er nat es
Al t er nat es
Al t er nat es

State: Enabl ed

Priority: 1

Pattern String: "(["@*)"
Pattern Type: Regex

Pattern Behavi or: Repl ace
Pattern Repl ace: "\ 1@####. 1 ocal "

Transform 1
Transform 1
Transform 1
Transform 1
Transform 1
Transform 1

Call Loop Detection Mde: On

Call Routed Mode: Al ways

Cal| Services CallsToUnknownl PAddr esses: | ndirect
Cal| Services Fallback Alias: ""

H323 Mode: On

H323 Cat ekeeper Registration UDP Port: 1719

H323 CGat ekeeper Registration ConflictMde: Reject
H323 CGat ekeeper Call Signaling TCP Port: 1720

H323 CGat ekeeper Call Signaling PortRange Start: 15000
H323 CGat ekeeper Call Signaling PortRange End: 19999
H323 CGat ekeeper Ti neToLive: 1800

H323 CGat ekeeper Cal | Ti meTolLi ve: 120

H323 CGat ekeeper Aut oDi scovery Mdde: On

H323 Gateway Callerld: ExcludePrefix

SI P Mbde: On

SI P Domai ns Domain 1 Name: "######. cont

SI P Domai ns Domain 2 Name: "######.|ocal "

SI P Routes Route 1 Method: " SUBSCRI BE"

SIP Routes Route 1 Request Line Pattern: ".*@ % ocal dormai ns%
SI P Routes Route 1 Header Nane: "Event"

SIP Routes Route 1 Header Pattern: "(ua-profile|phonebook).*"
SI P Routes Route 1 Authenticated: OFf

SI P Routes Route 1 Address: "127.0.0.1"

SIP Routes Route 1 Port: 22400

SIP Routes Route 1 Transport: TCP

SIP Routes Route 1 Tag: "Provisioning"

SI P Routes Route 2 Method: "INFO'

SIP Routes Route 2 Request Line Pattern: ".*@ % ocal dormai ns%
SI P Routes Route 2 Header Nane: "Content-Type"

SIP Routes Route 2 Header Pattern: "application/tandberg-
SI P Routes Route 2 Authenticated: OFf

SI P Routes Route 2 Address: "127.0.0.1"

SIP Routes Route 2 Port: 22400

SIP Routes Route 2 Transport: TCP

SIP Routes Route 2 Tag: "Phonebook"

SIP Registration Standard Refresh Strategy: Maxi mum
SIP Registration Standard Refresh M ni num 45

SIP Registration Standard Refresh Maxi num 60

SI P Regi stration Qutbound Refresh Strategy: Variable
SI P Regi stration Qutbound Refresh M ni num 300

SI P Regi stration Qutbound Refresh Maxi num 3600

SI P Regi stration Qutbound Flow Timer: O

SI P Regi stration Proxy Mde: Of

SIP Registration Call Renobve: No

SI P Session Refresh Value: 1800

SI P Session Refresh M nimum 500

SI P UDP Mode: O f

SI P UDP Port: 5060

to



*c xConfiguration SIP TCP Myde: On

*c xConfiguration SIP TCP Port: 5060

*c xConfiguration SIP TCP Qutbound Port Start: 25000

*c xConfiguration SIP TCP Qutbound Port End: 29999

*c xConfiguration SIP TLS Mdde: On

*c xConfiguration SIP TLS Port: 5061

*c xConfiguration SIP TLS Certificate Revocation Checking Mde: Of

*c xConfiguration SIP TLS Certificate Revocati on Checki ng OCSP Mdde: On

*c xConfiguration SIP TLS Certificate Revocation Checking CRL Myde: On

*c xConfiguration SIP TLS Certificate Revocation Checking CRL Network Fetch
Mbde: On

*c xConfiguration SIP TLS Certificate Revocation Checking Source |naccessibility
Behavi or: Fai l

*c xConfiguration SIP Require UDP BFCP Mdde: On

*c xConfiguration SIP Require Duo Video Mdde: On

*c xConfiguration SIP Authentication Retry Limt: 3

*c xConfiguration SIP Authentication NTLM Modde: Auto

*c xConfiguration SIP Authentication NTLM SA Lifetine: 28800

*c xConfiguration SIP Authentication NTLM SA Linmit: 10000

*c xConfiguration SIP Authentication D gest Nonce ExpireDelta: 300

*c xConfiguration SIP Authentication D gest Nonce Maxi num Use Count: 128

*c xConfiguration SIP Authentication Di gest Nonce Linit: 10000

*c xConfiguration SIP Authentication D gest Nonce Length: 60

*c xConfiguration SIP GRUU Mbde: On

*c xConfiguration SIP Medi aRouting | CE Mode: Of

*c xConfiguration |Interworking Mde: RegisteredOnly

*c xConfiguration Interworking Encryption Mdde: Auto

*c xConfiguration Interworking Encryption Replay Protection Mde: Of

*c xConfiguration Interworking BFCP Conpatibility Mde: Auto

*c xConfiguration Interworking Require Invite Header Mdde: On

*c xConfiguration Traversal Media Port Start: 50000

*c xConfiguration Traversal Media Port End: 52399

*c xConfiguration Authentication UserNanme: ""

*c xConfiguration Authentication Password: "{ci pher } XXXXXXXXKKKKXK"
*c xConfiguration Authentication LDAP AliasCOrigin: LDAP

*c xConfiguration Authentication ADS ADDonain: ""

*c xConfiguration Authentication ADS Wbrkgroup: ™"

*c xConfiguration Authentication ADS Machi nePassword Refresh: On

*c xConfiguration Authentication ADS SPNEGO Enabl ed

*c xConfiguration Authentication ADS SecureChannel: Auto

*c xConfiguration Authentication ADS Encryption: TLS

*c xConfiguration Authentication ADS Mdde: O f

*c xConfiguration Authentication ADS C ockskew. 300

*c xConfiguration Zones Policy Mde: SearchRul es

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "Local zone ? no domain"
*c xConfiguration Zones Policy SearchRules Rule 1 Description: "Search |oca
zone for H. 323 devices (strip domain)"

*c xConfiguration Zones Policy SearchRules Rule 1 Priority: 48

*c xConfiguration Zones Policy SearchRules Rule 1 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 1 Source Mbde: Any

*c xConfiguration Zones Policy SearchRules Rule 1 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 1 Mdde: AliasPatternhatch
*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Type: Regex

*c xConfiguration Zones Policy SearchRules Rule 1 Pattern String: "(.+)
@, | ocal . *"

*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Behavior: Replace
*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Replace: "\1"

*c xConfiguration Zones Policy SearchRules Rule 1 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "Local Zone"
*c xConfiguration Zones Policy SearchRules Rule 1 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 2 Nane: "Local zone ? full UR"
*c xConfiguration Zones Policy SearchRules Rule 2 Description: "Search |oca

zone for

SI P and H. 323 devices

with a domain



*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
@, | ocal . *"

*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
zone (Ci sco VCS Expressway)"

*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
search rul e"

*c xConfiguration Zones Policy SearchRules Rule
| P address”

*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
queries the Local Zone for any alias"

*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Target Nane: "Local Zone"

*c xConfiguration Zones Policy SearchRul es Rul e State: Enabl ed

*c xConfiguration Zones Defaul t Zone Aut hentication Mdde: DoNot CheckCredential s
*c xConfiguration Zones DefaultZone SIP Record Route Address Type: |IP

*c xConfiguration Zones DefaultZone SIP TLS Verify Mde: Of

*c xConfiguration Zones DefaultZone SIP Media Encrypti on Mdde: Auto

*c xConfiguration Zones Local Zone Def aul t SubZone SI P Media Encryption Mdde: Auto
*c xConfiguration Zones Local Zone Def aul t SubZone Aut henti cati on Mbde:

DoNot CheckCr edenti al s

*c xConfiguration Zones Local Zone Def aul t SubZone Regi strations: Allow

*c xConfiguration Zones Local Zone Def aul t SubZone Bandwi dt h Total Mbde: Unlimted
*c xConfiguration Zones Local Zone Def aul t SubZone Bandw dth PerCall |nter Mde:
Unlinited

*c xConfiguration Zones Local Zone Def aul t SubZone Bandw dth PerCall |ntra Mde:
Unlinited

Priority: 51

Protocol : Any

Sour ce Mode: Any

Aut henti cation: No
Mbde: AliasPatternMatch
Pattern Type: Regex
Pattern String: "(.+)

NNNDNDNNDDN

Pattern Behavi or: Leave

Pattern Replace: ""

Progress: Continue

Target Type: Zone

Target Nanme: "Local Zone"

State: Enabl ed

Name: "Traversal zone search rule"
Description: "Search traversal

W WNDNDNNDNDNDDN

Priority: 100

Protocol : Any

Sour ce Mode: Any

Aut henti cation: No

Mode: AnyAli as

Progress: Continue

Target Type: Zone

Target Nanme: "Traversal Zone"
State: Enabl ed

Name: "External |P address

AW WWWWWwwWwwow
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Description: "Route external

Priority: 100

Protocol : Any

Sour ce Mode: Any

Aut henti cation: No

Mode: Anyl PAddress
Progress: Continue

Target Type: Zone

Target Nanme: "Traversal Zone"
State: Enabl ed

Name: "Local ZoneMat ch”
Description: "Default rule:

a0~ bdbdsDdDdMDdDDADN

Priority: 50
Protocol : Any

Sour ce Mode: Any
Aut henti cation: No
Mode: AnyAli as
Progress: Continue
Target Type: Zone

o1 o1 o1 o1 ool ool al



*c xConfiguration Zones Local Zone Traversal SubZone Bandwi dth Total Mode: Unlinited
*c xConfiguration Zones Local Zone Traversal SubZone Bandwi dth PerCall Mbde:
Unlinted

*c xConfiguration Zones Local Zone SI P Record Route Address Type: |IP

*c xConfiguration Zones Zone 1 Nane: "Traversal Zone"

*c xConfiguration Zones Zone 1 HopCount: 15

*c xConfiguration Zones Zone 1 H323 Mbde: On

*c xConfiguration Zones Zone 1 S|P Mde: On

*c xConfiguration Zones Zone 1 Type: Traversal dient

*c xConfiguration Zones Zone 1 Traversal dient Authentication Mdde: DoNot
CheckCredential s

*c xConfiguration Zones Zone 1 Traversal Client Authentication UserNane:

" #HHH#H#aut h"

*c xConfiguration Zones Zone 1 Traversal Client Authentication Password:

"{ ci pher } XXXXXXIXIXIXIIIKIIKIIKIIKIIKIKIXIKHIXIXHIXIXAKKAKKX"

*c xConfiguration Zones Zone 1 Traversal dient Registrations: Allow

*c xConfiguration Zones Zone 1 Traversal dient H323 Protocol: Assent

*c xConfiguration Zones Zone 1 Traversal Cient H323 Port: 6001

*c xConfiguration Zones Zone 1 Traversal Cient SIP Protocol: Assent

*c xConfiguration Zones Zone 1 TraversalCient SIP Port: 7001

*c xConfiguration Zones Zone 1 Traversaldient SIP Transport: TLS

*c xConfiguration Zones Zone 1 Traversaldient SIP TLS Verify Mde: Of

*c xConfiguration Zones Zone 1 Traversal Cient SIP Poison Mde: Of

*c xConfiguration Zones Zone 1 Traversal dient SIP Media Encryption Mde: Auto
*c xConfiguration Zones Zone 1 TraversalCient Retrylnterval: 120

*c xConfiguration Zones Zone 1 Traversal dient Peer 1 Address: "10.10.10.102"
*c xConfiguration Zones Zone 1 Traversal Cient Peer 2 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 3 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 4 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 5 Address: ""

*c xConfiguration Zones Zone 1 Traversal Client Peer 6 Address: ""

*c xConfiguration Bandwi dth Default: 384

*c xConfiguration Bandwi dth Downspeed PerCal |l Mbde: On

*c xConfiguration Bandwi dth Downspeed Total Mde: On

*c xConfiguration Bandwi dth Link 1 Nane: "DefaultSzZtoTraversal SZ"
*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"

*c xConfiguration Bandwi dth Link Node2 Nane: "Traversal SubZone"
*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Nare: " Def aul t SZt oDef aul t Z"

*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"

*c xConfiguration Bandwi dth Link Node2 Nane: "DefaultZone"

*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: " Defaul t SZt od ust er SZ"

*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"

*c xConfiguration Bandwi dth Link Node2 Nanme: "d uster SubZone"

*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: "Traversal SZt oDef aul t 2"

*c xConfiguration Bandwi dth Link Nodel Nanme: "Traversal SubZone"
*c xConfiguration Bandwi dth Link Node2 Nane: "DefaultZone"

*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: "ZoneO01ToTraversal Sz"

*c xConfiguration Bandwi dth Link Nodel Nanme: "Traversal Zone"

*c xConfiguration Bandwi dth Link Node2 Nane: "Traversal SubZone"
*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link 5 Pipe2 Name: ""

*c xConfiguration Policy Admi nistratorPolicy Mde: Of

*c xConfiguration Policy AdninistratorPolicy Service Protocol: HITP
*c xConfiguration Policy Adm nistratorPolicy Service TLS Verify Mde: On
*c xConfiguration Policy AdministratorPolicy Service TLS CRLCheck Mde: O f
*c xConfiguration Policy Admi nistratorPolicy Service Server 1 Address: ""
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*c xConfiguration Policy Adm nistratorPolicy Service Server 2 Address:

*c xConfiguration Policy Admi nistratorPolicy Service Server 3 Address:

*c xConfiguration Policy Adm nistratorPolicy Service Path:

*c xConfiguration Policy Adm nistratorPolicy Service Status Path: "status"
*c xConfiguration Policy AdnministratorPolicy Service UserNane:

*c xConfiguration Policy Adm nistratorPolicy Service Password: "{cipher}
XK

*c xConfiguration Policy Adm nistratorPolicy Service DefaultCPL: "<reject
status='504" reason='"Adnmi n Policy Unavail able'/>"

*c xConfiguration Policy Findve Mde: Of

*c xConfiguration Policy FindMe Callerld: Incom nglD

*c xConfiguration Policy FindMe UserDeviceRestriction: Of

*c xConfiguration Applications ConferenceFactory Mde: Of

*c xConfiguration Applications ConferenceFactory Alias:

*c xConfiguration Applications ConferenceFactory Tenpl ate:

*c xConfiguration Applications ConferenceFactory Range Start: 1

*c xConfiguration Applications ConferenceFactory Range End: 65535

*c xConfiguration Applications OCS Rel ay Mdde: O f

*c xConfiguration Applications OCS Rel ay OCS Donai n:

*c xConfiguration Applications OCS Rel ay OCS Routing Prefix: "ocs"

*c xConfiguration Applications Presence Server Mde: Of

*c xConfiguration Applications Presence Server Publication ExpireDelta: 1800
*c xConfiguration Applications Presence Server Subscription ExpireDelta: 3600
*c xConfiguration Applications Presence User Agent Mde: Of

*c xConfiguration Applications Presence User Agent ExpireDelta: 3600

*c xConfiguration Applications Presence User Agent RetryDelta: 1800

*c xConfiguration Applications Presence User Agent Presentity ldle Status: Online
*c xConfiguration ResourceUsage Warning Activation Level: 90

*c xConfiguration Services AdvancedMedi aGat eway Zone Nane:

*c xConfiguration Services AdvancedMedi aGat eway Policy Mde: Of

exit
Bye!
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