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alhuali. Cisco Emergency Respond
CISER  fur Cisco Unified Communications Solutic

Took T SNUP T Sysiembontor T Systemlogs T

Control Center

Logged in as: administrator

-Contral Center Services

Start Steg Festart
Service Hama Shabus

} A Cisco DB Rephcatar » Started
O CER Provider > Started
) Cisce Audit Log Agert > Saarted
Y Cigen COP > Samrbed
I} Cisce COP Agent L Swrted
[} Cisco Certificate Expiry Manitor > Started
}  Cisco DRF Local > Started
) Cison DRE Master » Started
IG Cisco Emergency Responder » Started
) Ciseo DS F Sxarted
[ cisco phone Tracking Engine > Started
L} Cipen Tomest > Saartad
¥ Host Ressurces Agent > Started
L} mB2 agent > Started
}  Platform Administrative Web Service » Started
[} SMHS Master Agent Exarted
T} System Apglication Agent » Started

Start Stop Restart

S22 ERER T REHMCUCMT SREISNMPIRE |

S EICER Admin > Phone tracking >
SNMPv2/v3, ERIAEESNMPAF &, SHRIENMBREES , BT,



rStatus

Please modify information for the selected SNMPv3 User

- Modify SNMPv3 User Details

~User Information

IF Address/Host Name ® 10.1.61.10
User Mame * .cgrsnmpqa

~Authentication Information

[ Authentication Required *
F‘ag.g_wurd.-ttn-l-----aanil---i-nt Beantar F‘.’mnrd.iiliiiiiiiiillliilliii Brotocal @ MDS D CHA,

- Privacy Information

= Privacy Required ®
Password ssssssssssssssssnsnnss Beanter Presword sssssssssssssssnssnnns Protocal I'ﬁ"_. DES lﬂl AES128

~Other Information
Timeout (in seconds) ® .h.lll

Maximum Retry Attempts ™ |2

Update Cancel Changes

SHMPVZ Settings

Add New
P Address/ Host Name User Name Authenticaticn Privacy Timaout [in & d&) Maxi Ratry Attempts Dalete
| A0.1.61.10 cErsnmpyd MD5 DES io 2 ﬁ

FEARFIH | 10.1.61.102HLHIP , 10.1.61.1582Call ManagerfJIP, CERAHISNMPV3ELE i1
B P o

SNMPVD Settings
Add New
[P Addisenn/Hozt Narma Uzar Hame Authsntizaticn Brivacy Timaout (in peconds) i Eatry i Dalats
10.0.61,10 EErEnmoyd HO5 RES 10 2 i |
10,161,158 CUCEHTV.E MDE DES 10 ] 5 |

AR EUNEIPHI/ENEREE O REMBESSEE MBS RSH BN, &
A AR B4 E Pt

SR EELANIRA LB ERIRAIP , FS M ZECER Admin > Phone tracking > LAN switch detail
> Add LAN Switch , 1B F7Ro



LAN Switch Dotails Expar

— Siabus

Haase erter any changs for tha currgrt LAN Swich

~LAN Switch Details

Swnbch Mot Nama i TP Addness ™ 10,061,010
D plian Emrchlab

Enabls CAM based Phore Tracking |
Lise pori desonpbon as port kcation

Uise SMHPVE for Disoovery =

Updata | Cancel Charges | Locetn Swabch-Ports

LAN Switchas
A LAN Swtichi
Saitch Mot Rarrs [ [P Adirsun rda Dalaba
10.1.51.10 F g &
Add LaM Switch

BETERER

ECUCMH , SNMPEED RIAE N F , BEISNMPERE M Cisco CallManager SNMP RS . & 2A%0
EBUE 7 CallManagerfRSM AT B X LT SR EN B AR MRS . EEECisco Unified
Communications ManagerfR5585 , BT TS,

HBR1.EKECisco CallManager SNMPARSFRVIRZ |, 1E S ZCisco Unified Serviceability > Tools
> Feature services, %% PR328 H#{%Cisco CallManager SNMPEREHRACBUE , BT Ro

Frrwnr S M T ks T
T arwraey Spaie e ke Miws il ] 8 L1 3 BN faryn T2 12 %
Crer s gt Loy Arwd Bt Nl i ] (WL S IR M drpn 1212081

SE2. ERBESNMPEREBHRS , BSMECisco Unified Serviceability > Tools > Network
services, EFEBESBHBIFSNMPERER S EESITUEFI T

PPl oy i
T e AL adbaden Adlard T e T
Firt b Ly = e g ST [ Vo el ] e 1 LR NL by EEANLAT
s s b s Bl ] B B 1T R 5 ) daye B 1R
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Y i degars] b ey Bl | B T i TE LR

B3 EECUCMAELESNMPV3 , &S it ZCisco Unified Serviceability > SNMP > V3 > User, &
BRSB|HEEAF,E., SORIEEENMBAES , WBMT.



RERSEUSG Y Cisco Unified Senaceabibty

aleal.  Cisco Unified Serviceability
CISC0 por Claco Unifled Communbcations Soluthons

administrator
B - Jradh » Tioll » Snmp » DHHOME v HHE -

SHHP User Conllgurathon

I L-] Save Chear Al & Cancal

Stalus
(D) Snatus : Resdy

Server® |

User Infonmation
Usar Mame™ CuCmsnmpyd

Authentlcation Information

F austhanticaten Ripjimrad
Dasswond seasemas Aagnitor Pagiwerd sesdases Protocod @ pOs SH&

Privacy Inlormation
A Pivay Riguangd
Passwodd sessssas Roariter Password sessssss Protecol W DES AESITE
Hosk IF Addresses Information

® Acoept SHMP Packets from any host AcCopt SHMP Paciats only from Chase hoats
Host [P Addrass Insart
Host [P Addrassas

Arccess Privileges
Access Privieges™ | ReadOnly

mw:hnl-.- AcCouss preatege & requned in order to configurs Motifcation Destinatons.

R R

N T B GH O REREE , JIRYLPRISNMPE E XM SCERRSSRFNEETLE, FAXL
anHE B R,

snmp-server group <GroupName> v3 auth read <Name_of_View>

snmp-server user <User> <GroupName> v3 auth [sha/md5] <authentication_password> priv
[DES/AES128] <privacy_password>

snmp-server view <Name_of_View> iso included

Bl

Swi t ch(confi g)#snnp-server group Grouptest v3 auth read Vi ewt est
Swi t ch(confi g)#snnp-server user cersnnpv3d Grouptest v3 auth nd5 ciscol23 priv des ciscol23
Swi t ch(confi g)#snnp-server view Viewest iso included

ERIFEE |, B Ashow run | s snmp , W RHBIFT R

Swi t ch#show run | s snnp
snnp-server group Grouptest v3 auth read Vi ew est
snnp-server view View est iso included
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FE1.ERIFCUCMT f3%k , i5S M ZECER Admin > Phone tracking > Cisco Unified
Communications Manager, 2 & T REVBEEE,

Cises Unified Communicatisns Manages Clusters

Stalus
|-P|us¢ anber 0y change i the currest Cisco Unfeed Commanicanans Mansper

-Hnd'l: Cinee Unilied Communications Manager Chuster

Ciseny Unihed Communicatasnd Hanager = 16.1.60.158

CTE Manager = it 160. 050

ETE Mansger Usar Masa CER

CTI Manager Paszword ERRERR AR
Bacille CTI Manager § 10160150

Loy Bndbed Commynicatang Manaoery Ligt
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TFTP Sarver Pot =

Baciup TFTP Sareer |F Address

CARF Server DP Address

CAPF Ssrver Pas ==

Inatasss 10 for Publuibesr®®
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Insterce 10 for Sebecrkar ==
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EEEREERE RS

AXL Peel Number 43

NP 0=
[Uﬂeﬁ-‘lﬂwlfw depoa By

SR ERIARRAEOREBE |, FSMZECER Admin > ERL Membership > Switchport > Filter

>, AR5 EHFind, HAANEFTRSHRERE HRALIPHB UL A B IE,

Azgign ERL to Selecied Swach Parts

Ewdtch |2 Addraaa [__| ERL Hama Switch 10 Add

1k

Agpgh ERL | | Search EAL

=[] 10.1.81.10
n 10.1.61.10

i0.1.61.00
10,1.60.10
10,1.61,10
10,181, 10
10.1.81.00
10.1.61.00
10.1.50.10
™ EBL MEX 10,1.51.10
1 10,161,100
] ESL MEX 10,1.61.20
1 10.1.61.00

DoOoooil

101001
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£0.2.EL.20
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Gil'T
GIE
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G0
Gilf11
Gilf12
GinfL3
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FRERERERERERER

100
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197

Fhorse 10 Address

10.1.61,24

0.1.61.32

10.1.81.26

Edit Vg
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SNMP WalkiR 43

B T EIACUCMAM A BB CER |, &7 LAEFASNMP walk v3@ BTN, EIAI X RIFIA
(0ID)#1.3.6.1.2.1.1.2.0 , MRBIFT R,

MCERZICUCMHISNMPwalkE 3R R :

admn:utils snnmp wal k 3

Enter the user nane:: cucnsnnpv3

Enter the authentication protocol [SHA]::

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx*

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the | P address, not the hostnane.:: 10.1.61.158

The Object ID(AD:: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU performance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysCbjectI D.O = O D: SNWPv2-SM ::enterprises.9.1.1348

SNMPMCERZEIS#RALEY HATHRA IR

adm n:utils snnp wal k 3

Enter the user nane:: cersnnpv3

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: *****xxx

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the I P address, not the hostnane.:: 10.1.61.10

The Object ID(OD):: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU perfornmance.

Conti nue (y/n)?y

SNMPv2- M B: : sysQhjectID.O = O D: SNWPv2-SM ::enterprises.9.1.2134

ECERA EFR 17 R BRAYSNMPwalk v37R~4l :

snmpwal k -v3 -u <User> -1 authPriv —A <aut h_password> —a [ MD5/SHA] -x [DES/ AES128] -X
<Priv_password> | P_Devi ce <O D>

Hrep .

-u:=snmp V3 Fo

- : 2 B A1 X [noAuthNoPriv|jauthNoPriv|authPriv].
-AZ BRI,

-a: 2 F R MY [MD5|SHA]

x: R RFAYDES/AES128].

X:ZRFADPNEB,

i R B AN B PR o



MRWE AT HEIR MIEHB R BB ETERZFHKuTHE, BREERUTEE

snmpwal k -v3 -1 authPriv -u <User> —a [ MD5/ SHA] —A <auth_password> -x [ DES/ AES128] - X
<Priv_password> | P_Device <O D>

BIFRE R OID 2R AR CERMR AP MR E 2 —-

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cer/11 5 1/english/release notes/quide/CE
R BK C838747F 00 cisco-emergency-responder-version-1151.htmI#CERO CN_SE55891C 00

CERARIEEIZIALK —LOIDEHE -

- 1.3.6.1.2.1.1.1.0 — R&ixit

- 1.3.6.1.2.1.1.2.0 - sysObjectID

- 1.3.6.1.2.1.1.5.0 - sysName

- 1.3.6.1.2.1.1.3.0 - sysUpTime
CERAK%:F|/CUCMEIOIDEHE -

- 1.3.6.1.4.1.9.156.1.1.2.1.7 - ccmEntry/ ccmInetAddress
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.4.1.9.9.156.1.1.2.1.2 - ccmName

HiE IR
REBFEEHRUAREREREANZEFERA , XESRRECERFREBEFETHANS R,

SR 1.4 A ds S utils network capture ethO file ExampleName size all count 100003833 CLIS zh #11E
IR , HPExampleName 2 BB S HIRH B o

S EHIAT ( KHI1MFEI, SNMPE, BHiFREREHE),
S B3 FEACHI+CE L HIBIHR
H A {F X5 KactivevelogF B/cli o S BN BB WK S RELECERH

H]5 1 dn S file get activelog platform/cli/ExampleName.cap RBIBEHR ( SHHEE
SFTPHRSES ) »

ERCERFHH A

= /3 HEmergency Responder Serverd 9 A7 , &5 #1 ZCER Admin > System > Server
Settings, BUEFTEEIEE , TENRS = EEMRS E M,


https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00

Server Settings For CERServerGroup

~Status

Ready

~-Select Server

D Fublisher (primary]

ﬂ Subscriber{standby]

- Modify Server Settings

Server Name * | Publizher

Host Name

—Debug Package List | Select All

[¥] CER_DATABASE

[/l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[“] CER_ONSITEALERT

Il CER_CALLENGINE

[ cER_PROVIDER

] cer_aupIT

mycerpubvictogut

Clear all

[+ ceEr_sysaDMIN

[/ cer_TELEPHONY

[ cer_AGGREGATOR

[ CER_GROUP

b CER_CLUSTER

[ CER_ACCESSPOINT

[ CER_CREDENTIALPOLICY

—Trace Package List | Select All

[4] CER_DATABASE

[l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[l CER_ONSITEALERT

[“| CER_CALLENGINE

[¥] CER_PROVIDER

4 cer_aupiT

Clear All

[ CER_SYSADMIN

[ cER_TELEPHONY

[ CER_AGGREGATOR

k¥ cer_Grour

4] ceEr_cLUSTER

[l cEr_ACCESSPOINT

[ CER_CREDENTIALPOLICY

[ [ P T B S Fo SR .

N T X KA O (CER > Admin > ERL membership > Switch Ports) 5k & R Y R e L 1T EPE HE

BR , AT T HRR

1. #£Admin > Phone tracking > LAN Switchi*A{E B h 0iF & & .
2. #£Admin > Phone tracking > SNMP v2 / v3H BB A &,
3. RWIFEARTFCAMNEFREEIEE. MRTEIZRKRRY , ECDPEEA |, HiEFE

AETCAMH B REREIEAE,
4. BN ERISNMPEE



5. WERFREHE,
MRXGHHOER , BREFERER , WHFRITUTER

1. CERFlCommunications Managers_t B SNMPEL & ,
2. #iACisco Unified Communications Manager N JIP/EH B
S HWABEREARETHNETHEBREEESR.
4. BINEBEF T ECallManagerT R L& E3) 7 HASNMPARS ( SNMPE R I/
CallManager SNMPAESS ) o
5. B SNMPwalk#iACUCM A& 14,
6. WEBIFRIRAZ,
CEREERE BERBHI:

305: Jun 30 12:05:17.385 EDT % CER- CER_PHONETRACKI NGENG NE- 7- DEBUG SnnpSocket Reader -
47637: SnnpPri vacyPar am encr ypt DESPri vParam Excepti on thrown while encrypting DES paraneters
:Cannot find any provider supporting DES/ CBC NoPaddi ng

ATRERY R : ESNMPV3BRFAE B LB E SR R,
CERERFIRER H &R fl2:

Snnp exception while reading ccnVersion on <P address CCM Node>
ATgEM IR A : Cisco CallManager SNMPERFZEEF —ACUCMTI K FEH,

HXRfER

https://www.cisco.com/c/en/us/td/docs/voice _ip_comm/cer/11_5_1/english/administration/quide/CE
R_BK_ROQOED2CO0_00_cisco-emergency-responder-administration-quide-
1151/CER_BK_ROOED2C0 _00_cisco-emergency-responder-administration-quide-

1151 _appendix_01101.htmI#CERO_RF_S51098E7_00

https://www.cisco.com/c/en/us/td/docs/voice ip_comm/cer/10_0 1/english/administration/quide/CE
RO BK CA66317A_00_cisco-emergency-responder-administration-

10 _0/CERO_BK CA66317A 00 cisco-emergency-responder-administration-

10_0 chapter 01100.pdf



https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
https://www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
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