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=% : SfinZl/usr/local/broadworks/bw_base/sbin B % :

[root@Qasl ~1# cd /usr/local/broadworks/bw_base/sbin

=4 : i=1Tbwuseradd -hip 5 LA 5 H B & 1% IW

[root@asl sbin]# ./bwuseradd -h Missing argument: role bwuseradd Version 1.14 USAGE: bwuseradd
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[root@asl sbinl# ./bwuseradd -r BWORKS --passwd bwadminl bwadminl Changing password for user
bwadminl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next login Expiring password for user bwadminl. passwd: Success WARNING:
Please make sure this user is created on all servers. WARNING: Do not forget to run 'config-ssh
-createKeys
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[root@as2 sbin]# ./bwuseradd -r BWORKS --passwd bwadminl bwadminl Changing password for user
bwadminl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next login Expiring password for user bwadminl. passwd: Success WARNING:
Please make sure this user is created on all servers. WARNING: Do not forget to run 'config-ssh
-createKeys
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bwadminl@asl's password: You are required to change your password immediately (administrator
enforced) WARNING: Your password has expired. You must change your password now and login again!
Changing password for user bwadminl. Current password: New password: Retype new password:

F ] 712 1Tbind 5 M El/usr/local/broadworks/bw_base/bin ( f£EAS L ) :

bwadminl@asl.mleus.lab$ bin bwadminl@asl.mleus.lab$ pwd /usr/local/broadworks/bw_base/bin
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bwadminl@asl.mleus.lab$ ./config-ssh -createKeys bwadminl@as2
============================================== ==== 3SH CONFIGURATION TOOL version 2.2.22 ====
=> Setting default settings <= Setting 'StrictHostKeyChecking no' Setting 'ServerAlivelnterval
250' => DNS Sanity test <= [##H##H##HFH###HHH] [ ... .. .. .. ] Configured: y, Reachable: vy,
Resolved: y, Required: n. Using bwadminl@asl.mleus.lab as local peer name for asl.mleus.lab. =>
DNS OK <= => Peer reachability test <= [###] [...] => Creating SSH keys <= Creating keys for
bwadminl@as2... bwadminl@as2's password: Generating ecdsa key... Generating rsa key... Creating
keys for bwadminl@asl.mleus.lab... bwadminl@asl.mleus.lab's password: Generating ecdsa key...
Generating rsa key... => Keying SSH <= Preparing bwadminl@asl.mleus.lab for keying... Cleaning
public keys for bwadminl@as2... Sharing keys with bwadminl@as2... Pushing local public keys...
bwadminl@as2's password: Pulling remote public keys... bwadminl@as2's password: Sharing keys
with bwadminl@as2... [done] => Fully meshing SSH peers <= => Recursing with bwadminl@as2 <=
Pushing config-ssh script to bwadminl@as2... Launching config-ssh on bwadminl@as2... => Setting
default settings <= Adding 'StrictHostKeyChecking no' Adding 'ServerAliveInterval 250' => DNS
Sanity test <= [#####HHFFFFH#HE] [ .. .. o ... ] Configured: y, Reachable: y, Resolved: vy,
Required: n. Using bwadminl@as2.mleus.lab as local peer name for as2.mleus.lab. => DNS OK <= =>
Peer reachability test <= [###] [...] => Keying SSH <= Preparing bwadminl@as2.mleus.lab for
keying... Cleaning public keys for bwadminl@asl.mleus.lab... Sharing keys with
bwadminl@asl.mleus.lab... Pushing local public keys... Pulling remote public keys... Sharing
keys with bwadminl@asl.mleus.lab... [done] => Testing ssh configuration <= Testing
bwadminl@as2... [done] ==== SSH CONFIGURATION TOOL completed ====
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bwadminl@asl.mleus.lab$ bwshowver AS version Rel 24.0_1.944 Built Sat Jun 6 00:26:50 EDT 2020 -
BASE revision 909962 - AS revision 909962 Patching Info: Active Patches: 701
bwadminl@asl.mleus.labs$ bwcli
S=======s=S=ssoSSSSSSSSSSSSSSSSSSSSSsSSsSssS=s========================= BroadWorks Command Line
Interface Type HELP for more information



====================================================================== AS CLI>

ST S Ehttps://<AS_FQDN>/BFIT , AREEHFAS WebRH,
E=% . M FSystem > Profile > Administrators.

E=F  BHAdIRE,
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Administrator Add

Add a new system or provisioning administrator.

DK Cancel

* Administrator ID: | webadmin
Last Name: Administrator
First Name: | Web
* Initial Password: | =+ +sssee
* Re-type Initial Password: #esssess
Language: English ~

Administrator Type: (5) System () Provisioning
Read Only: () On (=) Off

1 — I

AEAMRENEER RS

- REMERARTFRENTETHRNR,
ARANEEARENREF/RBANR , LERNFESMNEEFESKS
BRYL  BHOKREFER.

Wir

S EISystem > Profile > Administrators 3 1 R #1220k /-



Administrators

Add 8 naw syslam of provisioning adminisiralor of Manage existing agminisiralors.

[ = X =
Administrator |0 (4] Last Name First Name Administrator Type Edit
wabiadmin Administrator Wab Systam Edit

| Page1of1]

[ Administrator ID i) Starts With ~ webadmin Find Fimd AN

e e
EHFEATEIEENER (RAARTEERED ) |

Welcome Web Administrator [Logouy

Password Change
You must change your password before proceeding. You are here because gither this is your first login atiemgt or your password has expired. Please enter a new password

WK WIAFTE X TR A,
IEE T LUEIS CLIRIEFEIUE, 3 FFBroadWorks CLI(BWCLI) HfE A #F EIEEIZ Tlogindh +

AS_CLI> login webadmin Password: webadmin logging in...
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Administrator Add

Add a new senice provider administrator,

1

* Administrator 1D: | spladmin

Last Name: | Administrator
First Mame: | SP1
- ||'|||‘Ja| Pag;wd [ EE R XN RN

* Re-type Initial Password; | s =2 e e n n| |

Language: | English ~

Administrator Type: (s) Sarvice Provider () Customer () Password Reset Only
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Administrators

Add a new service provider administralor of manage existing administrators,

== X
Administrator iD [8] Last Name First Name Edit
spladmin Adminiztrator SP1 Edit
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Welcome SP1 Administrator [Legow]

Password Change
You must change your password before proceeding. You ane here bacause either this is your first login attempl or your password has expired. Please entar a new password.
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AS_CLI/SubscriberMgmt/Administrator> h add When adding a new administrator to the system,
you set the administrator user ID, access level, first and last names, and password.
Parameters description: userId : The user ID for the administrator. type : when set to
"system", allows for complete access to the Application Server CLI and its functions. When
set to "prov", allows only limited access to the Application Server CLI, specifically
functions in the network level only. readOnly : Cannot configure the system. attribute:
Additional attributes to include through the add command. lastName : The user's last name.
firstName: The user's first name. language : Indicates the language to be used for the
administrator. ====================================================================== add
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AS_CLI/SubscriberMgmt/Reseller/Administrator> h add This command is used to add a new
reseller administrator. When this command is used, you are prompted for password
information. Parameters description: resellerId: The ID of the reseller. userId : The user
ID for the reseller administrator. attribute : Additional attributes to include with the
name command. lastName : This parameter specifies the reseller administrator's last name.
firstName : This parameter specifies the reseller administrator's first name. language
This parameter specifies the reseller administrator's supported language.
====================================================================== add
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AS_CLI/SubscriberMgmt/ServiceProvider/Administrator> h add When adding a new service
provider administrator to the system, the corresponding service provider administrator's
user ID, first name, and last names are set. You are prompted for password information.
Parameters description: svcProviderId: The service provider. userId : The user ID for the
service provider administrator. adminType : When set to "normal", the service provider
administrator has all standard access rights and privileges. When set to "customer", the
customer administrator only has access to the Group, User, and Change Password web portal
pages. Also, the customer administrator has no access to Call Capacity and has read-only
access to Intercept Group pages. When set to "passwordResetOnly", this value allows the
service provider administrator to reset the user's web and portal password only. attribute
Additional attributes to include through the add command. lastName : The service provider
administrator's last name. firstName : The service provider administrator's first name.
language : The service provider's supported language.



AS_CLI/SubscriberMgmt/Group/Administrator> h add When adding a new group administrator to
the system, the corresponding group name and service provider, and the group administrator's
user ID, first name, and last name are set. Parameters description: svcProviderId: The ID of
the service provider to whom the group and group administrator belong. groupId : The ID of
the group to which the administrator belongs. userId : The user ID for the group
administrator. attribute : Additional attributes to include through the add command.
lastName : The group administrator's last name. firstName : The group administrator's first
name. language : The supported language for the group administrator.
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