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AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,
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VXLAN MultiSite , 3 FCloudSecH F2# $h
HIMYIFEAER

« XK Z 3 RVXLAN EVPN3 4B RE

s AN MEREEE T VPCIHAEMX,

- KRIHFEETEVLAN 11007,

o BNEAMIERMXESVIEDOVIan3600 L1 It 2 6 EHIPv4 iBGPARE X Ro

s MUK LEHURMAINES MR EHEEEZENERNKEReBGP IPVABER R,
o WHRAWI SRR XS RBMIA R MK EBeBGP L2VPN EVPN4BEX R,
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KHMIPHhutERESEPER :
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i Eth1/52 |192.168.1.1/30 | 192.168.2.1/32 |192.168.3.1/32 FEH FEH
EF Eth1/52 192.168.1.2/30 FEH
Eth1/50{192.168.1.5/30| 192.168.2.2/32 FEH FEH FEH Eth1/34
Eth1/51(192.168.1.9/30 FEH Eth1/35
BGW-A| Eth1/51 192.168.1.6/30 | 192.168.2.3/32 [192.168.3.2/32|192.168.100.1/32(192.168.4.1/:
Eth1/48(10.12.10.1/30 192.168.3.254/32 Eth1/3
BGW-B| Eth1/51 |192.168.1.10/30| 192.168.2.4/32 |192.168.3.3/32|192.168.100.1/32|192.168.4.2/.
Eth1/48| 10.12.10.5/30 192.168.3.254/32 Eth1/3

BE

- FAER, AEEPNERESURMAXINEE. X TEERE ,

R

AN

F X F4E R Cisco Nexus 9000F FINX-OS VXLANEL EHEFE . BRA<10.3(x)

E 5 ACloudSec , £ evpn multisite border-gateway T Bt & dci-advertise-pip &4

SA-BGW-AFISA-BGW-B

SB-BGW-AFISB-BGW-B

dci-adverti

evpn multisite border-gateway 65001

se-pip

dci-advertise-pip

evpn multisite border-gateway 65002

BGPEL &

HERERSETIER.

SA-BGW-AHISA-BGW-B

SB-BGW-A#SB-BGW-B

router bgp 65001
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive

router bgp 65002
address-family ipv4

maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional -paths send
additional-paths receive

unicast

maximum-path 55 R FMEBEE U ZNeBGP L2VPN EVPNEE R,

additional-path fp 518 RBGPH BB S R FZHERE N KA/ R EMER R

ST REMx EWAAELIVNI VRF , EAFEE S HRE

SA-BGW-AFISA-BGW-B

SB-BGW-AFISB-BGW-B

AT LA ERAVXLANH ERLE


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html

router bgp 65001
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

router bgp 65002
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

PRE A E B

FRAL MR LB XA

key chain CloudSec_Key_Chainl tunnel-encryption key 1000 key-octet-string ClOudSec! cryptographic-algorithm AES 128 CMAC feature tunnel-encryj

W ERE TS, tunne-encryptionds & %0 R 81 A T 7 & evpn multisite dei-tracking@r S Y0,

SA-BGW-ARISA-BGW-B SB-BGW-A#ISB-BGW-B

tunnel-encryption peer-ip 192.168.13.2 tunnel-encryption peer-ip 192.168.3.2

keychain CloudSec_Key Chaini policy CloudSec Policy1| keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.13.3 tunnel-encryption peer-ip 192.168.3.3

keychain CloudSec_Key_Chainl policy CloudSec_Policyl| keychain CloudSec_Key_Chainl policy CloudSec_Policyl

interface Ethernet1/3
tunnel-encryption

interface Ethernetl/48
tunnel-encryption

ERRBEMEZRE , BSEESHEN , RMAaEESRmEALim , 7 BriHeBGP IPvARIEMBELNE D LEMY

<tfroot>

SA-BGW-A# show ip bgp 192.168.2.3 BGP routing table information for VRF default, address family |Pv4 Unicast BGP routing table entry for 192.168.2

| I
This is a new attribute

Path type: redist, path is valid, not best reason: Locally originated, no labeled nexthop AS-Path: NON

NTRARE2  EEHEMY

<tfroot>

SA-BGW-A# show bgp I2vpn evpn 00ea.bd27.86ef BGP routing table information for VRF default, address family L2VPN EVPN Route Distinguisher: 6



Et hernet Segment ldentifier (ESI) is also new attribute

Path-id 1 (dual) advertised to peers: 192.168.2.2 SA-BGW-A#

¥ ur

/S Mcloudsec Bl , RFRE-TRECHRERBTETER !

SA-BGW-A(config)# show clock Warning: No NTP peer/server configured. Time may be out of sync. 10:02:01.016 UTC Fri Jul 19 2024 Time source is |

Bt & 5Ecloudsec/s , SA LMK IR AFUR WpingBih RB LMWK, B2 , EELERT | pingRETRETRII, XEURTF X ithig F iR
A TF % % cloudsec N %% 7 & A9 cloudseckd Z 4K,

SA-HOST-A# ping 10.100.20.10 PING 10.100.20.10 (10.100.20.10): 56 data bytes Request 0 timed out Request 1 timed out Request 2 timed out Request -

HEHERR

RERL K ENAARPE :

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1 Request 352 timed out Request 353 timed out Request 354 timed out 356 packets transmitted,

S HIEBBUMR B EEZSE BIEG FTEITFERE., T-IRREBEMBRE :

SA-BGW-A# show tunnel-encryption session Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

I3 8 RCloudSecRFEB BN, T—F A ESA-HOST-A Liz1T TR #lping :

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1

MNItEt e | BAFRBIERALNIEE  EERERTIELRE., BULUEISELAMER SAKRE EWFFEEE EERBES. in
select FFERIABEOCE S RO IRTFEAN ZRIRLBHTICE ., BRI LUBE S B85 T A RELAMMNEZE R : Nexus 9000=H FBASIC (Tahoe
NX-OSELAM



https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html

SA-LEAF-A EHJELAM

EEFRNES , BESPSPINERE., ETHERELAEIBNET , BUAE KLELEAFLIREIELAM, REFERA T in-sdect 9iXfg 5
&, BEEEIFRNEMN £, KAEANBipvatRk , BRHEELEBEHHRERRVXLANMNER , EEXMES |, AAERHERIRE
FAEBNBIHRES, EXHERT , EALUESTHERKEMNping , FERAPK lendfkKIABHIBE. RINERT | icompHiE 2K
ER64FH, tNE20FFHMIPHRL , EMS 2, NERETSAFHHPKT Len :

<#root>
SA-LEAF-A# debug platform internal tah elam SA-LEAF-A(TAH-elam)# trigger init in-select 9 Slot 1: param values:. start asic 0, start slice 0, lu-a2d 1, ir

1---Note dpid val ue

Dst Idx : Oxcd, Dst BD : 1100 Packet Type: IPv4 OQuter Dst IPv4 address: 10.100.20.10 Outer Src IPv4 ad

Pkt len = 84

, Checksum = Oxb4ae

1---64 byte + 20 byte | P header Pkt len = 84

Inner Payload Type: CE L4 Protocol : 1 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD:

[
Put dpid val ue here

IF_STATIC_INFO: port_name=Ethernetl/52,1if_index:0x1a006600,1t1=5940,sTot=0, nxos_port=204,dmod=1,dpid=

Mz d | B LE SR ERESA-LEAF-AF MIZ O Ethernetl/525 & % | %320 MIRFNERETISA-SPINE-A,
SA-SPINE-A ERYELAM

FESPINEL |, Pkt LenfBEFE KR , BRS0FTHVXLANIRK B R M. BRIAMBERT |, S&E vxlan-parse = featurenv overlay , SPINEF
EERERIRL ETEL, Eitt , EATISPINESE M vxlan-parse enable ii s

<ttroot>

SA-SPINE-A (config-if)# debug platform internal tah elam SA-SPINE-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic O, start slice 0,

84 bytes + 50 bytes VXLAN header Pkt len = 134

Inner Payload Type: IPv4 Inner Dst IPv4 address: 10.100.20.10 Inner Src IPv4 address: 10.100.10.10 L4

SA-SPINE-ARIE % H [BISA-BGW-A KX R &

SA-BGW-A EHELAM



SA-BGW-A(TAH-elam-insel 9)# set inner ipv4 src_ip 10.100.10.10 dst_ip 10.100.20.10 SA-BGW-A(TAH-elam-insel9)# start SA-BGW-A(TAH-elam-in

BIESA-BGW-AMIIH |, R EMEthernetl/485i B SB-BGW-A, T —3$ 2K ESB-BGW-A :

<#root>
SB-BGW-A# debug platform internal tah elam SB-BGW-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic 0, start slice 0, lu-a2d 1, in-
l---Reset the previous filter and start again just in case if packet was not captured

SB-BGW-A(TAH-elam-insel19)# reset SB-BGW-A(TAH-elam-insel9)# set inner 1ipv4 src_ip 10.100.10.10 dst_ip

RIESB-BGW-ARIMIH , ELAMEZ Rt %, XEWRESB-BGW-BEEEEWKES , TELHBZRMBNXLERES , RERETE
BURIXERES, BT #doudsecRB X ENER , ATBIRTESB-BGW-A LIZ{TELAM |, {B 2% 13585 4%k & 7 A Fcloudsechy
SABRIPtyt |, BN FEE B cloudsec N B Z IR B MERIRL . MERIMM LTI TS, SA-BGW-ALE T RE , XERESA-
BGW-AffFcloudseciN B iiE, Hit , AT LUEFHSA-BGW-AKINVE IPERELAMBY A A SR ES, RE\EIIEMAEE , VXLANME
ICMPEIEGEKEN134F T, MEMEHHI2F K cloudsectfsk , AIBH166F T

<#root>

SB-BGW-A(TAH-elam-insel 9)# reset SB-BGW-A(TAH-elam-insel 9)# set outer ipv4 src_ip 192.168.3.2 SB-BGW-A(TAH-elam-insel 9)# start SB-BGW-
192.168.13.3 !---NVE | P address of SB-BGWB

Outer Src IPv4 address: 192.168.3.2 Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 17, TTL = 254, More

1---134 byte VXLAN packet + 32 byte cloudsec header Pkt len = 166

Inner Payload Type: CE L4 Protocol : 17 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD
I---To reach SB-BGWB NVE IP traffic was sent out of Ethernetl/4 which is connected to SB-SPI NE-A

SB-BGW-A(TAH-elam-insel19)# show system internal ethpm info all | i i "dpid=130" IF_STATIC_INFO: port_n
SB-BGW-A(TAH-elam-insel 9)# show cdp neighbors interface ethernet 1/4 Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge S - S

192. 168. 13. 3/ 32

, ubest/mbest: 1/0 *via 192.168.11.5,

Et hl/ 4

, [110/6], 00:56:13, ospf-UNDERLAY, intra via
192.168.14. 2

, [200/0], 01:13:46, bgp-65002, internal, tag 65002

1---The device still have a route for SB-BGW¥B NVE IP via SVI

SB-BGW-A(TAH-elam-insel19)# show ip route 192.168.14.2 IP Route Table for VRF "default" '*' denotes best
*via 192.168.14.2, VI an3600
, [250/0], 01:15:05, am SB-BGW-A(TAH-elam-insel9)# show ip arp 192.168.14.2 Flags: * - Adjacencies lear

ecce. 1324. c803



VI an3600

SB-BGW-A(TAH-elam-insel19)# show mac address-table address ecce.1324.c803 Legend: * - primary entry, G

3600

ecce. 1324. c803
static - F F
vPC Peer - Li nk(R)

SB-BGW-A(TAH-elam-insel19)#

MNizsiHd | EBaLLEZ , BIEKBEK , CloudsecHi B & T ## O Ethernet /4% & EISB-BGW-B, 1R #ECisco Nexus 9000& FINX-0OS
VXLANEREERT | BRA810.3(x) AN M R4 -

TR 32 AL B CloudSecii & A4 AUE IS DCI £ 1THER 3 A 33 #e#lo

RIEE — B A VPCIA R M < X1 Cloudsechy Sz 1529 , TR VPC BGW T 231 ZvPC BGWHIPIPHEtt H EDCIiR#H T ESE |, MKBAFH AN

vPC BGWHBGPEZRE M HMERE. Rt , DCIHET KRHLTUMNTREPIPHuLFIVPC BGWH IR R KR, FltAREF , MCTHEA
FREZRUEANMBRE, B2 , EXMERT , FANREESPINERNEDO , REMNL , BGW &N BackUp SVI BB OSPF4B{E
*/ N O

SB-BGW-A(TAH-elam-insel 9)# show ip ospf neighbors OSPF Process ID UNDERLAY VRF default Total number of neighbors: 2 Neighbor ID Pri State

RANRERRNEE

FERRSVIEONOSPFF#E. RIAMBERT , ENXOSE , BEIRASEFT N40G, SVIEONH IR N 1Ghps, MYEBFEOMNTRE A
10Gbps :

<#root>
SB-BGW-A(TAH-elam-insel 9)# show ip ospf interface brief OSPF Process ID UNDERLAY VRF default Total number of interface: 5 Interface ID Areac
<Qut put omitted>

Ethl/4 5 0.0.0.0 1 P2P 1 up

EXMBERT , NSVIRA#ITEEE QA AR B, KFERFLRMX ERITRE,


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c

<ffroot>

SB-BGW-A (config)# int vian 3600 SB-BGW-A (config-if)# ip ospf cost 1 SB-BGW-A (config-if)# sh ip route 192.168.13.3 IP Route Table for VRF "defal

via 192.168.14.2
, V1an3600, [110/2], 00:00:08, ospf-UNDERLAY, intra via 192.168.14.2, [200/0], 01:34:07, bgp-65002, int

1---The ping is started to work i nmedi ately

Request 1204 timed out Request 1205 timed out Request 1206 timed out 64 bytes from 10.100.20.10: icmp_seq=1207 ttl=254 time=1.476 ms 64 bytes fror
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