BB EEL7000R %32 Layer2 vPCEEH

é/
iy
it

MEL2/L3 PodHiE
RAMDCINZEVPC
BN R E B
MACSecnz

EzRaN: L]

RS BEBR

AR I B E Layer2 (L2)E 3+ O BEiE(DCl 5 A —E#£LPort-Channel (vPC),

ERFMH

fRi% , vPCHIHot Standby Routing Protocol (HSRP)ZE A2 Y RAIEA N IR R ELH B,

Note: £ vPCHE R B 1Z i A 85 B SC R 2 HI L (LACP) , ¥ERDCl,

R : MACSecMZERAERLANS RIRS HEFEMRAG6.1(1) 28l H B ELBFI1EERS,
S ZI5E AR #ICiscoE L 7000R FINX-OSZ 2 Bl B FMI Cisco TrustSecEf o #Y , lRA6.xEH
s 8,



//www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01101.html#con_1188947
//www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01101.html#con_1188947

=R
Cisco BB THLUTEE :

. vPC

- HSRP

- A R MR

- MACSecn%:(mli%)
fERKNEHY
AR AR EBIREEITEHHRAG6.2(8b)AY CiscoiE L7000 R 51 33 # .
AXHEPHNEEBRETREXREFREPINRZREN. AXHETFANFMAERERVEXAR
BN BE, NREFEANREXENG , FHAECLTHRAMETSHNEBEERM,

BFRER

DCIHY B B KX 3| B3 O 2BV EVLAN | REL2ARSS SR MEEM Z M FE IR BEB K
BEEDE,

VPCIR X STPIRE K #F AL E M N34 R (FEDCI vPCIH AY3% B M FF IR £ 5T (BPDU) 2 B HY) , Eitt
FAPIEREF ORBEREBNZEREREP L , RATRERDARHEREF L 2HE.

Note:VPCAILLATA T EREZH M HEDR L. MREZMAERANEEF O, BREWR
CERBRERMELMEOTV),

DCI vPC EtherChannel B2t i EH L EEH 2K

- BE—BRER TR (FHRP)RE : BB BHSEAS N REF LN — N T AKX, BEX
L MNBEFHRPRX L E

- STPRRE : MBIFTIRR , XB5 LEFUTEVE & — N EBIREHROE S — 1
TR RES  XRATH T &RMEERER O BN BRERE,

- MACSectn®(lik) : XIMZREN TR LLEEMREZEH AR,

[

FEAELSERN TEESFEMANL2 DCI vPCHE R,

Note:EMEE TERTE ( REREMA,T ) IRMBEXRANBIAAERARSHEARES.

FHRPIR®E


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Lt E8 #IRFHRPFRES AT AR B N 15 3R

IEL2/L3 Pod B3

XREL S REAHI

FEUHFRYP , FIFR(L)MWKRER—NMPCHEEH BHEHNDCl, 7 TREHSRP , BAHE E ik O
15141 # 1 % (PACL)#EDCI Port-Channel F12 FiHSRPIC A s 1t 4 HiSL (ARPs) (GARPS)E 32 2 B2 1
0O (SVIs)FEDCIR B3I 8 VLANK .

X2EERA

ip access-list DENY_HSRP_IP

10 deny udp any 224.0.0.2/32 eq 1985
20 deny udp any 224.0.0.102/32 eq 1985
30 pernit ip any any

interface <DCl - Port - Channel >
ip port access-group DENY _HSRP IP in

interface VI an <x>
no ip arp gratuitous hsrp duplicate

Note: 5 BI Bl & 7] BE th 5E 45 — 2 FH 9000 e #/l.
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ip access-list ALL_IPs
10 permt ip any any
nac access-list ALL_MACs
10 pernmit any any
ip access-list HSRP_IP
10 permit udp any 224.0.0.2/32 eq 1985
20 permt udp any 224.0.0.102/32 eq 1985
nac access-list HSRP_VMAC
10 pernmit 0000.0c07.ac00 0000.0000. 00ff any
20 permit 0000.0c9f.f000 0000.0000.0fff any
vl an access-map HSRP_Local i zation 10
match i p address HSRP_I P
mat ch nmac address HSRP_VMAC
action drop
statistics per-entry
vl an access-map HSRP_Local i zati on 20
match ip address ALL_IPs
mat ch mac address ALL_MAGCs



action forward
statistics per-entry
vlian filter HSRP_Localization vlan-list <DCl _Extended_VLANs>

feature dhcp

arp access-1list HSRP_VMAC ARP

10 deny ip any mac 0000.0c07.ac00 ffff.ffff.ff00
20 deny ip any mac 0000.0c9f.f000 ffff.ffff.f000

30 pernit ip any mac any

ip arp inspection filter HSRP_VMAC ARP vl an <DCl _Ext ended_VLANs>
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i nterface <DCl -Port - Channel >
swi tchport trunk allowed vlan <DCl _Ext ended_VLANs>
spanning-tree port type edge trunk
spanni ng-tree bpdufilter enable
stormcontrol broadcast level 1.0

Note: A EHERNWNREFI TREMEE , BRMLHA B2 LM BEBIER—#.
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feature dot 1x
feature cts

I MACSec requires 24 additional bytes for encapsul ation.
interface <DCl - Port - Channel >
nmu 1524

i nterface <DCl - Physi cal - Port >
cts manual
no propagat e- sgt
sap pnk <Preshared- Key>

Note: 4B IE DR T MACSecENBER £,
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#i Ashow hsrpiBE L& 5 2ICLIA T RIEHSRPM % 2 5E R EFH N HRFEH 0 -

1DC- 1
N7K- A# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt.

Interface Gp Prio P State Active addr St andby addr Group addr
VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
(conf)
1 DC- 2

N7K- C# show hsrp br
*: 1 Pv6 group #:group belongs to a bundle
P indicates configured to preenpt.

Interface Gp Prio P State Active addr St andby addr Group addr
VI an10 10 120 Active | ocal 10.1.1.3 10.1.1.5
(conf)

WAL S RICLIA TRIFARPIEERS

N7K- D# show log log | i DUP_VADDR

2015 Apr 10 21:16:45 N/K-A Y%ARP-3- DUP_VADDR SRC I P: arp [7915] Source address of
packet received from 0000.0c9f.f00a on VI anlO(port-channel 102) is duplicate of |ocal
virtual ip, 10.1.1.5
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i Arootfip & #¥show spanning-treeEICLI 7 RIESTPAR T8 @4EDCI Port-Channel

N7K- A# show spanni ng-tree root

Root Hello Max Fwd
VI an Root I D Cost Time Age Dly Root Port

VLANOO10 4106 0023. 04ee. be01 0 2 20 15 This bridge is root

WAL EICLIN TRIER RI2HE L fl &

N7K- A# show i nterface <DCl-Port-Channel > counters stormcontrol
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N7K- A# show cts interface <DCl - Physical - Port >
CTS Information for Interface Ethernet3/41:

SAP St at us: CTS_SAP_SUCCESS
Version: 1
Configured pairw se ci phers: GCM ENCRYPT
Repl ay protection: Enabled
Repl ay protection node: Strict
Sel ect ed ci pher: GCM _ENCRYPT

Current receive SPl: sci:e4c7220b98dc0000 an: 0
Current transnmt SPl: sci:e4c7220b98d80000 an: 0
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I FMACSecEE , IRMAEHRZZRAZERETERNML , EFEIMERCUTH , SEHRA
show interface <DCI- -Physical-Port>75 5 E|CLIAT :

N7K- A# show i nterface <DCl - Physi cal - Port >
Et hernet3/41 i s down (Authorization pending)
admn state is up, Dedicated Interface
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