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- copp-system-policy-default

- copp-system-policy-scaled-I2

. copp-system-policy-scaled-I3
- copp-system-policy-customize
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Switch(config)# policy-map type control-plane copp-system-policy-scaled-12
ERROR. Only copp-system policy-custonized can be nodified
Switch(config)#
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Swit ch# sh run copp
! Command: show runni ng-config copp
I'Tinme: Tue Apr 30 20:20:00 2013

version 5.2(1)N1(2)
I ogging | evel copp 4
policy-map type control -pl ane copp-system policy-custon zed
cl ass copp-systemcl ass-arp
police cir 5000 kbps bc 3600000 bytes
cl ass copp-systemcl ass-def aul t
police cir 2048 kbps bc 6400000 bytes
control - pl ane
servi ce-policy input copp-system policy-custoni zed

Swi t ch#

A] LA Fishow class-map type control-planeBishow policy-map interface control-plane>k# &
CoPPZM G, &/ matchiB @ ELERRME T 588 :

Swi t ch# show policy-map interface control-plane | i class-map|match cl ass-map copp-system
cl ass-ignp (match-any)
mat ch protocol ignp --> Matches on IGW | P protocol nunber (2)
cl ass-map copp-systemcl ass-pi mhell o (match-any)
mat ch protocol pim--> Matches on PIMIP protocol nunmber (103)
cl ass-map copp-systenmcl ass-bridgi ng (natch-any)
mat ch protocol bridging --> Matches on STP BPDUs
cl ass-map copp-systemcl ass-arp (match-any)
mat ch protocol arp --> Matches on ARP Et hertype (0x806)
cl ass-map copp-system cl ass-dhcp (natch-any)
mat ch protocol dhcp --> Matches on DHCP UDP port nunber (67, 68)
cl ass-map copp-systemcl ass-ngnt (natch-any)
mat ch protocol ngnt. --> Matches on Telnet, SSH, HTTP, SNWP, FTP
NTP using their well-known ports
cl ass-map copp-systemcl ass-1acp (natch-any)
mat ch protocol lacp --> Matches LACP BPDU address and Et hertype
(01- 80- C2- 00- 00- 02, 0?78809)
cl ass-map copp-systemclass-11dp (natch-any)
mat ch protocol |ldp_dcx --> Matches on LLDP ethertype (0x88CC)
cl ass-map copp-systemcl ass-udl d (natch-any)
mat ch protocol udld --> Matches on UDLD destinati on address
cl ass-map copp-systemcl ass-isis (natch-any)
mat ch protocol isis_dce --> Matches on ISIS Ethertype
cl ass-map copp-systemcl ass-nsdp (natch-any)
mat ch protocol nsdp --> Matches on MSDP TCP port (639)
cl ass-map copp-systemcl ass-cdp (match-any)
mat ch protocol cdp --> Matches on CDP destination address 0100. Occc. cccc
cl ass-map copp-systemclass-fip (match-any)
mat ch protocol fip --> Matches on FIP ethertype (0x8914)
cl ass-map copp-systemcl ass-bgp (match-any)
mat ch protocol bgp --> Matches on BGP TCP port nunber (179)
cl ass-map copp-systemcl ass-ei grp (match-any)
mat ch protocol eigrp --> Matches on EIGRP I P Protocol number (88)
cl ass-map copp-systemcl ass-exception (match-any)
mat ch protocol exception --> |P options, Martian packets (sane src and dst addresses)
cl ass-map copp-systencl ass-gl ean (match-any)
mat ch protocol glean --> Matches on Adjacency | ookup m ss



cl ass-map copp-systemcl ass-hsrp-vrrp (match-any)
mat ch protocol hsrp _vrrp --> Matches on HSRP & VRRP Destination |IP
cl ass-map copp-systemcl ass-i cnp-echo (match-any)
mat ch protocol icnp_echo --> Matches on | CWP type for echo
cl ass-map copp-system cl ass-ospf (nmatch-any)
mat ch protocol ospf --> Matches on OSPF | P Protocol nunber (89)
cl ass-map copp-system cl ass-pi mregi ster (match-any)
mat ch protocol reg --> Matches on Pl Mregister packets
cl ass-map copp-systemcl ass-rip (match-any)
match protocol rip --> Matches on RIP UDP Port (520)
cl ass-map copp-systemcl ass-1 3dest-m ss (nat ch-any)
mat ch protocol unicast --> Mss in UFIB Lookup
cl ass-map copp-system cl ass-ntast-m ss (mat ch-any)
mat ch protocol multicast --> Mss in MIB Lookup
cl ass-map copp-system cl ass-excp-i p-frag (match-any)
mat ch protocol ip_frag --> Matches on MIU-exceeded traffic
cl ass-map copp-system cl ass-excp-sane-if (match-any)
mat ch protocol sane-if --> Matches traffic to be sent via sane ingress interface
cl ass-map copp-systemcl ass-excp-ttl (nmatch-any)
mat ch protocol ttl --> Matches on TTL=0/1
cl ass-map copp-system cl ass-default (nmatch-any)
mat ch protocol default --> Matches packets not matched by previous cl asses
Swi t ch#
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class-nap type control -pl ane nmat ch-any copp-systemcl ass-arp
mat ch protocol nd
class-nmap type control -pl ane nmat ch-any copp-systemcl ass-eigrp
mat ch protocol eigrp6
cl ass-nap type control -pl ane nmat ch-any copp-systemcl ass-hsrp-vrrp
mat ch protocol hsrp6
class-nmap type control -pl ane nmat ch-any copp-system cl ass- ospf
mat ch protocol ospf3
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