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<#root>

Switch#

show boot

BOOT vari abl e = bootfl ash: cat 9k_i osxe. 16. 11. 01. SPA. bi n;

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

BAIE A “Doot system" B TIRBL S| SFEA. TREFHMEKER , KRV 16.12.01 FRAZ3h
, MA= 16.11.01,

<tfroot>



Switch#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

no boot system

Swi t ch(confi g)#boot system boot fl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin <---

Switch(config)#end

Switch#wr

Switch#

Switch#

show run | include boot system

boot system boot fl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin

Switch#
Switch#

show boot
BOOT vari abl e = bootfl ash: cat 9k_i osxe. 16. 12. 01. SPA. bin; <---

Configuration Register is 0x102
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist
BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

ZRIET

ZEERANEZERFTWEHEFRANZTER. XHEXSE bin XHFFDAEDE pkg X |, XL
XA IR MBI FR , NIEREERBIHEEFEFHIARNEF, &
software.cisco.com FEHH binX#H SEFFEMNFIE .pkg X

N orE R .bin3XHM A zip3#Fe  ATBAM bin XHHREH pkg X+, ERTIER —MEEXH
, ATETREEMN L pkg X, IREZFEEA TSR EANRE.

1. REEESISEBULAEEMNENE EXH ( BE R packets.conf) o
2. kN RESITAREXH , HETZXHEEHE ML .pkg XH.
3. Nk .pkg X# , Cisco 10S EREFNTTE

o cconf XHER2—NMNAEEHWXARXXH , BOUM CLIITHAHEET,
o EREXHERENMNE 16.11.01 RE, HE , BLEEXSISEQETHLIERE , REF
packages.conf X/ E X N IEE#FTHY .pkg X o

N g xeAYER  ERLEERBLTH. BR  ETNEEFNRZ RS conf X
FrEENRGEXH |, BREE[EBN G,



<#root>
Switch#
nore packages. conf

#! /usr/binos/bin/packages_conf.sh
<...snip...>
# This 1is for CAT9k

boot rp 00 r p_boot cat 9k-r pboot . 16. 11. 01. SPA. pkg
iso ro 00
rp_base

cat 9k-r pbase. 16. 11. 01. SPA. pkg

iso rp 00 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_security cat9k-rpbase.16.11.01.SPA.pkg

iso rp 00 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 00 rp_webusi cat9k-webui.16.11.01.SPA.pkg

iso rp 00 srdriver cat9k-srdriver.16.11.01.SPA.pkg

iso rp 0 0 guestshell cat9k-guestshel1.16.11.01.SPA.pkg

boot rp 10 rp_boot cat9k-rpboot.16.11.01.SPA.pkg

iso rp 10 rp_base cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_daemons cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_iosd cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_security cat9k-rpbase.16.11.01.SPA.pkg

iso rp 10 rp_wlc cat9k-wlc.16.11.01.SPA.pkg

iso rp 10 rp_webusi cat9k-webui.16.11.01.SPA.pkg

iso rp 10 srdriver cat9k-srdriver.16.11.01.SPA.pkg

iso rp 1 0 guestshell cat9k-guestshel1.16.11.01.SPA.pkg
...snip...>

-start- superpackage .pkginfo

pkginfo: Name: rp_super

pkginfo: BuildTime: 2019-03-28_09.46

pkginfo: ReleaseDate: Thu-28-Mar-19-01:19

pkginfo: .BuildArch: x86_64

pkginfo: BootArchitecture: 1686

pkginfo: .BootArch: 1686

pkginfo: RouteProcessor: cat9k

pkginfo: Platform: CATI9K

pkginfo: User: mcpre

pkginfo: PackageName: universalk9

pkginfo: Build: 16.11.01

pkginfo: .SupportedBoards: cat9k

pkginfo: .InstallModel:

pkginfo: .PackageRole: rp_super

pkginfo: .RestartRole: rp_super

pkginfo: .UnifiedPlatformList: passport,nyquist,starfleet
pkginfo: CardTypes:

pkginfo: .CardTypes:

pkginfo: .BuildPath: /scratch/mcpre/release/BLD-V16_11_01_FC3/binos/1linkfarm/stage-cat9k/hard/rp_supe
pkginfo: .Version: 16.11.1.0.312.1553791584..Gibraltar
pkginfo: .InstallVersion: 1.0.0

pkginfo: .InstallCapCommitSupport: yes
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# -end- superpackage .pkginfo
#

EREEXATHITARBRELLER, BER , SMFENGTARERTE :

1. FFFEY bin XA E HIE3THRA.

2. M\ .bin SXHAEEEH .pkg X4

3. EE#T .conf 3XfF , FLALLFTARANERTINBORE.
4. FIEERRITETBRABIAA R ET K.

EASHERT  EUUERENSHRTSR 240 XHRN T BRI AT HRE.

TR TT*E

B3I AR
NREWEAERIBERBERTEST , NBERERADAR. B, TR LBRGINHE)

EREELZ L (2ER4E. REF)  TRAEESIEHTUALZRAEESIZE, BR , B4M
UEANENRGEISERAEESZE | TR HNHE,



AE . B ALTEMrommontiZ & sup.

BRLGS , AMEIRIERNI RN B ARERAEES|ZE

<#froot>

sof twar e aut o-upgrade enabl e

HFIETHR

<#root>

i nstall autoupgrade
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WMBIATR , ARRED N 4 8o, BR , PR2 34 R SBEER  AIURNEXEBRRE-TS
NETHIER

=,

* Expand .bin ¢ Change * Stop
to .pkg .conf file rollback
and reload. timer
e Start
rollback
timer
9 kN 4 pS A

REEADT
PR 1

EREERXT , BN 5| SFEIYLMIKL N packets.confo MREARIRFEHFGISFAESN
FA—A conf Xt |, ATRELSBAREK. MREEBLEZIT Taoowm S , WEBEBETERMNERF
BHFERCUEHMTTIE. FAERCISFEAUERIEI RIS,

BE

MEEHITER , BFEELEGS|SEAEHRNIEME packets.conf ( MR EEAREDR ) , ABEHRI .bin
X, XEREBATRF bin XHM TFTP 2 USB £ #%| bootflash ( 5|1 & RNE ) » MNRHTF
ZRAFE , BEFXHES R IRIMNBERRE , BFSRLXENBFEDY , FRTIEFEEN .

REBTRTERAR , BEXFNTEAEMLSR, B2, MREFBE-—NTRPZRALK , TR
MEAD NSRS R,

<tfroot>



configure terminal

no boot system

boot system bootflash:packages.conf
end

write

install add file bootfl ash:

activate comm t

Install Add ( ZZEH10 )

- BRFBARE , EREHAERA.

<#root>
Switch#
show install summary

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

NTFFRFAR | BRI AR A D02 F A B AR A B = .

<{froot>

install add



file bootflash:cat9k_iosxe.16.12.01.SPA.bin

I

7R

y ‘0N

<{froot>

Switch#

dir | include .pkg

359097
359098
359099
359100
359106
359101
359102
359103
359104
359105
456963
456964
473282
473283
473289
473284
473285
473286
473287
473288

Switch#

show i nst al

—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
—rw-

AERNEREER pkg X, E2R 16.12.01 37 FEESI A,

11359240 Sep 13 2019 16:10:08 +00:00 cat9k-cc_srdriver.16.11.01.SPA.pkg
84354052 Sep 13 2019 16:10:08 +00:00 cat9k-espbase.16.11.01.SPA.pkg
1676292 Sep 13 2019 16:10:08 +00:00 cat9k-guestshel1.16.11.01.SPA.pkg
466576384 Sep 13 2019 16:10:08 +00:00 cat9k-rpbase.16.11.01.SPA.pkg

38552418
29877252
57259008
19936260
12321792
9216 Sep
14222344
88892420

Sep 13 2019 16:10:30
Sep 13 2019 16:10:08
Sep 13 2019 16:10:08
Sep 13 2019 16:10:08
Sep 13 2019 16:10:08
13 2019 16:10:08 +00:
Sep 13 2019 17:05:35
Sep 13 2019 17:05:35

+00:00 cat9k-rpboot.16.11.01.SPA.pkg
+00:00 cat9k-sipbase.16.11.01.SPA.pkg
+00:00 cat9k-sipspa.16.11.01.SPA.pkg
+00:00 cat9k-srdriver.16.11.01.SPA.pkg
+00:00 cat9k-webui.16.11.01.SPA.pkg

00 cat9k-wlc.16.11.01.SPA.pkg

+00:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
+00:00 cat9k-espbase.16.12.01.SPA.pkg

1684484 Sep 13 2019 17:05:35 +00:00 cat9k-guestshel1.16.12.01.SPA.pkg
535475200 Sep 13 2019 17:05:35 +00:00 cat9k-rpbase.16.12.01.SPA.pkg

43111714
31425540
60183552
22676484
12854272
9216 Sep

summary

Sep 13 2019 17:06:00
Sep 13 2019 17:05:35
Sep 13 2019 17:05:35
Sep 13 2019 17:05:35
Sep 13 2019 17:05:35
13 2019 17:05:35 +00:

+00:00 cat9k-rpboot.16.12.01.SPA.pkg
+00:00 cat9k-sipbase.16.12.01.SPA.pkg
+00:00 cat9k-sipspa.16.12.01.SPA.pkg
+00:00 cat9k-srdriver.16.12.01.SPA.pkg
+00:00 cat9k-webui.16.12.01.SPA.pkg

00 cat9k-wlc.16.12.01.SPA.pkg

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St  Filename/Version

IMG

|

16.12.1

.0.544

<-- Installed but still Inactive (I)
IMG C 16.11.1.0.312

Auto abort timer:

inactive



show install inactive

[ RO R1 ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544

<-- Installed but still Inactive (I)

Install Activate ( ZZHE )
o EFMEE , BUUBEFRAL TEDRS , BRER.
T —ZBBCEFIRA.

« XEWREEH N EE S| ZEH B IRA
XRYmEE .conf XA , BASEIFTHY .pkg SLHF.

<ffroot>

install activate

CRERGERGEFNMBRZ ZNANRESEEM N,

<#root>
This operation may require a reload of the system

. Do you want to proceed? [y/n]

<#root>
Switch#
show install sum

[ RO R1L ] Installed Package(s) Information:
State (St): I - Inactive,

U - Activated & Unconmitted



C - Activated & Committed, D - Deactivated & Uncommitted

16.12.1
.0.544
Aut o abort tiner:
active on install_activate,
time before rollback - 01:52:08

<--- when this hits zero, the device reloads back to original version.

Switch#

show install uncommtted
[ RO R1L ] Uncommitted Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Install Commit ( ZHEXR )

EFILERITRSRATAARIRE , BFBRMRAE.

<ffroot>

install commt

XEREARSENRE—F , FRATEE RAEDH SRR

<tfroot>
Switch#

show install sumary

[ RO RL ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Conm tted



, D - Deactivated & Uncommitted

Type St Filename/Version

16.12.1

.0.544

<--- Now Active and Conmitted

Auto abort timer: inactive

Install Abort ( Z¥H 1k )

MRIEEE Tactivated TEERR ZBIEENRAFERNE , BULPILEALR, XLSHREBRE
NS < BB AR Ao

<#root>

install abort

Prompt Level ( 2R 5 )

AUEREDTHREFRTELREN none , EFRLARZREFEEMEE (BE , EARN
RRXWFETERN , RESHARIEIREEEHNMEK ) . WREprompt-level IR E Fnone , IR —
Bisr R B E R INE

<#root>
install add file bootflash:cat9k_ijosxe.16.12.01.SPA.bin activate commit

pronpt -1 evel none

Auto Upgrade Timer ( B3I AR ITETET )

MRAREFERVHET K , KRUKIANEI T RBHPIEAR. RIABHARITEZRN 120 24
,BUMRFE , BAILFHE LTS,

<ffroot>

install auto-abort-tinmer stop



BRI ERITRUE S AR E EIR 1T A 25,

<#froot>

Switch#

install activate auto-abort-tiner
?

<30-1200> Number of minutes the abort-timer is set for

WA EN

ATNBERERD bin X4 (AT pkg X4 ) 5| SIEAHITREARNBE X,

BD  WRERXMNARIMARN , FRKRDH bin XHEEFTHERPHEE G
!



tn#L Cisco 10S X#tfa , BREENS|SEAHER N

<{froot>

configure terminal
no boot system

boot system boot fl ash:

end
write
reload

RETT*E




EE I ESGE A T 930095003 4L

AR EB 1118 request platform asSEYER , AT 9500 F 9300,

o FEUCRIESERT 9300 5 9500, HEA LRGEZ—.
- XEBTH 16.10.1 RAREFA , BUEEA instal"a .
o WAFEHTEAREE ‘ﬁ%(ﬁﬁﬁ@l?%ﬁlﬁ ) BB I1EME Ainsal commands'f'%gl\zlg’iﬁlﬁ)o

- RERM
i B XFEEENEM bin X4, FMHRIE pkg XH.

<#root>
request platform
sof tware package expand

switch all file flash:cat9k_iosxe.16.09.02.SPA.bin



AR MRERBRANEABRHBIER, BEETexpand’®w , REFEIFEBAERN
packages.conf 3 BT INE A A ZEIER.

Install ( &% )

MRBELATZEER |, BFEALDTURES —MRE:

<#root>
request platform
sof t war e package i nstal

switch all file flash:test auto-copy new

Clean ( /B )



LT aiiTHIE/ES install remove inactive v S E :

<{froot>

request platform software package cl ean

StackwisekE

WEES|Z
Stackwise B SNEE 5| EREFFEMEL, WRBATEFAR , IMIBERENES.

<tfroot>

configure terminal
no boot system

boot sys boot fl ash: packages. conf

end
write

install add file bootflash:

activate conmm t



EE  BEHATISSU , EEANMFE EWstackwise BRI ENEE S| ZBiRBEHEMSAEE —MNA
%,

- BTE8MEE ISSUERPLENME —X , Bt , NEES - MIBNEMRE

HEEBNEREHNXA,
- BUNAIBEEEERANEE MEC AR, UBRXMER. BX ISSUMNEFMAESR
, IS ISSU & 7.

ERZ BN
TRARE  WRFE , EAILERIATAMRA. KBFLE , MRXHNERNEF , S ERE
LABTEY Z MR A

<#root>

Switch#

show install rollback



Label Description
2 No Label No Description
1

No Label No Description
Switch#

show install rollback id 1

Rollback id - 1 (Created on Fri Sep 13 13:14:40 2019)
Label: No Label
Description: No Description
Reload required: NO
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

L= SHHREERERIERR, F— I ERKRIER 16.11.01 B4 ( WRERNHEAS B
, EARIEELRA ) o

<tfroot>

Switch#

install |abel 1 ?

description Add a description to specified install point
TabeT-name Add a Tabel name to specified install point

Switch#
install label 1 |abel-nane 16_11 01

install_add_Tabel: START Fri Sep 13 16:43:48 UTC 2019
--- Starting install_add_label ---
Performing install_add_label on Active/Standby

[RO] install_add_label package(s) on RO

[RO] Finished install_add_label on RO

[R1] install_add_label package(s) on Rl

[R1] Finished install_add_label on R1
Checking status of install_add_Tabel on [RO R1]
install_add_Tabel: Passed on [RO R1]
Finished install_add_1label

SUCCESS: install_add_| abe

Fri Sep 13 16:43:57 UTC 2019
Switch#show install rollback
ID Label Description



2 No Label No Description
1

16_11 01

No Description

ﬂu%fgfﬂﬁfgiﬂﬁ'@ﬁé , f@ﬂ%félfrollbackﬁ‘% .

<{froot>

install rollback toid 1

IR 5| &
EREAEE | WIHETRS XS, BItRIE 17.21 IRA LEESE.
ISSU

ZBNARFEZH RN RARENEE S BHENARMNEEEIE, B2 , FANEESE , &
AT ISSU ( RS HRUEAR ) , BRAR-—NEESIE , IH/LF A HIHHT.



AE  HX 9300 xFSU WiFAEER |, BSR4 T f## Catalyst 9300 R FIZ#aH LYY
B OR SR

AN P B TR GSE  RRSEDHADEFNREEE|E, FLESFULEEE
THREFHB 2 , BAEBITZHT. BEEEARIRERE , EFSEEH MBI ERE
ko

<#root>
install add file

bootflash:cat9k_iosxe.16.11.01.SPA.bin activate issu

comm t

- BTH@WT/E , ISSUMBRERXH , ENMNRZAEES|E  FHHREE SSO , REH


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html

ITHERAER MR ETAEESIZ,
« ISSU REREEX T X, NRESIFESETAEESIZE , NFTERIT ISSU #HiE,
+ 9200 1 9300 %% ISSU, 9300 %% reloadfast.

Tt R I

ReloadFast

 ReloadFast 2 —UMEE , BERRERBETEEL 2R TS HTERAR , UHRAREME
DEYIRE, MREEA Reloadfast , kPN AMERRI QRN EHME. B2 , SIIEE
Lk EEZEEFRBEFHZ 3,

o BEEAUUE — AR LINIT Reloadfast,

« 16.8.1 ESMALZIFILINEE, WINBEREZEEXTHE.

o NTBLEEREEFH MK E HIMEMKRE , REEFZ STP BHUEF LITHEN IR L
SIS IhEE, W OEE T B &K ETHERR

- MEAREEHMRIBH FPGA A4 , Mt R iFHIhEE,

« BRIAERT , C9300 TAL ZiR# 1T reloadfast BIERFAR , BRIER LRER 2 —m T EZ AR,
B2, BUFEALGTHBERCRITIERE

<#root>

install add file
flash:cat9k_iosxe.16.10.01.SPA.bin activate

r el oadf ast

commit

g

ARG, EUSUERBIBRFIEIEESI XM, LEEMETEEN X 4. Lo TERE BN
.pkg XM BRELAMB A X4, & T SUEM BR 2 51 & B It ShRE E M BRAV PR X4

<#root>

install renove inactive

N EE XANBAE bin X8 Bt MESEARZHRTER  BRSESHEN bin
W BT IR A,

B HERR



V-Mismatch ( V FPTHEL )

WMREET V-mismatch , XERBEREN LZEZTHHHEETRARETE, IRELTZEER
, T AT LB 'J‘ﬁﬁﬁl‘ﬁ&ﬁﬂﬁilttlﬂ]%ﬁo MRELLTFHRBIES , XEBFLERTF,

<#root>
Switch#
show switch

Switch/Stack Mac Address : f8b7.e206.4900 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 701f.5300.fa00 15 Vol

V-M smatch <---Indicates a version msnatch

*2 Active f8b7.e206.4900 14 Vo1l Ready

%1

o MER B BRT EE R R FEARIEBNRE , REREERRMINEHER,
B2

. BFEEUTERIOMN EWEISED, B , WREERH TS A UR TR
ROMMON , M AT AT 3 R 54131 S B ER AR

AN P ERREB T A BERER RN ARH A BERR | USRS IR E TR

[¢]

IRT2H B IR

1. BRI , FEBIIE|v-MismatchiRES,

2. NIERIRHLARIBR T EEMIBBRE (AFE : XHRGERERTE BB ) .

3. EFEBEZNFRFHHN bin 34,

4. EF B LIRY (B TRECHER , XS BEEN#H A ROMMON X ) , Rk T*EE
=8

5. (MNEHIE ) FahazshEHIEINFR RS,

6. —BUUEHHNREEs , IRV EENNERRERED.

<{froot>
Switch#
dir ?

/all List all files



/recursive List files recursively
all-filesystems List files on all filesystems

cns: Directory or file name
crashinfo-1: Directory or file name
crashinfo-2: Directory or file name
crashinfo: Directory or file name
flash-1: Directory or file nanme <----Flash for switch #1
flash-2: Directory or file nane <----Flash for switch #2
flash: Directory or file name

# A ROMMON X5 , FRU TGS :

<{froot>
switch:

boot flash: cat9k_i osxe. 16.12. 01. SPA. bin <-- Image you copied that Active is running

5 31

« BINMETUBEREBRE T E R SR | T R,

- B2, IRZXEHBE , HEETWAEMMEBEBEAN R | WA BUEERRG XN EE A R
ERTERTBY , MNERERIRHEHZRATE , MARMER.

- MRBRHHEEEXBYEGRNR , WA AREFERA , BAETET Telnet ST
BEF,

- —BElIRS , ERALFENEHA R EBBRE,

M ROMMON fx&
MR A ROMMON T A %M | B L%ERET USB = TFTP N3 44 |3 #r il
1

FERAUTHS , N\USBIZOEREES :

<#root>
boot usbfl ashO:

cat9k_iosxe.16.12.01.SPA.bin

82

MTFTPERSSRHATEHLLBRRF. EFENEICAEWIREN TFTP RST[A R UAR B EEE
REFNERRA , REFEFRZINERRDERINSTHRINOMNZHA, Al , B LU



BArIREHIRBEEN TFTP IR ES:

<#root>
tftp-server flash:

cat9k_iosxe.16.12.01.SPA.bin

Cisco 10S iR&Z4EN TFTP RFBR/EBE L , HILEFL4B/0 Windows By K 3E 5k i+ S ALK 7~ 1 PR (7] &
o RIE TFTP RS 2R/E , BFEHE ROMMON RERA TEE:

DEFAULT_GATEWAY=172.27.74.1
IP_ADDRESS=172.27.74.111
IP_SUBNET_MASK=255.255.255.0
TFTP_SERVER=172.19.64.31

BEX TFTP BRS58:1T Ping BRAERNHE E:

ping 172.19.64.31

|—]

ByUE#ER , YEIXA TFTP LN X4 ZRED

<#root>
boot tftp://172.19.64.31/

cat9k_iosxe.16.12.01.SPA.bin

N xE 5% ROMMON IREMEMES | HiHAN T

: recover from corrupt or missing file image or in rommon mode,

X A R ER A Bin XX 4
WP R RIRE L 2B HE S .bin3 &,
BB

£ FAshow file systemsi &tk EFERAMN RN E

<tfroot>


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9400_cg/recover_from_corrupt_or_missing_file_image_or_in_rommon_mode.pdf

Switch#
show file systens

File Systems:

Size(b) Free(b)

* 11250098176 6275858432
boot fl ash: flash: <-
11250171904 4123000832
boot f | ash- 2: <-
1651314688 1344073728
1651507200 1180696576
236092686336 224026628096
8166649856 8053047296
33554432 33494025
33554432 33507337
11250098176 4122718208
1651314688 1180504064

Type
opaque
opaque

disk

Flags
rw
rw
rw

Prefixes

system:
tmpsys:

Nanme of Active Switch

disk

rw

Nane of Standby Switch

disk
disk
disk
disk
opaque
opaque
network
nvram
network
network
network
network
network
network
opaque
nvram
nvram
disk
disk
opaque

rw
rw
rw
ro
rw
ro
rw
rw
rw
rw
rw
rw
rw
rw
ro
rw
rw
rw
rw
rw

crashinfo:
crashinfo-2:
diskO:

webui:

null:

tar:

tftp:
nvram:
rcp:

http:

ftp:

scp:

sftp:
https:
cns:
stby-nvram:
stby-rcsf:

stby-bootflash:
stby-crashinfo:

revrcsf:



AR MRBRNXHEEFRAVEIR

SR 2

BAMNRESNE FHHRY.bIinXXH :

<#root>

Switch#

dir bootflash: | i .bin

81126 -rw- 1265422219

cat 9k_i osxe. 17.11.01. SPA. bin

194733 1027574083

Switch#

-rw-

dir bootflash-2: | i .bin

Jun 19 2023 03:04:30 +00:00

show file systems &8 R K/NFI A A ZE[H,

<- The Active has 17.11.01. SPA bin

Jun 13 2023 01:33:41 +00:00

cat9k_iosxe.17.06.05.SPA.bin



210971 -rw- 1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.17.06.05.SPA.bin

<- The Standby does not have 17.11.01. SPA. bin

AR A TREEANRZIMUTERIZRANG T2, REEBRUE binX . MRRIH
B, BREMITIIRS,

SB|3:
MBEEFHTFM , B2NERTLUF.binXHENEAEREH IR R /ZHER,
%1 M

¥ .bin 34 & Hl EIMember/Standby :

<#froot>

Switch#



copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n boot fl ash-2:

£ 2
F.binEHFIUSB (MRTEEEEH )

<ffroot>

Switch#
copy boot fl ash: cat 9k_i osxe. 17. 11. 01. SPA. bi n usbf | ashO:

EE . METIFAT3I2#E X {LUSB , HEMAshow file systemsIEilE Rl 2 FIRE T iZE N

o



HMEEHFUSBE , REBAZA/KA

<{froot>
Switch#

copy usbfl ash0O: cat 9k_i osxe. 17. 11. 01. SPA. bi n boot fl ash-2:

SE4
BWiEbinXHREBEFMBIRE L -

<#root>

Switch#

dir flash: | i .bin

81126  -rw- 1265422219 Jun 19 2023 03:04:30 +00:00

cat 9k_i osxe. 17.11.01. SPA. bin <- The Active has 17.11.01. SPA. bin

194733 -rw- 1027574083 Jun 13 2023 01:33:41 +00:00 cat9k_iosxe.17.06.05.SPA.bin
Switch#

dir bootflash-2: | i .bin

210971 -rw- 1027574083 Jun 29 2023 22:19:23 +00:00 cat9k_iosxe.17.06.05.SPA.bin
210974 -rw- 1265422219 Jun 20 2023 03:32:23 +00:00

cat 9k_i osxe. 17. 11. 01. SPA. bi n <- The Standby now has 17.11.01. SPA. bin
ERETERUMAE

MRAEZRZITRERERNINIHflash : name activate commitht W B 45 iR H , 483 Super
package BRI , NXBEREZRHILEERNEENRS , A EEZFSBENRK,

<#root>
Switch#
install add file flash:cat9k_iosxe.17.11. 01. SPA bin activate conm t

install_add_activate_commit: START Wed Jul 26 12:36:58 UTC 2023

*Jul 26 12:36:58.491: %INSTALL-5-INSTALL_START_INFO: R0O/0: install_engine: Started install one-shot boo
install_add_activate_commit: Checking whether new add is allowed ....
FAILED: 1install_add_activate_commit :

Super package al ready added. Add operation not all owed.

"install remove inactive' can be used to discard added packages



A LUE S & Hshow install summary @5 I IE BLIRAS

<#root>
Switch#
show install sumary

[ RO ] Installed Package(s) Information:
State (St):

I - Inactive

, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 17.06.05.0.5797

| MG | 17.11.01.0. 1324 <- Here it is seen ¢

Auto abort timer: inactive

B2NETA] A TR R I (7] &
1

H4Tinstall remove inactivein S LB R ER NN R F S

<tfroot>

Switch#

install renove inactive

install_remove: START Wed Jul 26 13:42:14 UTC 2023

Cl eani ng up unnecessary package files

No path specified, will use booted path bootflash:packages.conf
Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages 1list to delete ...
cat9k-cc_srdriver.16.09.03.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.09.03.SPA.pkg
File is in use, will not delete.
<...snip...>

The following files will be del eted

[RO]:
/bootflash/cat9k-cc_srdriver.17.06.05.SPA.pkg



/bootflash/cat9k-cc_srdriver.17.11.01.SPA.pkg
/bootflash/cat9k-espbase.17.06.05.SPA.pkg
/bootflash/cat9k-espbase.17.11.01.SPA.pkg
<...snip...>

Do you want to renove the above files? [y/n]y

[RO]:

Deleting file bootflash:cat9k-cc_srdriver.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-cc_srdriver.17.11.01.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.06.05.SPA.pkg ... done.
Deleting file bootflash:cat9k-espbase.17.11.01.SPA.pkg ... done.
<...snip...>

SUCCESS: Fil es del et ed.

--- Starting Post_Remove_Cleanup ---
Performing Post_Remove_Cleanup on Active/Standby
[RO] Post_Remove_Cleanup package(s) on RO
[RO] Finished Post_Remove_Cleanup on RO
Checking status of Post_Remove_Cleanup on [RO]
Post_Remove_Cleanup: Passed on [RO]
Finished Post_Remove_Cleanup

£ 21

1 Rinstall remove inactive oA IR AIE | HERELZERS



AR XREBEMMBORE

<#root>

Switch(config)#

service internal <- Service internal is required to be turned on
Switch(config)#

exit

Switch#c

lear install state

clear_install_state: START Wed Jul 26 12:25:09 UTC 2023

This command will renmove all the provisioned SMJs, and roll back points. Use this command with caution
Areload is required for this process. Press y to continue [y/n]y

--- Starting clear_install_state ---
Performing clear_install_state on Active/Standby



[1] clear_install_state package(s) on RO

[1] Finished clear_install_state on RO
Checking status of clear_install_state on [RO]
clear_install_state: Passed on [RO]
Finished clear_install_state

Send model notification for before reload

Install will reload the system now

RUFET1 M2 2 B A LUEE show install summary@s 53 TIRIE |, UBRIEEIREBTB LRI,

<tfroot>
Switch#

show install sumary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 17.06.05.0.5797

<- 17.11.01 is no |longer seen

Auto abort timer: inactive

~—

#4551z 1T 52 B Minstall add file flash : name activate commit , & & 8]

AN

T EWWEISEE
EHNFRITARMRBEH RS ST ENEAMH A,

m=A1

51§ E1% & Abootflash : packages.conf
BATEMERER , KiRIEZREadd file flash : name activate commit & 4 2 B Z #7 in#k
X &R Hpackages.confX # , B ZX 4N ZEH BERRINKFESI S S

<#root>
Switch#

show boot

BOOT variable =



boot f | ash: packages. conf

MANUAL_BOOT variable = no

LA EHM B/ EF MR , HI T —MER

<tfroot>

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from [bootflash:packages.conf]

ERROR: failed to boot from bootflash: packages. conf (Not Found)

Please wait while the system restarts.

Initializing Hardware......

« RCTRL-CH %3 #4l/Supervisor L BIModez 41 LA # AROMMON
- Kiisetir®
« BIFBOOT=

<#froot>
switch:

set

BAUD=9600
BOOT=boot f | ash: packages. conf;

BOOTLDR=packages.conf
BSI=0
<snip>

B2 WA 5| S EFREMIOS



AR MRFE , B E| S EKBTMI0s bin3X 4+

511

EAFIOSHRAREFHE3ED

<#froot>
switch:

BOOT=cat 9k_i osxe. 17. 09. 03. SPA. bi n

KIEBOOTEARABCEH

<#froot>

switch:



set
BAUD=9600

BOOT=boot f | ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n <-Boot statenent succ
BOOTLDR=packages.conf

BSI=0
<snip>

82
VRS , MAEHREE , ERREAIINEHiosH

<tfroot>
switch:

boot boot fl ash: cat 9k_i osxe. 17. 09. 03. SPA. bi n



W= 2

1z {Tinstall add file flash : name activate commitin 5> , B5| ST ERE N binXEMF 2
packages.conf

<#root>
Switch#

show boot

Current Boot Variables:
BOOT variable =

fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;



Boot Variables on next reload:
BOOT variable =

fl ash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n;

Manual Boot = no
Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

Switch#
install add file flash:cat9k_iosxe.17.09. 03. SPA bin activate conm t

install_add_activate_commit: START Tue Sep 12 15:01:12 UTC 2023

install_add_activate_commit: Adding PACKAGE
install_add_activate_commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]ly

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k_iosxe.17.09.03.SPA.bin to the selected switch(es)
Finished initial file syncing

<snip>

LB M , ATLLE R 3HRALINEL TN 17.3.3.SPAbInT A 22 E17.9.3M packages.confi By #i H

o

<#froot>

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O
boot: attempting to boot from

[flash: cat 9k_i osxe_npe. 17. 03. 03. SPA. bi n]
boot:

reading file cat9k_i osxe_npe. 17.03. 03. SPA bin

51§ X#HlE , ®ifpackages.confRE S EHREH N 17.9.3,

<{froot>

Switch#



nore fl ash: packages. conf

boot ro- 00 rp_boot cat9k-rpboot.17.09.03.SPA.pkg
boot re 10 rp_boot cat9k-rpboot.17.09.03.SPA.pkg
iso rp 00 rp_base cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_base cat9k-rpbase.17.09.03.SPA.pkg

<-All .pkg set to 17.9.3 correctly

o

iso rp O rp_daemons cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_daemons cat9k-rpbase.17.09.03.SPA.pkg

o

iso rp O rp_iosd cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_iosd cat9k-rpbase.17.09.03.SPA.pkg

o

iso rp O rp_security cat9k-rpbase.17.09.03.SPA.pkg
iso rpr 10 rp_security cat9k-rpbase.17.09.03.SPA.pkg

iso rp O rp_wlc cat9k-wlc.17.09.03.SPA.pkg
iso rpr 10 rp_wlc cat9k-wlc.17.09.03.SPA.pkg

o

o

iso rp O rp_webui cat9k-webui.17.09.03.SPA.pkg
iso rpr 10 rp_webui cat9k-webui.17.09.03.SPA.pkg
<snip>

E5| S & Rflash : packages.conf

<#root>

Switch(config)#

no boot system

Switch(config)#

boot system fl ash: packages. conf

Switch(config)#

do wr

<- Configuration nust be saved for boot variable to be updated properly before rel oadi ng
Switch#

show boot

Current Boot Variables:
BOOT variable =

fl ash: packages. conf;

Boot Variables on next reload:
BOOT variable =

fl ash: packages. conf;

Manual Boot = no



Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

EMMBRA , FEATREEX , F T EBENiosHE&17.9.3 L

<{froot>
Switch#

rel oad

Initializing Hardware......

System Bootstrap, Version 17.9.2r, RELEASE SOFTWARE (P)
Compiled Wed 11/23/2022 12:30:48.96 by rel

Current ROMMON image : Primary
Last reset cause : CpuReset
C9500-12Q platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctr1-C to interrupt] O
boot: attempting to boot from

[fl ash: packages. conf]

boot: reading file packages.conf
<snip>

£ SHRAL DN SR B AE R AN

<#root>

Switch#

show versi on

Cisco I0S XE Software, Version

17.09. 03

<-Boot variable correctly |loading from

Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE),

Version 17.9.3

, RELEASE SOFTWARE (fc6)

HXER

Catalyst 3850 #1 Catalyst 9000 R %I 3 ¥ A1 &Y R 5 P #X 44 FH 4 (1ISSU)

BRHSRE ID


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html

B REE ID CSCvr29736
- XR4OE : 9600 FoiEH4T reloadfast
B REE ID CSCvr29864


https://tools.cisco.com/bugsearch/bug/CSCvr29736
https://tools.cisco.com/bugsearch/bug/CSCvr29864

- 18R INEE : 7 9300 I reloadfast s NZE install 7%
BR&E ID CSCvr29886


https://tools.cisco.com/bugsearch/bug/CSCvr29886

- {@EETIEE  BEMBTE V-mismatch AA T ERRMRHN 5| FED

BRRE ID CSCvr30159


https://tools.cisco.com/bugsearch/bug/CSCvr30159

- IR INAE | £IE4T install add S EURMFES S| SR E

BRRE ID CSCvr30189


https://tools.cisco.com/bugsearch/bug/CSCvr30189

- ERTHAE | N IDETLARUE install add” , M FMIBR .bin X4



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



