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RIVBIBENT :

aaa new-model

!

!

aaa authentication login RONCHENG group tacacs+ local

aaa authentication enable default group RONCHENG enable none

aaa authorization commands 0 RONCHENG group tacacs+ local aaa authorization commands
1 RONCHENG group tacacs+ local aaa authorization commands 15 RONCHENG group tacacs+
local aaa accounting exec RONCHENG start-stop group tacacs+ aaa accounting commands 0
RONCHENG start-stop group tacacs+ aaa accounting commands 1 RONCHENG start-stop group
tacacs+ aaa accounting commands 15 RONCHENG start-stop group tacacs+ ! ! ! aaa
session-id common line con 0 exec-timeout 0 0 logging synchronous line aux 0 line vty
0 4 authorization commands 0 RONCHENG authorization commands 1 RONCHENG authorization
commands 15 RONCHENG accounting commands 0 RONCHENG accounting commands 1 RONCHENG
accounting commands 15 RONCHENG logging synchronous login authentication RONCHENG
transport input all line vty 5 100 transport input all ! End
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track 52 ip route 1.1.1.1 255.255.255.255 reachability

event manager applet test
event track 52 state down
action 1.0 cli command "enable"
action 2.0 cli command "conf t"
action 3.0 cli command "int loo 100"
action 4.0 cli command "shut"
5.0

action cli command "end"

EEMEETERMES 2 . —Btrack 52HEBERNERKEBT AT |, Fiffloopback100 shutdown,
UTHFREER1LRE , ATNEHEEMRBRERRINIT
Step 1:

Rl#debug event manager action cli Debug EEM action cli debugging is on Rl#conf

Configuring from terminal, memory, or network [terminal]? Enter configuration

commands, one per line. End with CNTL/Z. Rl (config)#no ip route 1.1.1.1

255.255.255.255 7.7.7.7 ---track52EEM Rl (config)# *Nov 29 07:11:26.191: STRACKING-5-
STATE: 52 ip route 1.1.1.1/32 reachability Up->Down *Nov 29 07:11:26.191: $HA_EM-6-
LOG: test : DEBUG(cli_lib) : : CTL : cli_open called. *Nov 29 07:11:26.191: %HA_EM-6-
LOG: test : DEBUG(cli_1lib) : : OUT : R1> *Nov 29 07:11:26.191: %$HA_EM-6-LOG: test
DEBUG (cli_1lib) : : IN : Rl>enable *Nov 29 07:11:26.403: %$HA EM-6-LOG: test

DEBUG (cli_1ib) : : OUT : Command authorization failed. *Nov 29 07:11:26.403: %HA_ EM-
6-LOG: test : DEBUG(cli_1lib) : : OUT : *Nov 29 07:11:26.403: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : R1> *Nov 29 07:11:26.403: %HA_EM-6-LOG: test

DEBUG (cli_1ib) : : IN : Rl>conf t *Nov 29 07:11:26.415: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : "~ *Nov 29 07:11:26.415: $HA_EM-6-LOG: test : DEBUG(cli_lib)

OUT : % Invalid input detected at '~' marker. *Nov 29 07:11:26.415: %$HA_EM-6-LO0OG:

test : DEBUG(cli_1lib) : : OUT : *Nov 29 07:11:26.415: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : R1> *Nov 29 07:11:26.415: %HA_EM-6-LOG: test

DEBUG (cli_1ib) : : IN : Rl>int loo 100 *Nov 29 07:11:26.427: %HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : ~ *Nov 29 07:11:26.427: %HA_EM-6-LOG: test : DEBUG(cli_1lib)

OUT : % Invalid input detected at '~' marker. *Nov 29 07:11:26.427: %$HA_EM-6-LO0OG:

test : DEBUG(cli_1lib) : : OUT : *Nov 29 07:11:26.427: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : R1> Rl(config)# *Nov 29 07:11:26.427: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : IN : Rl>shut *Nov 29 07:11:26.639: $HA_EM-6-LOG: test

DEBUG (cli_1ib) : : OUT : Command authorization failed. *Nov 29 07:11:26.639: %HA_ EM-
6-LOG: test : DEBUG(cli_1lib) : : OUT : *Nov 29 07:11:26.639: %HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : R1> *Nov 29 07:11:26.639: %HA_EM-6-LOG: test

DEBUG (cli_1lib) : : IN : Rl>end *Nov 29 07:11:26.855: %$HA_EM-6-LOG: test

DEBUG (cli_1ib) : : OUT : Command authorization failed. *Nov 29 07:11:26.855: %HA_ EM-
6-LOG: test : DEBUG(cli_1lib) : : OUT : *Nov 29 07:11:26.855: %$HA_EM-6-LOG: test
DEBUG(cli_1ib) : : OUT : R1> Rl(config)# *Nov 29 07:11:26.855: %HA_EM-6-LOG: test

DEBUG (cli_1lib) : : CTL : cli_close called.
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Step2:

Rl (config) #event manager session cli username "roncheng"

--- ronchengtacacs server Rl (config)#ip route 1.1.1.1 255.255.255.255 7.7.7.7

Rl (config)#no ip route 1.1.1.1 255.255.255.255 7.7.7.7 --- EEM Rl (config)# *Nov 29
07:12:56.191: $TRACKING-5-STATE: 52 ip route 1.1.1.1/32 reachability Up->Down *Nov 29
07:12:56.191: %HA_EM-6-LOG: test : DEBUG(cli_1lib) : : CTL : cli_open called. *Nov 29
07:12:56.191: %HA_EM-6-LOG: test : DEBUG(cli_1ib) : : OUT : R1> *Nov 29 07:12:56.191:
$HA_ _EM-6-LOG: test : DEBUG(cli_lib) : : IN : Rl>enable *Nov 29 07:12:56.403: %HA_EM-
6-LOG: test : DEBUG(cli_1lib) : : OUT : R1# *Nov 29 07:12:56.403: $HA_EM-6-LOG: test
DEBUG(cli_1ib) : : IN : Rl#conf t *Nov 29 07:12:56.615: SHA_EM-6-LOG: test
DEBUG(cli_1lib) : : OUT : Enter configuration commands, one per line. End with CNTL/Z.
*Nov 29 07:12:56.615: %HA_EM-6-LOG: test : DEBUG(cli_1lib) : : OUT : Rl(config)# *Nov
29 07:12:56.615: SHA_EM-6-LOG: test : DEBUG(cli_1lib) : : IN : Rl(config)#int loo 100
*Nov 29 07:12:56.627: %HA_EM-6-L0OG: test : DEBUG(cli_1lib) : : OUT : Rl(config-if)#
*Nov 29 07:12:56.627: %HA_EM-6-LOG: test : DEBUG(cli_1lib) : : IN : Rl (config-if)#shut
*Nov 29 07:12:56.639: %SHA_EM-6-LOG: test : DEBUG(cli_1lib) : : OUT : Rl(config-if)#
*Nov 29 07:12:56.639: %HA_EM-6-LOG: test : DEBUG(cli_1lib) : : IN : Rl(config-if)#end

*Nov 29 07:12:56.639: $SYS-5-CONFIG_I: Configured from console by roncheng on vty0
(EEM:test) Rl (config)# *Nov 29 07:12:56.651: $HA_EM-6-LOG: test : DEBUG(cli_lib)

OUT : R1# *Nov 29 07:12:56.651: %HA_EM-6-LOG: test : DEBUG(cli_1lib) : : CTL
cli_close called. Rl (config)# *Nov 29 07:12:58.627: $LINK-5-CHANGED: Interface
Loopbackl00, changed state to administratively down *Nov 29 07:12:59.627: $LINEPROTO-
5-UPDOWN: Line protocol on Interface Loopbackl00, changed state to down

Rl (config) #end
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