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Switch(config) #interface Vlanl0
Switch(config-if) #ip address 10.10.10.1 255.255.255.0
Switch(config-if) #exit

Switch(config) #interface Vl1an20
Switch(config-if) #ip address 10.10.20.1 255.255.255.0
Switch(config-if) #exit

Switch(config) #interface loopback 0
Switch(config-if) #ip address 10.10.1.1 255.255.255.255
Switch(config-if) #exit

Switch(config) #interface fastEthernet 3/1
Switch(config-if)#no switchport
Switch(config-if)#ip address 10.10.200.1 255.255.255.0
Switch(config-if) #exit
!--- This configuration shows that !--- the VLANs are
configured with IP addresses. ! Switch(config) #mls
netflow

!--- Enables NetFlow on the PFC. ! Switch(config) #mls
flow ip full

!--- Configures flow mask on the PFC. !--- In this
example, flow mask is configured as full. !
Switch(config) #interface Vlanl0
Switch(config-if) #ip route-cache flow
Switch(config-if) #exit

Switch(config) #interface Vl1an20
Switch(config-if) #ip route-cache flow
Switch(config-if) #exit

Switch(config) #interface fastEthernet 3/1
Switch(config-if) #ip route-cache flow
Switch(config-if) #exit

!--- Enables NetFlow on the MSFC. Switch(config)#ip flow
ingress layer2-switched vlan 10,20

! --- Enables NetFlow for Layer 2-switched traffic on the
PFC. !--- It also enables the NDE for Layer 2-switched
traffic on the PFC.

B NDE

NetFlow £ NetFlow EFR PR E5EZNH NetFlow, TTEL% H show mis netflow ip 8 F §i3§§m
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Switch(config) #mls nde sender version 5

!--- Configures NDE in the PFC. This example configures
NDE version 5. !--- You need to configure the version
based on your NetFlow collector. !--- The mls nde sender
command configures !--- the NDE with default version 7.
If your NetFlow collector supports !--- version 7 NDE
format, you need to issue the !--- mls nde sender
command.

Switch(config) #ip flow-export source loopback 0

Switch(config) #ip flow-export destination 10.10.100.2
9996

!--- Configures NDE on the MSFC with the NetFlow
collector IP address !--- and the application port
number 9996. This port number varies !--- depending on
the NetFlow collector you use. Switch(config) #ip £low
export layer2-switched vlan 10,20

!--- Enabling ip flow ingress as in the Enable NetFlow
Section !--- automatically enables ip flow export. !--—-
If you disabled ip flow export earlier, you can enable
it as mentioned.

! -—— Show run does not show the ip flow export command.
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FRAV S EFEH mis aging long T EBHERE (BRIAR 32 o4 ) &R, tAHE
TEIAK mis EFE{LERE :

asnml-c6509-01#show mls netflow aging
enable timeout packet threshold

normal aging true 300 N/A
fast aging false 32 100
long aging true 1920 N/A
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Switch(config) #mls aging long 300

!--— Configures the switch to delete the active NetFlow
!--- cache entries after 5 minutes. The default value is
32 minutes. ! Switch(config)#mls aging normal 120

!--— Configures the switch to delete the inactive

NetFlow !--- cache entries after 2 minutes. The default
value is 5 minutes. ! Switch(config)#mls sampling time-
based 64

I-—— 1 out of 64 packets is sampled for the NetFlow
cache. By default, !--- sampling is disabled and every
packet is captured into the NetFlow cache. !
Switch(config) #ip flow-aggregation cache protocol-port
Switch(config-flow-cache) #cache entries 1024
Switch(config-flow-cache) #cache timeout active 30
Switch(config-flow-cache) #cache timeout inactive 300
Switch (config-flow-cache) #export destination 10.10.100.2
9996

Switch (config-flow-cache) #enabled
Switch(config-flow-cache) #exit

!--— Configures protocol and port aggregation scheme. !
Switch(config) #mls nde flow exclude protocol tcp dest-
port 23

!--— Configures the NDE not to export the traffic with
destination port tcp 23. ! Switch(config)#ip f£low-cache
entries 128000

!-—-— The change in number of entries take effect after

either the next reboot or !--- when netflow is turned
off on all interfaces.
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Catos (enable)set mls flow full

! --- Enables NetFlow and configures flow mask on the
supervisor module. !--- In this example, flow mask is
configured as full. ! MSFC(config) #interface Vlanl0
MSFC (config-if) #ip route-cache flow

MSFC (config-if) #exit

MSFC (config) #interface V1an20
MSFC (config-if) #ip route-cache flow
MSFC (config-if) #exit

MSFC (config) #interface fastEthernet 3/1
MSFC (config-if) #ip route-cache flow
MSFC (config-if) #exit

! --- Enables NetFlow on the MSFC.

B NDE

ZER5 E Rt R R Supervisor #3RF MSFC L/ NDE &, #EAHIH , #H VLAN 1 T3k
loopback 0,

R

Catos (enable) set mls nde enable

Catos (enable)set mls nde version 7

Catos (enable)set mls nde 10.10.100.2 9996

!--- Configures NDE in the supervisor. This example
configures NDE version 7. ! MSFC(config) #ip flow-export
version 5

MSFC (config) #ip flow-export source vlan 1

MSFC (config) #ip flow-export destination 10.10.100.2 9996
!--- Configures NDE on the MSFC with the NetFlow
collector IP address !--- and the application port
number 9996. This port number varies !--- depending on
the NetFlow collector you use.
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ARPBIE R Supervisor R FHY NetFlow Z{LETRIEE .,

R

Catos (enable) set mls agingtime long-duration 300




!--- Configures the switch to delete the active NetFlow
!--- cache entries after 5 minutes. The default value is
32 minutes. ! Switch(config)#set mls agingtime 120

!--- Configures the switch to delete the inactive
NetFlow !--- cache entries after 2 minutes. The default
value is 5 minutes.
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Switch#show mls netflow ip

Displaying Netflow entries in Supervisor Earl

Src i/f

:AdjPtr

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

: 0x0

:0x0

:0x0

DstIP SrcIP Prot:SrcPort:DstPort
Pkts Bytes Age LastSeen Attributes
10.10.10.100 10.10.10.1 tcp :telnet :2960 ——
26 1223 101 20:35:41 L2 - Dynamic
10.10.20.2 10.10.20.1 tcp :11837 :179 ——

6 315 174 20:35:29 L2 - Dynamic
10.10.200.1 10.10.200.2 tcp :21124 :179 ——
0 0 176 20:35:28 L3 - Dynamic
10.10.20.1 10.10.20.2 tcp :179 :11837 ——

0 0 174 20:35:29 L3 - Dynamic
171.68.222.140 10.10.10.100 udp :3046 :1029 ——
1 46 2 20:35:39 L3 - Dynamic
10.10.10.100 64.101.128.56 udp :dns :2955 ——
6 944 178 20:34:29 L3 - Dynamic
10.10.200.2 10.10.200.1 tcp :179 :21124 ——
5 269 133 20:35:28 L2 - Dynamic
0.0.0.0 0.0.0.0 0 :0 :0 ——
87 10488 133 20:35:29 L3 - Dynamic
171.68.222.136 10.10.10.100 udp :3047 :1029 ——
1 46 2 20:35:39 L3 - Dynamic
10.10.10.100 171.70.144.201 icmp:0 : 0 ——
1 60 71 20:34:30 L3 - Dynamic
171.68.222.140 10.10.10.100 udp :3045 :1029 ——
1 46 2 20:35:39 L3 - Dynamic
10.10.10.100 64.101.128.92 tcp :3128 :2993 ——
20 13256 102 20:34:00 L3 - Dynamic
10.10.10.100 171.68.222.140 wudp :1029 13045 ——
1 368 2 20:35:39 L3 - Dynamic
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2 20
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2 20
10.100 udp
2 20
10.100 udp
2 20
10.100 udp
2 20:
10.100 udp
178 20:
222.136 udp
2 20
10.100 udp
2 20
10.100 udp
2 20
128.92 tcp
106 20:
10.16.151.97 udp
2 20
10.100 udp
2 20
10.100 icmp:
2 20:

176

64.101.

7019

171.68.

366

10.10.

46

171.68.

368

128.92 tcp

106 20:
222.136 udp

2 20:
10.100 udp

2 20:
222.140 udp

2 20:

771

:35:39
:1029

:35:39
:3045

:35:39
:3049

:35:39
:3045

35:39

12955

34:29

:1029

:35:39
:3050

:35:39
:3048

:35:39
:3128

34:00

:1029

:35:39
:3051

:35:39

771

35:39

:3128

34:00

:1029

35:39

:3052

35:39

:1029

35:39

10.10.10.100 tcp :2960

171.68.

961

152

171.68.

366

171.68.

101 20:
222.136 udp

2 20:
10.100 udp

2 20:
222.136 udp

2 20:
222.136 udp

35:41

:1029

35:39

:3053

35:40

:1029

35:39

:1029

L3 - Dynamic
13048 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:dns --

L3 - Dynamic
13045 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:1029 --

L3 - Dynamic
12991 --

L3 - Dynamic
13045 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:0 --

L3 - Dynamic
12992 --

L3 - Dynamic
:3047 -—

L3 - Dynamic
:1029 --

L3 - Dynamic
13046 --

L3 - Dynamic
:telnet -—

L3 - Dynamic
13049 --

L3 - Dynamic
:1029 --

L3 - Dynamic
:3050 --

L3 - Dynamic
:3053 --

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0

:0x0
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:0x0

:0x0

:0x0

:0x0
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: 0x0
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2 961 1 20:35:40 L3 - Dynamic

10.10.10.100 171.68.222.140 wudp :1029 :3051 --
1 368 2 20:35:39 L3 - Dynamic
10.10.10.100 10.16.151.97 udp :1029 :3052 --
1 366 2 20:35:39 L3 - Dynamic
172.22.1.110 10.10.200.1 udp :52039 :9996 --
9 876 209 20:35:12 L2 - Dynamic
10.175.52.255 10.10.10.100 udp :137 :137 --
3 234 72 20:34:31 L2 - Dynamic
171.70.144.201 10.10.10.100 icmp:8 :0 --

60 72 20:34:29 L3 - Dynamic

:0x0

:0x0

: 0x0

:0x0

:0x0

1
EEFRES | EAENENIEFEE KX, show mis netflow ip f55 8 LA EI AT 5 H 8%

AR, A THEERETHNIIE
Switch#show mls netflow ip ?

count total number of mls entries
destination show entries with destination ip address

detail display additional per-flow detail

dynamic hardware created netflow statistics entries
flow flow

module Show for module

nowrap no text wrap

qgos gos statistics

source show entries with source ip address

sw-installed s/w installed netflow entries
| Output modifiers

<Cr>

. show mis nde 5 &R NetFlow S HHER. XLEEEERZH S S HMW NetFlow WEEFIU

RZGBSHSHABEINHRE, UT 2% RE
Switch#show mls nde

Netflow Data Export enabled

Exporting flows to 10.10.100.2 (9996)
Exporting flows from 10.10.1.1 (52039)
Version: 5

Layer2 flow creation is enabled on vlan 10,20
Layer2 flow export is enabled on vlan 10,20
Include Filter not configured

Exclude Filter not configured

Total Netflow Data Export Packets are:

337 packets, 0 no packets, 3304 records

Total Netflow Data Export Send Errors:
IPWRITE_NO_FIB = 0
IPWRITE_ADJ_FAILED = 0
IPWRITE_PROCESS = 0
IPWRITE_ENQUEUE_FAILED = 0
IPWRITE_IPC_FAILED = 0
IPWRITE_OUTPUT_FAILED = 0
IPWRITE_MTU_FAILED = 0
IPWRITE_ENCAPFIX_FAILED = 0

Netflow Aggregation Disabled

& i clear mis nde flow counters a7 Ek NDE 45 it 3i&.
- TEER NetFlow Y& a5 4 #Y 7= 6l i
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Y¥olume m utilization End Time: 2006-08-16 15:35

Traffic (in bps)

14:40 14250 15:00 15:10 15:20 15:30
Tim=

| domain Mepmap M hiip HTTP-Prasy iemp M hkeiberas Idap micieseft-ds M netbiosssn M netmeeting :
| Mty M TCP_app I UDP_App |

Showing 1 0 13 Wigw per F'E"JE!EIJ "l
netmesting 15862 KB 12%
hito 157 06 KB 2%
HTTP-Frost 91 77 KB 18%
ICP App 51.62 KB 10% N
icmp 837 KB % -1
microsoft-gs T83KB 2% 1
Idap .06 KB 1% -]
UDP App 552 kKB 1% |
Epmap 543 KB 1%
kerberas AT KB 1% | E>

B B B PR

REBoREMNEETA T EERTHRELERR.

FETHILABRABARENEEERTEF

- I MSFC % 3 R0 LB A NetFlow L% PFC LY NDE M MSFC L£#Y NDE, &40
RBSH NetFlow o EER G, MRFTFESAE 2 EHERE , WA noip flow ingress
layer2-switched &+ HUH ip flow ingress layer2-switched #545»

- MREREXTEREBNEOCTERER WX EEEAMEHUERNATNEOLSH
NetFlow., X &K RIUEA ip nat inside ¥ ip nat outside h S EETHEA , HECKEET full
M interface-full 7 , NFTEEZEQ LB A NetFlow. BFEIUTHIRES

$FM_EARL7-4-FEAT_FLOWMASK_REQ_CONFLICT: Feature NDE requested flowmask Int
f Full Flow Least conflicts with other features on interface Vlanb52, flowmask re

quest Unsuccessful for the feature

. Policy Feature Card 3 (PFC3) # Policy Feature Card 2 (PFC2) X T4 55 3 BRI A EH
NetFlow &,

. NetFlowR & FINDEfR A8, EEEHRNetFlowlES X IFMASHEN., FXE: HBICisco
Catalyst 6500 Supervisor 720% 5 L #INetFlow/U R A OO hEE. Cisco 10S B4
12.2(33)SXH MR R BB MRA 154052 0 NDE |, BLIhAERHE 0 /S A PFC NetFlow ZkigUk s, ¥t
F Cisco 10S i 12.2(33)SXH MR Z HI#Y Cisco I0S B#hRA , Ree£FibE AMER PFC
L&Y NetFlow,

. BIEAR B E S A Netflow T 8EMITEE 2 B2 #T.



2HT MLS E{t

FEEAA#IOSIZITHICisco Catalyst 65003 LA , &5 A RS A SE (SLB)AY , MLSKHA
ELLEEUNetFlowEF5% B, A IEFKIECisco Bug ID CSCea83612(XRIFMEF )R, FH
RETZ I bug MK ERF Cisco 10S,

NetFlow & 7R¥ [ i

J& A NetFlow ZJ& , show mis netflow ip X ETREEHRE, BRINFERT , NetFlow REFZAO
HE, EAMMHEED E# LS ip route-cache flow S S LB R BEA L H LR

NetFlow £ & Rz iR E

gﬁl}\ BN T , NetFlow ~E REIHERE VLAN BURENSZITHE , MNERMN—1 VLAN # A H @
— N B e R 5 L SR Blan | EANRNEBE T ip route-cache flow ¢ H@EB‘”‘ VLAN #0

o

AEEEFEISE-VLANWRENRITER , BEARARKENER , T EEIEEOLEE

ip route-cache flow,
BN EMSERN VLAN SIER#R, FFEMNE 22 IP K , HAH ip flow layer2-switched # % -

ERKESE 2 BRI, FHER IP R , & H ip flow ingress layer2-switched vian {num |
vianlistyin . BRESHE 2 ZHhMIRHR, H4EM IP R |, 54 H ip flow export layer2-switched vian
{num | vianlist}as &

{X PFC3B # PFC3BXL 3\ T # Supervisor 5|2 720 LLAKE%H PFC2 #Y Supervisor 5|2 2 L
XRZWS.

£ A Supervisor 5% 720 EliEHY Catalyst 6500 R LFERALTSZE , DNBREHENY
VLAN 0 , A B ZEOEEERH IP ik, AIEEFEA TEE T Supervisors| 22/ Catalyst
6500% 5II33#tl. 2 Supervisor3|Z7204FNetFlowS B 5 H B UREREHIT oML | tepiFERE R
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