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SW(config)#int t1/4/2

SW(config-if)#i p address 172.16.0.1 255. 255. 255.0
SW(config-if)# cts layer3 ipv4 trustsec forwarding
SW(config-if)# cts layer3 ipv4 policy
SW(config-if)#no shutdown

SWL(config-if)#exit

SW2(config)#int t1/2

SW2(config-if)#i p address 172.16.0.2 255. 255. 255.0
SW2(config-if)# cts layer3 ipv4 trustsec forwarding
SW2(config-if)# cts layer3 ipv4 policy
SW2(config-if)#no shutdown

SW2(config-if)#exit

W22 BBEACTSAORSER

SWL(config)#platformcts ingress
SWi#sh platform cts
CTS I ngress node enabl ed

FHERAMNON CTSX IR L FEREFIIXIA,

SWi#sh run int gi2/4/1
Bui | di ng configuration...

Current configuration : 90 bytes
|

interface G gabitEthernet2/4/1



no sw tchport
i p address 10.10.10.1 255.255.255.0
end

AMEEFISWIRIXIA 1B BEEESWIRRIF 2 EHFSSCT, RE AR S G RIE
#r L& F WA B BITESMITCTS L3,

SWL(config)#cts rol e-based sgt-nmap 10.10.10.10 sgt 15
SWL(config)#i p access-list extended traffic_list
SWL(config-ext-nacl)#permt ip 10.10.10.0 0.0.0.255 any
SWL(config)#cts policy layer3 ipv4 traffic traffic_list

Wrir
ERAAESH THARBES ERIET.

WAEM & A ERIFCIRASENOPEN, i th LM TR

SWi#sh cts int sunmary

G obal Dot 1x feature is Enabl ed
CTS Layer2 Interfaces

Interface Mode | FC-state dot1x-role peer-id | FC-cache Critical Authentication
Tell/ 4/1 DOrix OPEN Supplic Swe invalid Invalid
Tell/ 4/ 4 MANUAL OPEN unknown unknown invalid Invalid
Tell/ 4/ 5 DOT1X  OPEN Aut hent SW invalid Invalid
Tell 4/ 6 DOrix OPEN Supplic Swe invalid Invalid
Te2/3/9 DOrix OPEN Supplic Swe invalid Invalid

CTS Layer3 Interfaces

Interface I Pv4 encap | Pv6 encap I Pv4 policy | Pv6 policy
Tell 4/ 2 OPEN - OPEN oo

SWe#sh cts int sunmary
d obal Dotlx feature is Enabled
CTS Layer2 Interfaces

Interface Mode | FC-state dot1x-role peer-id | FC-cache Critical - Authentication
Tell 1 DOT1X OPEN Aut hent SWL invalid Invalid
Tell 4 MANUAL OPEN unknown unknown invalid Invalid
Tell/ 5 DOrixX OPEN Supplic Sw invalid Invalid
Tell 6 DOT1X OPEN Aut hent SWL invalid Invalid
Ted/ 5 DOT1X OPEN Aut hent SWL invalid Invalid

Interface I Pv4 encap | Pv6 encap I Pv4 policy | Pv6 policy

B Netflow s H IS UE



A LAfE A LA T ap S Bt ENetFlow:

SW2(config)#flow record rec2

SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match
SWe(config-fl owrecord)#match

SWe(config-flowrecord)#col | ect
SWe(config-flowrecord)#col | ect
SWe(config-flowrecord)#col | ect

SW2(config-flowrecord)#exit
SW2(confi g)#f | ow nonitor non2

i pv4 protocol

i pv4 source address

i pv4 destination address
transport source-port
transport destination-port
flow direction

flow cts source group-tag
flow cts destination group-tag
routing forwardi ng-status
counter bytes

counter packets

SW2(config-fl ow nonitor)#record rec2

SW2(config-fl ow nonitor)#exit

ESW2RAEON A Oiw O _E R FAnetflow , MMTRAR :

SW2# sh run int t1/2
Bui | di ng configuration...

Current configuration :
|

166 bytes

nterface TenG gabitEthernetl/2

i p address 172.16.0.2 255. 255.255.0

ip flow nonitor non2 input

cts layer3 ipv4 trustsec forwarding

cts layer3 ipv4 policy
end

MIXIA 1EIXIA 2 KX BIE D,
BREFEZEFRIEHSGCT,

SW#sh flow nonitor non2 cache fornat

Cache type:
Cache si ze:
Current entries:
H gh Wat er mar k:
Fl ows added:

Fl ows aged:
- Active tinmeout (
- Inactive tineout (
- Event aged

- Watermark aged
- Emergency aged

There are no cache entries to
Cache type:
Cache si ze:
Current entries:

There are no cache entries to

Modul e 4:
Cache type:

AR R E R EEETISW2IALAYIXIA 2 £ EERHEES,

tabl e
Nor mal
4096
0
0
0
0
1800 secs) 0
15 secs) 0
0
0
0
di spl ay.
Nor mal
Unknown
0
di spl ay.
Nor mal

(Pl atform cache)

(Pl atform cache)



Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 2:
Cache type: Nor mal (Pl at f orm cache)
Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 1:

Cache type: Nor mal (Pl at f orm cache)

Cache si ze: Unknown

Current entries: 4
| PV4 SRC ADDR | Pv4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOWDIRN FLOW CTS SRC GROUP
TAG FLOW CTS DST GROUP TAG | PPROT ip fwd status byt es pkts
1.1.1.10 2.2.2.10 0 0 Input
10 0 255 Unknown 148121702 3220037
10.10.10.10 10.10.20.10 0 0 Input
15 0 255 Unknown 23726754 515799
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 9536 119
172.16.0.1 224.0.0.5 0 0 Input
0 0 89 Unknown 400 5

I, REFFERBIUBECTS L3, MHEEIREE S HRIERZRIFHFEIPHE 4L

SWL(config)#ip access-1ist extended exception_|ist
SWL(config-ext-nacl)#permt ip 10.10.10.0 0.0.0.255 any
SWL(config)#cts policy |layer3 ipv4d exception exception_|ist

SW2#sh fl ow nonitor non2 cache fornmat table

Cache type: Nor mal
Cache si ze: 4096
Current entries: 0
H gh Wt er mark: 0

Fl ows added:

Fl ows aged:
- Active timeout (1800 secs)
- Inactive tineout ( 15 secs)
- Event aged
- Watermark aged
- Emergency aged

O OO oo OoOo

There are no cache entries to display.

Cache type: Nor mal (Pl at f orm cache)
Cache si ze: Unknown

Current entries: 0
There are no cache entries to display.

Modul e 4:



Cache type: Nor mal (Pl at f orm cache)
Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 2:
Cache type: Nor mal (Pl at f orm cache)
Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 1:

Cache type: Nor mal (Pl at f orm cache)

Cache si ze: Unknown

Current entries: 3
| PV4 SRC ADDR | Pv4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOWDIRN FLOW CTS SRC GROUP
TAG FLOWCTS DST GROUP TAG |P PROT ip fwd status byt es pkts
1.1.1.10 2.2.2.10 0 0 Input
10 0 255 Unknown 1807478 39293
10.10.10.10 10.10.20.10 0 0 Input
0 0 255 TUnknown 1807478 39293
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 164 2

FTHEFESIMIXIA 1RIEFNIXIA 2, HTAREHINREEIEZESISW2RRIRYLAIXIA 2 L EAEKREES
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