=)
H %

48
Aan

==

2 Py

7 f# Catalyst 4500 CPU BB R

Catalyst 4500 F#9 show processes cpu i

[ f# Catalyst 4500 #4]l 89 show platform health &5

2% . show platform health#y ©51¢ Z Catalyst 450045 & #9 3 12

3% BREEWHENCPUR B EIT B RER TR AYHE R
475 - 1

IPX =% AppleTalk

1% - show processes cpufi 1 & Cisco |I0SHH 2

2% . {FHshow platform healthii £1 & Catalyst 450045 E A # 12,

4z L
BOBTLS ACL HEHER (TCAM)
15 . show processes cpufi $4 & Cisco |I0SH 2
2% . show platform health#y ©51¢ Z Catalyst 450045 & #9 3 12

ACL lo F

e show processes cpu@n 51 & Cisco I0SH 2

BEBRCatalyst 4500 ¥l LRYCPUE A X



45 ;- fRRAR

£ 2 BHERINE
1% - show processes cpufii 51 & Cisco |I0SH 12
%245 : f Fshow platform health@s $ 4 Z Catalyst 450045 E I B2,

f&gam
RN ACPUBIE SR ERY |, H B u{aiRBICatalyst 45004l LCPUE AR SRR,

TR

L:3 3

AXEZERHENER,

ERANEH

AXHEHPHEEET U TR RME A
« Catalyst 4500 R %I 33 #4l

« Catalyst 4948 R %3 #e#l



EE A GER FE FCisco IOS®FHHI 33 # M,
ANHEPPEEHMRETREXZREREHINIRRREEN, AP ERANFERERIEXAR
M (BN BE. MREHNELTEIRDS , FBREBTHAEGSNEERE,

I

AXNHEANMNEAEE , FSHEREARERAN,

HFRER

NFIEZERKIER , Catalyst 4500 R 5k ( BIE Catalyst 4948 R#eHl ) B4 T —Fh A Ek
WEBESLERE, XERBI LW —NERRBR CPUFRERS, AXHFEMANET CPU B

BEABERED  HiEANABEEXLERGEI LN CPU FAERRENER, AXEEFHETS
HCatalyst 4500 RFICPUE AR RSN —LENNEHBESR R

HEE CPU #FEZAEBEREWNI CPU ERARREHTHRBE R , B4 T HETEAHN



BRMHLMET Cisco 10S RMHMERHRER CPUMTES N, —MERLNIRER , CPU EA
ZREEREFRZ LN FRERLA RS RERR. RERBRZ Cisco |0S M7 LAY CPU £
ZRENERZ—. BR , RERB/LFARRE TR LML (W Catalyst 4500 ) CPU
ERRRESHWIEIR, Catalyst 4500 i1t N EEH T AEELR (ASIC) LRAHIESE , #RAKSR
BB 102 KHIEE (Mpps) BTEREREE.

Catalyst 4500 CPU 4T A T IhEE :
- EEREENREDI, Hlm
- R (STP)
- BREHY
- Cisco KHthHiX (CDP)
- IR AREHI (PAGP)
- VLAN H4this (VTP)
- A YIHN (DTP)
- XEH ASIC WELB/ZA[FBHITHRE , i
- TAR4EHIFIFR (ACL)
- CEF %&H
- ERNHEERSTAEMS , Flan
- ULARME (PoE) R+
- IR
- RE#&
- EEXIRBRHAITE , Flan
- Telnet
- BHA
- FERMKEEBIL (SNMP)
- BERHBREBRABES , S0
- BB 2 ERTHR (IPX) - BERES (RERHBREPIEXE)
- mAEHEE T (MTU) 2B

BIFLIIR , CPU EARREAREREAT CPU BTN EHRE5IEN, —ERTHTLEMEK
ENBEENTHEETURERER, ATAERMBING BRI IEES T (BPDU) BRX



HF-HEENREZ, T3 , ROBBESTRRREERNEER. A THERFERR ASIC R
E8RIZES CPU #ITALE :

- 553 CPUMBKES , BRBEKBESERH K.
flgn , EH MAC #aEiR 50,
« RIEF| CPU #ITAAEHNEHIES
Rl eE
- BRETMCERT
- BPDU
- BRERAENBIERZ A
- RZEE CPU #ITHANBIES

fign , TE IPX = AppleTalk BEHNEES.
T fi# Catalyst 4500 CPU HiE 24 Bk R 451
Catalyst 4500 EE—1PHNEN RS I E (QoS) #l#l , ATX2AE CPU EREXBHNEER. %
HHIRIESE 2 B (L2)/5E 3 & (L3)/ZE 4 F (L4) BIEBEE#HTX D, Supervisor BIED5IZH 16
NBAGI, ATFABERREXBNBTFESIRESG. B E’M?TJ‘LXLBBAEUO = 1 5 T X LERA B FENBA

HIFRBERA M BIE DR, iX 16 NBAFIfE Catalyst 4500 I SUREHIR TR B HAL KRN BIETH 1T
BEBAo

1 - Catalyst 4500 f£ f %> CPU RA%l

: 0: ESMP
—__ ] 1:cControl
Packets to ________/-._..-v: 2: Host Learning
Lt : 3—5: L3 Forwarding
\: 9—10: L3 Rx (Telnet/SNMP)

| 15: MTU Fail/Invalid

Catalyst 4500 f % /NCPURA %

7 1 - Catalyst 4500 BA 5135 BA

A5l 4w 5 BA5I& #5 HERARY B IE
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WFEASICHEMAHEENESMP I HIEE ( NEE
EHIED)

L2 & FEIES , HIINSTP, CDP. PAgP.
LACP25{UDLD3

A e

FERAR MAC HbHERIMT | X LW S #/F CPU
D% L2 AR

L3 Fwd Highest, L3 Fwd
High/Medium, L3 Fwd Low

MFERGEPEROBIES , IGRERRE R B #x
IP3#: 1t (IARPOREAT , BIF BN A XTI F,

AY 7\

L2 Fwd Highest, L2 Fwd
High/Medium, L2 Fwd Low

BT HFEmMRERNRES

s BHPRZEFHP (FII0, IPX F
AppleTalk ) B BIE T B HFEE CPU
« ARP & 3R 0 5
- MRAFUTRERLTEEEHPERBARES
, M EARH#ASVIS/L3HE O B B ARMACHE 31
BY SR IE SR AT
- 1P R L&D
- EHARTTLY
. 3FE ARPA 3t

. 10

L3 Rx High, L3 Rx Low

L3RR ERE , Hlii RECPU IPHbE Y BR FR X
o Rl tETelnet, SNMPHISSHE,

11

RPF Failure

EEBRaORETRPFRE

12

ACL fwd(snooping)

HDHCP10US I, ZISARPH M =R IGMP 1114 1T Th g
LENBES

13

ACL log, unreach

RIEFIACE2# Hthelogkeyword W BB A EH T
B HACLF R denyS iR E| B ARV M EFTH
BIEQXEHFESEEZLERICMPFAAEE.

14

ACL sw processing

BRTFEHDHEA ACL BH4HRR (SR TZE£E ACL
# TCAM13 ) M#{&£iEZE CPU MEEE

15

MTU Fail/Invalid

RBwHED MTU KONV TFRESHRIMEED
BRVBESY

TESMP =EZ I #2 E B

2L ACP =458 R S &%,
SUDLD =# [ 4R+,
4GRE =& AR B3,

SARP =tth it R AT I o
6svI =x#E#IEO,

ITTL =476,




8SSH =Z £ AT ML
‘RPF =[x BB B %
10DHCP =zh 725 EHLE B M.
IGMP = Internettd BB Ml
12 ACE =15l 415 B,
13TCAM ==ERA T F 1t 17485,
LA BAB 23k 32 9B B -
e L2 Fwd HighestL3 Fwd Highest
* L2 Fwd High/MediumrL3 Fwd High/Medium
* L2 Fwd LoworL3 Fwd Low
® L3 Rx® L3 Rxi

BIEZ LB QoS #7% ( 2 IP IREEE (ToS) R E S RFAE A (DSCP) B ) EiX LRSI HE
Rho Bt , DSCPAG3HEIEELBEALS Fud Highestqueuer . TJ LAfEshow platform cpu packet
statistics allcommand#y 4t H & ZX 16 MNASIFTKREI M EF W HBTFED. o tHHEIEERK. X
tshow platform cpu packet statisticsin T AI AR & RIFEFTEH, B WS = show platform cpuport
9. REMEIETTCisco IOSEHRA12.1(11)EWER E R iR A8t = fi F show platform cpuport@i

o CTHEFALT T, ER , X—RIAWSEREFCisco IOSHHRA12.2(20) EWARI IR A H 2

show tech-supportcommandfy — &84,

B f¥show platform cpu packet statistics#n > i T P& i FE HERR

<#root>
Switch#

show pl at form cpu packet statistics all

!--- Output suppressed.
Total packet queues 16

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 48 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0



L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
ACL sw processing 0 0 0 0 0
MTU Fail/Invalid 0 0 0 0 0
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 0 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0
L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
ACL sw processing 0 0 0 0 0
MTU Fail/Invalid 0 0 0 0 0

Catalyst 4500 CPUNR1FIHH B NEAFI D ENE, CPU RIBEEM, RE, HFERUELKH
DSCP S ERE. CPU RIFERAFIMMEXNNENAFIRERS . Hlan , mREFBIES (Hlu
BPDU ) M ICMP EFEERGER , Nl CPU B AN EFIBFEIRHKS. SENEMLCRBIERE
FTAREENHFERT2BEE CPU L EREEREMEED . WAHLHMRIE T MEEERE CPU SRR
BHNBERTERREN., MERERERERELMTHNEEREE.

Catalyst 4500 CPU BESLNBE S —MNEEEENZRAT . R CPU EZL N ERRSHEIE
SHEHRRBTRS , BEE—MSENBEERERZZERN CPU BEH , | CPU £ 1L ST RREHIBA
NBFEDERERSEIHNTEARRENEEHE, ALBERERBRENBBESINTEEHENS

B CPU FAEREHRUNEFNR , B CPU 2L HFEAMETANE, BIXiA R

, CPU B HETHIBMEREMNER T ERIRINMNEAEIREMRE. BRIFLNTRAN CPU

FARIKZ 100% , BN Catalyst 4500 1A CPU R FZ 2 F A,

Cisco I0S F#FhRAS 12.2(25)EWA2 R ESRA S B T CPU iz 3 MR EYLHI RSk IhEe,
H it , XF Catalyst 4500 FE , EEAXLLERA,

¥47E Catalyst 4500 £ CPU AR EMWER

ER B A T ## 7 Catalyst 4500 CPUBIE A B E MR , BMATLUBE R 1 L &K Catalyst
4500 CPUEAE R E. Catalyst 4500 EEATHE CPU FAXKRSNREAREN S ERSMNT
B, #HETREZE , EEAAMURITUTERE

- FERE-SXARESFEENREIMNE , WA FEATH —S 5N CiscoRRXFRS
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-

- T1R1E - Catalyst 4500 IZBEMEIZ1T. BT Supervisor 5| ZBHAREMRIA T CPU BEEI
PITFrEXENRERESKANESEL , Rt CPU22HKR S/ CPU FAXE,

BIEEREERER T IS RMEERE , NBARBE CPU EARRENERE. CPU ERAXRSH
RER MR IR RER —MER. N TEHRE CPU AR , ELEBEZRBENBRARRE,

B 2 £R7FAXKWEE Catalyst 4500 CPU AR R B MR AR R H M FEZEBR S 3%,
2 - X Catalyst 4500 324 LB & CPU fF AR 1T FEHERRY 5 3%

Lol et more n - n
Know the CPLU Baseline * information [ I-'!.alhl':,.llmlnr'l‘mu'!l ”.
“show' platiorm heakh™ Pl Pt e

i

L J

PN
.-"x e, -’_’.f'f \‘\
Chisck CPU Utilization /ﬁf - e ",
ek CPLJ) LMl L high due 6%, a Sevic
ahow [reC cpu C/ s /:} .L{:/L-. this m:pﬁclrbd"'\-\} ﬂp;;:,'l i:.”“
x\\ torwarding? . M \_\\ - Mo et
NG ,x’

x #
\\"'\.\ o f
N
o L Chack CPU queus
f,flf}s Process '-}\-"h “showr platiarm cpu Mo action nesded
< Catalyst 4000 /) siadistics”
H~\‘.f:.1|.;|'rl. Process?, Platform
x -
‘-\_H ;j_f"
™
105
- \\"\.\ f_.-’"f 'H‘H.H
Chack logpad {}_,-’ \\-\ {}_,-’ \_\\
oo -~ o Span CPLU or debug A S
“show log 1% 1his axpecied? - ) - g |5 this expecied
., ™ CPL bound packets A
and open Servioe " - ", “
Fequaat f required. . /_, “~ /_,«*
'\.\ o o A

o action needed
Updale you baseling |
TN,

Catalyst 45003l EICPUE AR &M FEHER 5 %

— R EHE RS IR DIT -
1. & show processes cpu in S LABEE &5 A CPU FAHIR Cisco 10S #1&,
2. % Hishow platform healthcommandiAi#t — ST EF & B ERNIHIE,

3. MRS ESERAH TR Rrecpuman Revi ew , T8 K Hishow platform cpu packet statistics s 5 LA ¥
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EXRZEBICPURBRIEREE,
WMESES T 2 H Frecpuman Reviewprocess5I#EHY |, EBEE S84 , HEMITLS TS,
I3 65 A 0 AT A A CPURY B R A P HE R T Bk B E R X FICPUNBIES ( IRME ) .
EFARNBEEHER T2 — N REIZ CPU ik O D2 F (SPAN),
5. BER AN HMER B EER D AT R R IRRA,
MRMATEFBEERAKRRR |, FERCiscolt R X,
HE CPU ERAERMNESL
EENE-SRTHECASHEENMERERNTRIE CPU ﬁﬂi& fi£ Fshow

processescpucommand A iE Catalyst 4500 Ml ERICPUE AR, FEEERMMEIREFRINE
ZHMEIMNEREERNRER , TREEETHEMELCPURERE, E_?'E‘HH THER,

e R B — B Catalyst 4507R, 1875 CPU AR KAR 32% Fl 38% , X2MITIH R
VRV E R ThaEPR L F/HY

<{froot>
Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% O Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

!--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background
28 816 254843 3 0.00% 0.00% 0.00% 0 Per-Second Jobs
29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 12.07% 11.41% 11.36% O Cat4k Mynt Hi Pri
31 19482908 29413060 662 24.07% 19.32% 19.20% 0 Cat4k Mynt LoPri
32 4468 162748 27 0.00% 0.00% 0.00% O Galios Reschedul
33 0 1 0 0.00% 0.00% 0.00% O Cisco IOS ACL Helper
34 0 2 0 0.00% 0.00% 0.00% O NAM Manager

H® CPU ERERKRIRUMT :

X%/ y%
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Thex% KT ECPUSE AR |, andy% R &REF KB EFEACPU, HEBR Catalyst 4500 IR A B FE
B, ENERREE CPU AR,

T fi# Catalyst 4500 K4l LY show processes cpu i

Itshow processes cpufii iHE RB U THAMNEZEHACPU : catak Mymt H PriandCat 4k Myt LoPri o
XFHNHERSE T Catalyst 4500 FHITEEE BN SN FABEHRRE, XLEHELBIZFE
HUREERHR RSB BIED,

EEEMLEELEIEENHEECat 4k Myt H Priandcat 4k Mynt LoPri I E X HEHACPU |, i§XH
show platform healthcommand.

B TEBENHEREEIN/TEN CPU FAR, ZHEEBNRZHR , CPU 2ERERRS
B E T X ITiZ#H R, show processes cpucommandiii it E 7 & Tcat 4k Mnt H Pri BTRYIZAE
AR, MEHERE T B/MBNERR  NZEEAELERREN L TXFET. show
processes cpucommand#ii Hit & 7 e dTcat 4k mynt Lopri BTV IZMEANGE AR, ihcat 4k Mynt
LoPriisit A FTETE A EMNREERRENEMHRE |, fli0—BHEREFNIREOITTIEE. LILFHE
CPU EXAERN A UETRERRSWHE , MEURRWZEZR CPU AHA TR ARREHNHRE, B
MBS B CPU ARG EFEARLEINREIEE  HIRTEEZTEFAEN R,

<tfroot>
Switch#

show platform health

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00
0.02
2 1 100 500 0
0 0
1:09
GalChassisVp-review 3.00
0.29
10 3 100 500 0
0 0
11:15
S2w-JobEventSchedule 10.00
0.32
10 7 100 500 0
0 0
10:14

Stub-JobEventSchedul 10.00



12. 09

10 6 100
13 9
396:35
StatValueMan Update
0.22
1 0 100
0 0
6:28
Pim-review
0. 00
1 0 100
0 0
0:22
Ebm-host-review
0. 00
8 0 100
0 0
0:05
Ebm-port-review
0. 00
1 0 100
0 0
0:01
Protocol-aging-revie
0. 00
2 0 100
0 0
0:00
Acl-Flattener e
0. 00
10 0 100
0 0
0:00
KxAc1PathMan create/
0. 00
10 5 100
0 0

0:39

500

500

500

500

500

500

500

500

.00

.10

.00

.10

.20

.00

.00

14



KxAcTPathMan update

0. 00
10 0 100
0 0
0:00
KxAc1PathMan reprogr
0. 00
2 0 100
0 0
0:00
TagMan-RecreateMtegR
0. 00
10 0 100
0 0
0:00
K2CpuMan Review
10. 19
30 28 100
13 9
397:11
K2AccelPacketMan: Tx
2.20
20 0 100
2 1
82:06
K2AccelPacketMan: Au
0. 00
0 0 100
0 0
0:00
K2Ac1Man-taggedFlatA
0. 00
10 0 100
0 0
0:00
K2Ac1CamMan stale en
0. 00
10 0 100

2.

500

500

500

30.

500

10.

500

500

500

500

00

.00

.00

00

00

.10

.00

.00

14



0:00
K2Ac1CamMan hw stats

1.04
10 5 100
1 0
39:36
K2Ac1CamMan kx stats
0. 00
10 5 100
0 0
13:40
K2Ac1CamMan Audit re
0. 00
10 5 100
0 0
13:10
K2AcTPolicerTableMan
0. 00
10 1 100
0 0
0:38
K2L2 Address Table R
0. 00
12 5 100
0 0
0:00
K2L2 New Static Addr
0. 00
10 1 100
0 0
0:00
K2L2 New Multicast A
0. 00
10 5 100
0 0
0:01

K2L2 Dynamic Address

0.00

10 0 100

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0 0

0:00
K2L2 Vlan Table Revi
0. 00
12 9 100
0 0
0:01
K2 L2 Destination Ca
0. 00
10 0 100
0 0
0:00
K2PortMan Review
0.72
15 11 100
1 0
37:22
Gigaport65535 Review
0. 07
4 2 100
0 0
3:38
Gigaport65535 Review
0.08
4 2 100
0 0
3:39
K2Fib cam usage revi
0. 00
15 0 100
0 0
0:00
K2Fib IrmFib Review
0. 00
15 0 100
0 0
0:00

K2Fib Vrf Default Ro

0.00

2.

500

500

500

500

500

500

500

2.

00

.00

.00

.40

.40

.00

.00

00



15 0 100
0 0
0:00
K2Fib AdjRepop Revie
0. 00
15 0 100
0 0
0:00
K2Fib Vrf Unpunt Rev
0.01
15 0 100
0 0
0:23
K2Fib Consistency Ch
0. 00
5 2 100
0 0
29:25
K2FibAdjMan Stats Re
0.30
10 4 100
0 0
6:21
K2FibAdjMan Host Mov
0. 00
10 4 100
0 0
0:00
K2FibAdjMan Adj Chan
0. 00
10 0 100
0 0
0:00
K2FibMulticast Signa
0.01
10 2 100
0 0
2:04

K2FibMulticast Entry

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0.00

10 7 100
0 0
0:00
K2FibMulticast Irm M
0. 00
10 7 100
0 0
0:00
K2FibFastDropMan Rev
0. 00
7 0 100
0 0
0:00
K2FibPbr route map r
0. 06
20 5 100
0 0
16:42
K2FibPbr flat acl pr
0. 07
20 2 100
0 0
3:24
K2FibPbr consolidati
0.01
10 0 100
0 0
0:24
K2FibPerVlanPuntMan
0. 00
15 4 100
0 0
0:00
K2FibFlowCache flow
0.01
10 0 100
0 0

0:23

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00



K2FibFTowCache flow 2.00

0.00
10 0 100 500
0 0
0:00
K2FibFlowCache adj r 2.00
0.01
10 0 100 500
0 0
0:20
K2FibFlowCache flow 2.00
0.00
10 0 100 500
0 0
0:06
K2MetStatsMan Review 2.00
0.14
5 2 100 500
0 0
23:40
K2FibMulticast MET S  2.00
0.00
10 0 100 500
0 0
0:00
K2QosDb1Man Rate DBL 2.00
0.12
7 0 100 500
0 0
4:52
IrmFibThrottler Thro 2.00
0.01
7 0 100 500
0 0
0:21
K2 VlanStatsMan Revi 2.00
1.46
15 7 100 500



64:44
K2 Packet Memory Dia

0. 00
15 8 100
1 1
45:46
K2 L2 Aging Table Re
0.12
20 3 100
0 0
7:22
RkiosPortMan Port Re
0.73
12 7 100
1 1
52:36
Rkios Module State R
0.02
40 1 100
0 0
1:28
Rkios Online Diag Re
0.02
40 0 100
0 0
1:15
RkiosIpPbr IrmPort R
0.02
10 3 100
0 0
2:44
RkiosAc1Man Review
0. 06
30 0 100
0 0
2:35

MatMan Review

0.00

4 0 100

2.

500

500

500

500

500

500

500

500

00

.00

.00

.00

.00

.00

.00

.50



0 0

0:00
Slot 3 ILC

0.00
10
0 0

0:00
Slot 3 ILC

0.00
10
0 0

0:00
Slot 4 ILC

0.00
10
0 0

0:00
Slot 4 ILC

0.00
10
0 0

0:00
Slot 5 ILC

0.00
10
0 0

0:00
Slot 5 ILC

0.00
10
0 0

0:00
Slot 6 ILC

0.00
10
0 0

0:00
Slot 6 ILC

0.00

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

3.

500

500

500

500

500

500

500

3.

00

.00

.00

.00

.00

.00

.00



10 0 100 500 0

0 0
0:00
STot 7 ILC Manager R 3.00
0.00
10 0 100 500 0
0 0
0:00
Slot 7 ILC S2wMan Re  3.00
0.00
10 0 100 500 0
0 0
0:00
EthHoleLinecardMan(1l 1.66
0. 04
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(2 1.66
0.02
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(6 1.66
0.17
10 6 100 500 0
0 0
6:38
%CPU Totals 212.80
35.63

T f% Catalyst 4500 3X#: 4l _E#Y show platform health 5%

show platform healthcommandZ2#t T HFZ NN F X IEM+2EENNER. EXSCPUERR
HATHEHERR |, BEMH HNucPuKRIIPER —MRENE, A BELXEFZITHAEMN ,
E12 8 M 1/DNEY 2 56 CPUSI R ZHBICPUBE AR R . Bt , #EQREIATIEE  BEF 2K
B 5H CPU, —4& CPU FRERARENERAEESH RESHERICBAR AL, Fln, EX
TCAM Ry KB ACL #TREMHREZRRIAE CPU FARKBERIEEN,



£ 7 fi#Catalyst 45003 4]l L BYshow processes cpuin 5 Z8% Bshow platform healthcommand#i
H 7, Stub-JobEventScheduland k2cpuvan Reviewprocessesf{E FIRICPURI R BB R &, K212
T BX & R~fEshow platform healthcommandf i HP ENHNF AR EHREN —LERELR,

& 2 - show platform health 5% % i A ¥ & 45 & B9 33 72 7Y 15 8P

FERENHER

s

F

Pimreview

AR FRSERE

Ebm

BAARRRFEIR |, flanE/L ik

Acl - Fat t ener /[K2Ac| Man

ACL &} #1E

KxAclPathMan -
Pat hTagMan- Revi ew

ACL RSEEMLEH

K2CpuMan Revi ew

RITHRABRBESRANEERNREIHTHHAESBCPUERARRS
, T8 Flshow platform cpu packet statisticsfTi 5 & & XX ZEICPURI
#E2.

K2Accel Packet Man

NTRERE CPUNBESMEHRESIEXENENEF

K2Acl Camvlan

EERAT QoS MELIhEEr i A MM tH TCAM &

K2Acl Pol i cer Tabl eMan

B AN Hh M ERER

K2L2

Xk Catalyst 4500 Cisco IOSHEHFHL2HE K FRAXLHEATLEN
ZiL2K,

K2Port Man Revi ew

EEEMN5ROMXRENRE

K2Fi b FIBT&E®E

K2Fi bFI owCache PBR2EZEE
K2Fi bAdj Man FIB £BiEREE
K2Fi b#R1E EEZHE FIB %&HE

K2Met St at sMan Revi ew

EEMET3S&ITER

K2QosDbl Man Revi ew

&IE QoS DBL4

I rFi bThrottler Thro IP 3% ERAEIR
K2 L2 Aging Table Re Féﬂ L2 %'ﬂﬁlﬂﬁg
Gal Chassi sVp-revi ew *ﬂ%ﬁ’lﬁz’&i‘n’i}?

S2w JobEvent Schedul e

EIRS2WOIM N A S AR R IRAS

St ub- JobEvent Schedul

E T3 ASIC AR~ IR M4

Rki osPort Man Port Re

v CIRZS ME $2 M 4E 37

Rki os Mbdule State R

BEBRRES

Et hHol eLi necar divan

EEFMRFHHIGBICS

FIB =2 R E B &,

2PBR =E TRV H .



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t2

SMET =4 1B¥ B &,
1DBL = AE W X R,
SS2W =R 1Tk,

6GBIC =F JkiE O #iREs,

BRENNE CPU FAREA

REDNET Catalyst 4500 R LW —LEHE NS CPU FERAEEE,
HEIMRNWBFEISH CPU EAERRS

CPU AR EMNEIFRRE 2 — 2 Catalyst 4500 CPU It FAB#H 4 E XN EREEREHHES.
HUGEEANBEINROZ IPX Sizf%iEa , flin BPDU, BEQELENXERETRIEE
CPU, ER , MREEERERESKIEE CPU , N AJAEEKREEN TEHEHERBIMNEEH. SR
BESHBIESH LR CPU#HTAENEANER., BIBERRE , TUEXS CPU FHAEEE
HAT

HEXRNBETSH CPU £RARREN -~ LEILFREITHE
- KB4 Btk R O LB
- ICMPEEM : fEE—4#0 FRAMES

« IPX 3% AppleTalk & H
« EHLIRH]
- ROATRE ACL FNBEHRIR (TCAM)

« ACLH#Thelogkeyword
- B2 RHRIK
FHEIRIRE CPU NHEMRETIE
- MTU 2B - BRI BIESRENMEZOHEGHEEHN MTU,

« ACL7 A Brestablished AN TCPHRE

* IPRRZS6 (IPV6)EE B -UB T B 4F SR B8 R I IR AR
* GRE - ABEER R HRBEEN X5,

- EH AR HIRHEE ACL (RACL) RIELHIER
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EE : IX7ECisco IOSEHFMA12.1(13) EW1 R E @A R ZRKREIH

EACLHI$E DO T & Hino ip unreachablescommand,
- ATEBEEET AEFHMSBOIZ M ARP M DHCP BiERAEE CPU #1TAE

MR MERFE DHCP K5 |, AI{E A DCHP %Xk BEM4FE X Hiw O 8 DHCP BiEm i
TERERE,

« BEEFITAFAFEBNLIRIET Z 11T SNMP 218
RER A& R i 0SS5

Catalyst 4500 £ VLAN £t + (PVST+) X T X5 3000 MNE B O E B EZHO. B
T Supervisor 5|2 |1+, 11+TS 1 Catalyst 4948 Z #\#9FTE Supervisor 5|2 L #EHZ X,
Supervisor 5|2 I+, 1I+TS M Catalyst 4948 & % Al X #F 1500 MmO Kfl, MRBEH 7TXLEEI
#9 STP 6% , MBI E R CPU FARRS.



Catalyst 4500

Trunk

WVILAN 1-100 WLAMN 1-100

WLAM 1-100

Total STP instances =3 x 100 =300

Catalyst 4500

WEERT EH=/AhgkisO# Catalyst 4500 , T ik O&E 1 3 100 4 VLAN, X484 F 300
NERFHROEHl, —MKRiEE , TSR T AR ITTEE K H O K6

Total number of STP instances = Number of access ports + Sum of all VLANs
that are carried in each of the trunks

ELEG | EEEARO , B=NHRgEE 1 F) 100 4 VLAN :

Total number of STP instances = 0 + 100 + 100 + 100 = 300

5125 : {8 show processes cpu &M & Cisco 10SH 2,

ABANETEERER/S CPUEAXRRTLENFEANG S, WMRXK Hshow processescpuim s , WA LAE BIH AN E#FE(Cat 4k
Mgnt LoPri andSpanni ng Tree)fCPURERAERR S, NBILLEES , ERATLMEERMHERSA TRA—H2H CPU A

o

<#root>



Switch#

show processes cpu

CPU utilization for five seconds: 74%/1%; one minute: 73%; five minutes: 50%

PID Runtime(ms) Invoked
1 4 198
2 4 290

!--- Output suppressed.

25 488 33
26 90656 223674
27 158796 59219
28 20 1693
29 0 1
30 0 2

!--- Output suppressed.

41 0 1
42 0 2
43 78564 20723
44 112 999
45 0 147

uSecs 5Sec IMin 5Min TTY Process
20 0.00% 0.00% 0.00% O Chunk Manager
13 0.00% 0.00% 0.00% O Load Meter

14787 0.00% 0.02% 0.00% 0 Per-minute Jobs
405 6.79% 6.90% 7.22% 0 Catdk Mgmt HiPri

2681 32.55% 33.80% 21.43% 0 Cat4k Mnt LoPri

11 0.00% 0.00% 0.00% O Galios Reschedul
. 0 Cisco I0S ACL Helper
0 0.00% 0.00% 0.00% 0 NAM Manager

o
o
o
o
R
o
o
o
R
o
o
o
IS

0 0.00% 0.00% 0.00% O SFF8472
0 0.00% 0.00% 0.00% 0 AAA Dictionary R

3791 32.63% 30.03% 17.35% O Spanning Tree

112 0.00% 0.00% 0.00% O DTP Protocol
0 0.00% 0.00% 0.00% O Ethchnl

2% £ Mshow platform healthfis 54 Z Catalyst 450043 & K 3 72



ETEBNFEEENHESHTCPU , X Hshow platform healthcommand. MiZ#H & |, AL EEIK2CpuMan
Reviewprocess ( Bt EZERKEINMEL ) ARTCPU :

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O O 0 0:00
K2CpuMan Revi ew 30.00 37.62 30 53 100 500 41 33 1 2:12
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 0 0 0:00

K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0O o 0 0:00

3L REFWCRENCPUBNSILBEE T ERERRENRE,

& Hishow platform cpu packet statisticsin & AR BB —MNCPUBA IR EI T T EBRERBIE D, N2 PHH LI R control BAFIMKEIX
EXREG. BEARITPHEENSIRIFHENEL. TUEE CPULEBHEIES , #TUBEE CPUEAXKRSENERERER BPDU
&':EO

<#root>

Switch#


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp

show pl atform cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 202760 196 173 128 28
Cont r ol 388623 2121 1740 598 16

Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Control 17918 0 19 24 3

$4F  BERETRE,

& i show spanning-tree summaryin 5. IR ERB R THEEAREMWERKIEOSHIMEE BPDU, ZHHERIEE TRARR

<#root>

Switch#

show spanni ng-tree sunmary

Switch is in pvst mode
Root bridge for: none
Extended system ID is enabled
Portfast Default is disabled



PortFast BPDU Guard Default 1is disabled
Portfast BPDU Filter Default is disabled

Loopguard Default is disabled
EtherChannel misconfig guard is enabled
UplinkFast is disabled
BackboneFast is disabled

Configured Pathcost method used 1is short
I-—- Qutput suppressed.

Name Blocking Listening Learning Forwarding STP Active

2994 vl ans 0 0 0 5999 5999

BEREMW VLAN A PvST+ BB B, EMRZAB , BN STPEIXERXNZERM (MST), EXEERT , BTFEREFH&IRO
FHEEREN VLAN , Bt STPEBIBBRR. EXTERT , FHEHPHA EFTFEZNVLAN , ESTPED R OKEREZETEWE

o

BE  FEAKNIPEHEROEEIFHRED, XE—NEMNHEIREE, BEAES VLANEBEEREE IPREERO. LESAE
—ANhd | BEREELFIEEAHLEN VLAN, BXNAREESHANFMAEE , FoRNEEESEORHERERR, 3
Cisco IP BIER T IIES VLAN S4B VLAN BB &, HMFNEBIERE T I Cisco IP BIFMIHO,

ICMPEER ; ER—#0 LEHAKES

ER—#OLRAKRECRERERER - L3 FOLEL , THELSHEBILER ICMPEERHEE . MRABRHFER KL B IR
T —RREESRERZBER —FMH , WRRIFERREFRN ICMPEEMHEE, XEEEMHEETREBESERREET
—BhiRR. XEHBIETT —HRREE BN EFAERE ( LRI D —BRa9ERE ) .

EXRBIHED , PCA 5 web RS ERBE. PCA WERIAMKIER VLAN 10030 IP#ist, B2 , f§ Catalyst 4500 AJBAZII% B 4R HY
T—BkRAES PCA ER—FMH., XMPER THHRERERREREKEE Router, Catalyst 4500 5§ ICMP EEMHEKIEE PC
A, ZHEIER PCA BERHEE (MTAREN Catalyst 4500 ) %% BHRA web RSBHHTEE. BR , EEZHBRT , KWEEH
33 ICMP EEEH B MR, HRAOMR , 253K Catalyst 4500 F# 2 K& CPU AN Cadyst B SHAKESHENZEOR AL
MWATE BB EERXLE ICMP EERHEE.


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/voice.html

Web Server

-

Router
Catalyst 4500

WVLAN 100

L __ R __| ---h

ICMP Redirect

PCA

HRINBERTERBHA ICMP EEM,

RABRATERA ICMPEER, HEZAT , BEMipicmp redirectsin . BEMXE SVI H LI FOTREZH R



FE BTipicmp redirects 2BIAT S, E 1tk #Eshow running-configurationds 4 H R 2R T LAY,

1% : £/ show processes cpu @54 & Cisco |OSH 12,

% Hishow processes cpuii o B LB BTN EBFE(Cat 4k Mgnt LoPri andl P | nput )XCPUMBEARE S, NBIRESR , &
MANMELE PEESSATRA—HIH CPU,

<#froot>



Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

I--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background
28 816 254843 3 0.00% 0.00% 0.00% 0O Per-Second Jobs
29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 5.81% 6.78% 5.76% 0 Cat4k Mgmt HiPri
31 19482908 29413060 662 19.64% 18. 20% 20.48% 0 Cat4k Mynt LoPri

I-—- Output suppressed.show platformhedth 35 60 902 0 0.00% 0.00% 0.00% O DHCP Snooping

36 504625304 645491491 781 72. 40% 72. 63% 73. 82% 0 | P | nput

5825 . £/ show platform health 5 H# & Catalyst 450045 E I # 12



show platform health@s S #95 H ATBAUESE |, SEACPUR A T BITEZERBES.

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O o 0 0:00
K2CpuMan Review 330.00 19.18 150 79 25 500 20 19 18 5794:08
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o0 0 0:00
K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0 o0 0 0:00

B34 REEWRENCPUSILBEITHERERREBMNRE,

& tHshow platform cpu packet statisticsin 5 AR E B —MNCPUBRFIKEI T it EZE R HITE D, TEFFIL3 Fwd Lowqueuelk BIHEH 21

IBEE
;ﬁlgo

<#froot>

Switch#

show pl atform cpu packet statistics

I-—-- Qutput suppressed.

Packets Received by Packet Queue



Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 2 2 2 2
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 4717094264 3841 3879 3873 3547
L2 Fwd Medium 1 0 0 0 0
L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

Fa%  BERETERER,

EXFERT , EAEA CPU SPAN BUEE XX E CPU HBIER. BXCPU SPANMIER , BSRAXHNIE . SPAN Y 2
CPUBIE - Cisco |OSER 12.1(19)EWR LA E #8495, 48 A show running-configurationfi & TR BB RO M MNEE, EXHERT
, BRAESE—EOKE  XPSFNEIMBREEHLAH ICMPEERESE, EAERERLE Catalyst 4500 LAY CPU R REREH
ERERZ—.

SET] LLHAEE R & 3 Catalyst 4500 X HIICMPEEMREAERE NN T —B, ER , FRMEREZMESX ICMP EERHEME
MR, MNRIFFRAMEME , W Catalyst 4500 AR BN EZ R ZRINENMNRBEBEEEELOEE., XEEEREESS5AKX
ECPURR, BMAFRREM ICMPEEM, EEOT , Kiinoip redirectsin o

MBAEETHE Pt , ATREALXENER. BATHE IPHiE , 2AEFEA IPEEW. BEATEFHEA IPEEM.

ABEDWBAFIR , KEBLRKREFTLNICMPEEMES MW, Hit , FHBENHE

, BER L IhEE,

IPX = AppleTalk B

Catalyst 4500 R X B B4 & BBEM IPX M Appletalk BEH. FERLEMUHNERE , CPU FAERREEEEN,
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AR ER-VLANFRIRIPXFMAppleTdkBIERT R EHERKR. AEFERHNBES S FERGBEELR.

1% : £/ show processes cpu @54 & Cisco |OSH 12,

& tHshow processescpu TS AR EM—NCisco IOSHESA TCPU, EtGSHEP , EEECPUERAXRESHHERcat 4k
Myt LoPri :

<#root>



witch#

show processes cpu

CPU utilization for five seconds: 87%/10%; one minute: 86%; five minutes: 87%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager

!--- Output suppressed.

25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs

27 148288424 354390017 418 2.60% 2.42% 2.77% 0 Catd4k Mgmt HiPri
28 285796820 720618753 396 50.15% 59. 72% 61.31% 0O Cat4k Mynt LoPri

582 . £/ show platform health #5 &4 & Catalyst 450045 E K #H 2.

show platform healthas 5 FY#i AT BAUESE |, EACPUR N T BITERERBIED,

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.



TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00
K2CpuMan Revi ew 30.00 27.39 30 53 100 500 42 47 42 4841
K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4
3% REEYCRENCPUBNSI  UBETERERRENRE,
EWEELXBICPUNBIE MR | &K Hshow platform cpu packet statisticsii o

<#root>
Switch#
show pl at form cpu packet statistics
!--- Output suppressed.
Packets Received by Packet Queue
Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 2 2 2 2
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 1582414 1 1 1 1
L2 Fwd Medium 1 0 0 0 0
L2 Fwd Low 576905398 1837 1697 1938 1515



L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

B4 BERAERR.

HTFEEREETIPXSHAppleTakiEh , R RAFERNBESMIEERE, BRTHEIA , BX CPU BIEFRINIT SPAN HBFREFT
EINHBBERETHMNBIER. EXCPUSPANNEE , BSA RN IE] - SPANY¥ #CPU - Cisco 1O
12.1(19)EWR A E 2%,

EXBERT , EEAMNFFEL CPU EH B4 FI{E, Catayst 4500 CPU AR Ei 4 IR IR BT |, i% CPU 2ETHIET.
EHIREY

R MAC it BELTFE MAC bR |, N Catalyst 4500 2R B B FhEHE MAC ik, RS/ HEH MAC it EIESE
AR & F CPU,

FrE VLAN QO (£ 32 ) BETHNAENELS it BAETIIN MAC ik, Bt , £ MAC it RAPEAE—NMRE |, REXE VLAN
BEONBESTEWEIED CPU BHTAE,

MREIZHH MAC it FERANAITIRG , WS CPU ERAERRE,

%1% . £/ show processes cpu TR & Cisco |OSHE,

&K show processes cpuiis S AR EM—NCisco IOSHE LA TCPU, ElmTHET , HEECPUEAERREMMHERCcat 4k
Myt LoPri :

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 89%/1%; one minute: 74%; five minutes: 71%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager

!--- Output suppressed.
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25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs
27 148288424 354390017 418 26.47% 10.28% 10.11% 0 Cat4k Mgmt HiPri
28 285796820 720618753 396 52.71% 56. 79% 55. 70% 0 Cat4k Mynt LoPri

5624 : {£ Fshow platform healthds &4 & Catalyst 450045 E FI 3 12

show platform healthcommandf i 5 AT BUESE |, SEACPUR R TR EBITERERHES,

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

I-—-- Qutput suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 46.88 30 47 100 500 30 29 21 265:01

K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4



535 KEREWREMNCPURS , MBETTEERERBIRE,

EWELXXBICPUNBIERER |, &% tHhow platform cpu packet statisticsii ©o

<#froot>

Switch#

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 1328 1808 1393 1309
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 1582414 1 1 1 1
L2 Fwd Medium 1 0 0 0 0
L2 Fwd Low 576905398 37 7 8 5
L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

4% BERAERER,

show platform healthds & HY#i H £ RCPUK IR SHIMACH L, XMIERBEERA TRERINTREMS RN, Filw , WRERHHE
WEW® , MR SERAIESER (TCN), &K H TCN fF4 PVST+ ERX THELHEDRD R 15 3. R MAC H#uhk 72 B E B



AARBIRG | NXLE MAC i3t 5k B 2#ERR. X FHIZE STP (RSTP) (IEEE 802.1w) 8 MST (IEEE 802.1s) TS , 2158 TCN KRB % —
B3, WEKEAMEEN, WEVCSHEEEHNING MAC tbit, MBFHERRD , MXFE—PKEZE, BARELHTER
B, KBMERBERTEN PortFast ERAENRAMSBEENRIER. KEN MACRERIFH , HESBMHEEHTEFHIR

o BEBRAERN T —LRIEBRMEHE, KHIRBFYITHE , FEEBEELZET CPU BRTEN MRS, BEHEES BT
% TCN MEMERZ,

FBHRMEAEEEE TS RARSEABBBRMNIZE , X5 MAC it 7 N LB HBEEHTERRG. EXRERT , AIE
1+ MAC bt RE(CLAT R BUB RSN E (L MAC bt HBER#HITERH RG] £A-MREWELNE , RRISERTELREZH
Fi&%E MAC ik & PR BB AKH — BRETiH

Y  ARELYUNEERZESRHTHENESR. NIRELEHMEREBHRE , WHBELTELSBBERRE.



ROATFRE ACL WEHER (TCAM)

Catalyst 4500 £ Cisco TCAM N EEH ACL B 1T4HE, TCAM R ACL MAREHEARES, EHEAREDERMFEH ACL
J AL AR A MM, T8 ACL B R/NIMT |, MEEETREE , BN ACL ERHMREEETLEER, B2, TCAM 2—1E
FREVAR. Rt , MRBEEISZHACLEE |, FEITCAMBE., X3E RSN Catalyst 4500 Supervisor 5| Z M 4l L/ o F

TCAM &R

2% 3 - Catalyst 4500 Supervisor 3|%/35##l LAY TCAM BE

.

IhEE TCAM ( B8 AME )

QoS TCAM ( 4N A )

Supervisor 5|2 [I+/11+TS

855 1024 NMERBR 8192
%*B

855 1024 MEBHY 8192
%*H

4948

Supervisor 5|2 I1I/IV/V F1 Catalyst

B A 2048 MMERIRY 16,384
& H

58 2048 MERIHY 16,384
N HE

4948-10GE

Supervisor 5|2 V-10GE #1 Catalyst

55 16,384 NBIWH
16,384 N5k B

5746 16,384 N EHEH
16,384 "5k B

RHLER TCAM ThAEXT &4 ACL ( 5l RACL M VLAN ACL (VACL) ) #1742, AL TCAM ThEeA TR Thee , /A

T3 ACL B9 IPTRBEI (IPSG). RIRHLAER QoS TCAM Fi 2R F K BES ACL HITHREE.

IR Catalyst 4500 FEHITE S ACL FIEHEFER T TCAM &R , NSB S HRA4RERIBDRA ACL, 5iXL ACE CENHESE
REFRBHTAE , XSSBCPU FAXRE, ACL ZEE LM THITHREN. RAFH , R ACL TETEMMA TCAM F |, 1
ACL KEBE 589 ACE RATBERTE TCAM F#HITHRIE.

KE TCAM EmHE , 2ERUATESEHEE -
%C4K_HWACLMAN-4-ACLHWPROGERRREASON: (Suppressed 1times) Input(null, 12/Normal)
Security: 140 - insufficient hardware TCAM masks.

%C4K_HWACLMAN-4-ACLHWPROGERR: (Suppressed 4 times) Input Security: 140 - hardware TCAM
Timit, some packet processing can be software switched.

A LA #Eshow loggingcommand#i i & B ML IR B S . B BRA B RAUNRTRLERALE RS HAECPURRR,


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t3

AR MREWRT ABACL , ETCAMF BN ERWACLHETHREZH , BATUEIHHES.

5815 : f fshow processes cpudi S & Cisco |I0SH 2,

& Hishow processes cpucommand, AT E BICPUBEARRS , BNCat 4k Mynt LoPriprocessds i 7 A &f % CPUBE A,

<#froot>

Switch#



show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter
3 780 302 2582 0.00% 0.00% 0.00% 0O SpanTree Helper

!--- Output suppressed.

23 18208 3154201 5 0.00% 0.00% 0.00% O TTY Background

24 37208 3942818 9 0.00% 0.00% 0.00% O Per-Second Jobs
25 1046448 110711 9452 0.00% 0.03% 0.00% O Per-minute Jobs
26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Cat4k Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mynt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% O Galios Reschedul

58245 : fEF show platform hedlth &34 & Catalyst 450045 E M3 72,

& Hishow platform health@i$. AT ELEEIK2CpuMan Review ( L BitERERHIFSH/EL ) £H T CPU,

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total

Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.01 2 0 100 500 0 O 0 13:45
GalChassisVp-review 3.00 0.20 10 16 100 500 0 o 0 88:44



S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 O 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0O o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0O O 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0O o 0 14:01
Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O O 0 0:01
AcT-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAc1PathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039: 02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o 0 0:00

3% REEWRENCPURY , IBEITTEREEREBHRE,

EEH-STHEHW— CPURFIARB—MNERNBIERAIEZEZ CPU RS, & Hshow platform cpu packet statisticsiz o AT EL
EZFIACL sw processingqueueliZ| 7 KRENHKEZ. Hit , TCAM EH RS CPU FAREBEHNRR,

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Control 57902635 22 16 12 3
Host Learning 464678 0 0 0 0



L3 Fwd Low 623229 0 0 0 0
L2 Fwd Low 11267182 7 4 6 1
L3 Rx High 508 0 0 0 0
L3 Rx Low 1275695 10 1 0 0
ACL fwd(snooping) 2645752 0 0 0 0
ACL Tog, unreach 51443268 9 4 5 5
ACL sw processing 842889240 1453 1532 1267 1179
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
L2 Fwd Low 3270 0 0 0 0
ACL sw processing 12636 0 0 0 0

F4% . BRAE,

EE3FH , EEETREXMBERNBARR. BERSBEHN ACL REXREM#B /N ACL UBREH, A BEREA
ACLEL BN K= 2 B ERREAMELEAHPHACLEEMEFRE.,

ACL ##Y log < F

Catalyst 4500 TIFIEFEHE ACL XEHEREMNBESFAEE , EREIZHNARERTRHSH CPU FRERE. REREXIMN
B\ | & S oflogkeywords, EHBERKAIME , LHHWERLZKRBAWERE ACE WREHNBIBR. & T ZHEFAthelogkeywordk

WELKITER, ECisco |IOSHMRA12.1(13)EWREBIRAF |, tHEZEERRE], R A eogmessagesit SACL L #iE S
WEHTITE , WZITTBRTERN, BRAshow accesslisi B UARBEBHZITER. BT EBEYEEFEEorlogmessagest 18 R fE

FACLARIZFEIEE , At AU ER W ELBRARNFRER,

125 £ fshow processes cpuiin 4 & Cisco |OSHEE,

& Hishow processes cpuiin B A BB — N Cisco IOSHE LA TCPU, EltmRHERF , IAHICPUERARRESNMERcat 4k Myt
LoPri :

<#froot>

Switch#


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_tcam
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html

show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter

!--- Output suppressed.

26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Catdk Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mynt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% 0O Galios Reschedul

5624 : £ show platform healthds &4 & Catalyst 450045 € HI 372,

KREFEH CPU N FEAIEHRRE, & Hshow platform heath@i . FEfH P |, i§FZEK2CpuMan Reviewprocessf A 7 K EB2 CPUEHA,
WSEFHRA CPU BB R EFEHNBEER E,

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.01 2 0 100 500 0 o0 0 13:45

GalChassisVp-review 3.00 0.20 10 16 100 500 0 o 0 88:44
S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 0 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0 o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0 0 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0 o 0 14:01



Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O o 0 0:01
Acl-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAcTPathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039:02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 O 0 0:00

3% REEWRENCPURYI , IBEITTERERHRBHRE,

BERELRXICPUNEIERZER | & H show platform cpu packet statisticsir ©o G THNHED , TUEIRIBESRHT
ACLlogkeyword :

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Control 1198701435 35 35 34 35
Host Learning 874391 0 0 0 0
L3 Fwd High 428 0 0 0 0
L3 Fwd Medium 12745 0 0 0 0
L3 Fwd Low 2420401 0 0 0 0
L2 Fwd High 26855 0 0 0 0



L2 Fwd Medium 116587 0 0 0 0
L2 Fwd Low 317829151 53 41 31 31
L3 Rx High 2371 0 0 0 0
L3 Rx Low 32333361 7 1 2 0
RPF Failure 4127 0 0 0 0
ACL fwd (snooping) 107743299 4 4 4 4
ACL | og, unreach 1209056404 1987 2125 2139 2089
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
ACL log, unreach 193094788 509 362 437 394

F4% . BRAE,

EE3XFH , EEETREXMERWREARER, ERFIEE , iHMACLH M BRthelogkeyword, FE Cisco 10S 3R Ax
12A(1)EWL RESRAG , BIEEERELZERE , UE CPUEARTRESE S, TEHRYIRITRSEHAEILFE ACL RE A
F3E, TEME show accesslist acl_idan<5 % H o & 2ihE 5 R it Bk Es.

%2 BERARK

R (STP) WA BEEMATEER D STP NSRBI S BE 2 BE KNS,

515 : £ show processes cpu T B4 & Cisco |0SH 2

AMANATERRER /S CPUFRAERTEENFEANG S, MRE Hshow processescpui ™ , M AT ELE BB A E3E(Cat 4k
Mynmt  LoPri andSpanni ng Tree)XCPUNBRAZRRS, NEBETIEER , ERMTLAEERMERSA TRA—I28 CPU AH

o

<#froot>

Switch#

show processes cpu


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_log

CPU utilization for five seconds: 74%/1%; one minute: 73%; five minutes: 50%

PID Runtime(ms) Invoked
1 4 198
2 4 290

!--- Output suppressed.

25 488 33
26 90656 223674
27 158796 59219
28 20 1693
29 0 1
30 0 2

!--- Output suppressed.

41 0 1
42 0 2
43 78564 20723
44 112 999
45 0 147

uSecs 5Sec IMin
20 0.00% 0.00%
13 0.00% 0.00%

0.00%
0.00%

14787 0.00%
405 6.79%

0.02%
6.90%

0.00%
7.22%

2681 32.55% 33. 80% 21. 43%

11 0.00%
0.00%
0 0.00%

0.00%
0.00%
0.00%

0.00%
0.00%
0.00%

o

0 0.00%
0 0.00%

0.00%
0.00%

0.00%
0.00%

3791 32.63% 30.03% 17. 35%

112 0.00% 0.00% 0.00%
0 0.00% 0.00% 0.00%

88225 : £ Fshow platform healthds © 42 Z Catalyst 45004 i€ Ky 3 72

5Min TTY Process

0 Chunk Manager
0 Load Meter

0 Per-minute Jobs
0 Cat4k Mgmt HiPri

0 Cat4k Mynt LoPri

0 Galios Reschedul
0 IOS ACL Helper
0 NAM Manager

0 SFF8472
0 AAA Dictionary R

0 Spanning Tree

0 DTP Protocol
0 Ethchnl

ETHBNTFEBENHESH TCPU , % Hshow platform hedth@i . MiZiHF , ATELEEIK2CpuMan Reviewprocess ( (B it

ERERBTFEIH/EL ) AR TCPU :

<#froot>



Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0 0 0 0:00
K2CpuMan Revi ew 30.00 37.62 30 53 100 500 41 33 1 2:12
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5

N
o
o
w
(3}

K2AccelPacketMan: Au 0.10 0.00 0 100 500 :
K2AcTMan-taggedFlatA 1.00 0.00 10 0 100 500 0 O 0 0:00

o
o
o
o
o
o
o

3% REEWRENCPURYI , BIBETTERERRBHRE

% tHshow platform cpu packet statisticsin 5 AR BB —MNCPUBR TR E| 7 it EHZE R BT S, Ao P EE R control BAFIUEI K
EXREE. BEARIPHNEENSRIFHREMNEL. ATUEE CPULENKIES , #ATLHEE CPU SAEKRSNERE BPDU
AR,

<#froot>

Switch#

show pl atform cpu packet statistics

I-—-- Qutput suppressed.


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
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Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg
Esmp 202760 196 173
Cont r ol 388623 2121 1740

Packets Dropped by Packet Queue
Queue Total 5 sec avg 1 min avg

Control 17918 0 19

4% - WERARR H IR R E

5 min avg 1 hour avg

598 16

5 min avg 1 hour avg

BE  BUUTERATSRKIRHE (- LPRIBLFN , BAWERTE ) -

HERE,

BRRRAERE

W FT IR B o

EEF IR RE.

RETR,



B-NSRBE PREAT T AR

555 | KHE/RSTPIIAE

BDPU BhiF - fR1F STP, LIBFRZFBRIMEIZREZIIEER portfast B0, BXFMELS , FS R LEKP PortFast
BPDURLIF 1858 ThEE

WEERLIF - IRE56 2 EMEMIREN - AXFAEER | SR BPDUIR 10 | T BE Y 4 BUAM A0 1858 ThEE .
IRBAIF - SBHRIEME DR ERMNGT - EXFAER |, FSHLEBRMDBURBAFIBEINEE,

UDLD - 1M m R HBALE AR IRES - BEXFHMER , BSH

CPU fER R RS EMRE

TR CPUEAZERSH—EHMEMNER :

VEERRH 3

o8

FIB — R ES B CPU RIKE

K 2FibAdjMan Host Moveprocess/ B CPU{E i R 5
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#4147 RkiosPortMan Port Reviewprocessit CPUE I R R &

ERE ACL REHRNERIEE

MEONASMERARE ACL HiA , £2HI CPU EFHAXRIEE,

o E R KB

L ARBNEEENERFRIER SN | Cadyst 4500 FE R CPU EARRS. XiPERHEIERTF Cisco 10S FHFIRA
12.2(20)EWA #J Cisco 10S B4R AR

2145 : {8 Fshow processes cputs F 1 & Cisco |OSH .

% Hishow processes cpucommand A Z B — 4 Cisco IOSHZ 5 TCPU, Elt@Hmtd |, HEZECPUFERAXRRSNHTERCcat 4k
Mgnt LoPri :

<#froot>

Switch#

show processes cpu

CPU utilization for five seconds: 96%/0%; one minute: 76%; five minutes: 68%

PID Runtime(ms) Invoked uSecs 5S5ec  1Min 5Min TTY Process
1 0 4 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9840 463370 21 0.00% 0.00% 0.00% O Load Meter
3 0 2 0 0.00% 0.00% 0.00% 0O SNMP Timers

!I-—-- Qutput suppressed.


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#port
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#port
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#port
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#port
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#port
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#ipphone
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#ipphone
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#ipphone
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#ipphone
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#ipphone
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl

27 232385144 530644966 437 13.98% 12.65% 12.16% 0 Cat4k Mgmt HiPri

28 564756724 156627753 3605 64.74% 60. 71% 54. 75% 0 Cat4k Mgmt LoPri

29 9716 1806301 5 0.00% 0.00% 0.00% 0 Galios Reschedul

582 . M show platform healthds &4 & Catalyst 45004 & Y 312

show platform healthcommand#y i tH #§BAKx Acl Pat hMan createprocessA R 7 CPU. Lt# 2R T oI A IFEEE.

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.03 2 0 100 500 0O o 0 9:49
GalChassisVp-review 3.00 1.11 10 62 100 500 0O o 0 37:39
S2w-JobEventSchedule 10.00 2.85 10 8 100 500 2 2 2 90:00
Stub-JobEventSchedul 10.00 5.27 10 9 100 500 4 4 4 186:2
Pim-review 0.10 0.00 1 0 100 500 0 o 0 2:51
Ebm-host-review 1.00 0.00 8 4 100 500 0 o 0 8:06
Ebm-port-review 0.10 0.00 1 0 100 500 0 o 0 0:14
Protocol-aging-revie 0.20 0.00 2 0 100 500 0 O 0 0:00
Acl-Flattener 1.00 0.00 10 5 100 500 0 o 0 0:00
KxAcl Pat hMan cr eat e/ 1.00 69.11 10 5 100 500 42 53 22 715:0
KxAc1PathMan update 2.00 0.76 10 6 100 500 0O o 0 86:00

KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00



TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 227 100 500 0O o 0 0:00
K2CpuMan Review 30.00 8.05 30 57 100 500 6 5 5 215:0
K2AccelPacketMan: Tx 10.00 6.86 20 0 100 500 5 5 4 78:42

3% BERAERR.

RERITH/XAEEBRABRER. RAMBRTEERBAKAERRSR. BABFRIDR A ST RE 5/ 5 P B 5 15T
B, #EATE#EO T & Hlogging event link-statuscommand. ] BAfE Ainterface rangefs S A B —RIIBOSA , W T REIFTR :

<#froot>

Switch#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

interface range gigabitethernet 5/1 - 48

Switch(config-if-range)#

| oggi ng event |ink-status

Switch(config--if-range)#

end



<#root>

Switch#

show | oggi ng

!--- Output suppressed.

3w5d:
3w5d:
3w5d:
3w5d:
3w5d:
3w5d:

%LINK-3-UPDOWN:
%LINK-3-UPDOWN:
%LINK-3-UPDOWN:
%LINK-3-UPDOWN:
%LINK-3-UPDOWN:
%LINK-3-UPDOWN:

Interface
Interface
Interface
Interface
Interface
Interface

GigabitEthernet5/24,
GigabitEthernet5/24,
GigabitEthernet5/24,
GigabitEthernet5/24,
GigabitEthernet5/24,
GigabitEthernet5/24,

changed
changed
changed
changed
changed
changed

State
State
State
State
State
State

to
to
to
to
to
to

down
up
down
up
down
up

EWETARENEORBINEOZE , FXMZEONUER CPU FAERRENRM, Cisco|0SBAMA 12.2(20)EWA R EH
IRA B el T Catalyst 4500 FE MBI BN EERE R THITH. Eik , XF CPU MEMF i 2 fi AR, BicE , ZHERFAMHE.
ATIEESEHNE CPU ERAERAXT Catayst 4500 iR ALE 5K L E # 0,

BT FIB —BMEESE CPU FRAERKRFIEE

£ FIB R—EBMtKRERE , Caalyst 4500 RS E R CPU FARREIAEIEE, FIB RE CEFHEMEN L3I ERAK. —BHRE
R[4 Cisco IOS 514 FIB RAMEHZB Z AN — . Z—HHEBRRTHESTAEERBEH, ZRES 2 VT X, HER
FERARAERBRENEEHBZTH, KHEREETH , TaTHEMARARESNHERBIES,

show platform healthcommand#y % B & /KK 2Fib Consistency & A 7 A4 #HICPU,

AR HBNVPHCPUERARE -8R -/ HRMTRE , SBAZKREREENERRLE, LEAHEREAZR CPU BH

o

<#root>

Switch#



show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total

Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.02 2 1 100 500 0 O 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 O 0 11:15

!--- Output suppressed.

K2Fib cam usage revi 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib IrmFib Review 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib Vrf Default Ro 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib AdjRepop Revie 2.00 0.00 15 0 100 500 0 O 0 0:00
K2Fib Vrf Unpunt Rev 2.00 0.01 15 0 100 500 0 O 0 0:23
K2Fib Consistency Ch 1.00 60.40 5 2 100 500

0 0 0

100:23

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 O 0 6:21
K2FibAdjMan Host Mov 2.00 0.00 10 4 100 500 0 O 0 0:00
K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 O 0 0:00
K2FibMulticast Signa 2.00 0.01 10 2 100 500 0 O 0 2:04

K2FibAdManEH B #HEFHHCPUBERARRS

Catalyst 45007 gE 2 & RK 2FibAdjMan Host MoveprocessH B & CPUBE A 2R, X — & £ £ & R7Eshow platform healthcommand#y i
He, % MAC i ER R EFH KO LHIRG |, X253t CPU FAERKR S, mac-address-table aging-timefI BRIAE N 50 R
3008, WLIRIRRAY fRHRTT R R MMACH ME B AT E |, SREBR AT LUR TR LR e K2HWMACH LT3, Cisco 10S SRR
12.2(18)EW R E S RA 858 T b BT R LUR A 5 K CPU, &2 % Cisco bug IDCSCed15021 ({XBRFMAFS ) o


https://tools.cisco.com/bugsearch/bug/CSCed15021
https://tools.cisco.com/bugsearch/bug/CSCed15021

AR RAERREMAFSRERBNABIENEES

<#froot>

Switch#

show pl atform heal th



%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.02 2 1 100 500 0O o0 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 0 0 11:15
S2w-JobEventSchedule 10.00 0.32 10 7 100 500 0 0 0 10:14

!--- Output suppressed.

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 O 0 6:21
K2Fi bAdj Man Host Mov  2.00 18.68 10 4 100 500 25 29 28 2134:39
K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 O 0 0:00

K2FibMulticast Signa 2.00 0.01 10 100 500 :
K2FibMulticast Entry 2.00 0.00 10 7 100 500 0 O 0 0:00

N
o
o
o
N
o
=

BN ELRERBEER TBHRMACH I & AKEAE, 518 %E(# H88ismac-address-table aging-time ) M Catalyst3 # L#I mac-
address-table aging-time seconds [vlan vlan-id]). BXFMEE. , S FCisco IOSKRIRF S B TS ERRE.

47 RkiosPortMan Port Review ##28f CPU i R & &
Catalyst 45007 AE £ 1E Cisco | OSER AN 12.2(25)EWA F112.2(25)EWA 18 show platform healthcommand By i HH & & R 4T

RkiosPortMan Port Reviewprocessit 89 CPU{E FI 8 5. Cisco bug IDCSCeh087684 S 2 & FIF = |, Cisco |OSE IR
12.2(25)EWA2R] AR RIX — B8, WWHEBRFEAMHE , HF AR Caayst 4500 RIRHWIRE M.


https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeh08768

AR RAERREMAFSRERBNABIENEES

<#froot>

Switch#

show pl atform heal th



%CPU  %CPU

Target Actual Target Actual

Lj-poll 1.00 0.02
GalChassisVp-review 3.00 0.29
S2w-JobEventSchedule 10.00 0.32
!--- Output suppressed.

K2 Packet Memory Dia 2.00 0.00
K2 L2 Aging Table Re 2.00 0.12

Rki osPort Man Port Re 2.00 87.92

Rkios Module State R  4.00 0.02
Rkios Online Diag Re 4.00 0.02

155 A rp bl O E 3T 1P EBIE Y CPU EARR S

RunTimeMax

2 1
10 3
10 7
15 8
20 3
12 7
40 1
40 0

Fg
100
100
100

100
100

100

100
100

Bg 5Sec Min Hour
500 0 O 0
500 0 O 0
500 0 O 0
500 0 1 1
500 0 O 0
500 99 99 89
500 0 O 0
500 0 O 0

Priority Average %CPU Total

CPU
1:09
11:15
10:14

45:46
7:22

1052: 36

MR AEZT VLAN ETHEA VLAN EIHEE T EMsO |, NiZis RAES VLAN BARKO, L2 R AR ERLEREZTMEA

VLAN ETEEH VLAN,

B BEIEN VLAN 2180 STPRFIHNKE, XRILEEIXLE STPRFl, BEEH STPRAIRE MMt S 3 STPCPU ERAERH

'%O

FHFTE VLAN i 2 S HAXBENE, SHBNRALBHIER LT BiEHERK,

<#froot>

Switch#

show processes cpu

CPU utilization for five seconds: 69% 0% one nmi nute

72% five mnutes:

73%



PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

1 4 165 24 0.00% 0.00% 0.00% 0 Chunk Manager
2 29012 739091 39 0.00% 0.00% 0.00% O Load Meter
3 67080 13762 4874 0.00% 0.00% 0.00% O SpanTree Helper
4 0 1 0 0.00% 0.00% 0.00% O Deferred Events
5 0 2 0 0.00% 0.00% 0.00% O IpSecMibTopN
6 4980144 570766 8725 0.00% 0.09% 0.11% 0 Check heaps
26 539173952 530982442 1015 13.09% 13.05% 13.20% 0O Cat4k Mgmt HiPri
27 716335120 180543127 3967 17.61% 18.19% 18.41% 0 Catd4k Mgmt LoPri
33 1073728 61623 17424 0.00% 0.03% 0.00% O Per-minute Jobs
34 1366717824 231584970 5901 38.99% 38.90% 38.92% 0 Spanning Tree
35 2218424 18349158 120 0.00% 0.03% 0.02% 0 DTP Protocol
36 5160 369525 13 0.00% 0.00% 0.00% O Ethchnl
37 271016 2308022 117 0.00% 0.00% 0.00% O VLAN Manager
38 958084 3965585 241 0.00% 0.01% 0.01% O uDLD
39 1436 51011 28 0.00% 0.00% 0.00% 0O DHCP Snooping
40 780 61658 12 0.00% 0.00% 0.00% O Port-Security
41 1355308 12210934 110 0.00% 0.01% 0.00% O IP Input

f£/ RSPAN %5 3 RiEHI%E TN CPU FRAXRRS
Fl RSPAN H#IRHIEE 3 REFIBIBEE4%E CPU ( MR R 2% RSPAN BHRriED ) , NS CPU FAERE. LIRHEKESS

WHEERAT CPU BRENEDS CAM £ BEHR, B85 CAMZBEXNFME VLAN 2R£REMN. ATEHETSLEN CPUZH |, B
F Cisco 10S SRR 12.2(37)SG R BB A F RIS VLAN ZHEIBiEREB 6.

<#root>

Switch(config)#

access-1ist hardware capture node vl an

55 ACL ZHEEH ATIAE TCAM MITRED | LUSFRAE 224.0.0. SEERN T A 1P 2B ut AR SIHIES. 85 ACL B3 RE
,HESHEFMAFPEE ACL ZBIE T, 8BS ACL RREAHITEE , ABEBFTE VLAN L& F CPU B HIBIER.

8 VLAN 28R REBIIARM T HREFBERNWTES VLAN BEEEER, MAINEE TCAM HHMERES CAM £KB L
FEATREAR. 2HHEGSHERIERA TR AIIEEN VLAN BIZHEESEE ACL iR, REFEMIIEEREN ACL EEE



RSPAN VLAN., At , #3EFTEM RSPAN VLAN REIHE 3 BiE4IHIESHL®% 4T CPU,

P& E CPU BB R FESIRTE

WA R , K CPU E’Ji&iﬁmm Catalyst 4500 L) CPU FRAZRSNEERRAZ —. K CPUNKERTHEEHTREMSE
BEREFCPUMBER , tERHTHREERIELBRSHEMELESR KT CPUMEIER. CPU EERNEMN QosHlE , BT
.IJ:EHTEB?&E»wﬁ'ﬁEFﬁE'Jﬁ@M%E’ﬂno B2, IRCWERATER  BREITERERBFERVBARRRE HEERIZBER.

TE1: #EHASPANKIECPUTRE- Cisco IOSERAHIRAS12.1(19) EWR E & M A

Catalyst 4500 S VFEFAPRAERY SPAN DIREMIBR A TR HN T EZREHER. BHEOERI I BESLEERI-AETHRES
BEAFROENEEREERNITTEN. T EARBERRE. HABibo T CPULENRIER. AL TETTRERAES CPU BIES
SIZEM BB,




AR TMEIEHEI2NCPUREBS , CPUBIESEIZHE 1615,

<#froot>

Switch(config)#

noni tor session 1 source cpu ?

both Monitor received and transmitted traffic
queue SPAN source CPU queue

rx Monitor received traffic only
tx Monitor transmitted traffic only
<cr>

Switch(config)#

nmoni tor session 1

<1-32>

acl

adj-same-if

all

bridged

control-packet

mtu-exceeded

nfl

routed

rpf-failure

span

unknown-sa
Switch(config)#

nonitor session 1

Switch(config)#

source cpu queue ?

SPAN source CPU queue numbers

Input and output ACL [13-20]

Packets routed to the incoming interface [7]
A1l queues [1-32]

L2/bridged packets [29-32]

Layer 2 Control Packets [5]

Output interface MTU exceeded [9]

Packets sent to CPU by netflow (unused) [8]
L3/routed packets [21-28]

Multicast RPF Failures [6]

SPAN to CPU (unused) [11]

Packets with missing source address [10]

source cpu queue all rx



nonitor session 1 destination interface gigabitethernet 1/3

Switch(config)#

end

4wbd: %SYS-5-CONFIG_I: Configured from console by console

Switch#

show nonitor session 1

Session 1
Type : Local Session
Source Ports

RX Only : CPU

Destination Ports : Gil/3
Encapsulation : Native
Ingress : Disabled
Learning : Disabled

MREFEIETRE[EFN PC, WA LURERES TEER. EATINEOFETHEEF , TUEE CPU EAXRRENERR
STPBPDU HEEN %,



AR  CPURRSBRFHSTPBPDURIEER, B2 , MRSEIHARTBEHIE , NRALEE T Supervisor 5| B E IR
Blo AXRWMER , BSHAENKEN ERH KO KBRS



o FLEA TPU Caphure D000 ,.CAP - Tibereal - _.m!
Bie [t Vs @0 Caphae  anslse  Ratetcr  Heb

B A0 Res DF 2 Qg PHhEX B
Byee =] 4 Eapression..

Tires SOUFTE
3972 &11.6F5Tdy Cisco_db:Fa:66 Spanning-tree- STR Conf. Moot = H192/00:0b:bf:eB:48:7% Codt = 4 POrt = OxHL2ZT
§O97Y 6ll, 62587 Clsco_db:faiaT Spanning-tree- sTP conf. RooOt = B192/00:0b:bfef:48:75 Codt = 4 pPort = O=BlI8
30T &Ll Eedl Clsco_dbiro:ian Spanning-tres- TP conf, ROOT = B192/00:0bibT :eB:48:75 Cost = 4 PoFr = (=B129
TS &L1.67ELS Cigco_db:iTara spanning-tras- STP cont. ROOT = BLO2/00:0b:bTref:48:75 CodT = 4 POrT = QuEldl
F9TE &L1. 67676 Clsco_db:faral ZLpanning=tres- STE Conf. Root = H182/00:0b:bfref:48:75 Cost = 4 Porc = Ouwlldl
977 &ll.&2&dly Slsco_db:Fara2 Spanning-troe- TP Conf. Root = H182/00:0b:bf:eB:48:7% Cost = 4 Port = 0w8143
3978 &1, 8283 Clsco_db:Fa:al spanning=-tree- TP Conf. Root = H192/00:0b:bF:eB:49:7% Cost = 4 Port = Ox8144
Josd edl, elend Clsca_dbifaias Spanning-tre&- ITF conf, RoOot = B192/00:0bibl ieB:48:7S Cost = 4 Port = Oullde
FOEL &1, 62706 Clsco_dbiral6e spanning-tres- STP cont, ROOT = BL92/00:0b:bT eB:48:75 CodT = 4 POFT = QEll4T
3987 61,6370 cisco db:fa:a7 SZpanning-tres- TP conf, ROOT = BL9Z2/00:0b:bf:eB:48:75 Cost = 4 Porc = OxildE
3983 &ll,82736 Clsco_db:farag gpanring-tras- TP Conf. Boot = H182/00:0b:bfreB:48:7% Cost = 4 Port = O=Bl49
3984 &1l 83750 Cisco_dbifares Spanning=tree= STP conf. Moot = B192/00:0bibfreB:48:7S Cost = 4 POrt = Oxflda
398% &1, 82Me3 Clsco_db:Faiba spanning-tree= TP Conf. ROOE = H192/00:0b:bf:eB:48:7% Codt = 4 Port = 0xBl4b
VERA A1 ARFTTH i laca Ak FacRk Snanfl af-f FaE. TS At Eart e A0 ek P aRc AR T rAdF o= d  BAFF w Ol de
b Frams T575 (60 bytes on wire, &0 bytes captured)
B IEEE B02.3 Erharnat
E Llllﬂ'f\'.li'l-L‘Il"ll contral
= Spanning Tree Protocol
protocal Identitier: Sparming Tree Protocol (OxO000)
Protocol version Identifier: Spanning Tree (00
BeOU Type: configuration (Owod)
= BFDU I'-|ug!-: [=E{e0i]
- = Tapalogy Change Acknowledgment: Mo
vrare waed = TOpdlogy Change: Mo
Root Idemtifier: 8192 / 00:0b:bf:eg:48:7%
roOr Path Cost: 4
Bridge Idertifier: 61558 7 O0:00:Fd:dii 5880
Port 1dencifier: O0x814%
MEsEage Age: 1
Max age:r 20
Hella Time: 2
Forward Delay: 1%
[ G0 41 T2 oo Ta o OO 46 dg 43 P B " T ]
oLe OF 00 OO0 00 OO0 OO0 20 00 00 Ob bFf &8 48 TS OO0 0O vewsas = waseMloa
020 OO0 04 fO 7% 00 Ob fd 4% 58 BO 81 4% 01 00 14 00 +e+WMigss Mo gBasas
OF0G 0F 00 OF 00 OO 00 O 00 00 0D OB 00 0 ... saes
1 FSECRA_(FU_Caphure G107TH 4 P: 40006 Do 206 M0 A

CPUfE A 5 RSTP BPDUI B %

TE2 : KECPURIREE- Cisco |OSE AR AR 12.2(20)EWR B & bR A

Catalyst 4500 24t 7 WIEHY CPU RIRFAAEHR  ATHEBEREE CPU WHKIER, TTUAEMAdebuy HTEALTIE , AR
FERBIFI R, WWIIRESRI T —RATLMRE 1024 MRREENBEREH X, FHHRFESIEN , e2EEZRIENBES. BRS
CPU fER R @RI EALLIIER T REM,

<#root>

Switch#

debug pl atform packet all receive buffer

platform packet debugging is on
Switch#



show pl at form cpu packet buffered

Total Received Packets Buffered: 36
Index O:
7 days 23:6:32:37214 - RxVlan: 99,

RxPort: G 4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth:

Src 00- OF- F7- AC- EE- 4F

Dst 01-00-0C-CC-CC-CD Type/Len 0x0032

Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0 Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: 0Ox63 0x28 0x62 0x80 OxFO 0OxO Ox0 Ox14 Ox0 Ox2

40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63

Index 1:

7 days 23:6:33:180863 - RxVlan: 1, RxPort: Gi4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth: Src 00-OF-F7-AC-EE-4F Dst 01-00-0C-CC-CC-CD Type/Len 0x0032
Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0O Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO0 Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: Ox63 0x28 0x62 0x80 OxFO 0OxO Ox0 Ox14 Ox0 Ox2
40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63



AE : Atidebug R, CPUERAERLFER100%, & Hdebug BSE , CPUERERRS2EEN,

IE83: BENREXEEZICPURIED- Cisco IOSEHIRAN12.2(20)EWR B B A

Catalyst 4500 BRIt TS —NMEAMNIE , BTHEREM CPUABHNEER/BESHRZNED, LT ETURPEREREFAE
B BREAIEL RS HEHREE CPU ES RS, BRE CPUERARABENERALEERT2REM,

<#froot>



Switch#

debug pl at form packet all count

platform packet debugging is on
Switch#

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Transmitted from CPU per Output Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Gi4/47 1150 1 5 10 0
Gi4/48 50 1 0 0 0

Packets Received at CPU per Input Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Gid4/47 23130 5 10 50 20
Gi4/48 50 1 0 0 0



X . Kilidebugin BB , CPUE AR JLFER100%. K debug S HET , CPU EARREREEN.

BE

Catalyst 4500 SIRHALEE IP AR 4 (IPv4) BB S EBH PN EER K, FEEERGIIMER ATEEER — LHIESET CPU L4 BEE
¥ K. Caalyst 4500 fif AR M QoS HHIN BT BEREAKIED, N TEERINATRENREYE | HENKARE T
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