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AR A {a £ E F Cisco I0S® XE 16.xHF & LEENETCONF/YANG,

TORFAMF
=R

MCisco IOS® XE 16.3. 154 FF 1 Z#ENETCONF/YANG,

N orE . EAATREESENETCONF. YANGHPythonHIABE HEHZ%,

ERREHF
AXEPHERETUTREGFE IR

FEARBIF | iE1TCisco 10S XE 16.3.389 B HLWS-C3850-12X48U3X ¥ Hl A ENETCONF R 25
XE2EEEMNIRE HEIINETCONF/YANGM R IRERIE ( showdm S ) o

Z 18 ARBK (1217 macOS Sierra 10.12.2 1 Google Chrome X % 8587 Apple MacBook Pro ) F{E
NETCONF &F %, SENEFREEF S |, fEAYang ExplorerBl BfEF. ©REIEYANGHERE
REVIER , XEFERBINETCONF RPC (=R RA ) JHE KX FICatalyst 3850 , LARL & MUk
£ 3K B Catalyst 385009 54,

ANHEPHNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FEHRETRAERSHBERRE,
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S =EER

R RBIE SN B EHCatalyst 38503 TR ENR , B2 , FrREENEE L ERTHM
Cisco I0S XE 16.xF¥ & , ffl#Cisco ASR 1000% HI3g 88,

HREEE - ETRENENEER B

BEEREREHRT S —HEPXFERBEEDZFRE (MARER NG SITRE [CLI| 2 ML
EEWNI [SNMP] ) HNBRHR B WEERELRIE (show 7% ) . HTHEEERETHREZEENIR
#, AR TATEREIMEBRRZWELE  BEFEESIHZMEBNES. EPRE
BYE (Hlf0, FidAEiy ) TATRESNEMREJWESRE , H EREEREY A TFES
PythonIA B HITXERF ( SAFNEERLS ) o

Yet Another Next Generation (YANG) #3iEZ&EES (RFC 6020)
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, BIEAE ) EB1T , el BXLERENEEREER.

BEMTHRAEHNENIRE (BR ) YANGRIEES (o, R BIAME O ERY T2
MAEBRRZALURMEEN ) , 8 AETEEINNESTEHNENEMAXNZERRENRE
(A4, HNEHE ) BERE,

M EHELE (NETCONF) % (RFC 6241)

NETCONFREFFEN T BHRIEIES (XML)REBWIHL , ©REERINEE | HYANGERAWEE
RETHREERMNETEEFEEFE LVNARRF (flEiLABN ) AmEArRFERERE
RiZ1THIE(show command) I BERHER, CREETESHWRS , fIUNYEEEFERN —H2 LK
IR BE R, NETCONF FRETZREIEER (RPF) WERYFIRELE, IR (EHE
BEYSHASINA ) SREES ( AR BEEHSE ) 2BNBE. SFEALENE (SSH) ERE
MEREWEZRER. —L NETCONF ®R{E31E get. get-config. edit-config F rpc.

[

1. '217Cisco XE 16.3. 38+ LA X IFENETCONF/YANGEE 5 1Y Catalyst 3850 &
AEE

3850-1# show running-config
netconf-yang ------------——-—————-mmm > Enable NETCONF/YANG globally. It may take up to 90

username ciscol privilege 15 password O ciscol ---> Username/password used for NETCONF-SSH access

N 2% - xRCatalyst 3850 £ ZHNETCONFIYANGHIEREF BN EREE , BCHEEE2
B tii Eaaa new-model ( BN ) » MRFEBE T EEaaa new-model/d HAAA ( F B RIE, &R
WAEHk )  MELEFEREE. BEALUEET BN FERAAAFITACACS+ERADIUSH
B, BEXFERRFNBEZA.

aaa new-model

aaa authorization exec default local -------—-————-- > Required for NETCONF-SSH connectivity and edit-conf

2. ftiF NETCONF/YANG R4 B &M SNMP B4 4EmENEM ( ik ) BiE

DRMEEIX Esnmp-serverBliE , TR R % AL EEHINETCONFEHI(RFC 5277 - Tools
S5277)FEA 2 BELBHISNMPFERY |, LAREIBY 4 BINETCONFI&E A,


https://www.rfc-editor.org/rfc/rfc5277
https://www.rfc-editor.org/rfc/rfc5277

= .
EE

BARAXERREER , B oA EEF I snmp-server enablesk B, FF % ( &

EEY A ) SEMUUMIRS 85 (Catalyst 3850)#Z WNETCONFE
SHEBEEFEETS (ZIEAHM ) HEIFTD).

3850-1# show running-config

snmp-server

community <string> RW -------------commmmm o~ >

netconf-yang cisco-ia snmp-community-string <string> ----------- >

snmp-server
snmp-server
snmp-server
snmp-server

trap link jetf ----------mmmmm—_————— >
enable traps snmp authentication linkdown Tinkup --->
enable traps syslog -------------———-—-——————————————— >
MANAQE === == o oo m - >

WA RIEBEITTARPC(HE

SNMP gateway in DMI requires communi
Configure the same community string
enable traps for IETF Tink up/down
enable traps for 1link up/down

enable traps for Syslog so notificat
enable snmp-server

¥t FSyslog , ZCatalyst 3850 L #ICiscod4 X SyslogiE E.A¥ , Catalyst 3850 L FyZiEE R 20
(DM S REEHEE , F 854 RRFC 52775 X fINETCONFiE N,



logging history debugging ------- > required for the generation of any NETCONF notification messages fo
logging snmp-trap emergencies ---> configure 1 or more of the following to control which Tevels of Sys
logging snmp-trap alerts

Togging snmp-trap critical

logging snmp-trap errors

logging snmp-trap warnings

Togging snmp-trap notifications

Togging snmp-trap informational

Togging snmp-trap debugging

3 F SNMP FaB , AMIFTELEE S BE4E X NETCONF B4, 7ECisco XE 16.3. 1587 , &S
LABCE 10N SNMPREBFRAERNETCONFEAT |, B UL BR& AT R K ARAF MR, BRIAER T

, SNMPIEBRVBEHER BB A, EEIL4ERSNMPIEBHEH |, & A ItkCLI no netconf-yang
cisco-ia snmp-trap-control global-forwarding.

netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.3 ---————- > LinkDown trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.4 --——————- > LinkUp trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.4.1.9.9.41.2.0.1 ---> Syslog generated noti

3. &I EA A Catalyst 3850 HY P L& IEZHL &

EARHIH | Catalyst 3850 ¥ 1% M GigabitEthernet0O/0F FIEZEMEMEFEE T A ( TUAEALZIC
B ) . BRENEEIMYDHCP)EA TR MEODEIPHN172.16.167.175, RELIBARBK
AT LB M 4517 Catalyst 3850 , BN AJ1E Catalyst 3850 L{E A& ARE.

3850-1# show running-config

vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
!
address-family ipv6
exit-address-family

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

ip address dhcp

negotiation auto

ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.16.167.161

3850-1# show 1ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 10.1.1.1 YES NVRAM up up
V1anl0 10.10.10.1 YES NVRAM up up
V1an20 10.20.20.1 YES NVRAM up up
GigabitEthernet0/0 172.16.167.175 YES DHCP up up
Fol/1/1 unassigned YES unset down down

Fol/1/2 unassigned YES unset down down



GigabitEthernetl/0/1 unassigned YES manual up up

GigabitEthernetl/0/2 unassigned YES unset up up

GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset down down
GigabitEthernetl/0/5 unassigned YES unset down down

fECatalyst 3850 % IENETCONF/YANG

1. 7£ Catalyst 3850 B & 1T5RE (CLI) # , A TS A A FTHAREE netconf-yang & , X
Catalyst 3850 EHIBIEEEIE D (DMI) FRrEN AR EEITZ1T,

3850-1# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
ngnix : Running

FESBRMNEREBEFL AT, EAREP , £H—AEIRABIN ( E1TmacOS Sierra 10.12.2
Apple MacBook Pro ) , ZZ i H K E G XI Catalyst 38508 MK HRINPR, S MEICA BN
KRIFRAFEE, et EieABK ERMEBESHMA

2. MIREREELA (LiBABMN ) TLUESMEHE Catalyst 3850 (172.16.167.175),

<#froot>

USER1-M-902T:~ USER1$ ping 172.16.167.175

PING 172.16.167.175 (172.16.167.175): 56 data bytes

64 bytes from 172.16.167.175: icmp_seq=0 tt1=247 time=3.912 ms
64 bytes from 172.16.167.175: icmp_seq=1 tt1=247 time=6.917 ms
64 bytes from 172.16.167.175: icmp_seq=2 tt1=247 time=4.063 ms
64 bytes from 172.16.167.175: icmp_seq=3 tt1=247 time=4.371 ms

~C

3. £ A lkCatalyst 385080 & A #Y F 7~ & F BB (ciscol/ciscol) , WIEMNEFEET A ( EiCA BN
) E|Catalyst 3850 ( A&HlH7172.16.167.175 ) BISSHIEHE, g A] A2 Catalyst 385019
NETCONFZhaERYKFI&R , RIREMRES . TCP #wH 830 = netconf-ssho

fs‘) BR  MRESSHMA FERER |, BHAREICAEMMCatalyst 38502 [B] I {E I BA A 1 &R S
W TCPU% O830(iFZRRFC 4742 : Tools 4742).


https://www.rfc-editor.org/rfc/rfc4742

USER1-M-902T:~ USER1$ ssh -s ciscol@l72.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability
--snip--

</capabilities>

<session-id>2870</session-id></ hello>]]1>]1>

Use < AC > to exit

HREEFEEYS (Ei12XBM )
1. EE LR BN £ %% Yang Explorer M A
EARPIG | FELIBABE (1217 macOS Sierra 10.12.2 # Google Chrome 53l %259 Apple

MacBook Pro ) L&/ Yang Explorer A HEFEEFE A, Yang Explorer 2 ¥F A P HATILIRE

-MAFRERG BT LE/RFYANGEIEE R

-4 RNETCONF RPC ( 232V )

%3 SEBRNETCONF R %585 (Catalyst 3850)11TRPC
FOIENRPCRERES , UZBUEHEH

N EHIEERHH R EYANGHE %

N B LinuxR St 2B YANG Explore SRR

2. £/ Yang Explorer i F

JBzYang Explorer N A2 - £ 10 A B i £ B9 44 5R 1R R AF Myang-explorer B iz 17 ./start.sh @5
P

T o

N rE  BRBITFHAEAE BN, Yang ExplorerSAREA XM A AXAEF B, ©
EA LB AREESNNEE A B,

USER1-M-902T:~ USER1$ cd yang-explorer

USER1-M-902T:yang-explorer USER1$ ./start.sh &



Starting YangExplorer server ..
Use http://localhost:8088/static/YangExplorer.html

Performing system checks...

System check identified no issues (0 silenced).

January 19, 2017 - 23:12:20

Django version 1.8.3, using settings 'server.settings'
Starting development server at http://localhost:8088/
Quit the server with CONTROL-C.

Baip RAREERGCU -EaiRRFEERNAGU, AMENGF/HEEFRHRAREERNA
GUIERAGUIEXEMAE LA (BESHRBHER) .

MCatalyst 38504 R IIEE. i ACatalyst 38501 ¥ 4HE 2 ( IPH#bit, A/ A/FE, TCPwA830A T
ssh-netconf ) , A5 % i Capabilities )\ Catalyst 38505441 RYANGIREThBEFI Ko

52 25 WURETATFRUNETCONFEERSEEE A ( ZiaA®HM ) L 4Yang ExplorerSl
B2 MCatalyst 38502 B2 A IE&E T,

® O ® [ ocahost x Mike
€« C | @ localhost:B088/static/YangExplorer.htm m
[ [ : | Build Collections | Manage Models [ P lv |
Explerer Values Operation | | Property alue
» @ ieth-interfaces | Oporatons | Duvice Settings | | Name phys-

»

address

Node Type leaf
[ [] e RS S P —

address
Host 172.16.167.175 Pert | 830 ml
Access read-only

Username | ciscol Password | ciscol

Presence

Key
Mandatory
. | | Default

Path ietf-
interfaces/
interfaces-
state/
interface/
Phys-

address

+| | Description The

interface’s
t |v

acddress at |

Status : Recieved HTTP Result for request: get-cap ETF 93

INE YANG HUEEE - fUEEEEE TITHESR YANG BiEER, iTH YANG 3iiE#EE , ©
N4 ERELEMHB Explorer I/, £BhiX YANG #E K TEEZRAN YANG T AL AR | BA]
FF Yang Explorer R 12 YANG # =, NETCONF izf2 328 H (RPC) JHE ( XX % Catalyst
3850 , UANHEH#ITEHEIMNEPRELRIE ) . T—T“EZANETCONF/YANGERE"F [T A an{aHh
1T LR AR R



T~ -

| ® 0@ [ jscalhost:B0BS statisYangE . X Mike
€ C | @ kcalhost b i
I D CED
Property Value
Warkspace Drarvice Marne
Select All Shewing 5 modaks [ ||| Hode Type  container
] iana-if-type@2014-01-15.yang Ceta Type
] ietfinet-types.yang Access read-only
[ ietfinterfaces@2013-12-23yang [wbscibed] —
[ ietf-netconf-monitoring®2010-"18-04.yang
& Key
[l letf-yang-types.yang =

NETCONF serverNone

| Status : Received HTTP Result for module equest

3. 1T NETCONF & ( "k )

W (EREETA ) BT A EMYANGHEXHINETCONF RPCHE. | SEM LM ARS 2 (Catalyst
3850)#ZWINETCONFE4I3ft. Catalyst 3850 JAF & A [E1T 5 NETCONF BAMNENEF ik &%
XMEH, EEREES2E , HEMRETE Catalyst 3850 LH#HTIEHEE , LAKIFE Catalyst
3850 L+l NETCONF/YANG K9 NETCONF B& ( ESH%E 2 29 ) » UREHRESH

. NETCONF FRZ 88 (Catalyst 3850) FF#4 & NETCONF B/ i ( EhBET S ) KX E4EL.,
XLEEHBATTUAMRELIE , EEINETCONFAIFLIESRITAREMERLIERNIE, BXITHEM
TES277HAER , S HRFC 5277,

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<create-subscription xmins="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>snmpevents</stream>
</create-subscription>
</rpc>

Rt , BEEFHBYIH RN EIYang Explorer S AGUIFER B EXRPC,


https://www.rfc-editor.org/rfc/rfc5277

ece Q loealnast: BOSS statie Yang: - x =

Mg
— C | @ kcalhost:B088/static/YangExplorer.htmi # K :
Vo xlr 040t = e
Explorar | Values Eﬁ Bt | “}MW| Manage Modats |l’morw |'-‘Huo
* Risti-interfaces WM Setings | Name statisties
Node Type container
| e e |
| Dat Type
| B = ek
|| Host 17216.167.175 | Pert| 830 Presence
I : Koy
| Username | ciscol Password | ciscol |
| Mandatory
I G Default
NetConf () RestConf Epc "'fip'l Ca-pabililiﬁ |
= Path iotf-netconf-monitoring/
i Eltndmg Consoio I ] natconf-state/statistics
— |
tconf:base:l.0" nessage-id=""> Oescription Statstial data g g

) Config () Oper

Status : Clear completed

BTk, ERUNLUEINETCONFIF B E X RPCHE R I%

<create- ﬂI.IB iption xnmlna=-
<sireanrsnmpevents</strean>
<fcreate-subscriptions

fiparams ixl

mlins:netconf:notification:1.y > to the NETCONF
server Statistical data
pertaining to the

METCONF server.None

e e o (O cew) D D G G

F ok HERITNE , SAAFRER.

[ localhost: @088 static/YangE: . X

IETF 93

FlCatalyst 3850, Catalyst 3850 RffFFH —

Mikg
&« C | @ localhost=B088/ static/YangExplorer.htmi T :
i e el [ o ]
Explarer l Values |3g11| | Buid [ Collections | Manage Modes | — [vdu
* Rist-interfaces [ Operations | Device Settings | Name statistics
Nede Type container
—— e
Data Type
Platform the
b Arcess read-anly
Host 172.16.167.175 Port | B30 Presence
Key
Username | ciscol Password | ciscol
Mandatory
0 Default
NetConf (C) RestConf Capabilities
[ ] s | . R ———
|[ Encoding | Console | natconf-state/statistics
<rpc-reply nessage-id="urn:uvuid:8a33Z%6-¢30a-4407-9122~-c094fbaZaddb™ Description Statistical data pertaining
p iet etconf:base:l.0"
pn:ma xal:nsinetcont:base:l.0"> to the NETCONF
server Statistical data
M pantaining to the
NETCONF server.None
) o © oo X e i

l Status : Recioved HTTF Result for request: nun-rpe

N oxs

A.'\

(. S T G

EMNEEFHERENARFERERARTHEN B S,

IETF 93

: AR5 AR B9 2 BT AR AR BY Yang Explorer;& B & & B UAINETCONFIE HHY %L



NETCONF/YANG E &g /ERHI

U7 |, Catalyst 3850MEHPEEFAERBEHTHRER , ILRMNF-LEESTRERH,

XL RBITT LA EE | BIINETCONFMCentralized Management Platform (Laptop) Yang
ExplorerRi f & i% | Catalyst 38508 YANGHE XN HYNETCONF RPCH 2383 Catalyst 3850 L Y
confd 3R ## T2 F53R N AR AERY Cisco I0S CLI, b4 |, Cisco IOS CLI #3E ( show S #iE ) £BES
Catalyst 3850 LY confd B # IR HF YANG BXHIE , AFHEIEN NETCONF RPC SHE RiA
BIEREBEA (ELICAEM ) Yang Explorer B, XERER T #F£ANETCONF/YANGH1THEE
B1ESL |, Catalyst 3850 LB Al A EMCLISKREL B R ¥l H W Eshowdn T EIE.

1. BIER R TR

M Catalyst 3850 iFR#ZEOBFRFIE

Al MYang Exploreri Fif2 FGUIB ZE M ExplorerEB 2 & R PR BV IRIE, EABIA | M Catalyst
3850 RO BHHIE , AL KI%EF Oper (KRB ) , AREEOBH THXEPIERF get-

configo 1T RERRPCLLA K YANGH R ( TiE ) WNETCONF RPC , iZRPCEZ®ET
NETCONF % 3% E|Catalyst 3850 , LA{E M Catalyst 38504 Z Itk B3z,

@ L [ localhost e
z C @ localhost:8088/static/YangExplorer.htm o i
I DD G
Values Operation | Buid | Collections | Manage Modsls Property Value
erations [ Devioe Settings Mame name
i P
— | Node Type leaf
ws interface
kit Data Type string
Acce: L
® description
00 Host 172.16.167.175 Port | 830 e
# enabled K t
Username | cCiscol Password | ciscol ==
¥ |ink-up-down-trap-enable [+¥] | Mandatory true
» & intarface: 9 [ ) |
interfaces-state @ NetConf RestConf Script Default
I Encoding | Console | | Path et
pry interfaces/
e S interfaces/
<running/> interface/
<filter>» name
N"“‘H.* PR —_— Description The name
</ intarface of the
interface.
IF A device
. MAY
L restrictthe |*
ETF 93

5F FeqQUESt type fpc

AR YANGHEHINETCONF RPCEE G , FERunSUFH &% FCatalyst 3850, Catalyst
3850EI E YANGHE A ( ASKTATEEAY ) Catalyst 385082 0 & # ( GigabitEthernet1/1/1,
GigabitEthernet1/1/2% ) 5l &K,



® 0@ /[ ocalhost x ATy L
&« C | @ lcalhost:8088/static/YangExplorer.htmi # M :
YorgErr 04012t B OIS I ETE
Explorer ‘ Values Operation l L l Collections | Manage Modats I Property | Value
L -
¥ fieti-interfaces Operations | Device Settings Name name iml
¥ T interfaces [4] g
o R ———
¥ i interface
Data Type string
o et -
Access ead-write
® description i r wirit
00 Host 172.16.167.175 Port | 830 Pissiica
e bled
ales Ussrnama | ciscol Password | ciscol Key b
# |ink-up-down-trap-enable v| | Mandatory true
[l
— ® et O roncon o 1 o Lo N
[ Encoding | Comole | I path ietf-
1 B interfaces/
1.0% =
w interfaces/
interface/
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces®>
<interface> name
<name>Fas L[—:'_hernelos:.y(;;@ar_\; tEthernatl/1/1</nama>
T Description  The name
<in ce>
<name>FastEthernetortyGigabitEthernetl/1/2</name> of the
<finterface> a H«
<inter ce> intarace.
<name>Faa r_E'_.'\_!\.-:nnr.o::y:;:qab:tzzher:.etz F1/1</nama>
<fi >
<inter [:r-'.-‘/.--‘_‘--.\ = A device
restrict the |/

Status : Recioved HTTP Result for requast: nun-fpc

2. BLi& Pl

X< Catalyst 3850 EHIAAM#EEO

IETF 93

M Yang Explorer M GUI ZZ|#y Explorer B0 & ZFFIERIRE, EXTERT , FEECatalyst
3850 LEE#EO (XMENO ) , #H%EEConfig ( ATEE ) , EREOTHNEETHWAEZRES
o ETRIEERRPCUAERYANGHE ( T2 ) INETCONF RPC , ZRPCEEBIINETCONF X

% FlCatalyst 3850 A ITELBEES -



[ localhost x

é

Yang Explorer 0.6.0 (Beta)

C | @ localhost:8088/static/YangExplorer.html

Mike

w -

I O D WY

‘ Values

GigabitEthemet1/0/16

ianaiftethernetCsmacd
false

® ink-up-down-trap-enable

=
* &7 interfaces-state

\

Build ] Ccllactiom.| Manage Models |

Operations | Device Settings

Profile Create device profile
Platform 4T -

Host 172.16.167.175 Pert | 830
Username | ciscol Password | ciscol

Encoding | Console

RestConf

G NetConf

Capabilities

<rpc message-id==101%
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<config>
i 9

interfaces®™>

type™>ianaift:ethernetCamacd</type>

<edit-config>
<target>
<running/>
</target>

<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf=-
<interface>
<name>GigabitEthernetl/0/16</name>

<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-

<eénabled>false</enablad>
</interface>

Status : Recieved HTTP Result for request type rpc

EERYANGHERHINETCONF RPCHEST , i BRunBUF H £ 3% BlCatalyst 3850,

FEERA YANG #3H ( AR ) HEHTNE , ZHEREHEERERD (ok).

Property | Value

MName enabled W

Node Type  leaf

Data Type boolean

Access read-write

Presence

Key

Mandatory

Default true

Path ietf-
interfaces/
interfaces/
interface/
enabled

Description  This leaf
contains
the
configured,
desined
state of the
interface. E

IETF %3

Catalyst 3850

[ localhost x Mike
< C | @ localhost:B0B8/static/YangExplorer. html b4 I
Vrgiorr060
Explorer l Values ‘ O Build | Collections [ Manage Models 1 Proparty | Value
- - : .
¥ Riotf-interfaces Operations | Device Settings Name enabled o
¥ Einterfaces 4] i
- Profile Create device profile [ | Node Type fea L
¥ interface 2
Data Type boolean
/7 name GigabitEthernet1/0/16 Plathorm IEGS -
P iption k Access read-write
Port
#iype iansift:ethermetCsmacd Host 172.16.167.175 830 Prassnce
# enabled false
Username | ciscol Password | ciscol Key
# |ink-up-down-trap-enable Mandatory
> S interfa — 0 NetConf RestConf RPC Capabilities Default true
| Encoding | Console I Path iatf-
y message-id="urn:uuid:defcdail-dalc-4bd7-2a08-98360edAbE63" interfaces/
rietf:params:xml:ns:netconf:base:1.0" .
urn:ietf:params:xml:ns:netconf:base:1.0"> interdfaces/
<ok/> interface/
</rpc-reply>
enabled
T Description  This leaf
contains
the
configured,
/--'_"-\ desired
state of the
@ config O Oper "+ Ada ) = Delte | custon e (RN AN "
interface.
Status : Recieved HTTP Result for request: run-rpe IETF 93

ERINERESEE , TURERE, 7B Mget-configi®{E(Oper) , EH Catalyst 3850 B & #20
GigabitEthernet 1/0/16EL & 2 /8 A= false , X EK&E1ZEO EXH,



p B —MkR , HFREREYang Explorer i AT 7 BYExplorerEB 2 # F B Al SR A& Bt
, IAEFEYANGHE K K Catalyst 38508 & ( BT~ ) , TR—NMEZRBERENZAAE
N EEE, ETRORENANEEE MNEFIPIRM T XEERN —LRANKREBXR

o]
® 0 ® /[ ocalhost x Mike
= C | @ localhost:8088/static/YangExplorer.htmi | | £
Yog e 06016ea 0 o ] G rerer]_a o)
Explorer ‘ Values O Buikd Collections | Manage Models | Prﬂpmy | Value
¥ fietf-interfaces Operations | Device Settings Name interface [T
= In
¥ &7 interfaces 12 | Node Type list -
Y = = Profile _ Create device profile
Data Type
/' name GigabitEthernet1/0/16 Platform -GS - -
¥ description Access read-write
=34 3
Port
»ype ianaift:ethermnetCsmacd e el LE Presence
- i
s Username | ciscol Passwaord | ciscol Key
- link-up-down-trap-enable v

Mandatory
[
“interfaces-state 0 MetConf RestConf Script Capabilities Default
Encoding | Console

[ path ietf-
<rpc message-id="101" 14 interfaces/
x*\;:;";;:h;' :params:xml:ns:netconf:base:1.0%> -
s interface

Description The list of

s="urn:ietfiparams:xml:ns:yang:ietf- configured
interfaces
< 1/0/16</name>
< urn:ietf:parama:xml:ns:yang: iana-if- s
' </t ypes L device.

-

<fin aces
The

operational =

Status : Reciaved HTTP Result for request type rpc IETF 93

FEERYANGIERHINETCONF RPCEE G , #EEBRunSANH &% FCatalyst 3850, Catalyst 3850
FHERA —% YANG BRAGEEH#TNE |, iZE B HED GigabitEthernet 1/0/16 BELEIIE R
“enabled = false” , XEMKEZEOE XM,



® O ® /[ localhost x Mike

< C | D localhost:8088/static/YangExplorer.htm! 1
Voo Exlrr060(Bet) IS CI CRID
Explamr Values 0| | Build I Collections | Manage Models | ) F"“P‘?"tl" Value
! | L ] . 1 =
v B icthinterfaces | Operations | Device Settings | | | Mame interface =1
vE; I
interfaces 121 | Node Type list
— Create device profile
¥ interface <get-config> | Biiay
ta Type
» name GigabitEthernet1/0/16 Platform _ 1
= Access read-write
® description
7 7 Port
e T e —— Hast 172.16.167.175 830 Presence
¥ anabl
— Username | Ciscol Password | ciscol Key
# |ink-up-down-trap-enable [v] | Mandatery
. g | . |
interfaces-state O MNetConf RestConf Script Capabilities Default
| Encoding | Consohe Path ietf-
305113bf3ch™ interfaces/
interfaces/
interface
Description The list of
configured
f-ip" /> interfaces
' " fn
s on the
device.
The
| operational |~
Status : Recieved HTTP Result for request: run-rpe ETF 93

Catalyst 3850 CLIZE £ XNETCONF/YANGE BEXFIEE FENRE

THEZ RHREHITE— Yang Explorer Bt & E R ERT Catalyst 3850 #y CLI H Y HiH . #H
GigabitEthernet 1/0/16 £ 4% NETCONF RPC 8 B 2 B BRIALL TR <R , W0 Catalyst 3850
LW BEHEBFR. EH&EU@EYANG%“tE’J%PHED ERHINETCONF RPCHESG , BIETRK
CEOXA , BTEEFRERUARBIX—H8, XtERT Catalyst 3850 £#Y confd 3K 443 2 20 a]
Hl& F# YANG #3X NETCONF RPC EE ¥ W #5/f Cisco I0S CLl, XEKER T FEH
NETCONF/YANGHITELERESN , P MR EF E# Cisco I0S CLUSREL & H R {Tshowdn 6

3850-1# show running-config interface gigabitEthernet 1/0/16 O
Building configuration...

Current configuration : 39 bytes O
'O

interface GigabitEthernetl/0/16
Oend

3850-1# show startup-config | begin 1/0/16

Ointerface GigabitEthernetl/0/16 O
!

*Jan 5 17:05:55.345: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol, t
*Jan 5 17:05:57.335: %LINK-5-CHANGED: Interface GigabitEthernetl/0/16, changed state to administrativel

3850-1# show running-config interface gigabitEthernet 1/0/16
OBuilding configuration...

Current configuration : 49 bytes O
|



Ointerface GigabitEthernetl/0/16 O
shutdown ---------——————-—————————— > the interface is shutdown now
Oend

3850-1#

N EE . BRENARETCatalyst 3850 (METRESHIEIRE ) .

3850-1# show startup-config | begin 1/0/16

interface GigabitEthernetl/0/16
!

£ Catalyst 3850 FRTZHEL B

AJLAZE Catalyst 3850 D E1TEHERFREHEE , HERET NETCONF FELT YANG #&XHY
NETCONF RPC 8 2 &% %l Catalyst 3850,

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="cisco/yang/cisco-ia"
</rpc>

BN EAEEERBEN RPCEYIH MM E] Yang Explorer B HRIT LR 1E,



® 0 @ /[ jocalhost:8088/static/YangE: % || Mike

< C | @ localhost:8088/static/YangExplorer.htm K !

e CEE D ETEN
Exploror | Valiies Buld | Colections | Manage Modiels | P |v-|u¢
¥ Riatfinterfaces Openations | Devico Setsings. ] Mame enabled 'l

¥ & interfaces

it e R
Data Type oolean
o P
il other = Access read-write

Node Type leaf

¥ dascription -
o0 Host 172.16.167.175 Port | 830 Presence
¥ enabled Key
) Usernama | ciscol Password | ciscol
¥ ink-up-down-trap-anable Mandatory
* & interfaces-state
Default true =

> 'Rielf—nelmi—mnnimnng

i
——\\\ 1l interfaces/interface/

enabled

#:pazans :xn! ase:l.0" message-id="">
save-config smlra:cisco-ia="htup!//ecisco.con/yangfoiaco-ia"/> Deseription Thig leaf contains the
configured, desired

state of the

-

interface.

Systems that implement
the IF-MIB use the
value of this

leaf in the ‘running’

/_,.———_\ datastons 1o set
O contis O oper [+ pas ] = ooits Cutom RPC [ e IFMB acminStatus o [

Status : Clear completed IETF 93

ER9Z 1T LUBIINETCONF B E L RPCIH B &% FCatalyst 3850, Catalyst 3850 fFfEH — KK
hEEHITRE .

® 0 ® [ localhost:B088/static/YangE X \Q Mike
& C | O localhost: 8088 static/YangExplorer.html o 3
TS R WS
Explorer [ Voton [iof] [ T oot T omge i | Property | vluo

* ®ieif-interfaces Operations [ Dievico Settings ] MName enabled A

¥ & interfacas

e R =
Data Type boolean
# nama

MNode Type leaf

# description .
e Host 172.16.167.175 Port | 830 Presence
# enabled . ) Key
T Usarname | ciscol Paseword | ciscol
link-ug-down-trap-enable Mandatory
* = intarfaces-state
Default e —
'ﬂmﬁ-ne:mﬁ-mnnimnng @ NetConf () RestConf RPC i ST
at ietf-interface:

|| Encoding | Consale | interfaces/interface’

=id="urp:vuid:1c492015-3717-4119-a%b~d22a0d6LeZed" enabled

rang:yml:pa:eatennf-hagga] 0"

<rpc-reply noasage
:pa.

L] pazans;xal: etconsibase;:l.0"> Description  This leaf contains the
J tp:ffciace. con/yang/ciaco-ia">Save zun .
< successful</result rconfigured, desired
& — state of the
interace.

Systems that implement
the IF-MIB use the
value of this

leaf in the 'running'

datasiore 1o set

O conte O Oper T - J ] M8 fAdminStus o

Status : Recieved HTTP Result for request: nun-rpe IETF 93

4]

#1T L IXNETCONF/YANGE: B R F R E SR F W B 3 Bl E # Catalyst 3850 CLIE R

BHRENESETERELTE :



3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration

: 49 bytes

interface GigabitEthernetl/0/16
shutdown

end

3850-1# show startup-config | begin 1/0/16
interface GigabitEthernetl/0/16
shutdown

M CLI ELi& Catalyst 3850

WEIATR |, BRT EFANETCONF/YANGHITILIE/ES |, EH Catalyst 3850 CLI{A A A F Bt B R4l
AU Eshow S IE, %445 M Catalyst 3850 CLITI R ENETCONF/YANGE B 5 let | $H9iE1T
i B B syncfd ¥4 # 72 5 Catalyst 3850 E W EIE#E R Z O (DMI)E S,

3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration

: 49 bytes

interface GigabitEthernetl/0/16
shutdown

end

3850-1# config t
Enter configuration commands, one per line. End with CNTL/Z.
3850-1(config)# interface gigabitEthernet 1/0/16
3850-1(config-if)#no shutdown

3850-1(config-if)# exit

3850-1(config)# exit

3850~

*Jan
*Jan
*Jan
*Jan

3850~

1#
24
24
24
24
1#

16:39:09.968:
16:39:13.479:
16:39:15.208:
16:39:43.290:

%LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down
%SYS-5-CONFIG_I: Configured from console by console
%DMI-5-SYNC_START:Switch 1 R0O/0: syncfd: External change to running configuratio

%DMI-5-SYNC_COMPLETE:Switch 1 R0O/0: syncfd:

The running configuration has been s

TIRYang ExplorerS AR FECLIEREEREORER AR , FdFERRREYANGH A,



B YANGMETCONF Canfigurasc ¥ [Y iocalhosiBOBASMtETangEs X Mian
| i & | (D Realhost: B0ED} susticMangExplohes i e 3
s CITD D WS
Explorss | Buid | Cofeciora | Mumage Modeh | Propety |m
™ Riatincacacas [ parssons | Doven setios | || Nama  ovedsca
=
¥l interfaces | 2 | Mode Type 124
e e I =
— Dats Type
& R GigabaEmhamat1 W4 " m
Arrd Fina - Wi
W description =
[ . Haai 17214167171 Port | B30 Prasance
& prakied Key
> Wi | CH001 PFawmeeord | gisen
nk-up-down-trap-en | Mandatory

"'?.Lmh-ilqul.-ltl'.u

= ol eanzonfmanionng

& HetCond (03 RestCont

(i | e |

| | Defau

Pagh totd-inmerfaces’
£rpe mraEage-id="101" mlns="urniiscy iparams:amirnainatcond ibascl . 0> Intetpoms’
niig>
” .u e
<runningf® 5
</ souzoes Descrigrion o it of
| < 3
\ ! . - b
| il =:latfzpaceasn:cal rea:yang sl =i tasfaces™n
= Lerface> interlpens on
<namerIiganl LETRenetl 0/ L6 < nases
£/interfaces i i’
Tha
opemtdonal
| o st B e of an
oo ) EEBCEICEE oo R S S !
| i e e i L
i Seatun | Mocigvor WP Romht For request typa £TF 93

% BZ 1T LB NETCONFF GigabitEthernet1/0/16IRPC get-configil B & % E|Catalyst 3850,
Catalyst 3850 fF{# F GigabitEthernet1/0/16 # OB & ( £~ enabled = true ) HITRZ,

[ locaihost: 8088 static/YangE: x Mike
€« C | @ localhost:B088/static/YangExplorer.html i
S [0 J e Jorrer] a oo
] ! — = 1 1 [al
lorar Values L L | Property | Value
=~ * Operations | Device Seftings | f— =
* P cisco-process-cpu |4 MName nterface =
> fcisco-pw
Data Type
Rt e
Access read-write ]
.
R cisco table-map Host 17216167178 | Port | 830
* B ciscomvirtual-service Prasance
* B commen-mpls-static Username | ciscol Password | giscol Key
T =
i i -diffserv-classifier L Mandstory L
* et diffserv-policy
NetConf RestConf i ilities Default
" it rces © ==
¥ & interfaces Path ietf-interfaces/
= N interfacesfinterface
T _imerdace <get-config> 1fe-4e63-Gbf4-6ee3811319511 l
# name GigabitEthemet1/0/16 > Description  The list of configured
- . interfaces on the
description tietfiparams:xnl insyang:ietf-interfaces">
- device.
type 0/16¢/rane>
# gnabled fiparans:xnlins:yang:iana-if

# link-up-down-trap-enable
* T interfaces-state
* fietf-key-chain
* #hiatf-netcont-monitoring

- ﬂbs:f—rwling

Status : Recieved HTTR Result for request: run-mpe

<frpe-zaply>

The operational state of
an interface is available
in the

finterfaces-state/
interface list. If the

configuration of a

system-controled

v
- ) - — Custom Rl Che
@ o o S T T T,

interface cannot be

]

IETF 93

3. B GET B RIZ/EREHL SNMP MIB &/ELIERTH

NETCONF GET#/ETREIFISNMP MIBRIEFTTTHAFEE. FTEZXIEHSNMP MIB4E# 5K
YANGHIE#E R E UM EF{L EdE |, #f R Catalyst 3850 LHYCisco XERHFH —2b 0. E T HGETH



RAPEMEMBHETAR , BET =/NET. FIAIFHIMIBE A LAFE T EEME M B & smv2,

% 1 . AT BAfEYang Exploreri FAfE A GUIA1E$F CapabilitiesiZtll. Catalyst 3850 AT S
smiv2 MIB % B I ZhsE S R Bt 1T RIE -

® 0 ® [ localnost:B088/static/YangE | X Mike

i C | (@ localhost: B0BB static/YangExplorer.html r §

Ying Explorer 0,60 {Beta) [ Ot | g Admin 3 Rerresn & guest |
Explorer Values Operation | Buld | Collsctions | Minags Madels | Property Value
L RIL".F'I nterfaces OD‘."\I'u-U"-h 1 Device 5“11"195 | | Name name

Node Typa leaf
Create device profile

v D
Data Type netconf-datastore-type
T _ Access read-onky
Heat 172.16.167.175 Port | B30 Presence
Key true
Username | ciscol Password | ciscol

Mandatory trua

- ™ Default
MNetConf RestConf Serip, Cagabilities
O m . Path ietf-netconf-monitoring/

| Encoding | Conscle | | netconf-state/datastores/

=

datastore/name

Drescription Name of the datastore
associated with this list
entry.Name of the
datastore associated with

this list entry.None

Status : Recieved HTTP Result for nequest: get-cap ETF 93

% 2 1. tkYANGH#E X BINETCONF RPCH B 1 BUEINETCONF % 3% Bl Catalyst 3850 A% R I &E
5k , HhIFE R ABsmiv2 MIBEEE,

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<get>
<filter type="subtree">
<ncm:netconf-state xmlns:ncm="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<ncm:capabilities/>
</ncm:netconf-state>
</filter>
</get>
</rpc>

AEEE EAEEERNBEN RPC BH]H AN R Yang Explorer B #R1T LR 1E,



® 0 ® /[ localhost:8088/static/YangE x“'\:

€ C | @ localhost: 8088 static/YangExplorer.html

# M i

| Build Collections | Manage Models

Explorar | Valuas

» Biothinterfaces

i Encodi BNl

A

| Opmwonll Device Settings |

Port

Host 172.16.167.175 830

Password

ciscol

Username | cCiscol

(&) NetConf () RestConf

e
weteonftbase:1.0" message=-id="">

|#Tml versien="1.0" encodinge
<rpc xnlns="urn:ietf:params:
gets

tree™>
ate xnlns:ncw="uzn:ietf:pazans:xalins:yang:ietf-netoont-

() config ) Oper

Status : Clear completed

ER9Z 1T LUBIINETCONF B E L RPCE B & % FCatalyst 3850, Catalyst 3850 fFfEATE

€2 e e (O o)

— 1 - [~ I ~ |

X #F smiv2 MIB B ThREFI R B 1TRI &

Property | Vaiue

Mamie name

Node Type  leaf

Data Type netconf-datastone-type

Accass read-only

Presence

Koy true

Mandatory true

Default

Path iatf-natconf-monitoring/
netconf-state/datastores/
doastore/name

Description  Name of the datastore

associated with this list
entry.Name of the
datastore associated with
this kst entry.None

IETF 93

2

e |

® O ® /[y jocainost:8088static/vangex X ||\

o W i

< C | @ localhost:8088/static/YangExplorer.htrmi
Explorer ‘ Values Operation Build ] Cnlioﬂim:] Mlnagn\‘odnls| |pm |\p.||.
* Rietfinterfaces Operatians | Device Settings Name name
Node Type leaf
o R
Data Type netconf-datastore-type
Pterm o [
Host 172.16.167.175 Port | 830 Presence
= Key true
Username | ciscol Password | ciscol |
Mandatary trug
0 Cefault
NetConf () RestConf RPC Seript |
e J st ] o BN S ——

LR=g T A -h L4 WARL TR TCAPRUL LY
<capabi »urn:ietfiparans:xnlinsiyang:anivi:BOP4-MIBTmodule=BGRe -
MIBsanmp;revision=1994-05-05</capability>

<capability>urn: Letf:parans:xalnsiyang :smiv2:BRIDGE-HMIB?
Ao le=BRIDGE-HIBsamp; sevision=2005-0%-19</capability>
<capabilityrusn:ietfiparans:xal:nsiyangsaiv2:CISCO-AAA-SERVER-MIB?

nodu le=CISCO-ARA-5SERVER-MIBSanp; revisio
<capability>uzn: leti:pasams i xml
Agdy le=CISCo-AAA-SESSION-HIBE
<capabilitysurn:ie
ACCOUNTIRG-MIB?module-CISCO-BEP-POLICY-ACCOUI
HIBSiamp;revision=-2002-07-26</capability>
<capabilitysurn:ietf:parans:xalin
isien=2010

params:xml

3-11-17</capability>
ang ;amivi:CISCO-AMA-SESSION-MIBT
2006-03-21</capability>

: :smiv2:CISCO-BEP-BOLICY-

pability>
2:CISC0-CBP-TARGET-MIB?

Az le=CISCO-BULE-FILE-HIBLam
<capability>urn:ietfy
Aodule=CISCO=CBF=TARGET

A</capability>

[ f = psete ] C reset

Status : Recioved HTTP Result for request: run-rpe

IEIN 3.7 BAfE Catalyst 3850 NGRSk EEFEET A ( £iCAHM ) By SSH E#EM

Custem RPC

NETCONF Zh&EF Hello SHEHEE A MIB EHE 5 &k,

1

Deescription

netconi-state/d stastores/

damstore/name

Name of the datastore
associated with this list
entry.Name of the
datastore associated with
this list entry.None

A

R

IETF &3

E): )



USER1-M-902T:~ USER1$ ssh -s cisco0l1@172.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"?7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

--snip--
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONFIG-MAN-MIB?module=CISCO-CONFIG-MAN-MIB&amp;revi
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONTEXT-MAPPING-MIB?module=CISCO-CONTEXT-MAPPING-MI
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-DATA-COLLECTION-MIB?module=CISCO-DATA-COLLECTION-MI
--snip--

</capabilities>

<session-id>2870</session-id></ hello >]]>]1]1>

Use < AC > to exit

nEk E i YANG ZhiEiE i

IEE RIS HAYANGHIERE XX, XL FEINETCONF/YANGITT S HAtiCatalyst
3850Ih%8E ( MELEIPv4A R B EH. QoSF ) XM E MR,

GitHub YangiE #

BidikiEstandard, ietf, rfc, TAREIER FTAAEHNEWARE ( Elinternet TIRES A
[IETF] ) &8, LUTEZERETETIOEN YANG HIEER | XEHEERER IETF SREHAEA X
R RFC HARY,

GitHub Yang1& B! i 3 #5 4

A LUE I fORIESE vendor, cisco, xe. 1632 HREIBRRE (1REZ. MEUBRE ) EBE, UTHE
R TEAT Catalyst 3850 B9 Cisco 10S XE B4R AS 16.3.2 WL A YANG BUEEH,

GitHub Yang®! Sigii 4R 8



https://github.com/YangModels/yang
https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632

* 1) @ GitHub, Inc. (US) | hitps:f/github.com/YangModels/yang/tree, sterfvendor c  cisco yang models T B 9 ¥+ & 4 6 e —

<> Code ssues M Pull requests 1 Projects 0 Fulse Graphs
aster~ yang / vendor [ cisco [ xe [ 1632 | Find file  History

elease Yang Models Latest commit 55bd294 on Mov 28, 2016

BNC.

REXHAUTHRIEFERF S (EiLARM ) , AEMEEYang ExplorerNAEF. BRiH
EAUMEX—R. F—MAERRMMEBENT YANG BEER 4, E-RGEREBNEFRE
Xt

1. BB {5 YANG IiEE R x4

52 25 TUERrawgithGithub T . EM Github T4 | BitR 54 YANG 4
EBHEAES, NREHURLTIFRY M TEET , WA LUSURLEE M Flrawgith | MR
fHAEF=URL, SILETA £ P URLES IS EIN 8 | & A BUR M 4 F 2%,

EZABIH | cisco-ethernet.yangE Mgithub TEEIEHFEETEE ( L1IEARBMN ) o AT 2R XH IR
ElYang ExplorerR AFEFGUIF , AFITHE , SAMERNHE K E T EMExplorergB s W Z R,

J2 275 - NETCONFIH&ET A F IR Catalyst 3850 X BN HEEN, FEHRBETERT
& (LRSI ) WE2H,


https://rawgit.com/
https://rawgit.com/

® O ® | [ localhost:B08R[siatic/YangE: X

= C @ localhost

)+ 4 :

‘Yang Explorer 0.6.0 (Beta) /...———..._\
Explorar Valuas Opa ration Buld | Col "“""@ Proparty Value
» i, iatf-interfaces Workspace | Devie | —
Select All Showing 5 models Node Type
1 iana-if-type@2014-01-15.yang Data Type
[ ietfinet-types.yang Access
[ iethinterf: @2013-12.23; [subscribed]
] ietfinterfaces yang P
] ietf-netconf-monitoring®2010-10-04.yang
O iethyang-types.yang acd
Mandatory
Default
Path
| Description

Config Oper

Status : Received HTTP Result for module request

ece
< &

Cligk 1o go forward, ho'd to see history

[ localhost: 8088 static/YangE: X

(@ localhast

Upload Yang

ETF 93




@ O @ 7 localhast-BOBA/siatic/YangEs X Mike |

€« C | @ localhost: 08¢

Explorer Values Ope ration Buld | Collec Proparty Value |
= TerT—— [ Wodspsce | Davies | P
Showing & models Mode Type
[= cisco-ethernet@2015-05-10.yang Data Type
T . Access
] ietfinet-types.yang S
[ ietfinterfaces@2013-12-22.yang lubseribed
(] ieth-netconf-monitoring®2010-10-04.yang Key
] letf-yang-types.yang Mandatory
Default
Path
| Description
Config () Oper [ C Reset | & add jliiiiii[waumu B S

Status : Recerved HTTP Result for module mauest ETF 93

2. —IRHLEBMIMFAE YANG BIEEE XM
$5.2.21 i3 71X — 478 , Blgithub,

HEFEHEFE (£ICA BN - =T macOS Sierra 10.12.2 # Apple MacBook Pro ) EM&ixIRR
BT, WAUTAA :

USER1-M-902T:~ USER1$ cd yang-explorer O
USER1-M-902T:yang-explorer USER1$ cd server O
USER1-M-902T:server USER1$ python manage.py bulkupload --user guest --git https://github.com/YangModels

Git upload .. O

Cloning into '/Users/USER1/yang-explorer/server/data/session/tmpk7Vv406'...
Oremote: Counting objects: 5610, done. O

remote: Total 5610 (delta 0), reused 0 (delta 0), pack-reused 5610 O
Receiving objects: 100% (5610/5610), 11.80 MiB | 2.34 MiB/s, done. O
Resolving deltas: 100% (3159/3159), done. O

Checking out files: 100% (3529/3529), done.

OCleaning up /Users/USER1/yang-explorer/server/data/session/tmpk7vV406 O
Compiling : user: guest, file: /Users/USER1l/yang-explorer/server/data/session/tmpHTAEP3/cisco-acl-oper.
ODEBUG: root:Compiling session dependency ...

0//anaconda/bin/pyang O

DEBUG:root:Rebuilding dependencies for user guest

O--snip--
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4l
@ selectan Showing79modeis [ || | NodeType
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& cisco-cim-stats-devyang || | Mandatery
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# cisco-checkpoint-archive.yang
Path
cisco-afp-stats.yang i =
M cisco-environment.yang Deseription
ciseo-ethernetyang
M cisco-flow-menitoryang
# cisco-ia.yang
¥ cisco-ip-sla-stats-dav.yang
M cisco-ip-sla-stats.yang
cisco-lldp-state.yang
¥ ciseo-memary-state.yang
M cisco-mpls-fwd.yang
M cisco-odm.yang L
A ala kol *
Conts ) Oper [ Ada ] = Deiee | _ove |
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> . cisco-bfd-state 4] | Wodapaos | Devico Name
* Bcisco-bgp-state Select Al Shomiog 79 axcdil :I Noda Type
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[ ciaco-achoparyasng = ypo
O cisco-bfd-state.yang [subscribed] Access
(-1 -state.! [subscribed]
. Sl oy =) | Presence
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- :
Qoo kol | |01 cisco-bridge-domain.yang lsbscribed Key
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* B cisco-lidp-state [ cisco-ofpstatsyang [sbscrbsm : Futh
» fcisco-memary-stats O «is { t.yang | Description
- 'ﬁ-cisc:»mpl&ﬁvd [ cisco-ethernet.yang
’ﬂucixa-pla!{om-ﬁd‘lvfam || |[E cisea-fl itor.yang I
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> i cisco-process-cpu [ cisco-a.yang [s i
* B cisco-process-memary [ cisco-ip-sla-stats-devyang
B 'Rcisca-pw [ cisco-ip-sla-stats.yang [sutscribad]
- R [0 cisco-lidp-state.yang [subscribed]
S [ clco-memory-stats.yang [shbeeribod]
* fcisco-table-map
™ [ cisco-mpls-fwd.yang [subscribed]
Wil el
cisco-virual-service O csco-adm.yang
"ﬂ-emmm-nph-guti: H o e =
- P —— TR T ) T
Status : Received HTTP Result for modube mquest IETF 93
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* & roliback

* & reset
¥ ﬂdwﬂ-ip-‘ll‘m:
- ﬂﬁmlldp-mw
* R cisco-memory-stats
* @ cisco-mpls-fwd
* B cisco-platform-saftware
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<save-coniig xnlna="http://clace.con/yang/ciaca-
Ll</rpe>
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@ Default
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* P cisco-bid-state 4] | Operations | Device Settings | Name save-config
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Data Type
vt = \ »
ccess @

2] cisco-checkpoint-archive

* B cisco-ofp-stats || v 17216.167.178 | Port| 830 Presence
* f cisco-environment . ) Key
Ussrname | Ciscol Pamswerd | ciscol
* i cisco-flow-monitor Mandatory
¥ Ricisco-in
= Default
* & gync-from (® NetConf RestConf RPC Seript - =
isCo-i/ save-con

* = save-config <rpe> - it

* & checkpoint | Description  Copy the running-config

» T revent o

* & rollback starup-config on the

> 5 reset aucceaafuld/n Nemwork

M/ mpe-replyz Element.Copy the

* B ciseo- ip-sla-stats s
running-config to

* B cisco-ldp-state startup-config on tha
* R.cisco-memory-stats Network
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sync-from — tRPCf#Catalyst 3850 L FYNETCONF# Q4§12 Rz 1T B EHRYNETCONF Datastorez®
TERELWETRERY ., XMMEFE FCatalyst 38504 F,



<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:sync-from xmlns:cisco-ia
</rpc>

It RPC 9 BRIATT R 21T sync without-defaults , X &F & X i %K show running-config B85
#% 5 NETCONF BiEF# RS . MREE sync-defaults , NIl NETCONF ## & 2 EREUIh AL
BRUENRIARESR. EAZSHIERT , TEALIET., B%E , X2 NETCONF #O AP &L
F NETCONF replace in S ERIZRMEN TEIBD AT , ?éﬁﬁﬁlﬂ:ﬁlﬁo

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:sync-from xmlns:cisco-ia/>
<cisco-ia:sync-defaults/>
</cisco-ia:sync-from>
</rpc>

save-config — tkRPCH#14Twrite memory(copy running-config startup-config)@ < , NN BIIRRIEIT
BEEREFEIREEIEME.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:save-config xmlns:cisco-ia
</rpc>

checkpoint -lbERPCENETCONF# O A Cisco IOSdA EE EF TR ERFRES &M
=&,

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:checkpoint xmIns:cisco-ia
</rpc>

rollback — ttRPCENETCONF# O IREFNETE EERE ERERKRPCHIRE LRFHNEME
R METEE-ERENEITRE.,

target-url string (name of the saved checkpoint file)
verbose? Boolean (show detail during rollback process)
nolock? Boolean (lock configuration)

revert-on-error? Empty (if error occurs during rollback, leave running unchanged)
revert-timer? intleé (time in seconds before revets to the original configuration)



<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=

<cisco-ia:rollback xmlns:cisco-ia=
<cisco-ia:target-url>saved-config</cisco-ia:target-url>
<cisco-ia:verbose>true</cisco-ia:verbose>
<cisco-ia:nolock>true</cisco-ia:nolock>
<cisco-ia:revert-on-error></cisco-ia:revert-on-error>
<cisco-ia:revert-timer>10</cisco-ia:revert-timer>

</cisco-ia:rollback>

</rpc>

revert -ItRPCASHBNETCONFIZ O E N ERRPCHIE it ATES. XFFEUH E AT B3R F 37 BN fid % [
, B EEENERNSE,

now? empty
timer? 1intl6
idle? intl6

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=

<cisco-ia:revert xmlns:cisco-ia
<cisco-ia:now/>
<cisco-ia:timer>10</cisco-ia:timer>
<cisco-ia:idle>60</cisco-ia:idle>

</cisco-ia:revert>

</rpc>

reset - NETCONF#Z O R LAEAHILRPCE#H E31. MR EFHWHBILR true , M NETCONF ZEOREE
BROUBASTHREE#EPEENFIERSES. MRR false ( RRIAE ) , REFHHRE NETCONF
B ERFEEHERESER

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:reset xmlns:cisco-ia
<cisco-ja:reinitialize>true</cisco-ia:reinitialize>
</cisco-ia:reset>
</rpc>

N si% . B9, HCiscoP ARCisco I0SHBIRAT X RAEA TN, Bl 2 HME
Eﬁiiﬂu iZ1T10S 16.3.38Catalyst 38508} , Catalyst 3850 A FE B HEIRENRPCH
SEREZEEFEETS (FLiCARBEMW) .



<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>

<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:cisco-ia
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">Reset not supported</nc:er
<nc:error-info>

<nc:bad-element>reset</nc:bad-element>

</nc:error-info>

</nc:rpc-error>
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<rpc-reply message-id="urn:uuid:0e2c04cf-9119-4e6a-8c05-238ee7f25208" xmlns="urn:ietf:params:xml:ns:net
<data>
<native xmlns>
<router>
<ospf>
<id>100</1id>
<redistribute>
<connected>
<redist-options>
<subnets/>
</redist-options>
</connected>
</redistribute>
<network>
<ip>10.10.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.20.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.100.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
</ospf>
</router>
</native>
</data>



</rpc-reply>

JEIINETCONF MCatalyst 38501 R YANGHE XN HIOSPFIE B E R A TA[EM , ©EEES
Catalyst 385009 CLIZE & Catalyst 3850E B FR B EIN A A,

<ffroot>
3850-1#

show runni ng-config | section ospf

router ospf 100

redistribute connected subnets
network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0
network 10.100.0.0 0.0.255.255 area 0
3850-1#
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3850-1#
*Jan 30 14:13:41.659: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol,

3850-1# show running-config | section ospf
router ospf 100

redistribute connected subnets

network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0

network 10.30.0.0 0.0.255.255 area 0 ------ > new Tine added to OSPF configuration
network 10.100.0.0 0.0.255.255 area 0
3850-1#

Bx B NETCONF/YANG fHiz21TB E R 72 Catalyst 3850 LB EENIFMER , BS
%] £ —7% cisco-ia.yang BiEEE PR EIH save-config 1k,

Python BifiZx

M Yang Explorer M A GUI £ 5 Python B Z<

Yang Explorer M GUI & 0] F R4 ER NETCONF/YANG 2ELE B Python BIZS, Python BiA
H—NEERBREREB N AT B 3117 NETCONF/YANG #B4E,



EARRGG  EEFERFEA (LIEARHEM ) LYang Explorerf A2 FGUIZM K Explorer® O &
%32 7 save-configiR{E, ETR , B MIARA L E KPythonfiI AR, ARG , ATSUER“EH"RA
SHIMA , NTFEI AR S — AN HF | EZXG B Python.py X4 BREFESEHFEETA
(i) L, EARGGD , (RKET) XA Fexample.pyo

~ EE BT —NRAIF |, FEEGUIREEAPlatform type other& § B0z 1TPythonBl A BT HH 5 o
I, “$é‘§"<iﬂ§ﬂﬁlﬁycsr , B Cisco CSR¥& H 25 th R Catalyst 3850—##iz1TCisco |I0S XE#k
., XERTHIR.

B0 ™ ocshost RO angE . X L

Fropety Walus |

......

‘ Sashun- Comale log o > penerd

BT RER Python MIARERESHFMIEFEEFE (LICAEM ) £EHH example.py BY
XHHT R

N B HENEERAREGUIERWexample.py ST T L H03E B A HEE (T Python M 2 A Bt
SB], AR BIERATT LU ITHNETCONF/YANGIRE, TEA |7 2 save-config &1,

" D
Netconf python example by yang-explorer (https://github.com/CiscoDevNet/yang-explorer)

Installing python dependencies: O
> pip install Txml ncclient

Running script: (save as example.py) O
> python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830 O

import 1xml.etree as ET O
from argparse import ArgumentParser O
from ncclient import manager



Ofrom ncclient.operations import RPCError

payload = """ O<save-config xmlns
Dllllll
if _name__ == "_main__":

parser = ArgumentParser(description="'Usage:"')
# script arguments O

parser.add_argument('-a', '--host', type=str, required=True, O
help="Device IP address or Hostname") O

parser.add_argument('-u', '--username', type=str, required=True, O
help="Device Username (netconf agent username)") 0O

parser.add_argument('-p', '--password', type=str, required=True, O

help="Device Password (netconf agent password)'") O
parser.add_argument('--port', type=int, default=830, O
help="Netconf agent port") O
args = parser.parse_args(Q

# connect to netconf agent O

with manager.connect(host=args.host, O
port=args.port, O
username=args.username, 0O
password=args.password, 0O
timeout=90, O
hostkey_verify=False, O
device_params={'name': 'csr'}) as m:

# execute netconf operation

dtry: O
response = m.dispatch(ET.fromstring(payload)).xml O
data = ET.fromstring(response) 0O

except RPCError as e: O
data = e._raw

# beautify output

Oprint(ET.tostring(data, pretty_print=True))

MNEFEELE (£LIERBN ) 51T Python B7R

AR 212 {TPythonfii Zxexample.py 2 B #Y Catalyst 3850 CLIE & , ZBIA AN ZTEEREFEB
HEE, AT, shutdownd H14 FiE O GigabitEthernet1/0/10MZTERESR , MARBHEET.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!
interface GigabitEthernetl/0/10
shutdown
end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10
|

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
!



interface GigabitEthernetl/0/13
!

EEDEETYS (Zie4AEN ) LHNERLKIBRRTAT , 8% Yang Explorer A GUI £ KK
Python X# example.py E#IE|%£ 2 A 8% L& yang-explorer B &,

USER1-M-902T:~ USER1$ pwd

/Users/USER1

USER1-M-902T:~ USER1$ cp /Users/USER1/Desktop/example.py /Users/USER1/yang-explorer
USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ Ts -1

total 112

-rw-r--r-- 1 USER1 staff 11358 Jan 4 17:59 LICENSE
-rw-r--r-- 1 USER1 staff 13635 Jan 4 17:59 README.md
drwxr-xr-x 12 USER1 staff 408 Jan 4 17:59 YangExplorer
drwxr-xr-x 7 USER1 staff 238 Jan 4 17:59 default-models
drwxr-xr-x 3 USER1 staff 102 Jan 4 17:59 docs

-rw-r--r-- 1 USER1 staff 72 Jan 4 17:59 env.sh
-rw-r--r--@ 1 USER1 staff 1990 Jan 30 17:50 example.py
-rw-r--r-- 1 USER1 staff 207 Jan 4 17:59 requirements.txt
drwxr-xr-x 11 USER1 staff 374 Jan 5 14:37 server
-rwxr-xr-x 1 USER1 staff 4038 Jan 4 17:59 setup.sh
-rwxr-xr-x 1 USER1 staff 640 Jan 4 17:59 start.sh
drwxr-xr-x 5 USER1 staff 170 Jan 4 18:00 v
USER1-M-902T:yang-explorer USER1$

BETXR, EEPEEFE A (aptop) LW EMRLRBRTIFAT , ITEXRINGS , B MHSEEMEN
WER R AR FGUIE R example.py X4 FF k4R ER T o AN (ESHA L —30 , MHEX K
23N A2 R GUIA K Pythonfii#x ) o

USER1-M-902T:yang-explorer USER1$ pip install I1xml ncclient
Collecting Txml

Downloading Txm1-3.7.2.tar.gz (3.8MB)

100% | SRR | - M8 328KB/s

Collecting ncclient

Downloading ncclient-0.5.3.tar.gz (63kB)

100% | NEEEEEEEERR,  71kB 3.5MB/s

Requirement already satisfied: setuptools>0.6 in /Library/Frameworks/Python.framework/Versions/2.7/11ib
Collecting paramiko>=1.15.0 (from ncclient)

Downloading paramiko-2.1.1-py2.py3-none-any.whl (172kB)

100% | SN, | 174kB 3.1MB/s

Collecting six (from ncclient)

Using cached six-1.10.0-py2.py3-none-any.whl

Collecting cryptography>=1.1 (from paramiko>=1.15.0->ncclient)

Using cached cryptography-1.7.2-cp27-cp27m-macosx_10_6_intel.whl
Collecting pyasnl>=0.1.7 (from paramiko>=1.15.0->ncclient)

Using cached pyasnl-0.1.9-py2.py3-none-any.whl

Collecting cffi>=1.4.1 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached cffi-1.9.1-cp27-cp27m-macosx_10_10_intel.whl

Collecting enum34 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached enum34-1.1.6-py2-none-any.whl



Collecting ipaddress (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached ipaddress-1.0.18-py2-none-any.whl

Collecting idna>=2.0 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached idna-2.2-py2.py3-none-any.whl

Collecting pycparser (from cffi>=1.4.1->cryptography>=1.1->paramiko>=1.15.0->ncclient)

Downloading pycparser-2.17.tar.gz (231kB)

100% | I | 2:5kB 2.6MB/s

Installing collected packages: 1xml, six, pycparser, cffi, pyasnl, enum34, ipaddress, idna, cryptograp
Running setup.py install for 1xml ... -

done
Running setup.py install for pycparser ... done
Running setup.py install for ncclient ... done

Successfully installed cffi-1.9.1 cryptography-1.7.2 enum34-1.1.6 idna-2.2 ipaddress-1.0.18 1xml1-3.7.2
USER1-M-902T:yang-explorer USER1$

2% B TCPI% A830(netconf-ssh) XY IPH# 41k 5 172.16.167.174 /9 Catalyst 38503 1TPythonfif
ZRexample.py , A &/05 Aciscol/ciscol, Catalyst 3850 QEFEEFLA ( LiDANBE ) £iE
RPC R%& , & save-config REMRIH,

USER1-M-902T:yang-explorer USER1$ python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:bas
</result>
</rpc-reply>

USER1-M-902T:yang-explorer USER1

LA R#EIZ1T Python M7 example.py X # 2 5 {THY Catalyst 3850 CLI RE , Z{TEZXH 2
ETREBEREDEIEE. BT save-config NETCONF/YANG 24ER I , TL#E shutdown B H &
RTEE D GigabitEthernet1/0/10 BE{TELEF S ELE F.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!

interface GigabitEthernetl/0/10
shutdown

end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10

shutdown

|

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
|

interface GigabitEthernetl/0/13
!
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NETCONF thiXEX T —47 NETCONF BF ik ( EHREBEE S [EicAHMN] ) MRFZH[gE
(Catalyst 3850) L#J NETCONF 3R BB IRENES . A NETCONF 2ESHE -

<get>, <get-config>, <edit-config> F <rpc>

NETCONF JHERN BN B A MEARFIRA4H YANG BIEEREE L. NETCONF & im MRS 2R
B &% RPC #1TRE,

WMRNETCONFEEMNRXBHIR , HEHENBTEFRBENENYANCHIERE i E LA U
, Mig % EWNETCONF R S5 25 Al sE 2 IR ERPCH iR,

<error-type>application</error-type>

XL RPC iR HTRAR NETCONF #OARIHE  MRERIEFWEEZHIITRSH[IZR LXK
B YANG BIEEE R FNRE, AP XNEFERSHIZRZ LSRN YANG BUEER | UEE
HERSBIXEE RN ER,

RPC 4&i% R4l

EAFIG | FRTFEREORR janaift:fastEtherFX SRAEK YANG 1 = M <edit-config>
NETCONF RPC ;45 , LUi#id NETCONF % i%%| Catalyst 3850,
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<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:int
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">/interfaces/interface[name:

"Unsupported - val ue nust be ethernetCsnmacd or softwarelLoopback"</nc:error-nessage>

<nc:error-info>
<nc:bad-element>type</nc:bad-element>
</nc:error-info>
</nc:rpc-error>
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Hfth RPC R iREKE R

1.“ERFR” (BEESE ) RPC HIRNEHE

X2X <edit-config> 1ER# NETCONF £5iRWGRI, <error-tag>FRR ‘AT, MBIRHE , =17
datastore®y R %% 2518 % (Catalyst 3850)NETCONF X 5I E81E , LAt T EMITNETCONF <edit-
config>#R{E, XA FKRTANETCONF#EOSSI P H4EE, R NETCONF &/ infE NETCONF 21T
EEHEEFANSHBEAZRERSE , ERR2WEIL RPC R, NETCONFE iG] AE R
NETCONF edit-configii 8. HRBWITMNIRZRLSAEBRELUFNETCONFIZITHEFM 5 RE
|IOSdEL B RS at , B LAME bk 0fa B2,

MBR%S 25 (Catalyst 3850) XX EIEF ik ( EFEEFA [EIEAEK] ) B9 NETCONF MR,

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-error>
<error-type>application</error-type>
<error-tag>in-use</error-tag>
<error-severity>error</error-severity>
<error-app-tag>config-Tocked</error-app-tag>
<error-info>
<session-id>0</session-id>
</error-info>
</rpc-error>
</rpc-reply>

2. "BIRHRA"RPC iR NEHE



FEAREIF | HAREENIREEE OB Catalyst 38504 3% T <edit-config> RPC., BT LB E
Catalyst 3850 EAFEMNED , R REIRE T (iR,

<?xml version="1.0" encoding="utf-8"?7>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-errorx>
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity>
<error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:inte
<error-message xml:lang="en">/interfaces/interface[name="Loopbackl111']/type is not configured</er
<error-info>
<bad-element>type</bad-element>
</error-info>
</rpc-error>
</rpc-reply>

3. ROBIFEEE ' RPCHIREEHE

MR XfCatalyst 3850 LA FEMNHIBEBRER L HIER , RENAEHFEERPSIHEH X HER
, T AR %585 (Catalyst 3850) LAZE ER3E A R Bt 1T R, X 2R 2 FH TR,

52 2% - FFANETCONFIAEHECatalystik M BIEET, ESHRBEREETA (£
RAEAN ) B2,

<?xml version="1.0" encoding="utf-8"?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

4. "THE" RPCHIREIEHEE

EREEERT , BEYANGHEER  NETCONFEETRESEERNAR , BR |, iR% (Catalyst
3850)TCiESSMEE RN R, Y Catalyst 3850 A NETCONF # 0 10Sd &% 10Sd T 3& AL Th B
ANEERN , 540 NETCONF EEFHIREI4EEN RPC EiRMEA,

FEAH|F |, £ RPC JEE @ Catalyst 3850 K% 7 M BHEIEREHE bogus, KB Catalyst
3850 E’\JJ\*KEF' WEEIRMCR REL N, HBiRHE R Catalyst 3850 10S T T AN B RIERE
HETEMHRBEERN bogus , AAXTRENE.

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="6">
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-message xml:Tlang="en">inconsistent value: Device refused command "Togging buffered bogus" a
</rpc-error>



</rpc-reply>
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