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MGetting Started 7T # T Initial Setup Wizard,

@ .l rvassp-rv3asP engish ~ @ €@ @b
Getting Started
@ Status and Statistics
* Administration Use the following links to quickly configure your router.
£ System Configuration #% Launch Setup Wizard W Quick Access
@ WAN Initial Setup Wizard Upgrade Router Firmware
& LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
@ Routing
— £ Initial Configuration [shl Device Status
El VER Change Administrator Password System Summary
Configure WAN Settings VPN Status
& Security )
Configure USB Settings Port Statistics
Y QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License
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https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings
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Initial Setup Wizard

This Setup Wizard helps you install your Cisco router.
Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or

DSL modem) as described in Quick Start Guide.

N\

Next Cancel

HIR 3

LS REEWRBAREZENERSR, HTEECLBATE—K , FHEEHNexto

Initial Setup Wizard

Interface: WANT v
0 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detecled)

Cancel

e

T—1MNFRERENBHBRDEIPHEUIET, BFEEELZRPIEFREDHCP, £ Next,



Initial Setup Wizard

o 1. Welcome

o 2. Check Connection

3. Configure Router

Configure Router - Select Connection Type
Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

(G) Dynamic IP Address, or DHCP (Recummendedja

Static IP Address
PPPcE

PPTP (Common in Europe)

0O 0O O O

L2TP (Commeon in Europe)

Back

m Gance‘

e

REFRREBRERHBFBIERE. X—R[IIEFEE , RNCUEEE B ERPBREHHER
FRETEM ., & Time Zone , AR5 ¥ EHNext.

Initial Setup Wizard

o 1. Welcome

o 2. Check Connection

3. Configure Router

Configure Router - Set System Date and Time
Enter the router's time zone, date and time.

(T\me Zone:| (UTC -06:00) Central Time (US & Canada) v)

©® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Enter Date and Time

2020-11-17 = (yyyy-mm-dd)

185~ 41 ~ 05w~ (24hh:mm:ss)

Back Next Cancel
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BIEREIBAREHMACH L. BE , BFEARIAML.
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Initial Setup Wizard b

Configure Router - Set Router MAC Address
o 1 Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

Q 2. Check Connection ithere.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel

S|

T—ARFIEETINHE, EEHRKE T —F (MREE) .

Initial Setup Wizard -

Summary
o 1. Welcome Please review the following settings and ensure the data is correct

O 2. Check Connection
Connection Type: DHCP

& g oz MAC Address:  ectbd-1d:44:91:2a

Back Next Cancel

HIR 8
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Initial Setup Wizard

Enable Security - Set Router Password
O 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

Q 2. Check Connection
e 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel

& WIREEDisable Password Strength Enforcement, Ithi% I /b i S835% 1% {51 2 B 1 239 B2 63
, ZEEFEREE-2-3 , ETEERGERRE.
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

@ Routing
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VLAN Table

@

+ (&

Inter-

VLAN Device
& VLANID ¢ Name Routing Management [Pv4 Address/Mask
& 1 VLAN1 o 192.168.1.1/24
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BWAFTENESIPH , AEREA LARAPplY.

bt
VAN  Deacn

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
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Reboot

1£System Information XA |, AN FXEFRUTHEA :

- REHES — ETFRFINES,

 PID VID — B HBRAY ™~ mIDME R EID,

o HEEMRE — R&E EHENE TR E M

* Cisco.com LR H R RA — BRI L EREN SRR,
- B EREH — BidR L EXEAER B BAeE,

File Management

System Information

Device Model: R\V345P
PID VID: R\V345P PP
(Current Firmware Version: 1.0.03.15 )
Last Updated: 2019-Mar-22, 01:43:16 GMT
SR 2

f£Manual UpgradeZf4 T , B FHFirmware Imagef#itiZ4l , RiGEEFile Type,



Manual Upgrade

File Type: (@ Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O ciscocom ® PC O USB 5

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulelsle=sls0 The device will be automatically rebooted after the upgrade is complete.

S 3

f£Manual Upgrade Rl £ , |8k % Rcisco.com. BJLFMEAMIEIRN | BXRHITHEK
Eikﬁiﬂgjj_lio Jttﬂ*EEEM/L’\ﬂEA#F-F;‘ZIﬂﬁﬁ%%%ﬁﬂgﬂ'éﬁx#‘:o

R IBHIR R RIEE S InternetsR IELL FInternettf TR |, B FE Mcisco.comBF 1T FH R,
MBXEATE , B AERAKRBIER &I,

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC OUSB

O Reset all configurations/settings to factory defaults

B/ele[zlo[$M The device will be automatically rebooted after the upgrade is complete.

Download to USB

# FUpgrade,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From: @® cisco.com O PC O USB 3

O Reset all configurations/settings to factory defaults

U/els[zle[SM The device will be automatically rebooted after the upgrade is complete.

Download to USB

HI 5
HEWIANE O PR EYes ARER,

Confirm

A Are you sure you want to upgrade the firmware right now?

EHMSEZEBRTEMMZET, ARIEP , BRLFERUATHE,

e ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® i complete.

ARERE , FEE-—MEAED , BAEKARNEN S IRestarting , FEATITTTHULL
BREMENNE, 25, BFEH,



A\ Restarting

Please wait for 176 seconds...

HIR 6

EFNEFIETWebMWZARFURITIEAHASEHRBTEHAR , RARRIEREEE,
Current Firmware Version X I 7£ B & R ARG 0 B 4R A,

File Management

System Information

Device Model: RV345P
PID VID: RV345P-K9 V01
(Current Firmware \Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT

ERV345PR 5 AR LEE B EH
MFEFEEEE , MAXE , AENXEAARBEADERESREE N !
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MCheck Every TH IR |, iR BHBREEMIME,

Automatic Updates

(Check Every: | Week v) Check Now

Motify via:

O Email t Notifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.

SR 3

#ENotify viaXFH , EHPEmail to S EE LB 4K ERH. FIABERT , Admin GUIE L
EBATERARS , BEXEER. EFMATAGE , BANEREETWebMEEH,

MREBREEFHRHFRSIRRE |, FRHLRA THESE.

Automatic Updates

Check Every: | Week Check Now

MNotify via:

O Email t Notifications will not be sent unless an email server is configured.
mail to _ ) i
Click here to manage email server settings.

S 4

£Email to address= Ek A A BB T BR4F b 31k,
VBRI E I B FEpk |, MAREANABRFHRHR4E BBFL

Automatic Updates

Check Every: | Week w Check Now

MNotify via:

—_ ) _ : MNotifications will not be sent unless an email server is configured.
& Email to @gmail.com i . .
Click here to manage email server settings.

H]|5


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5473-configure-email-settings-on-the-rv34x-series-router.html

fEAutomatically Update X1 T |, P EBE AN EFHEXHHINotify EEE, EIME :

- REGEH — RBNEEEFRERF

- USBiA#IfR A EH — USBik AN REIEF R EF.
- Z2XE — XFEEApplication Controlf¥Z & , ATFiIRBIMA, BRBEH, BRERSK

%,
Automatic Updates

Check Every: | Week w Check Now

Motify via:

O Email to

Automatic Update

Motifications will not be sent unless an
Click here to manage email server setf

e
Motify |+ Update (hh:mm) = Status =
Systermn Firmware ™ MNever v | \ersion 1.0.03.20
USB Modem Firmware 4 Mewver v \ersion 1.0.00.02
security Signature 1 23:00 v | MNersion 2.0.0.001%
—‘
H}R6

MAutomatic Update THI 5k |, iEFRE5ERK B ) EHEY 2 ReJE. A LR A S R IGERE
MERREMF, R2XZRBITEINERNME LT, BUEEDPLEXANRERBE , 2

% R S5 £ 75 (2 BV B 8] R



1IN _
e il Rv345P-RV345P

Automatic Updates

Check Every: Week v Check Now

Notify via: 4

Never &

00:00
071:00
02:00
03:00
04:00
05:00
06:00
0/7:00
08:00

& Email to terizepnick@gmal] 09:00

Automatic Update

Notify &

10:00
11:00
12:00
13:00
14:00
15:00
16:00
1/7:00

r N

Lo

18:00 -

Systemn Firmware T4
USB Modem Firmware 4
Security Signature T
REERIHMEITHEHREHEZLER,

H|7

B & Apply.

Apply

Never w

N

Never w

23:00 v

Cancel
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Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licensas.

Customize your account to match your crganization.

Licensas are automatically added to your account when ordering.
Smart Accounts are required to use Smart Licensing.

II:'_.i' '\-\._\\' lr.._.r' -H"\\.\'
Get a Smart Account L Learn More ) L Mot Mow )

MREAREIHFHED , Bl aHOHAERKSOETE, BAEEEFEH
Cisco.comik F &EiF & %,

BREFERKPASRSIRNESHAER , BRdLA.



https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/zh_cn/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
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Smart Software Licensing s

Smart Software Licensing

Virtual Account: S Hide Alerts
By Namé
Manage | ¢
@
MREEEEKRS P EREFAE , BERRREHERSENE,
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https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
https://software.cisco.com/

<> C @

Cisco Software Central

v

Download & Upgrade

Software Download

Download new software or updates to your current software.

eDelivery
Get fast electronic fulfillment of software, licenses, and
documentation.

Product Upgrade Tool (PUT)
Order major upgrades to software such as unified
communications.

Upgradable Products
Browse a list of all available software updates.

HIR 2

® © @(https://software.cisco.com o

SITHIY
CISCO

&

Network Plug and Play

Plug and Play Connect
Device management through PnP Connect portal

Learn about Network Plug and Play
Training, documentation and videos

WAL AN B MEB AR FENERIKT . £ilog in.

w I

License

Traditional Licensing
Generate and manage PAK-based and other device licenses,
including demo licenses.

Smart Software Licensing e
Track and manage Smart Software Licenses.

Enterprise Agreements
Generate and manage licenses from Enterprise Agreements.
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CISCO

Log In to your account

Username or email

Password

Forgot password? 9

Log in 3

HI] 3

SMEBVEF>VAHE , ARIEENERKSPREIE TRVRIZERS AL, WREKRSE
5 HEF I | HE5ENERESEKREBRR,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports  Preferences | Satellites | Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... >
[] License Billing Purchased
B
e RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=

Family:
GATEWAY

e

ERBE=>EM, FEProduct Instance Registration Tokens T , #&HNew Token,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

s

£ & 7RSI M k8" (Create Registration Token)& 0, Virtual AccountX i & REFEH T 81
BEMTSENENKS, ZoEIMSENEL , TRATRE:

« U8 (Description)FERH , MATHHME—HE, EAXRED , MATZL2WANLE —
Webid i,

« fEExpire AfterF &/ | AN F1ZRI365K 2 HHIE, CiscoRB ULt FRIEIRN30K
BR , BAUREFEEREIZE,

- EMax, FERAXRBFRAA—ME , UEMNEEAZTHENRE, FERERSIRHEE
RAERARHEEH,

« & Allow export-controlled functionality on the products registered with this token& %
HE , SUE AEEUK P 7= @SRl SN S HEFITheE. MREFEATSHZEE TR
ATFHSHE , EEUEEPIHSIEE, NEFESHERTREN T ERALED, —LHO
RHEDEZINEERSHBNRSE. BUREPEEEN , X TEALSTEEMRN™m , X
EThae X RSl EAERITHERFSZ R0 TMITHULSE.

« B #iCreate Token®E KT hé.



Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: L ] . |

Description : |(secu rity license - web ﬂ\lering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

() |
The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) o

‘ Create Token ) Cancel

WIE , BERIERT mSSHLEM T .

Token Expiration Date Uses Export-Controlled Description Created By Actions

-— ItMGZiN.. B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions +

The token will be expired when either the expiration or the maximum uses is reached

HIR 6

BEHTRIPHEEKER BT EEHTEBR , HREE Efctr + o

(Press ctrl + ¢ to copy selected text to cﬁpboard.) 9

SR (WL )

f HiActions THIRE | EFECopy T EFIZIBIMEMR , HikFDownload... THATMNHE Y
TR AR EIA



Actions

& 0

Copy

Showin
Download...

Revoke...

SR8

S ZlLicense H HiF Registration Status:E 7~ ¥ Unregistered,License Authorization Status&
7~ 9 Evaluation Mode,

Smart Software Licensing Status

Configuration Wizards

s License Authorization Status: A% Evaluation Mode/ 81 days, 6 hours, 12 minutes, 16 seconds remaining )

Y QoS
Cegistration Status: A% Unregistered )e
L

1 Export-Controlled Functionality: Not Allowed

HI]9

£ finESystem Configuration > Time , # ¥ iECurrent Date and Timef TimeHTime Zone2 &
RIBEHNR X ERRR,



e, L :
e dulte Ry340-routera46751

Getting Started

Time
@ Status and Statistics

ﬁ T ( Current Date and Time: 2019- )
(Time Zone: f ) v
Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

HE 10

EfnE|License, BEERE LikRctrl + v , T ERoPEHIW T EMEN ZLicenselt T+ R HY
NARER, HiRegister,

Getting Started

&
=4 .
License
@ Status and Statistics
& Administration
ﬂn System Configuration © You are currently running in evaluation mode, to register an account
= Ensure this product has internet access.
Q WAN = Click here to access your Cisco Smart Account
« Navigate to the Virtual Account section which contains licenses.
& LAN - Generate and copy a token for the specific license to be applied to this device. e
= Paste the token into the box bellow.
A Routing - i ¥
&) Routing AE4LTE 1NicSMzUS%0A0DA4AMThBdFh O] )
N
B Firewall
VPN
S i . 4 i
Security BB Register | e Learn Mare about Smart Software Lic

QoS
Smart Software Licensing Status

a
T
F

Configuration Wizards Registration Status: , Unregistered

1 License Authorization Status i Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed

EMATREREILD . HIARZIRRRFAIERS R , BOEFZRME.

SR 11

WMiE , BNZELHINEMHARNEA ST AENRVI4SPRYIEHZSE. BRENIITEE
MEELWEEE, I, #iE7 LLE EIRegistration StatusE 7~ 3 Registered,License
Authorization Status& 7~ J3 Authorized,




r‘
@ Registeration completed successfully

S 12 (k)

E&EF T AiERegistration StatusBVEZiFHAEE , BFEH R FERegisterediAS L, R4
FERBETIEENFTEERES

License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensingﬁ
Smart Software Licensing Status

Registration Status: Registered

Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: | Registration Expire: 2020 10:55:01 j

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

« WHREM — WXERROEMF AIER B BT E
o T=RETZE — XEEREHIZ & TV AR B BAeTE .
o SEMEIE — WXEEREMBIEN B HMetE,

H}|13

fELicensel H Lt , ¥ Security-LicenseR S 2 & & RAuthorized, #83& 1] LA K fiChoose
LicenseZ 4l LAR iE Security-License 2 & E./8 Ao

MREHEMSRPEIEMEE , TREREMN R EHR.



Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable ¢ Name (Version) & Description % Count #
&~ Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

B 14 (Tikt )

ERIFF PRSI MEHFEUEEMTF AU , BREERIT I EERRET R ERE

I,

Refresh License State

omart Licensing Maﬂage Actions ~ '

2,

NEBARLELFTENTIILE , BFEEZTK T —E2 PSR,

Deregister

RV345P & H 28 EHIWebid iE

MEEIOX , ERALLBEAWeb LR, RBRAT  MEBSKSEAULTHE  LEEH
T A, $HIPREZBS.

£1F

EXETWebWIERAREF , ARFiEESecurity > Application Control > Web Filtering.



Application Statistics

Client Statistics

3 Web Filtering

HPR 2

IRFRTT BB



Web Filtering

Web Filtering: ® On O Off

H] 3

f HaddE R,

Web Filtering Policies

\+ (& T

J Policies =

e

% APolicy Name, DescriptionflEnable £i%4E,



Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: ¥

MEZHERBEBFLEATHRTRE , WIFER—KBEHN , BNENRLRECHKEAR , BT8R
BT E XA ANIhEE, £ Apply &R E,

H]|5

£ FWeb Reputation €& ELLZ A E FWebEE R 5| HITiE,

Web Reputation ™

RNERRFEMIERURLEE R E T WebFER5|HITIIR. WRSHIET40 , MusRFHFE L
o BETHARWebEERANESER , FEET L THEAES

HIR 6

MDevice Type THIFIZRAF , EEFIENHFE KR/ BIR,. —RRABRE—MET, &HA

o ANY — &R LI A g SR BE N A FER &

o BEL — BRI, BRENATESX (HlHIPRL£EHL )
o TTEN — EFITAEREENATITEN,

- Game_Console — & It I °] 1§ 5K B& B A Tl a2 &

« Media_Player — &% It I 7] ¥ 3% B& 1 |Media Player,

o B3 — ERNIM RN ATERE

 VoIP — &R LTV K B& B A T InternethMUiBE F 1R & o


/content/en/us/products/security/web-security-appliance/web_rep_index.html

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
0S Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ (£ W
H]|T

MOS Type FHIFIFR A | 1E£ZFREEROE F RV IRIER S (Operating System , 0S), —IXR R gk
B—NED, ‘WA -

« ANY — IFBNATEAXRENBRERSE, X2ERIANRE,
« Android — {5 B& B A T AndroidiR¥ER 4

« BlackBerry — {3 #% B A T Blackberry#ER St

o Linux — R EE M A FLinUuxRER S

« Mac_OS_X — {f§ K8 5 A FMac OS.

o Hftt —FREERATRIENRERS.

« Windows — fF R B& B A BlWindowsiEER 4

* i0S — UK BE R A FiOS OS,



Application:

Application List Table

Category =

Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
105

IP Group:

0S Type: ANY v

SR8

@ TRz E|Schedule® s , RAEEBRRFE BT RIIEIL



+ (£ W

O Type & Always On
ANYTIME
BUSINESS B
EVENINGHOURS
WORKHOURS
Schedule: Always On v
5% 9
A REER,

Application:

HP 10

FEFiltering Level3ld , REFRZFHAREE L KESMERENILIETEH. ETSES".
“FE, RMBENL . BEEATEAZTESD , THIEIESIEEARNZABTRINEE
MENLFRH. MEXNTRB[LEBER , A 2REBE TR,

o B — X2ERIAET, ETEAZE M,

« Moderate — E A LA AT S A“RA/RARAR", “IEE/ME" ML,

- B —BEkETBRARARBAE, WEARE, EL/AE, ITRRMEZE,
- BEN — RIFBRINVREUAA TP EXBTERS.



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

Web Filtering-Add/Edit Category Back

 Gee——
Filtering Web Content
Level
O Adult/Mature Content +
O High O Business/Investment +
© Moderate O Entertainment +
© Low O lllegal/Questionable +
© Custom O IT Resources +
SR 11

MAESRENMEANS, MREATHE-BorNESFARER  FREMSER.

Web Filtering-Add/Edit Category Back

Filtering [ Web Content

Level
O Adult/Mature Content +
O High O Business/Investment +
O Moderate 0 Entertainment +
© Low 0 lllegal/Questionable +
O Custom O IT Resources +
O Lifestyle/Culture +
O Other +
B Security +
\ J

S 12 (k)

EERFBEWebR B FRAIMULEA , AR HEXpandiZH,

Apply Back Restore to Default Categories

ST 13 (At )

& FHCollapse#T & TR B F i B,

Apply Back Restore to Default Categories Collapse




B 14 (A )

EMEMIARS , BEREREMIARS.

Apply Back Restore to Default Categories Collapse

HPR 15

B HApply AMREFEE , HIRE ZFilterTT HAMKEE R E,

Apply Cancel

ENAFIREK S, FREMESERIEENHEN FRIFEREZR,
SR 16 ( Wik )

H ik 2 EURL Lookup & /R i 3K #9 TT E 4% FH LE A 1B B 0H B

N URL Lookup:

Category: -

Reputation Score: --

Status: -
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
) Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)

FHEAT (L)

& F Applyo

Apply Cancel




HHR 18

BEXARFERE , BRIEH/ RFEERNHETEZR LSHEREFER.

S 19 (Wit )

ERUEMEHURLE S EHOTIEHPELE | F/E3IWebRI AR SE R WaFF T F — MR+
BWACS HFE SR N RELREE

EARFIH | FAER T www.facebook.coms



http://www.facebook.com/

= C ff [ https://www.facebook.com

:3° Apps TR Cisco Small Business

ol I sl | 1, Access to the requested page has been blocked.
CiIsco Web page: https://www.facebook.com
Category: Social Network

Please click here 1f vou think there has been an error

OK

IIE | BRIZEALERV345PEEHEE ERINELE T WebldiE, ATZEFEARVE £ IFAER 1T
MELE , R EAEEREEUmbrella, MRIEEEEUmbrella , Fadiltil, NMREERH
HEZeM  BEHHEKFET—T,

R HEBR

MREMRTHEILE , BEF2EREELMKS R, WAERMER

1. BREZLWEE , BRMNHITHRE,
2. BREARRA , RV ELHEEEISEEKR.

BRERT , SUTLXRY , BROREIXIMTHO , RNFENCREHL 1 57
RABMEHRE , HBELRHLUR FEBANEE.

FREER BERER
FAERR SR AEMRE |, MBI B F iR RIEL R,

BREEITRERES LUREREREZLHEEATRIRGIERS .
ERIKFFANER BNRESBRTHREEFHART , MESRNVARKE, MRETR

H A BE TRBEBRE , JUEANTEE,
REERE

—BERE TSR, IEERTHER , BEWCENREREERBREETNR.
ETHREFEBEMENTSRIE , BSHAUATRE T HREE T ENRERSEE,

« Windows & O RA
« MAC
* iPhone/iPad



umbrella-rv-branch-license-optional
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289

- RE
Umbrella RV% X i FJiE ( AJIE )
Umbrella@ BRHEHHN — MR EFEERNZLE LA,

UmbrellaE =R ETHIITEFZERZEHRHES. NREMEBEEZERBAEUmbrella® XM
FPE (B A i O F A B,

Umbrellaff ADNSER B EEE . HAFEHEN K[/ E P AURLHIZEnterst

, Umbrellaff 2 5%, iZURLA&E#EZIUmbrellafDNSHEHTES | IR LS B4 Bigx Bk

, MAER&MAIE, SLENBEEHANOMERPATE , JLFFSEMIER, ENHEEA
BEMNES , RESHRAKT{Z/DNSER, YXEHELLFER , ELEEERNEX
Bgsk |, AT ERG A RRMETEN, BXFMAERE , FSRERNNRABR . TREEK
. BERAR, MENHENRNRE TEMBENHE,

5 [E Cisco Umbrella T R 1E H 02K, MBLETE MRS |, BELLOEF R , HE
A ZEEUmbrellasz 351% 10

15

B FIEHUmbrellatk P j& , MDashboard R & R diAdmin > APl Keys,


https://support.google.com/android/answer/9075928?hl=en
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/

Cisco Umbrella

I:. _.:"'-,."‘-; !".1,-, l.::f".-'-,.'
:-.LF' .f § — &
)eployments

FOlCIes

Reportng

Admin

Accounts

User Holes

Log Management

Authenticalion

bypass Users

pypass Lodes




APIZARBNZN (FATMEEENAPIZESR )

1. WINAPIZ4] — B tIEFH B U SUmbrella APIBL S R
2. fiEE —mT/ELBES , HRHERBENERER.

. PEH —SERKFAUENMERANSE. (ECBRBHARER)
4. TEHXHN — BEEESEANH 2PN EBERBUMbrelladh =3 #,

B2

B HA EAMWAID APl KeyiZHl , =¥ FCreate API Keyiz#ll, BEIHEEAENE,

Cisco Umbrella

il Ao ( (+] J
e cisco AP| KEVS @ i

The APl dashboard can generate authentication for two types of integraticn. A key and secret are generated for
access to the Umbrella Network Devices APL. The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Contraller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generaled any APl keys vel

Documentation Our Legacy APIs Investigate

LtHENFFREREEE - RIT T RERBINRARRL

HW3

% Umbrella Network Devices , &G ¥ §iCreatei?4l,



What S_hould this AP| do? (1]

@ Umbrella Network Devices
To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

(O  Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

CANCEL

e

HAXAREERS (MIEER ) |, RESRTAPIFIAPI Secret Key A MK copy icon , 3% H I8 A
WA CEHEBEER, —X—NFENZANAPIZAME R AG |, HIFiEEMRAF
ksE, EARHIH | HEZL R “Umbrella network devices key’s Rfa , X AXHRERRE
& , MEAERERWIFE,

- ®

cisco AP\ Ke\jS (i ] Create

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices API generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:

Legacy Network Devices

. Key: Created:
Umbrella Network Devices - it I

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella frem the device and vice versa.

Your Key: f64 fh

Your Secret: 895 @

O To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

“J|Umbrella keys - Notepad = m} X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895




s

FRANBRPEH T RENVER , MUmbrella APIRERE HERELBIATRIGR EERAWN
Wik , AR E L ClosetZ .,

( To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

2 Beck out the documentation for step by step instructions.

DELETE

MRERIESNMBRT ZH  WRERBIXGSHARBRAMERLERHA, MREX , £F
EMRER , ANEFLEEAUmbrellafRIFNE S REZEFRFHNAPIZS.

£RV345P L EUmbrella
WME , BAELEUmbrellal S TAPIZ4 |, BA LUIX L RA L RBIBHRVI45P £,
£1%5

BERFIRV345PEE ARG , £ MRS P HYSecurity > Umbrella,



@2 Routing

Firewall

=] VPN

)e

Application Statistics

Client Statistics
Application Control

Web Filtering

(ontant Filtaerino



SR 2

Umbrella APIREE S —R 5% |, @ S tEnable £ EFF 288 HUmbrella,

Cisco Umbrella m

Advanced Configuration

S 3 (Tt )

ZRIAER T , £ #Block LAN DNS QueriestE, ItINRERIAEERHEEHES B3 SIE 7 R 2 F
5|&k , MNMBEIEDNSHRE 7 Hinternet, ttIhaEsRFIFT B EHE R IERBEIRVI45P , I AZH
APXRiER—NFEE,

TR 4

T—SERBARNER. SINFERTEARNEZZE, MREFEHADYNDNSTHNoIPEF RS

, MRBBRIAT B HE“Network’s, BEEEFIXLEKF | BUIBRUmbrellafE RIE R i 51X
EREH#ITRE, HFRIMNNVEH , BIKRB T RNEZIRR , BRI S EERIBE LR,

Cisco Umbrella



# #FGetting Started,

Cisco Umbrella m Concel

Cincg Lembendia in 3 clouc sascunity platicrm thal prosdces S fre ling of deferas againgd Teegis On The ndemat whsmes v g
With & LimSrala scocur], T nlagraicn will nindpanenslly Blindepd UAS qudeind and iedinect am 1 Usbielli

E i
Boewsn AN DS auary

mikrnila FEoard, vou tan tresle policen o diflsrent denblian
I i Lt " AT S T AL ey

MT:E' &5 T TNy boennimy | Peeferes, oF pessilaids o e Liminedy subacronion |

HIR 6

Gy N®

TENAAE 8 AAPIZA MBS,

HUREBES AEXREER | MIREAJFIMIRTEZSR , WRARYIXFSHAHARURR
#EH, RIWE K BRERE, NREX , EEERERER , ANEFELAUmbrellaR
B8 8RB EMRIGFAAPIZH,

Enter Credentials

ey, [ Curreant key |

Sacret: l Current secret J
e

* Gio to Cisco Umbrella, copy/paste the KeyfSecret from admin=AP| Keys pages

e

WAAPIFIZARE |, B ENextizd,



Enter Credentials

Key:

Secret;

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API Keys page.

HIR 8

ET—1MEFT , ARESKARKEKNALR, £d Nexto



Select An Organization

Organization Table

Name %

o (O (CiscoD

HI]9

EEENATRVI4SPHEBNREN K. NTASHAS , MARBFRHEBNESTE

o



Select Policies

Policies Table

& Name &

o (,IT( Default Policy )

HE] 10

NREBEEEEH , WEAUEUmbrellaffR FFIEEZIRE. ERIMNVREF , RIVFEHGER
RV345P-Lab,

Enter Device Info

Device Name:[ RV345P-Lab U

2]




SR 11

BYXREE , T—MNRENRIEFMEREHFRHER. Click OK.

Success

Register... Success

Associating policies... Success

1IN

BHEE | BWIMEZ BICisco Umbrellafi R, E-2AR ? BMBE — N RABITHARE
,(BRENMEUERT /AN, ZNEEATERAEMBAREEER DR, 25 ER
% 2512 dh 82 A https:/InternetBadGuys.com.

WRUmbrellafil EEH , EAERLCTHHNRE.

SECLIRTY THREAT DETESTED ANT X =}

e @ sinkhole-umbrellagiscocom/dient ip Sy - phishiu-u oo @ @ | Q Search mwom =

|I|I|I|Io
cCisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser.

Malware protection has shifted from the endpoint, deeper into the network, in order o cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Securty Business Group have jointly rolled out Umbrella protection for Cisco's carporate DNS infrastructure. This service will
block access to hostnames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, gpen & case providing the following information

= Text or screenshot of the corresponding debug information below
+ Business justification for use of the website

Block Reason: Umbralla DNS Block

Date: July 26, 2018

Time; 22:58:17

Host Requested: Mot Found

URL Requested: Not Found

Glient IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84, rv.61.0) Gecka/20100101 Firefox/81.0
Request Method: GET



https://internetbadguys.com/
https://internetbadguys.com/

HAtb R £ 1%

BREBOBANMERZRTAANEL HEZRZEE  MNMiIZERZBNHEME ? £
XHERT , F—AMAGEVIRIEEEE | Z¥RLSAFEVEASEWIPFTIMACH 1t
BEEERETEHS, BXEA , H5HERVIIXRYEHES FEEIPREF

VPNi& i

R E ARG (VPN)EZATAFBIAHIHAZME (Fltlinternet ) TilR, RIEFMEEWK
B AMSHHE  BNEBRZSEEIREMEEMIRE , URFPETAMZRERTR,

VPNBRE AR —NAEMSE , FRAMNZBNERRITIZS M EERE, NRADPLNEXRZER
VPNiE# , RAEER IFREDAE , HEXRERTFMIIARIEE AMNE,

VPNAWZRENEM TR —ABME #1217, BRHEFRSIFS0MEE. ERAREE
AT InternetiE /5 , AILAEMBBRNL IR 2 BRI VPNIERE, VPNEFimT KB TVPNEE
B IRE T AR MiE L,

MRETFAEBNPNRASENER , HFEFER S VPNEDAFI SRR,

AnyConnect VPN2 A Bl E5FE F 5l H Y — % #FCisco VPN = . BRAXZFE=HER
B~ m , B¥EGreenBowMShrew Soft, BAI=EHTIESENHIEERN, NREBENEZ
NEEXEFENXE  SNZBEREF=ZALUIREXE.

MREFTEREVPN , IR HERET -2,

VPN {&i%

BE , YBEXEZSNEEGHERBInternetE N E IR |, 55 BB H 1M & it 3R
(NAT) AT & IPH#Eit, B2 , 23X 2BRE MM (PPTP)M BB M iHil 2 £ (IPsec)VPNF 1%
NAT, XFEVPNEEEINEEH AR S, VPNEE AL R 1FME D I8 B 238 VPN E iR
4 VPN EB T I B B85 EEBIVPNL IR, VPNEB{X 2 1FPPTPHIPsec VPNIET
Internet ( M\VPNEFIRERE ) , RARFRZEVPNNX, INAEE R FXIENATHRERH
=l

RINBERT , BHEIPsec, PPTPHIL2TPER, MREEEFRARBXLRE |, FEHFEVPN >
VPNEE&E, BEEEEFHFE,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Passthrough
. g

VPN Status

IPSec Passthrough: & Enable
IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

{# A Cisco AnyConnectE JLME R -

. B2 BREENERE

AN RS M N KK

. AIMNBEERZSIREASA) B RHEHBEREDE
. A E SR AT EEN

BTEE
 XEEBRRIMLR S (IPsec) MR £ EEFRE(SSL)

. X #InternetZ4A X MRZ<2.0(IKEV2.0) Y

~No b WON -

£RV345P LBt EAnyConnect SSL VPN

1%



R HESE TWebH S 2 F Hi%#¥E VPN > SSL VPN,



VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server

LZ2TP Server

GRE Tunnel



BHOon# kR LLE B Cisco SSL VPNARS 88,

NIl _
e il Ry345P-RV345P

SSL VPN

General Configuration

Cisco SSL VPN Server: ® On O Off

RBHIMXIRE
1%

UTRERERLER :

1. NTRIFIRAFIEFEMCED, is A TEESSL VPNRREEZERE, ENTIE
: WAN1, WAN2, USB1, USB2

2. £ Gateway PortZER i A FSSL VPNRX Wik A& | SEE 7 1E65535,

3. N\ T HLHI 3K H % R1E 5 X (Certificate File)o MIEHBIT =R EESSL VPNBEIE 175 9] X £%
HRNAPHITEHARIE. THIRSESRINEPBNSANIESR,

4. EEPFImt it FE P ART P imit A P, BN R 2 EAZBEVPNE P IRH
|Pih 11t ST o

FRIPit ST B N 523 M 45 AR IPi it B8

5. N T H1 %15k Fi1%EE Client Netmasko
6. #£Client DomainFERF M AR FiniE B, X2MH#EIEFSSL VPNEFIRNIEE .
7. #ZLogin BannerFBHH A E RABZBFIFEN AR, XREFHBXERNE ROIRE

o



Mandatory Gateway Settings

Gateway Interface: WANT
Gateway Port: 8443
Certificate File: Default
Client Address Pool: 192.168.0.0
Client Netmask:
Client Domain: yourdomain.com

Login Banner: Welcome to WideDomain!

HIR 2

B & Apply.

Apply Cancel

AEMXIRE



1%
TEEIRIE R WIER :

1. 8 A F60%EI864002 B ZE REBAIE ( AW NEBNAL ) o IXESSL VPN F A LAMREFZE
PR B9 FF £2 Bt D

2. #£Session Timeout ( 2FH#R ) FEHP , A —PMUWFENVNNE, X2EHEHTML
(TCP)= A P BIE R M (UDP) & & E B E R 22 R At Bl 2 RV at e, SEEIM 60 &
1209600,

3. 7Z£ClientDPD TimeoutZ & AN FOZEI36002 BME ( AR EN ) . EKEEEH
KIZHELLO/ACKIE E AR EVPNBZE FIRZS . A1EVPNRZIE B 7 % /3 F L ThEE .

4. £ GatewayDPD Timeout=ZEXHH# AN FOFI3600 2 BIKIE ( AW REN ) . WWEEE
EH ZIZHELLO/ACKIE E LA BEVPNRRE VRS . SEVPNRZE K # ik /3 A b Ihiee

5. TEKeep AliveFE A A — NN TFOZI600Z B HE ( AR REN ) . LINEEATHREFEZREN
AR ERE Internet, MREHWEFR , ERHEHENEILVPNIEE,

6. f£Lease DurationF E& i A EiEZM RS E N LR EE ( AW NENM ) . SBEM 600
£ 1209600,

7. MATBEMERENBIEIR N (LFTRENMN ) . SBEM 576 E 1406,

8. 7ERekey Interval = Bt H i A P 4K (B FEAT Al . RekeyZhBE R FSSLEAERER I GEH
hE. SEEM 0 E 43200,

Optional Gateway Settings

ldle Timeout: 3000 sec. (Range: 60-86400)
Session Timeout: B0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout: 360 sec. (Range: 0-3600)

Keep Alive: 40 sec. (Range: 0-600)

Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 hytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)

HIR 2



B & Applys

Apply Cancel

[
15

R ifiGroup Policiesit I,

SSL VPN

General Configuration Group Policies

HIR 2

KRidESSL VPN Group Table T #yadd B AR LR IN4H SR BE o



SSL VPN

L

I'.._.I - B N e
IH_F'IH_II'\_-I-_-I I-.-I'«_-I L= :

ool VPN Group Table

=k

) Policy Name =

L SSLVPMDefaultPolicy

SSL VPNARFE REZF LWARREIIR, BETUREIRPHOE—NHEZEKRE , BNH
SSLVPNDefaultPolicy, XR21& % BHEHERIAKRE,

HIR 3

. 7EPolicy Name = E& H i A S8 1Y B 1% SR BE & o
ERUHNFERDHATEDNSHIPHIL, BRIAMERT , Ci24tthIPHt,

(k) ERENFZERTH ABBIDNSHIPHL, XIFEEDNSEK LB ER HEZ D
(Wi ) ERUENFEDE AZWINSHIPH# I,

(Wi ) ERMENFERPE ARBIWINSHIPH L,

(TR ) EHAFBRPRARKNIRE,

o O WN -



SSLVPN Group Policy - Add/Edit
Basic Settings

FPolicy Mame: Group 1 Policy
Primary DNS: 192.168.1.1
secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1

secondary WINS] L 192.168.1.2

o Group policy with split tunnel
Description:
A

S 4 (it )

R #EIEZHIEIZEIE Proxy Policy ( IERE R ) , BAUS FAMicrosoft Internet
Explorer(MSIE){X & BRE I VPNPEE, EWE :

« T— ATNBERFFEARERE,

- Bz — ATFRKEEIRVRIEIRE,

 Bypass-local — AR HASRESTEREAS LERENKERE,
- BEE2H — ZAMSIERERE.



IE Proxy Settings

IE Proxy Policy: O None O Auto O Bypass-local (E} Disahled)

HES5 (k)

f£Split Tunneling SettingsX1gi# , i%&FEnable Split TunnelingE &4 , LA FLKRMBZEF R
B R EInternetRE KA FlInternet. TLMBESFAEREREILIRRE , REFHH
BEEBEFRRIR , NTEBRE L ML EWebif [ B &,

Split Tunneling Settings

' Enable Split Tunneling

H6 ((AE)

MR EBRALERN AP ERBEN S8R ERRAE.
®) Include Traffic O Exclude Traffic

S|

F£Split Network Tabled , Rifiadd iconBA7R Nz 2 B &6 7.



oplit Network Table

Da s

IF =



Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection ® Include Traffic O Exclude Traffic

Split Network Table

+ (£ W

& IP =

™ (192.168.1.0 |

HI]9

EHFODNSKH , KfaddEFR LRI 5 DNSHIS,



Split DNS Table

(HE 6

] Domain =



Split DNS Table

+ (& W

M Domain =

WideDomam.com

BRINBRT |, BEEHBRMT 2N AnyConnect RS8R F i, XEWRE , — BE#HAnyConnect®
PRSP TIE | 83 AT BUSAE T ELAERV340 R 5 2% i1 88 I A 22 17 2N VPN BRI

fBIME 2 , RVMSPEHBAZTEGF L , BEFfEEFR IR FEIF Tk, AnyConnect® ik
WA AT SENBE P IRERHEVPNRE,

T —EF 2 ¥ B A IRENE - ¥ 1 AT

AnyConnect®zh & F i

VPNEFIHREEEEIZENENITEN L ZRHASTWERYE, EFHRRGNIEELRE S
MEVPNIRSESBMWEEME , flPibit M S HRIEER. LEARIEEESFEATMELRE
WAFENMAZERH. BETEENRNENYEMNE , VPNEF KB ITUREHRE., R
FAVPNEREENTARMNENRAINE , BESZEXTER,

Cisco AnyConnectZ £ B EFine — RGN ARERF , AT EEIETSMRERENEL
BETI/EMVPN, WRHENARFEERAFAUARELHES —IMNENZERR , REBERE
BEIHME—#,



M EHEEM HEE T AnyConnect/g , & i o] AR R/ o] B i iJiE s E R HEs 25
AliE , F—$2F AN B ZIRE,

T 3% VF AT E

BATMNEN BRI EREE R ERNSERAELAEEFTTUE, 1TMFaTUERT | BT
name@domain.comfI X IR R BRI E gEtk FIDEIFID,

MREZABREREFRSENRF , BAILELLL RS -1

EREARXE , LT mSKUT AT 25 MBES ML= iFaliE, EFE , Cisco
AnyConnecti] 115 BLR K AnyConnect® i i AT UEE B H AR |, B 5 H# 7= @mIDF =
TEDNENREER,

BEE , HEYHMAnyConnect®E FiwiF AlIE = MSKURMHAR A1 EMNGFTIE , HAZELE
EWR25MNF T, EATRVI40RIIBHBNEHMTRSKUEEETRNITARS , 1T
iR

+ LS-AC-PLS-1Y-S1 - 1% HiCisco AnyConnect PlusZ f= i i AT il

+ LS-AC-PLS-3Y-S1 — 3% Cisco AnyConnect Plus% F° i 1 Al ik

+ LS-AC-PLS-5Y-S1 — 5% Cisco AnyConnect Plus% F° i 1 Al ik

« LS-AC-PLS-P-25-S - 25# % Cisco AnyConnect Plus7K A & F i 1F AT iE
+ LS-AC-PLS-P-50-S - 504 % Cisco AnyConnect PlusZk A & F i i wJ ik

ERmRER

HENEFIRIREATHEP TR, SR HERIES T84

+ Windows:Windowsit & #l t #9AnyConnect

« Mac : £Mac.t %% AnyConnect,

« Ubuntu Desktop : #EUbuntu Desktop_t % % #1{& F§ AnyConnect

« WMREERRBZ , AT LA E Gather Information for Basic Troubleshooting on Cisco
AnyConnect Secure Mobility Client Errors,

B I AnyConnect VPNIE
ET1E

& FHAnyConnect Secure Mobility ClientB 47,


mailto:name@domain.com
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

HPR 2

FEAnyConnect Secure Mobility Client&§ O , S AMXIPH#ut MM Xiw OS5 , AES5())2F
, AR5 ¥ & Connect.,

|

K EON ) AnyConnect 1T
Secure Mobility Client cISCO

JE——— |
f @ VPN:
' 1 Ready to connect.
— —
e 10.10,10.1:8443 M Connect

RGN EREREEERRZTEMNE.



]
! - ™

@ VPN:

Contacting 10.10.10.1:8443.

|a—a-\.\_|.--\.|.:.lala-_. L
L 0 L SN T g

HIR 3
EZEENFZRIFMALHRSF[ATBNED , AFEHOK,

Please enter your username and password.

Username: Group1 user

conel

e

—BEIVEE  REMSEREZEE, 235 Accept,



Cisco AnyConnect - Banner

Welcome to WideDomain!

AnyConnect®& A B E R 1 REMEHNVPNEZER TR Y.

AnyConnect ST
Secure Mobility Client CJISCO

’_0 VPN:

Connected to 10.10.10.1:8443. .

~ Disconnect

IPv4

00:03:49

MR E A AnyConnect VPN |, AT Ak HAVPNIE I H B T =17,

Shrew# 4 VPN

IPsec VPNAEBETZL EBRM LR MBZBEERLZ £ IRFUZE R IR, RVI4XRFIHERFHA
#EIPsec VPNARSS 8% , x#FShrew Soft VPNE i, A TN AUME B HBNERRES
i, BRI SVPNRYEE,



BRIA X #FEShrew Soft, AXRFINATEREMN, MREEFEHShrew SoftiTBE|RE |, F5
AR UK B X,

O LAELL T B FEE&FTRAH Shrew Soft VPNZE F Uit Fi 44
: https://www.shrew.net/download/vpn

ERV345P R 51 3% 85 L Bt i Shrew Soft
B, RIS ERV345P LE B & A i 235 S VPN,
£15

S/ ZE|VPN > Client-to-Site,


https://www.shrew.net/download/vpn

E~ )@

VPN Status
IPSec Profiles

Site-to-5Site

(cenese )@

ANINE P v 2 v RVPNEC & XX A o

HIR 2




Client to Site Cancel
I c Client-to-Site Tunnels ~

IPSex
¢
0O Gr

HI]3

1% $ECisco VPN Clienti&Im

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

e

£ EnablefESAUBSEVPNE P IRELE X M. HAVEFE EGroup Name , #EEWANED | A
Ja % APre-shared Key,

B EE Group Name#l Pre-shared Key , M EUGEREE P imit £ A,



Enable: B
Interface: WANT “

IKE Authentication Method

® Pre-shared Key:

Minimum Pre-shared Key Complexity: [J Enable
Show Pre-shared Key: J Enable

O Certificate:

HI]5

grrgRAFARER, XRATHARR EHUser Group , BRAIMANE#ITRE. BR
Modei & Client. I AZ S IRLANRYMSERE . FRATFEM172.16.10.1%1172.16.10.10,

WEENEAMEPETCUERERNE—FM,

User Group:
User Group Table

O Group Name =%

Mode: O NEM

Pool Range for Client LAN

Start IP: l 172.16.10.1 I
End IP: I 172.16.10.10) I
SR 6

B BNEEENEERE. UTREMNHEANRE

EDNSHRS 2% | MREBNEBDNSIRS R HABEEAINEEDNSIRSS 27 | AIFE LAl A
o BN, BIAREHRV345P LAN IPtbsit, FEAHIH , BRATFEARINME.
- DEIRRE  EPUEASERRE. XATEEBLRENEIVPNRERE, EAHF , &



RER 2 BIREE
- FORBER  MAVPNEF B VPNEARGRIKIMNE, ARHIEHARV345P LANK
o

Mode Configuration

Primary DNS Server: l 192.168.1.1 I

Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel: 4

Split Tunnel Table

+ @ w
& IP Address # Netmask %
& [182.168.1.0 1 1255.255.255.0| 1

S|

B FSavels , BT LATEIPsec Client-to-Site Groups¥l & #1 & BB & X4,

Client to Site

IPSec Client-to-Site Tunnels

+ 7
O Group/Tunnel Name % WAN Interface = Authentication Method ¥
O Clients WAN1 Pre-shared Key

Bt iEUser Group LA FXIVPNZE Fim A P # T H A KiIE. 7£System Configuration > User
Groups T , RTNSEFROFINAF A,



Status and Statistics

Administration

System

Tirme

Log

Email

User Accounts

HE]9

A H B

Overview

Group Name:

HP 10

User Groups

User Groups Table
U Group # Web Login/METCONF/RESTCONF =
admin Admin
I guest Dizabled

f£Services > EzVPN/third Party T , 2 5 AddRf bt A 7 4A 4532 2 2 B B & BV Client-to-Site

Profile,



Add Feature List

SR 11

BRI TE N %2 TEEZVPN/E 375 1y 51 & # & Z|Client-to-Site Group Name,

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ W

0 # S GroupName =

1 Clients



SR 12

HApply AP AEESR , R EUser GroupsHIRFERZA/E , AR RHMAFEAFSZH
BENEFRIEREEXH —EEM.

User Groups
LUser Groups Tabde

1 Greup = Wb Login/METCONF/RESTCONF £ S25-VPN 2 EXVPNIZrd Party =

e Preaties -
x 5 . L
TN AACNTEN el ] Lhsnbencd

HWR 13

#£ System Configuration > User Accounts P ECEFAF . 2HNSEBRLIEFAS

Local Users

Local User Membership List

O #%  UserName 5 Group ™ =
cisco admin
Z guest guest

* Should hawve at least one account in the ® admin® group

HPR 14

WMAFTNRAFBNHHD, BiIEGroupBRENERIFEENKTAF A, SRS ETAPPlY.



User Accounts

Add User Account

Lser Mame VRNUSEr

Mew Password e . ( Range: 0 - 127 )
MNew Password Confrm | soven .

Group VPN "

HR] 15

MAPRERERASSIRF,

Local Users

Local User Membership List

+ @ 0 &

O #+% User Name = Group* =
L)1 CISCO admin

O 2 guest guest

0 3 vpnuser VPN

* Should have at least one account in the * admin® group

RV345PR 5B HERAVEC BRI A R, ET R , BFE EShrew Soft VPNE i

it E Shrew Soft VPNZ i



BHRITUA TSR,

1%

#TFFShrew Soft VPN Access Manager , A58 HAddSURINELE X . ZEHIHVPN Site
Configuration& O # , Bt &EGenerali£ I+ :

« ENBHIPHLU : FEAWAN IPHHE ( FRV3I4SPHIEHR )
« Auto Configuration : #%&#%Eike config pull
- EEEER  EFREARELGARSRM 2 B R ik

VPN Site Configuration
General | Client | Name Resalution | Authentication | P+ | »
Femote Host

Auto Configuration

Local Host
Adapter Mode

Address

Metmask

ke config pull -

V| Obtain Automaticalby

I Save Cancel

e



ELEClientit W+, EARHIAR , BIMNRE 7THRINRE,

VPN Site Configuration

General | Client | Mame Resolution

Authentication

Firewall Options

MAT Trawversal enahble

MAT Trawersal Fort

K.eep-alve packet rate

45010

15 Secs

IKE Fragmentation enahle

baximum packet zize

Cither Cptions

v | Enable Dead Peer Detection

v | Enable Client Login Banner

F40 E'_':,-"tES

v | Enable ISAKME Failure Motifications

= ave | | Cancel

SR 3

f£Name Resolution > DNSF , #&#Enable DNSE , Fi% Obtain Automatically4E.




VPN Site Configuration |i

General | Client | Mame Resolution | Authentication | P 4 | *

DMNE | wiNES

v | Enable DS v | Obtain Automatically

serser Address #1
serser Address #£7
merver Address #3

server Address #4

v | Dbtain Automatically

DS Suffix

ave | | Cancel

HIR 4

f£Name Resolution > WINSIETI+ T , £ Enable WINSHE , #{#Obtain AutomaticallyiE{R
kIR,



VPN Site Configuration

General | Client | Mame Resolution | Authentication | P 4
DM S Wl
v | Enable WINS v | Obtain Automatically
serser Address #1
serser Address #£7
o aE | | Cancel
$B|5

& T Authentication > Local Identity,

« FRIRRE  RRBRARRA
« RYPAIDFAE : WAERVI4SP LEEHNA R




VPN Site Configuration

General | Chient | Name Fl.iil:llui'uni Authentication | 4 | "_.

Authentication Method | Mutual PSK + Xauth -

Local Identity | Remate Identity | Cradentials

I. Save . Cancel

HIR 6
ESHRIE>TZRHFDB T, ERGF , RINRE TRIARE,

o PBRIREH : Pt
o MU FRFE ; <blank>
- FRLXINZEEENMUAE : EH



VPN Site Configuration

General | Chient

Name Fl.isnlm'uni' Authentication | P 4 1"

Authentication Method | Mutual PSK + Xauth -

Local Identity

ldentification Type

Addrass Sinng

EJEE a discoveared remole host address

Remote Identity | Cradentials |

I Save Cancel

H]|7

T£Authentication > Credentials T , BB THA :

- BORIERE  EERFGPSK +F RIEIE
- MAZE  MARVISPEFIREENHPEENTIHEZRH



VPN Site Configuration

General | Cient | Name Fl.iil:llui'uni Authentication |F 4 | "_.

Authentication Method || Mutual PSK + XAuth -

Local Idunigl Remote ldentiby Credentials

Sener Canificate Autorty File

Client Certificate File

Client Private Key File

HIR 8

A TFPhase 10+, EATHIF , RETHRINRE -

+ Exchange3R#! : B
« DHX# : 42

- EBEZE: B3

- HIEE: B3



VPN Site Configuration

Client | Mame Resolution | Authentication | Fhase1 | E 4
Froposal Farameters
Exchange Type aggressive -
DH Exchange group £ -
Cipher Algorithm auto -
Cipher Key Length ¥  Bits
Hash Algornthm auto -
Key Life Time limit obdll Secs
Key Life Data limit 0 Khytes
Enahle Check Foint Compatible Vendor 1D
SEve | | Cancel

H]|9

FEAB|H , Phase 21T FHRIAMERIFTE,

- RIREXL: B3

- HMACE% : B3

« PFS Exchange : E£H
- EREE:EEA




VPN Site Configuration w25

Name Resolution | Authentication | Phase 1| Phase 2 | [ 4
Froposal Farameters
Transtorm Algarithm auto -
Transform Keyw Length *  Bits
HiAAL Algorithm auto -
FFS Exchange disabled d
Compress Algarithm disabled d
Key Life Time limit A600 Secs
Key Life Data limit 0 Khytes
SEve | | Cancel

HE 10

X4 FPolicyit B+ R4 , RAMERALLTIRE :

- REEEMEF : B3
- HPHFAREXEK Bk
B REA N2 B R RRE - ik

BT &RAIERV345P LB & T Split-Tunneling , Rt A EEE A HITEE.



VPN Site Configuration
Authentication | Fhase 1 | Fhase 2| Pokcy Al

IFZEC Policy Confiquration

SGATTTC T r—

Emm Persistent Securty Associations
Ejuanpnm-gyﬁ.utnmuﬁmhrmTunmn
| Fiemote Metwork Resource

Add || Modity || Delete

FTRE , B Save (&RF) -

HER 11

MECHERZFNRIERE, £VPN Access Managerd , REE REEEEXH , AL
ConnectiZ4,



'Y VPN Access Manager

View Help

onnection Name - Host Name Authenticat...
€)192.168.75.113 192.168.75.113 mutual-psk...
S 12

£ HIMAVPN ConnectBE O/ | FAEERV345P £ 6] User Account®y ik i A
UsernamefPassword ( 13114 ) ., TR/ , £ dConnect,



# VPN Connect - 192.168.75.113 [l S

Connect i Hw]

config loaded for site "192.168.76.113

Credentals

Usemame Wvpnuser

Fassword esssssss
Ce=l =

KEBERTEERE, BNZEIREERA,

HPR 13



#) VPN Connect - 192.168.75.113 =i
Connect IHE’twﬂrh| %

local id configured -
remote id configured
pre-shared key configured
hnnglng up tunne!

11

tunnel anahbled

Credentials
Usgrmame Vpnuser

' Passward

Disconnect Cance

Eﬁtﬁﬂgqﬂl«XShrew Softhfl, HHFShrew Sot FRERI=m , IREBEERAIE , KR
WE=75,

H VP NE IR

W AEREAVPN, BXFAFEE , BREATEE

« fHGreenBow VPNE i 5RV34xZR 5B 25 12
. i:tRV34X§§|ﬁ$%t§ﬂ§l&&l'ﬂ5kaPNgF

. ERV34X%§I&%EH%H§3E E_B,z@m W& 4 (IPsec) & X #
- ERV34xE M FEBEL2TP WANZE

« FZERV34x.tFi & vh 5 F vk S VPN

RV345P3& a5 BV #M TR BiL i

EEVLAN ( @it )



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

FAELLBEM (VLAN) , BAILUSFEM (LAN) B3R 2N FEN S EE, E8R38ETaE
AEMEHR T FENERT , A2 VLAN BB EE BI4SE VLAN KigmLei, R
A VLAN , R E—ERELE T BNABLEAITHENBIR , N\MIESMRE, BB
BIZVLAN , EREFVLANFH A HERZIZDL—NEOF , KBEFTER. KAMBMA
BB T — 15 Z /1 VLAN,

A EESEVIANSEESENL S ERURIEMIES,

R BRAEAZEVLAN |, AR T =%,

£15

S ZILAN > VLAN Settings.


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

Getting Started
Status and Statistics
Administration

System Configuration

@ WAN
& ) @

Port Settings

(AN Setings) @

Option 82 Settings

Static DHCP




e

B FHaddE R A BIEZFTAIVLAN,

VLAN Table

oF

WAL EREMVLAN IDFBEFR. VLAN IDESEE R 1-4093,

S 3



VLAN Table

+ (¢ W
Inter-
VLAN Device
0 VLANID ¢ Name Routing Management IPv4 Address/Mask
(I VLANT (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
SRA4

MREFE |, FEUHEFInter-VLAN RoutingFlDevice ManagementfyEnabled & 1£4E
VLANIBI B B A T #iEEM —1NVLANB B E 5 —NVLAN,

BE , FEURNBEMNERITIHEREE  RASREEREBHTEAF , T2SHVLANZ £ HRBRE
o BRfVLANTREEEERItZBIEH, NRHIAXTER , BHEESE BIFACLRESIHY
RV34xiE s EEEVLANEEEH , UEEZATFNVLANZ BINEERE,

Device Management# # 7o ¥F & 62 F il 5 88 M\VLANE K EIRV345PHIWeb U1 E I
RV345P, iXthRETFEME LA,

EABIF , BAKEAVLANHBE RS IREERNBRVIANER £,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (&

Inter-

VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT (i ] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 0 IPv4 Address: 192.168.2.1 / 24

Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server

O Relay

HI]5

FAIPv4ib IR B FIIEAIP Address 7R, WREIEE , JLUARLIE, EATRAF , FRE
192.168.2.100-192.168.2.1497] A TDHCPHIIP#b ik, 192.168.2.1-192.168.2.99H]
192.168.2.150-192.168.2.254 7] A T &7 IP#h it .

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID & Name Routing Management IPv4 Address/Mask
0O 1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e |IPv4 Address:  192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
SH|6

Subnet Mask T FMEDNF EHZNEFH, MBEHTENR , HEHFBZFER.



EACERT |, RITHRE FREERS N 255.255.255.081/24,

VLAN Table
+ (¢ W
Inter-
VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT o 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0O O o IPv4d Address: 192.168.2.1 /| 24
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
SR,

RS ENNEEN(DHCP)RE, LUTEBRE

Disabled — 22 FIVLAN LYDHCP IPvARRS5 88, BW AN R EFNITIBRAE, EXHER
T BEFHEEFEIPHL , HAFABEHRABER.

ARS5eR — XRHRFE AL,

. TR E — % AR EE5%143,200% 80, BRINE R 1440280 ( ZTF 2416 )
« Range StartflRange End — %ii A B] LAZI 7S 2 BL B9 IP 1t 11k B9 SE B FF 38 N4 3R
« DNS Server — & #Z¥DNSHRF 2 AERE , N THFIRMISPHIERE,
« WINSHRS 28 — B AWINSHRS 285 & #5o
« DHCP Options ( DHCP #1 ) :
- 1EI66 — M ATFTPIRS 23RV IPHE L,
- IEI150 — M ATFTPARSS 23 AV IPHb ik,
- JRI67 — AR E XK.
« gk — M AZIEDHCPARS 25 IPvAb i LABL EDHCPH MR E, XEESRNEE.



& 200 VLAN200 0 0 o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:

HIR 8

& T Apply AR #FTHIVLAN,

Apply Cancel

FMVLANZ B Eiw A (| )

TERV345P £ AT AT E 16/ VLAN |, i —AVLANA F /-8R (WAN), RS O+ KVLANRL
BEBRExcluded, X&ZinA LM RETATHAFP R EAVLAN/VLAN, X#IAR 2 —F
BRIEME,

WARBIRERNEARASFHIRO

« BARO — 2B T —MVLAN, KRIFICHMSMWEZE,
o F#iRO — JLMERZNVLAN, 802.1q. A4 R F ANMEVLANERRIZ, B FH L TE 4k
A B VLANR HBEBRTEExcludedd o

—/VLANZE THEHIKO :
- WHREARO,
o DEA I OMVLANRFRIE H RFRIE,
« WFiZwO , FrE  EMVLANE R FR1E HExcluded.

HE - MK OBHDHZIVLAN:



- WANFPHIRO,

o HF—AWLANT BFRiE N TR,

« B FTrunkim O EVLANRFRIE S Tagged,

- FEFr4kin OB VLANRIFRIE A B HERR .
FEARRBIFR | SZBERL,

B15

IR ERBEAIVLAN ID,
TEABIF , BATERETVLAN 1HVLAN 200,

Assign VLANSs to ports

4
O VLANID LAN1 LANZ
1 Untagged v Excluded v
200 Excluded ¥ Untagged v
SR 2

BHEJItFVLAND BLALANG O |, HFEMEBIEE N Tagged, UntaggedsiExcluded.

FEARTRHIF , ZELAN1 L |, BATFVLAN 1588 Untagged , FFVLAN 2004 Bt H Excluded, Xt
FLAN2 , ZATRVLAN 198 F Excluded , ¥FVLAN 2004 B Untagged.

Assign VLANSs to ports

©@o

0 VLANID LAN1 LANZ

= 1 e Untagged v | Excluded v
& 200 Excluded v Untagged v
S 3

B HApplyRFEE

Apply Cancel




WME , BNIZEAKIIBIET —MNFHWVLANH ARV345P LM OB E TVLAN, ES TR
BABIE EAVLAN, 40, VLAN300SS 5 Marketing 812 , FM$7192.168.3.x , VLAN40OSE N
Accounting®lZ , ™7 192.168.4.x.

ANINEEASIP (Tt )
MRFEEASRZULHREMVLAN | B0 AR IZIR R IR A ERA A M P it ik H 61 22 175 =) #0

ERTHE, XNESAVIANEREREN. EEEERT , BAPTERER. A% RE
BAPHINEMES  BEEEERLSEL HEEBSIPI KBRS,

MBLEFETFMBAIPHY |, ETUEIETHT—F,
E15

S M EILAN > Static DHCP, KEin&E#x.

@ WAN Static DHCP Table

] 4 S

Port Settings J Name

VLAN Settings

Option 82 Settings

HIR 2

AINRBWFHADHCPER . EARTRAIF | iRZF 2T,

Static DHCP Cancel
Static DHCP Table A

+Z0 &2

O Name MAC address Static IPv4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

EEIEH (k)


https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

HFIEBBIIEBAVEETERKIEALLABANAEN . XAFKRB S GB THALAARITHE
BAHFEH , ZRANNTEDNEN L H, BHEFAINERBZRILES , HIEMEEEA IR
HER, EEAAGIEBMRINB(CAREERUBERFZFMIES. BARERBE=ZFR
RBEEILES.

IEBMRI(CARTHHRIE, AUMNEERENE=ZFUR/MRIES, XRIUEALNER
ZEMNERFR, KXRL, CARAENRER , ATRIEERENEE R HF BRI UZEEE.
BELENFE , UREREFRHIEF. CASZHENKS |, aNBRIEENERR , SEEM
KB, WIEPAEIXAHTHIENUTEN L, RiE , AR ARKBARR ( RVPNIRS R

) FRFHE EAFBE,

4 K CSRALEH
g1

EXRHBFNETWebHIEZRARER , AE%EEAdmInistration > Certificate,



&) Getting Started

@& Status and Statistics

File Management
Reboot

Diagnostic

RIEERCSRAEH, B A “4 K CSRAEH"(Generate CSR/Certificate) 7T Ho

HhR 2




Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

HIR3

RUTRAREEX LR :

« EREHMIEREE
- BRBIP —XRHECHUEBESENLZLEEFTRESSL)IER, LHIERFZ
BE , BN NMRREEAERFXARTAL , WEEBUELIES,
- NELBER — X2 AEMIREPKI) , £EZNEBMENE LB ERE S B
P, CHEZXEERSE , RARARREN,
- 7ECertificate NameF B P AR EBEHRUFIRER, WFBRTENE , BFETEEH
MESHF
« ( Ti% ) FESubject Alternative NameX1B T , [RiFRIERM, ERTE :
- IP Address — #ii Alnternetthi (IP) 311k
- FQDN — i A £ R E1H & (FQDN)
- EBFHRE — A BB FHB bt
« 71ESubject Alternative Name=FE&H , i AFQDN,
« MCountry Name T HI%1 & Pk 24 41 555 A A B =R/ 1 X A #ro
- 7£State or Province Name(ST)FERHP M AALAFENM, 4. XERBXHEMREE

« fELocality Name = E& Fr ¥ A S8 1Y 48 402 53 A 55 PR AE Y 3t 75 538 T A9 B %o

« BWADWEETMIHMERAN BT MREEMA/NDESWHIHEDN | BE
Organization NameF B AEHRBEENEHR. TREEARKTR.

- BHARNERFTEPEMAZS , UKD ELARHENT,

« fECommon NameF B A B, 1tbE FRAFR ST E6E AUEH R R 5 # E 2 RE
Fo

o MARELERIEPH AR BB 1L,

« MKey Encryption Length T3k , BRRAKE. ETMHN512. 1024512048, %4A
KEBKX , IPRBEs,

- fE£Valid DurationFEH |, S AEPE RN K. BIAER 360,

- BEHERK.



@ RV345P-RV345P

Certificate

Generate CSR/Certificate

(=

4 N
Type: Self-Signing Certificate
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms
O IPAddress @ FQDN O Email
Country Name(C): US - United States
State or Province Name(ST): Wisconsin
Locality Name(L): Oconomaowoc o
Organization Name(O): Cisco
Organization Unit Name(OU) Cisco Business
Common Name({CN): cisco.com
Email Address(E): (@cisco.com
Key Encryption Length: 2048
Valid Duration: \ 360 )!ays (Range: 1-10950, Default: 360)
ARMNIERRAENE REIEBRS,
Certificate Table PN
)
O Index + Certificate + UsedBy + Type # SignedBy % Duration % Details Action
01 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = X
To 2042-Jul-05, 00:00:00 GMT
o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM == 3
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscaTest-... From 2020-0ct-01, 00:00:00 GM E _‘!‘u
To 2022-0ct-01, 00:00:00 GMT
O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM E _‘!*_

To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...



EOENZELERV345PHE R R LR OIZIEH,
S HIEH
£15

FIUEBRF , RPESHNIERHNEIRE , R KidexportB® iR,

Certificate Table A
I
O Index + Certificate = UsedBy * Type* SignedBy* Duration & Details  Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘m

To 2042-Jul-05, 00:00:00 GMT

o 2z TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN = X
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘m
To 2022-0ct-01, 00:00:00 GMT
& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X
To 2021-Nov-14, 00:00:00 GMT
FHR2

o REBRNUSHIEH, EIE :
. PKCS #12 — A MNEHR M (PKCS) #1282 M p125 BB 2 M S HiFH, EEX
XH#TmE , WMEESH. SAFBERXATEFEITRTF,
- PEM — R2FAEsa BB (PEM)EE A TWebfR%5 88 , BN EC A ERICEREM
B AR REESRBIA KRR IRBE.
- MRIEFEPEM , REHHEXport,
 FEEnter Password ¥ Bt A BB URF ES HIV X,
« FEConfirm Password FE& # & 5 A 21,
« f£Select DestinationX1 , 21£#EPC , © & = 5IME — ] ARVIEI,
« B iHExport,



Export Certificate

® Export as PKCS#12 format

Enter Password | sesesens

Confirm Password | ==

O Export as PEM format

Select Destination to Export:

® PC e
o -

H 3

Download Rl F AR ER—FER THAUKER ., XHEFTHER KEZF TH, Click OK.

Information

o Success

N\
]

EOMENZELKIERVI4SPRFIEMER LS HIEH,
S AUEH

g1



# FHimport Certificate...

Certificate Table A
[J Index $ Certificate 3 UsedBy + Types SignedBy s Duration % Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM =< e

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GNM E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

a 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == o

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... ] Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

HIR 2

MNTHHIERPERES AWERLR, EIE
- ZRHUEH — BREHER EAERBIES,
- CAIEH — HIZEENE=AFIEANLINILES , ZINEEBANIBPHEIESNEER
K,
- PKCS #12 Encoded file — 2 $A INZFR AE(PKCS)#12 2 17 R F e iE PV AE K6
« fECertificate Name = B # it A UEF 89 B FRo
« MREH#12T PKCSHE , F&EImport Password ZER P A X BN HE, BN , HHE
FSI],3,
« RERUS AEH, EIE
- MPC
- MUSB& A
- MREAJ[ARENMEIUSBIRZIET , “MUSBE N IETUFIRE .
o« WREZEImport From USB ( MUSBS A ) , H HESHERTTEIRBIEMNUSB , EEE
Refresh ( BI#T ) o
o RTEEFR R HIERE S XS
- B iHUpload,



Certificate (3 Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | =--ee---

Upload certificate file

@ Import From PC

9 TestCACertificate

Import From USB 3‘

BIfE , SRBEFHEALERER, EFRFERRIES ANIES,

Certificate Table A~
[J Index $ Certificate 3 UsedBy s Type $ SignedBy s Duration & Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

a 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT
=

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM
To 2021-Nov-14, 00:00:00 GMT

I+
|

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

B |, BRIZE ALK ERV345PE R LS A TIiEH,

£ FDongle MIRV345P R 5B R BL EB I ML ( AL )
,U\‘Jﬁaﬁiﬁmbumﬁ%mvmw%ﬁ%ﬁﬁﬂﬁ%mziwIﬂléﬁo MBHIXFER , MERER

ML, LETHRVIMSPHEHFNEE | LI EFEEEHN BRI TLER.

Bio B To 2k PR R 48


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html

CBW140ACTFFEEI A

B A B4 MCBW140AC L HIPoE#R M i ARV345P L fyPoE#wm 0., RV345P EH —
HYum O A SR PoE |, Rtk AT A A E A E MmO,

REERMTRS. BARFREERN100M8NAE3). LEDFASMEXZZ BN , #R
guge, JeNiRAe  AEBRENEZE. LEDNHERENGBER ZHE TR MM
HZ{L, HLEDERITEX BN , BHET -5,

B N AAP ERIPoELAAM L1748 IR O RBEA TR ZILANAY L1T46ER% , M A REEEESE
AHMZFBH AN RBINRT BEFRE.

MREBHBALTENN, FHEEDAN , FHRESEHEENL] RINRE , HUE
CiscoBusiness-Setup SSIDE REZHWI-F B, BXxUtRIBMNED K BEFENMEHNS
BHRV345xER R A EE N ] BINRE

RET40ACBHNATEEAR
AT SREABHNRAREBINATEEAR,
FiclE , DRARFMEER , NN/ hmR AT RRER,

E140ACHEE |, HAPKHIH R BKIFEABEENPOE |, 140X G ERIEL, FE—iKiEAEAP
—/NRV345P LAN# .,

MRTEERE , FERANNTLBEBERRE R0
15

£ Google PlaystiApple App Store E FTEERBW LN, BEEUTERERSEZ—

« Android 5.050 & & i A
« |OShRA~8.05% & & hx A<

HRR 2

HEENBIIRZ LT T ERLSNA,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://play.google.com/store/apps/details?id=com.cisco.business
https://apps.apple.com/us/app/cisco-business/id1483862452

@
A O

EBTHIRE EiE#EBCiscoBusiness-Setup o4& M &, A Hcisco123,

S| 3



12:49 =i @k o0 [ 3 ¢

<  Wi-Fi Wi-Fi Direct Advanced

Current network <«

— CiscoBusiness-Setup
‘8 Internet may not be available

Available networks  ««crccerrrrrrrerriiiiiiiiiiiiiiiiin

HIR 4
MRABIRNBIHME, EFRERNVMLE.



casco Cisco Business (i)

4 O

Monitor My Network Set up My Network

Q

Discovered Primary

HI]5

BiREMLE , FWANLTHT

- DIREERAFS

- DIEEE R D

- BUEHWAEERBRDEIA
o ( Wik ) RFEIRELREB,

1% $FGet Started,



( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

€ | Testap

Country
9 United States (US) VvV

Date and Time

9 04/09/2021 05:05:37 PM NV
Timezone
o Central Time (US and Canada) \/
Mesh




EREAMVNVE , FHEBBANLTER. MRAAFREE , JRLSSBETITRANTH.

To kM & B # 3 B AP A #o
E R/ X

- HE

A5 (]

o BTX



( Cisco Business Wireless Access Point

o Name and Place

Primary AP Name

O | testap

Country

9 United States (US)

Date and Time

9 04/09/2021 05:05:37 PM

Timezone

e Central Time (US and Canada)

Mesh




T MeshBV tl#R R4, % Nexto



( Cisco Business Wireless 140AC Access Point

0 Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone
Central Time (US and Canada)

@
O Mesh



SR8

( Tk ) BRI LLER A B NAAPE ABSIPLLSEEE, &N , DHCPARS 225 2 B IP# 1t
o MBETRAEALALBEBESIP , BHEEHNext,

© Connect to Network 78
o Would you like Static IP for
your Primary AP?
” N\
9 ‘ Next '
-

mE  EEEIME:
% $% Static IP for your Mobile Application AP, BRIAEIR T , iZiEM N disabled,

. BAEIE|IPHbit
. FRERD
« BRIAFX

Click Save.



© Connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0

HI]9

BERMANTRTERETLME

. MZHBF/SSID

- B2

- O

- WAOS

« ( A% ) £ #Show Passphrase

$a-__l Nexto



N
| =D |
ey

© Wireless Network £

Network Name

cbwwlan

Security

WPA2 N

Passphrase
P m

Confirm Passphrase

Wi-FifR3P i 8] (WPA) 2/ (WPA2) Wi-Fik £ B9 24 B bR A,
FB] 10

E#IASubmit to Mobile Application APRE EHIZE |, 5% FHSubmit,



( Cisco Business Wireless Access Point

v o Name and Place

Vv e Connect to Network Edit o
v o Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned

(revious )




SR 11

EEENBI TR

Saving the configuration...
This may take a minute.

ENBRYRZUEEEI10DH. EEFEIHE , FEASPHLEDFLHZHEHEER, 34
LEDE&ZGNEKE , #ET—F, MRLEDRERBILARNGESR  NIRBAEBHNEHEE
DHCPHRS 25, TRAPIEZEEI R S DHCPIRS 2RI R B

S 12

EREBEFUTHIARR, Click OK.



Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list in Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK

S| 13
KANA , EEIFUIENTLNE , RAREFEHE , MBI TEHEEMENE -5,
T B EBE R R
MREEEAEE , FEEUATRTE
- BRIEE T EBN RS ERRFF(SSID). X7 Tk M %02 E o
- MFBHNARERARBN ENEMVPN, EEZAEEEIENBIRSIZERER

BVPN , MEEZWRERHE., Hlin , Android(Pixel 3)F #lLAGoogle FitE R IR IR 47
, B—1HWEVPN , IEFTBANBER T BaiERE, EERBINAAP , EEZAH LY



o

- {£Mhttps://<Bzh B FAPH IPib it >% ZE ¥ 3 B FAAP,

« ERPIRIRER , TiL&B R & Fciscobusiness.cisco , & 2 1EWebiil 5 85 F 4 A IPth 31t
, R Ahttps:// is. RIFEIRE , BHITEN TEES B31EZR T http:// since , X
REEREZNMANRNE.

- EHEBIARRSEAAPHIE U7 EIWeb UIT K25 R B A BV B |, i FEWebX| K88 ( A
5l A Firefox ) FE $HOpenKE , #F|Help > Troubleshooting Information , A5 # o
Refresh Firefox.

Bl ECBW142ACMPPIRY B &8s

R FRELRNEN AN SR, AEFNFRYT REET |
BRBHEE LHERLERA,

£15

SMERE. BAKREMesh2R2EER A



Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4CBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP68CA.E46E.1650 0 2 MB
AP68CA.E470.0500 0 11 MB



SR 2

B A BEE G B3 N AAPH RIR M & 6 A B FTEMesh ExtenderfIMACHE3E, EFH
IMACHE3E | iEMEE B $HAdd Mesh Extenders,

Home Overview Devices WLAN Clients

Network Summary

" Wireless Dashboard

AP Performance

Client Performance

Add Mesh Extenders




HIR 3

B LB QR S F 3 AMACH#E31E SRR IMMACH#E3E, EARHIF |, Scan a QR
codeB ik,



= ()

Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

=) AP Performance

Client Performance

—+  Add Mesh Extenders

Scan a QR Code

Enter MAC Address



HIQRAGIZEER A QR

RAEMRT BRNQRRBE , BNEIUTRS.



Cisco Business Mesh
Extender has been

scanned.

il

MBREBEE | FHi ADescription for Mesh Extender, Click OK.

Do you want to provide
Description for Mesh Extender ?

@m0

Cancel

HIR 6

EESummary , A5 $ EHSubmit,



Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

A4 m 0 office desk @




S]|T

& #HAdd More Mesh Extendersf E IR B2 AN MEIEBHRSE, NIRRT BERE , £
Ko



0 | 1

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status

A4 0 SUCCESS

What's Next ?

Add More Mesh Extenders
A \




MNEIMNRY REBEEE LRSS R,

i, EXRECHERZME  JUTRRD, EEREH , BEEREAETRM (NRF
7)o,

REFAEFBIINA LR
EHHAREEE , FUTEB U5 |
%1%

EERNBHNA L , EMoret I+ T , #diCheck for updateiZfll, RBIR RFRHEFHEI&
RS,

<  System Information
;D E = /E\\ @ eeoe

ome Overview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @S o

SR 2

et , EREITHREE,



ul ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4



S| 3

BHEOBIANFENEREARE R, Click OK.

{5 F % 3h 5 A 2l ZWLAN
LB VR R B L B M (WLAN),
Eg15

BRI TE A,

@
A ©

HENBIRE LEEIENEREWTEME, BFXNARRF. 25 RUEIREHWLANER

HIR 2


/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png
/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png

g =] @

Clients

11l
i
:

Home

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

-+ Add Mesh Extenders

HI] 3



F#TFFAdd New WLANR R, SFFEFTAHWLAN, EEFEAdd New WLAN,

= ) = [gl e
Overview Devices WLAN Chents More
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL

e

# AProfile NamefISSID, HEEERFERIRERINEE. MECESANATAMEZES , N
R FHTEOCSHNBNEMEE, 25 Nexto



— 8 = L] nas
Overview Devices WLAN Clients More
General
WLANID 3
Profile Name* labnet
9 SSID* labnet
Admin State  Enabled
Radio Policy ALL
Braodcast SSID | ON |

Client Profiling

Application Visibility
Control

= Ty

—



HB5 ((AE)

MRELSBRAFF A T Application Visibility Control , M AT SAEREEMIZE , BREHTENE, B
KTHEEMFAER , TSR T —%H 5. LAt LR MCaptive Network Assistant,
Security Type, PassphraseflPassword Expiry. ®IIFTEEES , % HNext,



— |< C— -2 eee
. -

Chverview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPA2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

show Passphrase

Password Expiry

Previous I Next I



ERBIIRMAR , Security Typefy H —i& I 2 OpenxWPA2 Personal, BXxE % & RIET
, BEZRBINHAAPHIWeb Ul,

S 6 (Wit )

LRFREREBRELNILET., EARFT , REEREEF, £&"Submit’



Overview Dn-ml:;:-s WLAN Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth  C kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream -
bandwidth limit kbps
Average real-time
downstream bandwidth L kbps
limit
Average upstream -
bandwidth limit kbps
L | T (A ——



S]|T

B ER —NMAIAEHEQ, Click OK.



WLAN Created successfully




BB I P RIMATEFIWLANSA R REFE BN R E,



"",E._‘b @ e e

Overview Devices WLAN Chents More
Add New WLAN
SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2 Personal(WPA2) ALL
ﬂbnet Personal(WPA2) ALL

Please save the configuration to
retain the changes (More >> Save




HI],9

BHMoreit M+ , REM TR E FikiESave Configuration , MR EFEE.

< WLAN

-

— : — LO ) see
DvErview [:I;:_mt-s WLAN l:!;r:u:s Mo
FEHABsNACIZEHEWLAN

15

EBHIRE LEEIENBR L TLEME, BERNMARRF,



—@—
A O

B R RETRE R WLANE R,

e



= 0 (3) &

Home Overview Dewnces WLAN Clients

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

Add Mesh Extenders

HI]3

FF#TIFAdd New WLANR &, B F FMEAIMBRWLAN, EFEAdD New WLAN,



@ ﬁ?‘ @ seo

Overview Devices Clients More
SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL

S5 4

i AProfile NamefSSID, HEEERFERBIREBHRIANRE. £E Nexto



WLAN
= g =
Oreerviinw Devices WLAN Clients
General
WLANID 4
o Profile Name* Guest
9 SSID* Guest
Admin State  Enabled
Radio Policy ALL
Braodcast SSID
Client Profiling

Application Visibility
Control

More



s

HFHEME, FTEARHIF , Captive Network Assistantte i F /5 RS , BX2 %N, &
BIARRBERIED, EAHFIF | %EFESocial Login.



— @ ""-:;--"* @ ses

Overnview Devices WLAM Clents More

Security

Guest Network 0
Captive Network m 9

Assistant

Access Type Local User Account

: Local rA n
Prewnu# ocal User Account

Web Consent
Email Address
- WPA2 Personal

Social Login 9




RBRERERLY (L ) WGET. EARHP , REEREREF. #£TSubmit’,



< WLAN

— — »
Overview Dl-wu:ﬁ '-'-'I_'AH Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth kbps
limit
Average upstream - kbps

bandwidth limit

ik o s [ e e




S]|T

B ER —NMAIAEHEQ, Click OK.



WLAN Created successfully




BHMoreit M+ , REM TR E FikiESave Configuration , MR EFEE.

< WLAN

F =

—

iy
| L [T [ ] WLaAN Clrami s More
gie

W#E , ENFETERE, B—THRA—T , REFHIHF!

MREBRNADHREF w2 IR MNETLPRNE , EEEAWebAF RE(UI), EHEIR
BEIXEEE,

BMNFENEFREHREFNRS. MRENEETFEEEAERAREY , BREBFHREEER
REHBA.

MREEAREMXENNY , FEFENBEANIFTE :

o TwPoERY B RIRV345P VPN HEE
o BRI 140ACEA S
« B RlBusiness 142ACMMRY B



https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
mailto:sbsc_content@cisco.com
mailto:sbsc_content@cisco.com
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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