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https://www.cisco.com/c/zh_cn/td/docs/switches/datacenter/mds9000/sw/5_0/configuration/guides/sec/nxos/sec/digicert.html#37318

Jlealne Switch

CISCO PN\ Switch Management

Username:
Password:

Language:

S 2
MGUIE LAMN“E R"ER"F |, %1EAdvanced using T HLIET,
Display Mode:

Advanced

H]3

£ i1 ZSecurity > SSL Server > SSL Server Authentication.

¥ Security 1

2
SSL Server Authenticatio/ 3

S|4
EERAFERNIE AL — RFIEAID 1502 , R R G RIERE,

SSL Server Authentication Settings

SSL Active Certificate Number: @ 1
O 2

m Certificate ID Organization Unit | Organization Name Valid From Valid To Certificate Source
L1 @

2 2 0000 2015-Dec-10  2016-Dec-09 Auto Generated

| Edit.. |)| Generate Certificate Request... | | Import Certificate.. | | Details.. |  Delete

$M|5



EARELERULD , BEFHHEO LER ENEARSAZH HARMAN TSI

BHRKE
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BWERR
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BHEK.

A Not secure| 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_e_jg.htm

Certificate 1D: 1

. 2
(Regenerate RSA Key: ¥ ) o

Key Length: (@ 2048 bits h 9
() 3072 bits
% Common Name: ‘Gisco (5/64 characters used; Default: 0.0.0.0)

QOrganization Unit: ‘US (2/64 characters used)

Organization Name: ‘Cisco (5/64 characters used)

|
|
|
Location: ‘San Jose | (8/64 characters used)
|
|
|

State: ‘California (10/64 characters used)
Country: Us 3072 bits
L Duranon ‘365 Days (Range: 30 - 3650, Default: 365)

@[ Close

LR LAME = CARIZIUE S,

HR6




MIE , B REHFESSL Server Key Table T &FZ|User Defined if H. %&FHFHARMIEHH 2 H9¥H
BR

SSL Active Certificate Number: @ 1
O 2

m Certificate ID Organization Unit = Organization Name M Valid From Valid To Certificate Source

2 Cisco Cisco San Jose California 2019-Mar-13  2020-Mar-12 User Defined

ﬂ

PS]|7

EREEOF , BB, NANESE (MF) FHER. BRLUTXEHE HI B 2 IRE
BRI, ¥ Display Sensitive Data as Plaintxt(FHBUR IR & R 43X &)”,

@ SSL Details - Google Chrome - ] X

® Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_d_jg.htm

Certificate ID: 2

Certificate: +—-—-BEGIN CERTIFICATE-— -
MIIDRzCCAi8CEES0bzMCJXp/nT+78tBROt8wWDQY JKoZIhveNAQELBQAWY]ELMAKG |
ATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPEgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwWFQ2IzY28xCzAJBgNVBASMAIVTMB4X
DTESMDYxODA1NTc1NIoXDTIwMDYxNzA1NTc1NlowYjELMAKGA1UEBhMCVVMXEZAR e
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD

Public Key: k—--—-BEGIN RSA PUBLIC KEY-—- -
MIIBCgKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhflIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5jpeOJp
BCFuMH/Azj9JDR1fsVgBAFU2v0L+jhPS5VDN63iUHjeAhICMmAX1pegbLvb/A+ginie TgB/Z2EL3eT2xjJTOMyqFI
IMBPNuL4awjvit9E7IEXhBt1HLONr/cuWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEwWxACel2n4d
IMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2asSkir8L8yHSSD 1BWB09X5fjv1 ~

OQNAMQ+QIDAQAB 4
Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Encrypted): [ —-BEGIN RSA ENCRYPTED PRIVATE KEY—- -~

lolAbmgdHV/WOCsWTno8EsO1FXk81mva9RGX2rBMhCDJjzeZjmj6aa8y4rDJmcrF98risCBJ+WVSKbjvH3UsR |l
Km1b7WO0jcoh7CYBkGlAxe5p24pgXf5QWPH2830A0qY0dAiinwlZkwPat9BUkVV813eY 1tHzHFN/1kvOpvKgguS
0085USFgFMFUpFD94YDgQ+Xpp+LDuiVPjgFh6DCXg2wBnFBzws7doSHMBU77LHOFNWybmzzmT63DNFN
igoUIpOnwskdPoigiHLjrESSJ5x/tlzkfJx2rGreHz2 AMwa1urtJv/+ysGu+R4T0++1RkiUJISCYZW7kmtwFdichMBv1 ~
[YJWPQZ0I9znTXOXgZQbtR1MGISNgrTb1V110sltb63dgRQKJ4XUdTIdQpRPgrhTrXUwXHgegCpBtqLg1DEHp 4

p = o

| (— -

$H|8
RTF—IBREHED , BARAERINEXE , BHOK,



@ Confirm Display Method Change - Google C... — O] X

® Notsecure | 192.168.1.254/csf94298e9/mts/kubrick/co...

Sensitive data for the current page will be displayed as
plaintext. Your HTTP web session is insecure. Do you want to
continue?

[ Don't show me this again

(o) cancs |

SH|O
E  BFEBUAXEAZEFLA. FAXMEEFNTIZEARXH. £ Close.

@ Not secure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_d_jg.htm

Certificate ID: 2

Certificate: --—--BEGIN CERTIFICATE-—- a
MIIDRzCCAIBCEES0bzMCJXp/nT+78tBROtBWDQY JKoZIhveNAQELBQAWYJELMAKG ||
IATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X
DTESMDYXODATNTCT1NIoXDTIWMDYXNzATNTc1NIowY]ELMAKGA1UEBhMCVVMXEZAR v
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NIMQ4wDAYDVQQDDAVD A

BCFuMH/AZzj9JDR1fsVgBAFU2vOL+jhPS5VDN63iUHjeAhlCMmAx1pegbLvb/A+ginieTgB/Z2EL 3eT2xjJTOMyqFI
mBPNuL4awjvitSE7IEXhBt1HLONr/cuWTLmAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3G6wxACel2n4d
ImMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB09X5fjv1

Public Key: -—--BEGIN RSA PUBLIC KEY-—- o
MIIBCgKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5jpe0Jp I
<
DQNAMQ+QIDAQAB /i

Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Plaintext): | BEGIN RSA PRIVATE KEY-—— -
|
-
4

MIIEogIBAAKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDiwQHJ7doPp6XVMh7ZZC1TuVWdV5jp
e0Jp8CFuMH/Azj9JDR1fsVqBAFU2vOL+jhPS5VDN6G3iUHjeAhICMmAX1pegbLvb/A+ginieTgB/Z2EL3eT2xjJTO
MygFImBPNulL4awjvitOE7IEXhBt1HLON/cuWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXAC
el2n4dmK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spgd4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWBO
9X5fjv10QNAMQ+QIDAQABA0IBAAIZHOLg 1V/145VC/5PkZmOczkr426J04DDhFcXdzMIBPzQ6EIKEXUHOYpV

( ) ey |

S|10
ERORNAS END  AREHSAES.

SSL Active Certificate Number: @ 1

O 2

m Certificate ID Organization Unit = Organization Name w Valid From Valid To Certificate Source
[]

2 Cisco Cisco San Jose California US 2019-Mar-13  2020-Mar-12 User Defined




EHWEHEBEOS |, B Import RSA Key-Pairi£ , HU B KRN (ESROFEH ) .
& & Apply.

A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jg.htm

When a Cerificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: o1
. 2
Certificate Source: User Defined
& Certificate: -——-BEGIN CERTIFICATE—-- -

MIIDRzZCCAISCEE30bzMCJXp/nT+T8IBROtBWDQYJKOZINVCNAQELBQAWY]ELMAKG
ATUEBRMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI

MQ4wDAYDVQQDDAVDaXMjbzEOMAWGATUECgwWFQ2IzY28xCzAJBgNVBASMAINTMB4X -
DTESMDYXODATNTCINIOXDTIWMDYXNZATNTCTNIowY]ELMAKGATUEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT1JOSUEXETAFBgNWVBACMCFNhDIBKD3NIMQ4wDAY DVQADDAVD A
Gmport RSA Key-Pair: L4} Enabla
% Public Key: -—--BEGIN RSA PUBLIC KEY---—--

MIIBCgKCAQEAUXUF71CPBJ6as0ghDOEZbiFnXhIPSFDIU0S GDwWRHJ7doPp6XVMh7ZZC 1 TuVWdVsijpe
0Jp8CFUMHIAZ]9JDR11sVgBAFU2vOL+hPS5VDNG3IUHjeANICMmAX 1 pegbLvb/A+ginie TgB/Z2EL3e T2xJT
OMygFImBPNuL4awjvit9E7IEXhBt HLONI/CUWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQobESGEW v
XACeI2n4dmK4GFQVOXZS0ASP csKUMEfaeF/afcBVRCpyv+y 88P/DQ/Spg4xsBwjrZUDafqt2aSkIrsLayHSSD
1BWB09X5fjv10QNAMQ+QIDAQAB “

(& Plaintext |-—BEGIN RSA PRIVATE KEY-—-
MIIEogIBAAKCAQEAUXUFT1CPBJGasoghDOEZDIFNXniIPSFDIU0SGDWQHJI7doPpeXVMhTZZC1 TuvWdV
5jpe0Jp8CFuMH/AZI9JDR1fsVOBAFUZVOL +jnPSSVDNE3IUHeANICMmAX1pegbLvb/A+ginie TaB/Z2EL 3eT2
X TOMygFImBPNulL4awjvit9ETIEXhBIIHLONIcuWTLmADIDmMIMKN2CRHuz2cxjp0+uA2bY §5bNefQaJbES
GEWXACelZn4dmK4AGEQvOxzS0ASPcsKUMEfaer/afcBvRCcpyv+y88P/DQ/3pgdxsBwirZUDafqt2asSkirs LeyH
SSD1BWBOIXSIVI0QANAMO+QIDAQABACIBAAIZHOLg1V/45VC/SPKZmOCczkrd26J04DDhFCXdzMISPZ

@[ Close ] [ Display Sensitive Data as Plaintext ]

EARRBIF , NMANBEGINMENDHRBE 7 X#FRSA

& Private Key: () Encrypted

S| 12
RELDSERRINEN, SALEALEOHREIRI LNERE.



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_imp_jg.htm

@ Success. To permanently save the configuration, go to the File Operations page or click the Save icc-D

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: 1
. 2
Certificate Source: User Defined
& Certificate:. | BEGIN CERTIFICATE—---

MIIDRzCCAISCEEZ0bzMCJXp/MT+T8IBROBWDQYJKoZINVENAQELBQAWY]ELMAKG
ATUEBRMCVVMXEZARBgNVBAGMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNRDIBKDINI

MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECGWFQ2IzY 28xCzAJBgNVBASMAIVTMB4X -

DTE5SMDYxODATNTETNIoXDTIWMDYXNzATNTC1NIowYjELMAKGA1UEBhMCVVMXEZAR

BgNVBAGMCKNBTEIGT1JOSUEXETAPBgNVBACMCF NhbiBKb3NIMQ4wDAYDVQQDDAVD A
Import RSA Key-Pair; Enable

fwhpply] | Ciose || Display Sensitive Data as Plaintext

TREMEIR

WIEHWHEIRELAEX, BEEAMMRENLAKN

1. RSAR A (PKCS#1):ix 45 E TRSAZ A,
CURETFAMERE -

— FFIRRSALNA —

BASE644miB ¥ #E

— ZERRSARNA —

2 REANAF(PKCSH): X R —MEBEAMNZAEN , ATHRRQANREAIERXREKE,
CLARETT A NER

— i —

BASE644% 18 ##E

— RARH —

BARLEXRER
W1 BMEZHCAERIES. BESFRMET A, AREEH T HA,



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jg.htm

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: o1
. 2
Certificate Source: User Defined
% Certificate. |- BEGIN CERTIFICATE--—- -

MIIDRzCCAIBCEE90bzMCJXp/nT+78tBROBWDQY JKoZIhveNAQELBQAWY]ELMAKG
A1UEBhMCVVMxEzARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaxNjbzEOMAWGATUECgwFQ2IzY28xCzAJBgNVBASMAINTMB4X
DTESMDYxODA1TNTcINIoXDTIwMDYxNzATNTc1NlowY|ELMAKGA1UEBhMCVVMXEZAR

BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFENhbiBKb3NIMQ4wDAYDVQQDDAVD 4
Import RSA Key-Pair l# Enable
. Y
% Public Key: ( ----- BEGIN PUBLIC KEY-—- A
UX JBasoghDOEZbiFnXhfIPSFDIu0S GDtwQHJTdoPp&XVMhT7ZZC1TuVWdV5jpelJ

p8CFuUMH/AZ]9JDR1fsVaBAFU2vOL +hPS5VDNBE3IUHIeAhICMmAX 1 pegbLvb/A+glnie TgB/Z2EL 3e T2xJTOMY
gEImBPNuL dawjvit9E 7TIEXhBEIHLONI/cuWTLmAQIDMIMKN2CRHuz2cxip0+uA2bY85bNeiQoJbE3GEwxACe!
2n4dmKAGFQvOxzS0ASPcsKUMEfaeF /afcBvRcpyv+y88P/DQ/Spg4xsBwirZUDafgt2aSkir8L8yHSSD 1BWEBO
9X5fiv1 0QNAMQ+QIDAQAB #

£ Private Key. () Encrypted

® Plaintext | BEGIN RSA PRIVATE KEY-—-- a
MIIEogIBAAKCAQEAuUxUFT71CPBJ6asoghDOEZbiFnXhilPSFDIu0SGDIwQHJ7doPp6XVMh7ZZCA TuVWdV5j
pe0Jp8CFuMH/AZI9JDR1sVaBAFU2v0L +1hPSSVDNE31IUHIeANCMmAX1pegbLvb/A+ginieTaB/Z2EL 3 T2x)JT
OMygFImBPNul 4awjvit9E7IEXhBt1HLONH/cuWTLmAOIDmImKN2CRHuz2cxip0+uA2bY 85bNefQoJbE3GEwx

ACel2n4dmK4G FQVOXZSOASPCSKUMEfaeFfachchpywyBBPf___QfSQg4xs BwirZUDafgt2aSkir8L8yHSSD1B v
DhFcXdzMIBP EIKExU

f—
gl Close l [ Display Sensitive Data as Plaintext l

BREPER | iR : P FHEL, XAEH, AI#HT -8R, ELhRBUEX,




A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jg.htm

‘ Error: Key header is missina

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Cenrificate |D: o1
® 2
Certificate Source: User Defined
& Certificate: -—-BEGIN CERTIFICATE----- -

MIIDRzZCCAIBCEE20bzMC JXp/nT+78IBROBWDQY JKoZIhveNAQELBQAWYJELMAKG
ATUEBhMCVWVMXEZARBgNVBAGMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhBIBKD3NI

MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgWFQ2IzY28XCzAJBONVBASMAINTIMBAX A4
DTESMDYxODATNTCINIOXDTIWMDYXNZATNTCINIowY]ELMAKGATUEBhMCVVIMXEZAR
BoNVBAGMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhDIBKb3NIMQ4wDAYDYVQQDDAVD W
Import RSA Key-Pair: [l Enable
# Public Key: | BEGIN RSA PUBLIC KEY—--

rF Y
MIIBCgKCAQEAuUxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIU0SGDiwQHJ7doPp6XVMh7ZZC 1 TuvWwdV5jpe
0JpSCFUMH/AZ|9.JDR1TsVgBAFU2vOL+hPSSVDNGE3iUHjeARICMmAX 1 pegbLvb/A+gInie TgB/Z2EL3eT2xjJT
OMygFImBPNuL4awjvitSEFIEXhBHTHLONMcuWTLMAOIDmImKN2CRHuz2cxjp0+uAZbY85bNefQoJbE3GEW
xACel2nddmK4GFQvOxzS0ASPcsKUMETaeF/afcBvRcpyv+y38P/DQ/SpgdxsBwijrZUDafgi2aSkirLAyHSSD
1BWB09X5fv10QNAMQ+QIDAQAB Vi

# Private Key: @ Encrypted

Plaintext

fpplys| | Close || Display Sensitive Data as Plaintext

EREIER , FHRITUTERE

FREFRSANMEILNAMNTT L« FLLRSALHH

HREFRSAMMEINANKE | LFRRSALH

MZARB PR ERBI2ANFH/F. THRHEE RIS REI2DZ R RO,

----- b PUBLIC KEY-— B
MIIBCoKCAQEApAQavACDSBSovY wiWSvn 'uy4r«,-Pzrquﬂaquzusms-:-:HrqsrepMDrLﬂ:t\.faL:ElﬂqmnEHDlLJ

07 P 28mgdVFHX pIAKS 3CHUD S T2+ ARG GV IS PG EgKwSSHWREIM o Ovbig DL XReTAIM
blJoamai MM%*W&W&W&M&M
01 79DOV(YV4FAGIR1bIDGAY Hed sVXUCCUAF 192aDPeK 1ZCMACDaMaQdIng X/ KmovgBvBeP 1y T

4

NARERN , EXZSHIER T2 L3P Key header is missing 1% o

TEMBLAER

FR2: BE-—AXBMHILERTIER , FRESAR S —aX. BERI2MFRE , E5H#
MR REEENA"



A Notsecure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_imp_jg.htm

Certificate |1D:

Certificate Source:

& Certificate:

Import RSA Key-Pair
£ Public Key

& Private Key: (' Encrypted

@ Plaintext

2]

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers

1
User Defined

————— BEGIN CERTIFICATE----- -
MIIDSTCCAJECEHV4M/bIKGoJFHMCvny TWUwWDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XxEDACBgNVBAgMBOhhcnihbmEXEDAOBgNVBACMBOd1cmdhb24xEDAO
BgNVBAMMBzAUMC4wLjAxDjJAMBgNVBAOMBUNpc2NvMQ4wDAYDVQQLDAVDaXNjbzAe
FwOxOTA2ZMTkwM|QyMzRaFw0yMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAYTAKIOMRAwW

Dg¥DVQQIDAIY XJ5YWShMRAWDgY DVQAHDAIHAXInYW9uMRAwWDgY DVQUDDAcwLIAU v
¥ Enable

N
----- BEGIN RSA PUBLIC KEY-— N\

."05«'4lyP3fQI OSQHfZQsMSCCHrq5repNDfoRVSLtBFIqZSQlIBHDIL.J 07Pj29madVFHX/p3ArKS3QuUDST21/+A0CGYN
J5ZPG8gKwISHWRIMcyvOvblgD.JI/ej0aYiGA10GX8eT8IxIvblJomiFd/MWOBC2/3nmbhKk/LsKI+koTucChquVf
shpwP2WdWWReDU9gb8WILFRANNQhGWR/NT794HgAuOHYyxpT7gDOVIYVAEAGIR 1pbIDdAY He8/sWXUCCUAFIl

92aDPeK1ZCMACDJaMaQ4trxgX/KmGvaBnvBePl1yaWiSQaaG0zgiir/ Y QIDAQAB
—-—-END RSA PUBLIC KEY--- y
- —

S

————— BEGIN RSA PRIVATE KEY--—--- a
MIIEpQIBAAKCAQEAPAGavACD58ScvYwWWavzx/oy4ryP3fqiO8QHIZQAsMSCCHrgdrepNDILIRVELIBFIQ3QIIBH
DILJO7Pj29mgdVFHX/p3ArKS3QUDST2I+AQOCGYNJSZPGBgKwSHWRIMcyvOvbigDJIl/ej0aYIGA10GX8eiTs
IxIfMblJomilFd/MWOSC2/3nmbhKk/LsKl+koTucCbauVfshpwP2WdWWReDU9gb8WIL FRANNQhGWR/N794H

aAUOHyxpT7aDOVIYv4FAGIR 1pblDdAY He8/sVXUCCuAFil92aDPeK1ZCMACDJaMaQ4trxgX/KméGvgBnvBeP| M
1yaWiSOgaG0zgjjr7YQIDAQABAoCIBAQCTUvpS1Qvzi21FbNZmhBYkmMoxTpYKHguvoxwbZqlSOTKdPFSv 2

P—
@[ Close l [ Display Sensitive Data as Plaintext l

RE EHI 7 Failed to load public key(FE £ M# /N 4R) 5%



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jq.htm

@ Failed to load public k@

Certificate 1D:

Certificate Source:

“ Certificate:

Import RSA Key-Pair:
# Public Key:

%t Private Key: @® Encrypted

Plaintext

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

User Defined

-—--BEGIN CERTIFICATE----

MIIDSTCCAJECEHV4jm/bIKGoJFHMCvny TWUwDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XEDAOCBgNVBAGMBOhhcninbomEXEDAOBgNVBACMBOd1cmdnb24xEDAC
BaNVBAMMBZAUMCAWLJAXDJAMBONVBAOMBUNpPCZNVIMQ4wDAY DVQQLDAVDaxXNjbzAe v
FwOxOTAZMTkwMjQyMzRaFwOyMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAW

DgYDVQQIDAdIY XJSYWShMRAWDgYDVQQHDAJHIXJNYWIUMRAWDgYDVQQDDACWL]JAU Vs

[J Enable

----- BEGIN RSA PUBLIC KEY— N
MIIBCgKCAQEAPAGQVACD58ScvYwWsvzx/oy4ryP3fgiO8QHzQsMSCCHIgq5repNDILRVSLIBFIg3QiIBHDIL
J07Pj29mgdVFHX/p3ArKS3QjuUDST2I/+A0CGVNI5ZPGE gKw5SHWRIMCyvOvVblgDJI/ej0aYiGA10GX8eiT8Ix
IAviblJomiiFd/MWOTBC2/3nmbhKk/LsKI+koTucCbquVishpwP2WAWWReDUIgb8WLFRANNQhGWRINTI4H
gAUOHYXpT7qDOVIYv4FAGIR1pbIDdAYHe8/sVXUCCUAFiI92aDPekK1ZCMACDJaMaQ4trxgX/KmévgBnvBe
Pl1yaWiSOqaG0zgjji7YQIDAQAB /4

fewhpplys | Ciose || Display sensitive Data as Piaintext |

EREEIR  FOERGIH M ERLABIS2DNFH .




A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jg.htm

When a Certificate and/or a Key is entered it should contain the "BEGIN" and "END" markers

Certificate 1D 1
. 2
Certificate Source: User Defined
& Certificate: | BEGIN CERTIFICATE-—-

MIIDSTCCAJECEHV4)M/bIKGoJFHMCynyTWUwDQYJKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4xEDAOBgNVBAgMBOhhcnihbmExEDAOBgNVBACMBOd 1cmdhb24xEDAD
BgNVBAMMBzAUMC4wLjAxDJAMBgNVBAoMBUNpc2ZNvMQ4wDAYDVQQLDAVDaXNjbzAe
FwixOTA2ZMTkwMjQyMzRaFw0OyMDA2MTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAwW

DgYDVQQIDAdIYXJSYWShMRAWDgYDVQQHDAIHAXJnYWIuMRAWDgYDVQQDDACWLjAU Vi
Import RSA Key-Pair: « Enable
% PublicKey: | BEGIN RSA PUBLIC KEY-—

T e S T T e e A= oy Ary P 31qi08QHfzQsMS CC Hrq5repNDILARVBLB Flg3QilBHDLLY
07Pj29mgdVFHX/p3ArKS3QIUDS T2/ +AOCGVNJ5ZP G8aKw58HWRIMcyvOvblaDJl/ej0aYiGA10GX8eiTSIxIM
blJomiiFd/MWOFBC2/3nmbhKk/LsKi+koTucCbauVshpwP2WdW\WReDUSb3WLFRANNQNGWR/N794HaAU0 _
HyxpT7qDOVIYVv4FAGIR 1pbIDdAYHe8/sVXUCCuAFII92aDPeK1ZCMACDJaMaQ4trxagx/KmbévgBnvBeP | 1yaW
iS0gaG0zgjir/ YQIDAQAB Y

vt

& Private Key: Encrypted

S

® Plaintext roiJNnzjgteU9ggzGvAGre1+{9z4tgwGn+91eRg3J16w8vriA3wucPOImyRIUCaYEAVUIASKIf+pRGBO/NDMOWN &

IFkSmIG6azhiA4IYTRQPVISUEU /ne T 7edoNTX|XeB/zptOhQBHicyl 1xscogv2Kyvp Tx8k0usuBavinP1gGsEuePc
(G+ynDTRAYIMZLcOpDEtGWBKV362YnyX4rCZT6TRVXBRI3geAmN30DgpygcYLMCgYEAIghyEg9cWrkQSo3

e904IVACLgJVGO5nkfE6Q1BFt8sTDDOGoSKGZLY hRxIIkLOXRP990Z2Gugt3xKivLighFmZHOYaSTLKEY 8hzr/
uTe]GQLoCYNoZAOzC1Ac+QneCbQ4GIDualamyetkAJIEUog7cx2skgozjQSIC3dw2FStw=
----- END RSA PRIVATE KEY--—- Vi

b—ﬂpﬂ—‘ [ Close ] [ Display Sensitive Data as Plaintext

fEFACLIS A

B1F

EFEACLISAULES , BRANTES,

switch(config) #crypto certificate [certificate number] import
ABIRF A T2,

switch(config) #crypto certificate 2 import

S| 2
BB A ER AR R8T ERMAS()

— RSA —
MIIEvgIBADANBgkghkiGI9wOBAQEFAASCBKgwggSKAGEAAOIBAQC/rZzQ6f0rj8neA

h27Zh+aWX7dxakaoF5Q0kBTgWDHCMAVN1uwGiZ/03BQYgSiI+SYrZzXAbUiSvEIR4
NC1WgkWzML6jW+521D/GokmU

— RSA —

— RSA —
MIIBCOKCAQEAV62UON9K4/J3gCAk719nYL52zYm4kQVQhCao7uGblEprxdWkfT01

64jc5fzIfNnE2QpgBX/9M40E41BX5Z0B/QIDAQAB



8S+39m9wWPAOZipI0JALl/0IeG7ChLWOXKncMeZWVTIUZaEwWVE f0cUzgXwOJcsTrMV
JDPtnbKXG56w0TrecubUQIHsUBoDQON1 sN5ZBHt1VyjAP

C=xxST=GxxxxxL=xx0=xx CA LimitedCN=xx RSACA

61400:00:00 2017GMT

91123:59:59 2020 GMT

C=DE/postalCode=xxx ST=xxX L=xx/sStreet=xxx 2, O=xxx OU=IT CN=*.kowi.eu

SHAXXXXX
Z£it
BIMEEEYT 7 EAGUIFICLIFESX350FSx550X R 5t E R Ih S AP ST,
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