XY LEEETMACH S HRIE
B %

802 IXEAWIHRENEEILER  AREARAZFRIFRIEHME, 23RN E A E AR A
FREGU)VEXRRI EEEETVMACHEARKIE, ETHNMAFEAGSTAECL)EEET
MACHI & 3 IiE |, ER &AL,

AR AEE2ITHMITN AR, ATRIEEHNEGEEISHNWIE. B LW, FIk , ARER
TR R T A NITHEKS R,

BEXHEMER  EZHEAEILE,

RADIUS #{a T4 ?

82 IXEMBIEE=AEELHMH : BRE (BFKH ). SHRIER[WHRE (OREY ) MEHE
EARSS 23 (RADIUS), ZfE B BRI A F RS (RADIUS)REA BHRRIE, BINAIZHKAAA) M
WHEARSES , I#HBEEMEIHR, RADIUSERAZE P — RSEBER | AixERG

, RADIUSFRS B8 M — 1N HZMRADIUSE F i AIRMEZE B HRIEEE, ERIEFF KNS H

, FBEHZBRYEFF iR R IREIHRLANK EN,

BEHRIIEREEFHRANFHRIERS /B IH, B E2ABFHRERFHER. FEAEL

, FORIEFCAFORIERSFRIEES. &E , EaATFRPRIBN, EANF , FHKIE
R EERADIUSE IR M. RRYFEBHEHBR T B S HRIEMEAP)I , L5
BORIERSHRRE,

ETMACH & 358U i1y 2

EETMACHEMRRIED , HBERAT THRUOMESHRIEFBEEILEIEEN , EEAENHN
MACHb 1t 1T & K. ETMACHERAERALRADIUS ( REREAP ) #1THHRIE,
RADIUSERSF SR EFRETEARTHMACHUN TR ENBEE. BFRTTFETMACH & HRIEE
RN B F B RIFTM(PAP) S B RIE , MBI EMS [RFEE] = 101353 FER, RFHFHH
I 4 34 1D M A FIMAC b it 5 3 W 303E R 126 BYMAC #h 11k 3 4T LR
MRA2.488MTEENETFMACHBERARENAF BRI HENEAPHBRIE S ERARADIUSH
Thig, HERAS  EETUEBAFENERURNETVMACHERFBRETRTAFRENEE
=1,
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AR EAXH , BIVFEASG550X-24E 81 A TRADIUSERSS 25 M & 13 1 IE 28, RADIUSHRSS 25
AYREASIPH# 359 192.168.1.100 , H A IRIEERATERAIP# L 192.168.1.101,

ANHEPNSRESREFERATHIIT. BEFEAEINER , BRIGLAHAE EFENTH
NRPEEFTR
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I C

H3%

1. RADIUSIR B8 £ RiZiE
2. RADIUSHR %5 88 22 4H
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7
8
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RHAFRRA

- 2.4.0.94

RADIUSHESS B8 ¢ Bik il

SR BRI NEENRADIUSIRF BN RN ETFWebWIEARER , RS M EISecurity >
RADIUS Server > RADIUS Server Global Settings.

ot — - % Save cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

Search -
———— RADIUS Server Global Settings
» Administration |
| RADIUS Server Status: Enable
» Port Management

» Smartport Authentication Port 1812

» VLAN Management Port: 1813
g Port:

» Spanning Tree
» MAC Address Tables
» Multicast RADIUS Accounting Traps: Enable

Trap Settings

> _IP Configuration RADIUS Authentication Failure Traps: Enable

a RADIUS Authentication Success Traps: Enable
TACACS+ Client

RADIUS Client |appy| [ cancel |
~ RADIUS Serven) ) =

RADIUS Server Keys

RADIUS Server Groups

RADIUS Server Users

RADIUS Server Accounting

RADIUS Server Rejected Users

RADIUS Server Unknown NAS |

RADIUS Server Statistics
Password Strength -

»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

HBR2.ES ARADIUSIRS 2R IR |, BiEPRADIUSIRSG BRIRBFER PG AE L4,
RADIUS Server Global Settings

RADIUS Server Status: ¥ Enable

Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Defauli: 1813)
Trap Settings

RADIUS Accounting Traps: Enable

RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable

’—Apply—{[ Cancel l

SI3 ENRADIUSIEIKEM, KMBBFRENNWEFERBH , EEPARNERASEENLE
EFakt, FMEBEIHEMBERDPU(SNMP)ERNREEHHEE ., REEMIT , BBA2REFIR
MAWSNMPEIERR, LUTHEHRER !

- RADIUSE kA B — % A A4 RRADIUSIE tk B4 B BE B o
- RADIUS Authentication Failure Traps — 3% f1 LA Sk MBS B 4 A BR B -
- RADIUS Authentication Success Traps — % 57 LU 4 B R Th B 09 Ba Bt



RADIUS Server Global Settings

RADIUS Server Status: « Enable
+ Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
“* Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings
RADIUS Accounting Traps: ¥ Enable
RADIUS Authentication Failure Traps: | ¥ Enable
RADIUS Authentication Success Traps:\ ¢/ Enable

'—hppby—” Cancel ]

R4 BT MR RFRE.

RADIUS i 55 75 2 4R

S 1. 5 ESecurity > RADIUS Server > RADIUS Server Keys. “RADIUSHR %5452 47 W E T FF

o

et = cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables - RADIUS Server Keys
» Multicast

» IP Configuration Default Key: e Keep existing default key
Encrypted

TACACS+ Client Plaintext
RADIUS Client

5 MD5 Digest:
er Global St

R = pply-| | cancel
RAI er Groups
RADIUS Server Users SecietieVTano
RADIUS Server Accountil NAS Address = Secret Key's MD5
RADIUS Server Rejected ST
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services

Add... Edit Delete

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Keys

Default Key: @ Keep existing default key
Encrypted

Plaintext

MD5 Digest:

Apply H Cancel |

Secret Key Table
NAS Address @ Secret Key's MD5

0 results found.

Add...

S IR3IFIT FFAdd Secret KeyB O, FENAS AddressFERH | i A B ERADIUSE F ik By 33 LAY
ik, EAGIF  RAPRFEAIPHEIE192.168.1.1014E N RADIUSE F i .

NAS Address: (192.168.1.101 )
Secret Key: ® Use default key
Encrypted
Plaintext
}—Apply—‘ | Close ‘

SRAGE—NMRERANRIEZE, SITETN

- ERARINRH — N TEENRSS  REZVEAAEHNRUNBHZFENRADIUSE F~ imit
TH ORI,

- & — EERHEHESEES(MDS)MEBRE , BUAMBE XA AZEH,

- X — EAXER TRAABRHZTS,

FEAREIF | RAVFIEEZR Plaintext , £ #FlexampletER E 18 Secret Key, B BA"E , 181
ZEFUMBERE R

EE  BNTFBWWEA £ RlexamplefE N #41, BFERAERNZH, KRS UEHA128MNFRF. MMRFZ
BAEZR, BF7E  NFBENTFER , EEFHE , NRREENBEERNS TIiEZNESE , B
BHREZFNHEZRE LT — P@55W0rds@reH@rdTORemember’, JZFFAEEHFH A ALK
BNEMRRE, REFERFE-NEE , FEFIERNIBFKRFIHNET. EXFHAEE , BESHAL
BRHE


https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords

' NAS Address: 192.168.1.101 (IPv4 or IPv6 Address)

Secret Key: Use default key
Encrypted

OG) Plaintext [example ]g'128 characters used)
}—&pphf—l [ Close ]

SREBEHNMARFEE, BRANEEAMDSINE, MDSEINERFEHE , BRI —BREIEH 0
BE—NTARSHE  BETTEH. MD5ER128{uis HEH,

RADIUS Server Keys

Default Key: e Keep existing default key
Encrypted

Plaintext | " (0/128 characters used)

MD5 Digest:

'—Apply—l [ Cancel

Secret Key Table
NAS Address @ Secret Key's MD5
192.168.1.101 (1a79a4d60de67 18e8e5b326e€338ae533 )

Add... Edit... Delete

RADIUSHR S5 &8R4

S B1.S M ZESecurity > RADIUS Server > RADIUS Server Groups.

il = o - x JSave cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables “| RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range | VLANID | VLAN Name

TACACS+ Client Name = State
RADIUS Client | O resuits found.

(>_RADIUS Server )
~ RADIUS Server )@) Add.. | =
RADIUS Server Global St

Delete

RADIUS Server Groups
RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services -
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range VLAN ID | VLAN Name

Name | State

0 results found.

[ Add.. Edit... Delete

SR AFH] T B MRADIUS RS BR4A T T AARI B Tho EAHIHR | RAVFEAMACB02/E A A

o

% Group Name: (MACSOZ ] (6/32 characters used)
% Privilege Level: 1 (Range: 1 - 15, Default: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: ® None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

|hpply | Close

SRAENRYB FRPAAANERG ANREH . SEEN1- 15, 15RHERE , MIAMER1,
EABF , BIPFERRBREN 1.

AR . AT £B EAESEESVLAN,

% Group Name: |IVIA0802 | (6/32 characters used)
% Privilege Level: (1 ) (Range: 1 - 15, Defauit: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: @ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

lApply| | Close

SRS B H NAMRFIRIE,



RADIUSHRSSBS A

S5 ESecurity > RADIUS Server > RADIUS Server Users A fit ERADIUS A /.

silisijr — x Save cisco RADIUS Language: [T NIRA Disoay Vode: [RTEISSIM Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

» Spanning Tree. =
» MAC Address Tables RADIUS Server Users

» Multicast

RADIUS User Table

Filter: oup Name equals to | MAC802 ¥ | | Go Clear Filter

TACACS+ Client User Name Group Name | Password's MD5

RADIUS Client 0 results found.

~ RADIUS Server ) @) Add o Delete

RADIUS Server Global St
RADIUS Server Keys

RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

S22 BHEAdd.. WFEE,
RADIUS Server Users

RADIUS User Table

02 v Go Clear Filter

Filter: Group Name eq

User Name Group Name Password's MD5

0 results found.

LoAdde) | Edit.. Delete

SR A P IMRADIUSHRS 25" W BAFEFERY , MARAFHIMACHE M, EAHF |, &
MIRE T EH EERLARMACHE 1

AEXE : HoMACH U BRI,



User Name: (54:EE:75: ) (17/32 characters used

Group Name: | MAC802 ¥

Password: ® Encrypted

Plaintext

}—App}y—{ | Close

$ R4 £ Group Name TR 5| K AikZEH, MRADIUSIRSSFAZBOMEISTHREZ RN , BT
EEMACB02/E R L F P VA B 5o

User Name: |54:EE:75:

Group Name: { MAC802 ¥

Password: ® Encrypted

Plaintext

}—App}y—{ | Close

SIS IERUT RiRE 2 —

- ZE — BHATEAMDSNEZERF. EEAMNE , FNBEL A AEHA.
A — MRRENMBENFAFHS (REHMRE ) , BEANEITAABAFZESR, £
FRNMBZAFRS,

BATRERHEXFERNLAFNER , AERGPRERARNXENRNVAXED,
AR BUASERRHAREAED, BMNBWUERERNZD,



& User Name: |54:EE:75: (17/32 characters used)

Group Name: | MAC802 ¥

“ Password: Encrypted |

OG) Plaintext (example )@ 32 characters used)
leyh—v] [ Close ]

She.THRERFETNA".
o , BETHKRADIUSERSBHRMEE. £ T—TH , RITHEES =& XRHIFEN 5 BRIESR.

RADIUSE F i

SR BFRIFEEN FHRIEFNRINE TWebIEARER , RS SH ZESecurity > RADIUS
Client,

Wrher : cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24- Port Gigabit Stackable Managed Switch I <

Getting Started
Dashboard

RADIUS Client

Configuration Wizards RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently Disabled.

Search
e o RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
Both Port Based Access Control and Management Access
» Port Management o None

» Administration

Use Default Parameters
“ Retries: 3 (Range: 1 - 15, Default: 3)
* Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)

“ Dead Time: 0 min (Range: 0 - 2000, Default: 0)

Key String: ® Encrypted

» RADIUSServere Paintet | (0/128 characters used

Password Strength
» Key Management
» Mgmt Access Method Source IPv6 Interface: | Auto v

Source IPv4 Interface: | Auto v

Management Access Authe

» Secure Sensitive Data Man _ | |- Appiy.|

» Qal Qanar
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Use Default Parameters

Retries: 3 (Range: 1 - 15, Default: 3)
Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)
Dead Time: 0 min (Range: 0 - 2000, Default: 0)
Key String: ® Encrypted

Plaintext | 28 chara

Source IPv4 Interface: = Auto %

Source IPv6 Interface: = Auto v

|Apply-|| Cancel

RADIUS Table

Server | Priority = Key Timeout = Authentication | Accounting | Retries =Dead | Usage
String (Encrypted) | for Reply Port Port Time | Type

0 results found.

Edit Delete

83, (Hk) FE RS B N P B , IR RIZIPH# U E B B M8 ERADIUSHRS 82 A+
, BT RZBRINERN RIPHIE",

Server Definition: ® By IP address, By name

IP Version: Version 6 @ Version 4

Pv6 Address Type Link Lo Glc
Interface LAN

Server IP Address/Name:

Priority: (Range: 0 - 65535)

Key String: ® Use Default §
User Defined (Encrypted)

User Defined (Plaintext) { 9/128 characters used

Timeout for Reply: ® Use Default
User Defined |Defa sec (Range: 1 - 30, Defaul
Authentication Port: 1812 5, Default: 1812)
“* Accounting Port: 1813 5, Default: 1813)
Retries: ® Use Default
User Defined |Defa Range 5, Default: 3
Dead Time: ® Use Default

User Defined

Usage Type: Login
802.1x
e Al

H»H Close ‘

SB4. ( WiE ) EIP VersionFER FIEERADIUSHR S 85 IPtb ik AYARAS . B AT 1IFAR B8 A< R 51 B9 BRIARR
RAgEEE,

Server Definition: ® By IP address By name
IP Version: Version 6
P pe Link L E]
Link Local Interface N
Server IP Address/Name:
Priority:
Key String: ® Use Default

User Defined (Encrypted) |

User Defined (Plaintext)
Timeout for Reply: ® Use Default

User Defined |Def sec (R 1
Authentication Port: 1812
Accounting Port: 1813
Retries: ® Use Default

User Defined |Def: Range: 1 - 15, De
Dead Time: ® Use Default

User Defined |Defa 1 ( e 2000, De
Usage Type: Login

802.1x

e Al

|~Apply-|| Close |

S8R5 3RIPH i 5 B #rd ARADIUSHRS 88, AT 1EServer IP Address/Name R A 1Pt
192.168.1.100,



Server Definition: ® By IP address By name

IP Version: Version 6 @ Version 4

Server IP Address/Name: (192 168.1.100 )
Priority: Range: 0 - 65535

Key String: ® Use Default

User Defined (Encrypted)

User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range 1812
Accounting Port: 1813 R 1813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al
|Apply—|| Close |

SR MABSBRNMELR. EERBERZZHZRRBSF/ARIEASBIRF, REE LML
RESHWRADIUSERS 2RE31. BRESMLER,

Server Definition: ® By IP address By name

IP Version: Version 6 (@ Version 4

Server IP Address/Name: 192.168.1.100

Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 812
Accounting Port: 1813 813,
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined

Usage Type: Login
802.1x
e Al
HwH ‘ Close ‘

SRR7 AR TRIENNEIRE SRADIUSIRS 2R 2 RIBENEZRA TR H, WEAXLFERADIUSHR
SR tRENFACE, TUUMELAXBRABAT, MREFEUse Default , R Z [ =64 3R
AEBRFHFREMRADIUSIRS R TH BRI, BRIGEAAFREN (X ) "HEXBTGTRA

o

AR BRIMNHREARBEENRIAEE. WIRFE , TUREEA].



Server Definition: ® By IP address By name
IP Version: Version 6 @ Version 4
PV6 / Link Lc Gl

Link Local Interf: LAN1 ¥

Server IP Address/Name: 192.168.1.100

Priority: 0 (Range: 0 - 65535)

Key String: Use Default

User Defined (Encrypted)
@ User Defined (Plaintext) (7/128 characters used)

“* Timeout for Reply: ® Use Default

User Defined |

Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
* Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
* Retries: ® Use Default

User Defined

* Dead Time: ® Use Default
User Defined F ault
Usage Type: Login
802.1x
e Al

SR8 B HApplyRFEE.

802.1X & 13 3 il IR 1

BUETAT£RERARANRZSHRIE. EESHORIEEEET , LAES MO L£RHMAIMH
BB

H 1.5 = Security > 802.1X Authentication > Properties.

aliarln st - x FSave cisco Authenticator Language: SRS Disvioy Vode: [XTENS Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch

» IP Configuration

Properties

I <

TACACS+ Client

RADIUS Client

RADIUS Server

Password Strength

Key Management

Mgmt Access Method

Management Access Authe

Secure Sensitive Data Man

SSL Server

SSH Server

SSH Client

TCP/UDP Services

» Storm Control
Port Security
(2}
3

Port Authentication
Host and Session Authen
Authenticated Hosts
Locked Clients
Web Authentication Custc
Supplicant Credentials

Port-Based Authentication:

Authentication Method:

Guest VLAN:

Guest VLAN Timeout:

Trap Settings
802.1x Authentication Failure Traps:
802.1x Authentication Success Traps:
MAC Authentication Failure Traps:

MAC Authentication Success Traps:
Supplicant Authentication Failure Traps:
Supplicant Authentication Success Traps:
Web Authentication Failure Traps:

‘Web Authentication Success Traps:

Web Authentication Quiet Traps:

MAC.Racad Anthenticatic
»

© 2011-2018 Cisco Systems, Inc. Al
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B2 %k FEnable Sk E LS

Enable

RADIUS, None
RADIUS
None

Enable

Immediate
User Defined sec (Range: 30 - 180)

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

RETHONS BRI,




Properties

Port-Based Authentication: «| Enable

Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

SIWIEREAFFHRIEFE, BIFEERADIUSEN SFHRIESE. A TEIUN

- RADIUS , None — B % ARADIUSERFZ TR O G0 K, 03R%EMRADIUSK Z I &
(N | RRSEEXRE ) , MFRMITENRIE , HATFLTE. WRBRSSHBTH , BRAFEIL
TIEW , NiFREEL , S1FL L,

- RADIUS — ZZRADIUSHREG B EX AR #THEHRIE, MERRITEHRIE , WFATFLE,

- — FTRAF#HTERRIE. AFRiFE,

Properties
Port-Based Authentication: «#| Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e |Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

FB]4. ( Wik ) EFMAC Authentication Failure TrapsHIMAC Authentication Success Traps#y



Enable &, MRMACEHRIEXRMERL , XFERMEB, EXRREF , RITFENEA
MAC & 1758 iiF K 4 Fé 4 M MAC & 1758 UF 5 3 Fé B

Properties
Port-Based Authentication: ¢! Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: ® |mmediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: «#| Enable
MAC Authentication Success Traps:
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

S5 B EHMA".

802.1X& A KIEE TMACH & 3B IF % &

R EATEREERTETMACH S HRIEMN B MHIRE,

S IR1.5M1 ZE Security > 802.1X Authentication > MAC-Based Authentication Settings.

il — cisco  Authenticator  Language: ST NMRA Doy Vode: [XTENSSRA Losout SNA About Help
SG550X-24 24-Port Gigabit Stackable Managed Switch I

MAC-Based Authentication Settings
TACACS+ Client

RADIUS Client
» RADIUS Server
Password Strength
» Key Management Username Format
» Mgmt Access Method

MAC Authentication Type: o EAP
RADIUS

Group Size:
Management Access Authe

» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security Case: ®) Lowercase

~ 802.1X Authentication e Uppercase
Properties

Port Authentication MAC Authentication Password

Host and Session Authen Password: © Use default (Userame)
Authenticated Hosts Encrypted

Locked Clients

‘Web Authentication Custc

Supplicant Credentials Password MD5 Digest:

AN (G SERCH Pm"‘“’"';" |apply-f | Cancel Display Sensitive Data as Plaintext

©2011-2018 Cisco Systems, Inc. All Rights Reserved.

FW2EMACE HRUFERF | EFRUTEITIZ — :

. EAP — 3 &3##l ( RADIUSE i ) MIRADIUSHRE 25 ( W EFMACHERAHITEHRIE
) Z B REFEFARADIUSHIEAPE %,

. RADIUS — 33 3%##l ( RADIUSE Fifs ) MRADIUSERS 28 ( M EFMACHBERAFHITHHK
i ) ZEMRE SR FTTEAPERMRADIUS,

Plaintext




A

EARBIF | BRATFEZRRADIUSERIMACE B IIFHEH,
MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
2
4
e 12
Case: ® Lowercase
Uppercase

MAC Authentication Password

Password: ® Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

I—Apply—‘ l Cancel l [ Display Sensitive Data as Plaintext ‘
#HPR3.7EUsername Format# , FEN AP B RIENMACH IR 2 R ZEHWASCIZ /K. &

APl BATPREEFR2EN A KRN,
AR : BERAFBBAEE RadiusiRS5 25 F 7 582 AMACH# 3t 49 5 (A E]




SRAGEREMACHI P EENFRHAC B RN FR. EAGG , RITFERAENASBE

o



SREERNNEFES , RFPMEHKE , LEUNEFIAERAXARERAF &,



MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: e -
Case: Lowercase

MAC Authentication Password

Password: @ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

'v—-ﬁpply—-{ [ Cancel l [ Display Sensitive Data as Plaintext ]
HIR6. 8D E X R A E T RADIUS RS 8a Bt 1T H M I0UE, SR TRIZ — :

CFERARIA (AR ) —ERRBUERELNAFRBENEB,
- Encrypted — UINZER R E L BB,
. B3Z(Plaintext) — LABA M X E L #H8,




MAC-Based Authentication Settings

MAC Authentication Type: EAP
e RADIUS

Username Format

Group Size: 1

Group Separator: ®

Case: Lowercase
® Uppercase

MAC Authentication Password

Password: Use default (Username)

Encrypted

@ Plaintext @Xample ) (7/32 characters used)

Password MD5 Digest:

}—Apply—{ [ Cancel ] [ Display Sensitive Data as Plaintext I

xE . ZFEEEREEESMDS)EEEZRMDSEERB, MDSEMBER AR , CIRIN—BREBEH
BIE—NEETUE SN — 1+ S#EHHE,. MDSER 128K FHE,

ST BT NA , FRERFIESTERE XM,

802.1XB BRIV L iF B DB

“EHALF S G T A LAE L 802.1XTE i A L5217 R R LA K48 I BB A A EHAT VR E,

F 1.5 ESecurity > 802.1X Authentication > Host and Session Authentication,

i — x Save cisco  Authenticator  Language: Display Mode: Logout SNA About Help
SG550X-24 24-Port Gigabit Stackable Managed Switch I

Host and Session Authentication
TACACS+ Client
RADIUS Client Host and Session Authentication Table Showing 1-28 0f 28 All ¥
» RADIUS Server =
e — Filter: Interface Type equalsto  Portof Unit1 v | Go |

per page

Key Management Entry No. | Port | Host Authentication Single Host
L s i Action on Violation | Traps | Trap Frequency = Number of Violations
Management Access Authe
» Secure Sensitive Data Man SELMUtpE ot
» SSlServer GE2  Multiple Host (802.1X)
» SSH Server GE3  Multiple Host (802.1X)
» SSH Client GE4  Multiple Host (802.1X)

et e ones GE5  Multiple Host (802.1X)
» Storm Control

Port Security GE6 Multiple Host (802.1X)

~ 802.1X Authentication ) ) GE7  Multiple Host (802.1X)

Properties GE8  Multiple Host (802.1X)
Port Authentication

GE9  Multiple Host (802.1X)
il e GE10  Multiple Host (802.1X)
Losked Glients GE11  Multiple Host (802.1X)
Web Authentication Custc GE12  Multiple Host (802.1X)
Supplicant Credentials GE13  Multiple Host (802.1X)
e GE14  Multiple Host (802.1X)

» Denial of Service Preventio ~
| GE15  Multiple Host (802.1X)
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Filter: Interface Type equalsto  Portof Unit1 ¥ ﬁ
Host Authentication ~  Single Host ‘
Action on Violation | Traps | Trap Frequency | Number of Violations
1 GE1  Multiple Host (802.1X)

090900@«99999@0-

HPR3. B EEdit.. BEERO,

@
®
®
®
®
®
®
®
(J
®
(J
®
®
®
®
®
(J
®
®

59%4.T£Host Authentication9"?',5;&"4:I : BERUT®TZ — -
1. B EHER




- MRERNNEFT , MHOERN. —Nw0 EREEE— & ENRERD

- HimOARRNEEAHEVLANE | EARICREFSEFRMRE FHEVLAN, BRIFIRICHRERET
THEVLANS RZ 5 HRKRIEHNVLAN , BNFERFZRE, WRKO ELRBAFHEFVLAN , T
AFER T AL HRIINVLANKIRIERE,

- Wi AW BENE | REBENEVHNRIRCHNERICHRELBERSVLANK R iH OB BHIT
g, REEMEZVNREREESR.

- AFRTUEEESARIEISED , REBRENHN TR RET EFHB S | HRADIUSERS
BOEMVLAN, BRIEFRIEHRER TRADIUSH ELHIVLANTR KR Z BB RIEAVLAN , BNH
EHFZRE, %O LMRadius VLANZD B iR O AR L AFRE .

2. ZEHER

CMRELE-ARNEFE , MiEOSHERN.

- B OARBENEERIFFVLANE | TARCRESEFRBS RHFFVLAN, BRIERICHRERE T
HEVLANS RZ B HKRIEMNVLAN , BNFERZRE, WRFKO ELRBSAHEFEVLAN , T
AREETAZ5HRBRIINVLANKIRCHE,

- Wi AW BENE | 2RBEASVLANSK R i O B E 52K BIEE DK QO E £V TR
MERCHE,

AL ERBRENIFE ONERICRENEFURG S HRIEIEPHRADIUSERS 2 E
HIVLAN, BRIEFRICTHER TRADIUSHELHIVLANS AR B IIFMVLAN , BNFEHFZ
FE. %O EMRadius VLANZD BLIE iR O B BIL A PiRE,

3. LFEER

- BEREEINAZENERNTRE , ZLEEXFNIREESFHRIPRES. RS EAEZEE
i O ENEF iR,

- TREVNREBEEN , BT REFHRIENVVLANMIRISRERBRLA SFFE,

- RBFERZEHEIEHNVLANK R BN EVHN EIRCHMARIRCRELEVLANEE LG ARE
ST ZAZEVLAN |, SER O L RS BB EVLANR EH,

AL ERBRENIFE ONERICRENEFURG S HRIEIEPHRADIUSERS 2 E
HIVLAN, BRIEFRICTHER TRADIUSHEHIVLANS AR BHIIFMVLAN , BNFEHFZ
FE. %0 _EMRadius VLANZ BLIE iR O B0 B UL T PiRiE,

Interface: Unit |1 v Port | GE1 ¥

Host Authentication: Single Host
Multiple Host (802.1X)

® Multiple Sessions

}*Apply—i | Close

SRS EHNMARFERE

xEE  FREHNRE...... FCGE1HWMHRERENARIZ MR, NiEEFIRADIUSERS SN IR AR E
K 2 EH(802.1X).



802.1X& il ik O & 1 iE

‘s O 5 R REASNMNEONSHEE, EE?F%‘“’EE B R v O AL T o IR BCRZE (Bl
FENSHRIL ) T AR E | RItBRIWERITERZ B iR D26 E A EH RN, BETKE
G O R SIS B TR

AE  BIENEEETVACH B HBRIEFMEMNRE, HREENRBZNRIAME,
FBR1. 5 ZE Security > 802.1X Authentication > Port Authentication.

cisco Authenticator Language: Display Mode: Logout SNA About Help
-24 24 Port Glgablt Stackable Managed Switch I C

Port Authentication

» Multicast

» IP Configuration

Port Authentication Table
TACACS+ Client
RADIUS Client i
RADIUS Server EntryNo. Port | CurrentPort =Administrative | RADIUS Guest | OpenAccess 802.1xBased =~ MACBased  Web Based Periodic Reauth:
Password Strength Control Port Control VLAN Assignment | VLAN Reauthentication
Key Management
Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
SSL Server PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
el PortDown  Force Authorized Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

SSH Client
TCP/UDP Services Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

» Storm Control Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Filter: Interface Type equalsto | Portof Unit1 v | | Go |

Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Security Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

©_802.1X Authentication ) &) Port Down  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Propert : : : )

Lopelles PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

e e PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

e o PortDown  Force Authorized  Disabled Disabled ~ Disabled  Enabled Disabled Disabled Disabled

Locked Clients Port Down Force Authorized ~ Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Web Authentication Custc

Quinnlirant Cradantiale

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
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SRR IEFRERE Biw O RNAIRA,
AR BF7EERIATEZN R, X

Port Authentication

S % O AR B N “5R AR AT

Port Authentication Table

Filter: Interface Type equals to | Port of Unit 1 ¥ I Go l

Entry No. | Port Current Port | Administrative RADIUS Guest Open Access | 802.1x Based MAC Based Web Based Periodic Reauth
Control Port Control VLAN Assignment VLAN Authentication | Authentication | Authentication = Reauthentication
‘ @ 2 GE2 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 3 GE3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 4 GE4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
| 5 GE5  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 6 GE6 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 7 GE7 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 8 GES8 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 9 GE9 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 10 GE10 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
| 11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

SR ARBA TR A LT RE....."  BERKO



11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
12 GE12 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
14 GE14 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
15 GE15 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
16 GE16 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
17 GE17 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
18 GE18 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
19 GE19 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
20 GE20 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
21 GE21 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
22 GE22 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
23 GE23 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
24 GE24 Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
25 XG1 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
26 XG2 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
27 XG3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
28 XG4 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
I Copy Settings... | ( Edit... )

EYwRBIHOSFGEIPTYP |, “Hekm ORI FERETH N OBRIURTS. MRRESH L, Wik
O8N &4 WU B2 i O 125" N EHRE . R, IRRESRKREX, MmO ELAREST
SO, EL“ERBim OB 5 98 H KRR, ZZIJ%?%EIJ:F'FE 7 Supplicant®E F i , N 8w A
?E%M‘vf;sSuppllcant%F'uﬁﬁo

FRAGEER R ORPURS, Fiws A EENAuto, A FIZTIZHE

- BHARRN — BFEOABERRPORSRELEOTR, REFTELSEADEFE S HREHAS G
KIEARSS o

B3 — EREFLEAETHRONSHRIENZN. HOBRFERZFNES KA S ORIERHR
EENBARBEPURS 2 BB,

REHIRN — BREQ , FTRITHHRIE,

AR BRI ERINE,

Interface: Unit |1 v | Port |GE1 ¥
Current Port Control: Authorized

Administrative Port Control: Force Unauthorized

Force Authorized

RADIUS VLAN Assignment: e Disable
Reject
Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication: « Enable
MAC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
Reauthentication Period 3600 R 429 295, D 0)

Reauthenticate Now:

Authenticator State:

Maximum WBA Login Attempts:

WBA Silence Period:

Force Authorized

Edit

® Infinite
User Defined

® Infinite

LB A EHT802.1 X8 B A B UL FERST , BUHEFBAEREE  RABRNTLERAS02AXERE

MBI, BRIAE N 802.1x Based Authenticationt |8 A .



Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:

Open Access:

Unit |1 v | Port |GE1 v
Authorized

Force Unauthorized
e Auto

Force Authorized
e Disable

Reject

Static
| Enable

| Enable

802.1x Based Authentication:

MAC Based Authentication:
Web Based Authentication

Periodic Reauthentication:

Reauthentication Period:

Reauthenticate Now:

| Enable
| Enable
| Enable
3600 sec (Range: 300 - 4294967295, Default: 3600)

Authenticator State: Force Authorized
Time Range: Enable
Time Range Name: v | Edit
% Maximum WBA Login Attempts: @ Infinite
User Defined l— (Range: 3 - 10)
WBA Silence Period: (@ _Infinite

H1mG

o inO L REEFEASNMETMACKH & HRIE,

R EFMACH & HEIUINBRASEE , BARMNEBRFEFERAFMACH S Ak A &4 KIE

Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:

Open Access:

802.1x Based Authentication:

MAC Based Authentication:
Web Based Authentication:
Periodic Reauthentication:
“ Reauthentication Period:
Reauthenticate Now:

Authenticator State:

Unit |1 v | Port | GE1 ¥
Authorized

Force Unauthorized
e Auto
Force Authorized

® Disable
Reject
Static

| Enable
| Enable
| Enable
(D
| Enable
| Enable

3600 sec (Range: 300 - 4294967295, Default: 3600)

Force Authorized

S]7 2HNA
MRERFEE

Enable

¥ | Edit

% Maximum WBA Login Attempts: @ Infinite
User Defined (Range: 3 - 10)

“ Maximum WBA Silence Period: @ Infinite

"REER,
BRREEINE A Saveiz .

cisco Authenticator Languag

Display Mode Log

FRNEEHNERRI LEEETMACH S HRIE. ERIEETMACHSHRIERBSEEIE , &

WATU TR

$ 1.5 M ESecurity > 802.1X Authentication > Authenticated Hosts , E& A< B A F A i¥ 4

=



cisco Authenticator Language: [EITeIN [ Display Mode: [ETEINSRA Logout SNA About Help

Authenticated Hosts

jacacssolent ‘ Authenticated Host Table
RADIUS Client
RADIUS Server ‘ User Name Port Session Time (DD:HH:MM:SS) = Authentication Method ~ Authentication Server =~ MAC Address VLAN ID
Password Strength \ 54 5. B GE11 00:00:06:56 MAC Remote S4:ee75]
Key Management
Mgmt Access Method
Management Access Authe
Secure Sensitive Data Mar
SSL Server
SSH Server
SSH Client
TCP/UDP Services
» Storm Control
Port Security
ooz i) @
Properties
Port Authentication
Host and Session Auther

Locked Clients

Web Authentication Cust

Supplicant Credentials

MAC-Based Authenticatic ™
»
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SE2ERBH | BAILBEIBINHUAMMACH I EEERIEN T EXFHTE BRI, UTF
BREMH

AFE —E8M NmOLHTEHRIENERAER.

CiRA — WwOMNES.

£ 1578 (DD:HH:MM:SS) — &R 77 7E i O 3 17 & 7 310 F R R AX 7 18] AV B 8] o
Authentication Method — Xﬁt)ﬂéiﬁi&ﬁ%ﬁgﬁiﬁﬂ’ﬂﬁ‘}fo

- Authenticated Server - RADIUSERS 85

- MACHz it — B /RiESR A MACHEIE,

VLAN ID — % A BYVLAN,

Authenticated Hosts

Authenticated Host Table ‘

User Name Port | Session Time (DD:HH:MM:SS) | Authentication Method | Authentication Server = MAC Address VLAN ID |
(G4EE758 GE1/1  00:00:06:56 MAC Remote 54:ee:75:0 )

H|3. ( ik ) SHEStatus and Statistics > View Log > RAM Memory, “RAM /72”7 T 32 A (8]
57 & RRFERAM ( &7 ) PHIAFMEER . ZBREBFIRE"(Log Settings) I H * K BL & 7%
ERAMAER,

aalierler cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24 Port Glgablt Stackable Managed Switch I

Getting Started

RAM Memory
Dashboard
Configuration Wizards Alert Icon Blinking: Enabled [ Disable Alert Icon Blinking

a Pop-Up Syslog Noti Enabled | Disable Pop-Up Syslog Notificati

System Summary Current Logging Threshold:  Informational Edit
CPU Utilization

Port Utilization
Interface Log Index | Log Time Severity Description

Etherlike 2147483573  2018-May-3104:33:00 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
GVRP 2147483574 2018-May-3104:33:00 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
i‘g.‘x EAP 2147483575 2018-May-3104:32:56  Informational  %LINK-1-Up: gi1/0/1
e 2147483576 2018-May-31 04:32:53  Warning %LINK-W-Down: gi1/0/1
Health and Power 2147483577  2018-May-3104:31:56  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: [ | is authorized on port gi1/0/1
SPAN & RSPAN 2147483578 2018-May-3104:31:56  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
Diagnostics 2147483579  2018-May-3104:31:56 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
stSIN 2147483580 2018-May-3104:31:51  Informational ~ %LINK-I-Up: gi1/0/1

2147483581 2018-May-3104:31:48  Warning %LINK-W-Down: gi1/0/1

RAM Memory Log Table Showing 1-500f 75 50 ¥ per page

2147483582  2018-May-3104:30:55 Notice %COPY-N-TRAP: The copy operation was completed successfully
Flash Memory 2147483583 2018-May-3104:30:53  Informational ~ %COPY-I-FILECPY: Files Copy - source URL running-config destination URL
SmAdminisitation 2147483584  2018-May-3104:13:26  Informational ~ %SEC--SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1
e 2147483585 2018-May-3104:13:26 Waming %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
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2147483584 2018-May-3104:13:26  Informational  %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1

EFAXABRA. ...

St =8 B BHE RN B A ROR U




	在交换机上配置基于MAC的身份验证
	目标
	RADIUS 如何工作？
	基于MAC的身份验证如何？
	目录
	适用设备
	软件版本
	RADIUS服务器全局设置
	RADIUS服务器密钥
	RADIUS服务器组
	RADIUS服务器用户
	RADIUS客户端
	802.1X身份验证属性
	802.1X身份验证基于MAC的身份验证设置
	802.1X身份验证主机和会话身份验证
	802.1X身份验证端口身份验证
	结论
	查看本文的视频版本……


