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Login Settings

Password Aging: (+f Enable
¢ Password Aging Time: 180 Days (Range: 1 - 365, Default: 180)
Recent Password Prevention: (f Enable
© Password History Count: 12 (Range: 1 - 24, Default: 12)
% Minimal Password Length: 8 (Range: 8 - 64, Default: 8)
« Allowed Character Repetition: 3 (Range: 1 - 16, Default: 3)
* Minimal Number of Character Classes: 3 (Range: 1 - 4, Default: 3)
Up to four distinct character classes may be enforced for passwords
upper case, lower case, numerical and special characters.
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Login Lockdown
Login Response Delay: («f Enable
= Response Delay Period: 1 Sec (Range: 1 - 10, Default: 1)

Quiet Period Enforcement: ~ (+/ Enable

% Quiet Period Length: 300 Sec (Range: 1 - 65535, Default: 300)
= Triggering Attempts: 4 (Range: 1 - 100, Default: 4)
= Triggering Interval: 60 Sec (Range: 1 - 3600, Default: 60)

Quiet Period Access Profile :  console-only v
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Login Protection Status
Quiet Mode Status : Inactive

Login Failures in Last 60 Seconds : 0

Login Failure Table

Username IP Address Service Count Most Recent Attempt Time

user 172.16.1.108 HTTP a 29-Apr-2022 10:53:18
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https://github.com/danielmiessler/SecLists/tree/master/Passwords/Common-Credentials
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Edit User Account X
Password rejected - Passwords must not match words in the dictionary, and must not contain commonly used

passwords.
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Edit User Account X

© Password rejected - Password cannot contain more than 2 sequential characters or numbers.

For password strength requirements, refer to the user guide.
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User Accounts

Password Recovery Service: (¥ Enable

User Account Table

+ (]

() User Name User Level

O admin Read/Write Management ...
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# FSuggested Password4%#,

Edit User Account X
For password strength requirements, refer to the user guide.
User Name: userl ¥

Password:

Confirm Password:

password strengin veter: [

User Level: O Read-Only CLI Access (1)
(O Read|Limited Write CLI Access (7)

*) Read/Write Management Access (15)
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The following strong password has been generated:
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Would you like to use it for this account?
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