BRI 350 ¥4l L E T F M VLANA
H #5

EEUFEM(VLAN) RS BEM(LAN)IBE D RITEN S EE, EHBIBETUE
P& ETBNERT , TSI BVLANKES N BIEEALA B EVLANREREZ %, R
BEE TVLANW A P FREiH B MR EZVLAN LRI EEE. VLANZE AT LUER B mAHE
B B9 b & A T B A A 1B HY B R R 1G58 AR

EITE MMM MZRETESASBAVLAN, FrERE R TERREVLANZ FEE
RE , MEQERSEREDUMNKRE. Bit , AP TEFAVLANS 2 8.

VLANAR T E2EMSE ENRERITREGE, BEIRBEFEANDRETOE , H
DELAVLAN, FETSZSTREND R, MREXLTZNTRAR , MR TIF R/ H8E
B BLVLAN:

- ¥RiE — MARIEFIRBIVLANG S

- ETMACHIVLAN — M A O O #RS i R1 42 ) (MAC) EIVLANBR SR BIVLAN, E 7T
RN B LLThRE |, B E AL IRENG A

- ETFFHHVLAN — MA O OKRIPFREVLANBR S AR5 VLAN,

- ETHUEIVLAN — MA OO KRB I EVLANABR S IR BIVLAN, E T ##
WA EL B BLThAE | 55 i bbb IRENE B,

- PVID — M O BRIAVLAN IDIRBIVLAN,

ETFRHNAVIAND X FERRESREBBRBEIRNETOE, RE , BAULRESNED
EXFMEVLANK RS, BEATAENLZSNMNETFRAVLANG K SNEATETENF
M, XLEATLUDELEBERAHLAG, EFFRNHUVLANAEREER— RO LEEE
E0FMNBE.

R A B AN fECisco Business 350R P LB EE T FMWAIE,
ERRE HARRE

. CBS350_( *=amF ) | 3.0.0.69( FREBH)
. CBS350-2X_( F=fRF#ft ) | 3.0.0.69( FHEH)
. CBS350-4X ( F=mF M ) | 3.0.0.69( FTH )

EXg LREEET FRHVLANA
AIET FMEYVLANA

£1%

BERIETWebWXABRF AN ERERX TRIRPIEE TR


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2637-configure-media-access-control-mac-based-virtual-local-area-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2636-configure-a-vlan-protocol-based-group-on-a-switch-cbs.html
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769

Q admin = English v Basic v

Basic
— WAV [T

IR 2

# FHVLAN Management.

v VLAN Management

VLAN Settings

Interface Settings

$]W3

& #VLAN Groups > Subnet-Based Groups.



1 VLAN Grou pS

MAC-Based Groups

MAC-Based Groups
to VLAN

Subnet-Based
Groups

Subnet-Based
Groups to VLAN

W4

EETFRWARSD , EHAMEPR.



Subnet-Based Groups

Subnet-Based Group Table

i

IP Address  Prefix Mask  Group ID

0 results found.
$E|5

. 7£IP AddressF R A E D BELAVLANGA A9IPHENE . X B FAA M ERL,
- ERIBBRARFEFHEAEL TR 578858,
- EGroup IDFEH |, i AIDFRRAE T FRAVLANA, ATHRRETFRAIVLANA,

Add Subnet-Based Group

% IP Address:  10.10.1.1 o

% Prefix Mask: 16 e (Range: 1 - 32)
% Group ID: 2 e (Range: 1 - 2147483647)
$|6

B EHApply(RLA)” , RJe % EH“Close(3<H)”,



O 6

Apply Close

|7

% HiSaveFREBRFE B IHEE XM,

=
IMAE , BRI BAE N R MET FRIVLANA,
I BR BT F R VLANA
1%

1% VLAN Groups > Subnet-Based Groups.



1 VLAN Grou pS

MAC-Based Groups

MAC-Based Groups
to VLAN

Subnet-Based
Groups

Subnet-Based
Groups to VLAN

S 2

EETFRNEARD  EPFERROET FROVLANAZDNE, £ HRRERRR
BRET FRKIVLANA,

Subnet-Based Group Table

2
<+ T

v IP Address Prefix Mask Group ID
0[9’ 10.10.1.1 16 2




$]|3

B EREEGHREREFIEIREXH.

2
[
BT FMHVLANLA I E B E MIEHY 3R 4L 1 BR o

DfE , BNZEERBIN IBEETE T FMHVLANGE, EETHUOMGET FRHA
BRETEIVLAN | &8 & A SRENH B

BXREBEMLFSZRIBVLANWFAEE ? BXFHAES , BEF AT EA4EE.

B2 VLAN i OBVIANR B THVLANR R #A RSP 4iEO0 EF A ZIVLAN %O F
VLANZ B A EEMAERERNVLAN EFIHANVLANG BABOEAETV VLANRR EFRO4A
BTV VLANRR B

NEER (ERE)

H#r

ETFRHNAVIAND X FERRESEBBRBEINETOE, RE , BAURESNED
EXFMEVLANK RS, BEAAENLZSNMNETFRAVLANG | SNEATETENF
M, XEATTLUDELEBERAHLAG, EFFRNHVLANAEREER—IKOLEEE
E0FMNBE.

BREHEFEINPFNEABEIFTEREIPFMNE , ARFXEHRFBIVLAN, 35T
FBUMECSCLIER R LERERE T FMAVE,

BERRE KRR

. CBS350_ ( *=m¥F M ) | 3.0.0.69( TR BH)
. CBS350-2X ( = @mFM ) | 3.0.0.69( F 5k M)
. CBS350-4X_( F=@aF Mt ) | 3.0.0.69( FHEH)

T

Bl FEM(VLAN) A F & FE R (LAN)Z #E 2 RETREN B, E8RBETLE
P& ETBNERT , TLBIBVLANRES N BIiEEALA B EVLANRERZ %, R
BEE TVLANW A P FREiH R MR EZVLAN LR, VLANE AT LUER B A mAHE
B B9 i & A T B A A B A B R RIGsR M AR


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2534-configure-subnet-based-vlan-group-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/2517-2519-port-to-vlan-interface-settings-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/2518-2520-private-vlan-membership-settings-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2528-assign-interface-vlan-as-access-or-trunk-port-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2531-configure-vlan-protocol-based-groups-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2532-configure-port-to-vlan-settings-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2532-configure-port-to-vlan-settings-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2638-configure-multicast-tv-group-to-virtual-local-area-network-v-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2636-2536-configure-protocol-based-vlans-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2537-configure-access-port-multicast-tv-virtual-local-area-networ-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2538-configure-customer-port-multicast-tv-virtual-local-area-netw-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2538-configure-customer-port-multicast-tv-virtual-local-area-netw-cbs.html
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/zh_cn/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769

ETHEMNMESETFWebWZARFERRY LEBVLANIRE | FEH L. BXE
FCLIBRER |, iE8 ki,

BEITEMPMUMMZRETE D AZBAVLAN, ERERE R TEREVLAN Z [H1£iE
RE , MESFESEREMUNRE. Bt , BT ERAVLANG TS IhEE,

VLANE A TXE2EME LW REBFTARTE., BESRBEFRAN D LKHITHE , H
DEAVLAN, FETFZTEAMNDE K MRENL TSNP EAR , MRUTIRFFEHE
B BLLAVLAN:

. ¥R — MARIEARIRBIVLANG S

- ETMACHIVLAN — M A O OKRN B R 12 $(MAC) EVLANBR 512 5 VLAN,
- ETFHAEVLAN — MA OEOHREFMEVLANBRS AR iR 5 VLAN,

- ETHEIVLAN — M O3 O 89 SR M3 B S B VLANAY BR &% A iR B VLAN,

. PVID — Mim O ZRIAVLAN IDIRBIVLAN,

EEXRI LEERE T FMAVLANA | HEMFL T AN

1. Bl VLAN, ET7TBENMAESETWebHIXABEFEXRRI LEEVLANRE , HE
diledh, BXRETFCLIMHEA , Beditit.

2. BEVLANE DO, BxNMEN BRI ETWeblXAEFFEO T ESVLANK
Ui, R T, BXRETCLIWGLE , R &L,

MREOFTETVLAN , WETF FHAVLANE B REFNT2ER.

SEEETFMHVLANA, EXxNABEIRBRVIHNETWebWEZAREFEEE T FRH
VLANE BB ER |, B8 EIAL,

4. (it ) BETURBATHE :

ETMACHVLANEBIIR — BxiMIBERBINETWebVEABFEEE T FRH
VLANEWHER | B8 EHA, BXRETFCLIGER | Hadrbil,

ETFIHPWAVLANESIR — BB T KBV ETWebH I EARFEEE TIHIH
VLANA R BER | &, EXETFCLIMIEER | HE ik,

EECLIER R L EBET FMAIVLANA
SIRE T FMEVLANG
%1%

EFIRmYIZHEE. RIAAFPBHMBZB Hcisco/cisco, MR BB EFHH A B RHRY


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2526-configure-a-vlan-on-a-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2527-vlan-configuration-via-cli-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2526-configure-a-vlan-on-a-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2527-vlan-configuration-via-cli-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2532-configure-port-to-vlan-settings-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2519-configure-port-to-vlan-interface-settings-cli-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2635-configure-subnet-based-virtual-local-area-network-vlan-group-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2637-configure-media-access-control-mac-based-virtual-local-area-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2533-configure-mac-based-vlan-groups-cli-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2531-configure-vlan-protocol-based-groups-cbs.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2536-configure-protocol-based-vlan-groups-cli-cbs.html

, BRv i ARKIL.

User Name:cisco
puﬁﬁmrd:ttttt.....

T AR RN B R SR,

S 2

EXBRHINERBTERXT , GANUTHTHALREERN

S| 3

E2REERXT  AAUTHS , BREET T2 RN

CBS350 (config) #vlan database
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EFIPFRMSE —AIPFM , WAL THS :

H [1p-address] [prefix-mask]
subnets-group [group-1d]

®RIA -

. ip-address — IEE EMS FVLANA K FE 1Pk, SLIPH# it 88 2 Bl 45 R H b
VLANZ,

. prefix-mask — ¥ EIPHI N EI SR, REFIPHUN —ZD (MNERH) , RAEBRALAF
- KEHEBVEK , EFNWUMRBEL, XEKREETU—IXAVLANA S B K ZIPHbiE,

. group-id — EEEQENAERS. HIDKSEE T LAE1512147483647,

#configure

(config)#vlan databhase

(config-vlan) fmap subnet 192.168.100.1 24 subnets-group 10
(config-vlan) fmap subnet 192.168.1.1 16 subnets-group 20

(config-vlan)#

EAH | 2B TEFFMEVLANA10F20, H1033 58 aT240 5 = A =3t I\ 3k
(192.168.100.x) , MI4A203 I8 IP#bHE Y BT 166 SR A4 = 3 &1/ \ I 2K(192.168.X.X)o
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CBS350 (config) #fexit
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¥ [ lnterface-1d range 1nterface-range]

- interface-id — IEE EREMN#EDID,
- range interface-range — IEEVLANSIR, RiESMZR D RIEELVLAN, EREFRF
EEVLANSE B,

(config)#vlan database

(config-vlan)#map subnet 192.168.100.1 24 subnets-group 10
(config-vlan)#map subnet 192.168.1.1 16 subnets-group 20
(config-vlan)#exit

(cunf1g #lnterface gel/0/11
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EEOREBSY , #Aswitchport modedi S ELEVLANRK R E -

- B — O XKFIEEE 802.1gMSEHE N FIBEYEE, #O AR —MHZMVLANKY
B IEHEIFIEK R o
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EREETTFMHDRAN , FRWANTHS

config-1f) #switchport general map subnets-group
vlian [vlan-1d]

CBS350
[group

(
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. group — EBEATIRBELmONRENE T FMHAID, SEEM1FE12147483647,
. vlan-id — I EVLANAF KR EH K EIRIVLAN ID, SBE 71514094,

EARGIH , SO ESIREEVLAN 300 E T FMAYA10,

(config)#interface gel/0/11
(config-if)#switchoort mode aeneral

config-if)i 'switchport general map subnets-group 1@ vlan 30
config-if)#
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CBS350 (config-1f) #

S| (k)
EESBRIEUREEZEANROAOHIBRAEANMWET FMAVLANA,

#configure

(config)#vlan database

(config-vlan)#map subnet 192.168.100.1 24 subnets-group 10
(config-vlan)#map subnet 192.168.1.1 16 subnets-group 20
(config-vlan)#exit

(config)#interface gel/0/11

(config-if)#switchport mode general

(config-if)#switchport general map subnets-group 10 vlian 30
(confia-if)#exit

(config)#interface range gel/0/20-25
(config-if-range)#switchport mode general
(config-if-range)#switchport general map subnets-group 20 vlan 30
LLONTLg=-LT=range »

EARGIFR | Mge1/0/20B1250Z O M D BAE T FRINA20 , OB VLAN 30,

HM 8

i Aendin TR E A BMITER !
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CBS350#%show vlan subnets-groups
\(config)#interface range gel/0/20-25
\(config-if-range)#switchport mode general
.(config-if-range)#switchport general map subnets-group 20 vlan 30
((confia-1if-ranae)#end
#show vlan subnets-groups

Group Id

192.168.100.1
192.168.1.1

S22 (Tik)

EERVLAN LS EROM O EAN |, HWALTHS :

CBS350#show i1nterfaces switchport [i1nterface-i1d]

. interface-id — ¥§E#EOID,

BMNREOBEXNBEHEHBCWETAHBE. show interfaces switchportdi & & RATE X LB

, BRESEEENNXEFE RS a0 &N MY i (R XEEL TEsRE.




#show interfaces switchport gel/0/20
Gathering information...

Name: gi1/0/20

Switchport: enable

Administrative Mode: general
Operational Mode: up

Access Mode VLAN: 1

Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1

General PVID: 1

General VLANs: none

General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none

Customer Multicast TV VLANs: none

Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

EARFH , BRTH#OGe1/0 20N EBMETRE, 2XRANKREREOCRFINET
MACHIVLANA 2 FE T FMEIVLANA20 |, FRERFFH KX EIVLAN 30,

HW3 (k)
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CBS350#copy running-config startup-config
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