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AREHEWIEBHNEERFRLES, BTPEEBHZEERCANA , FbhENERME
KL B ESEZFEERNEE , MEEOVEPE,
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EIRFREFEEPANBIESE |, HAESRBIEP  RAFEEDPETER, HiX , BEEN



RV320/RV325iF $ MFA4A & H B — NS0k A,

AR EANARESRBITRATIIANREN . DABREAFIANET, ZRIEEEHT
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) RV220 - Notepad oo s
File Edit Format WView Help
Bag Attributes (=]

localkeyID: 01 00 00 00 o
friendLiName: {X0O0000— X000 - X000 - 3000 - 2000000
Microsoft CS5P Name: Microsoft EnhMAced
Cryptographic Provider v1.0
Key ATTributes
X509v3 Key Usage: 10
————— BEGIN PRIVATE KEY-----
MIIEVQIBADNABgkqghkiGI9wWOBAQEFAASCEKCWIQSjAQEAADIBAQC JEOY
Te

Sv3IRH,/TSHuUP
+MAyTgYHI pxQDcobIF1LhY0OUzZD,/ cgz7 T 7BdKZCOTQPTEIASO=
————— END PRIVATE KEY-----
Bag ATttributes

localkeyID: 01 00 00 00

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000C L= /0=XX
HCN=XxX. ¥xxx. net/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /oUu=54cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate Sdrver CA
————— BEEGIN CERTIFICATE-—---
MIIG2 JCCBCKQAWIBAQINAGBBMAOGCSqGSIb3DQEBBQUAMIGNNQSWCQY

m

M14i¥Dx3GL117gKkZOFAWLunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtuUg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiName: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification Authority
iiaugr?fc=Iqu=5;artcom Ltd.fﬂu=54cuqelnigjta1

AR EAXHH  REE RN XAEZRRERPREIES.



| RV320 - Notepad = [ | (3]
File Edit Format View Help

————— ENDIPRIVATE KEY--—-- |3
Bag ATttributes

localkeyID: 01 00 00 0O

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000¢/ L=20000 /0=XX
M CN=Xxx. ¥xxx. net,/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKGAWIBAGINAQEDMAOGCSQGSIb3DQEBBQUAMIGNNQSWCQY

M14i¥Dx3GL117gkZOFAWdunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtulg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiname: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification authority
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate Signing/CN=5tartCom Certification Authority
————— BEGIN CERTIFICATE-----
MIIHYTCCEbGQAWIBAQIBATNAEgkghkiGOwW0IBAQUFADEIMQSWCQYDVQ

m

BEEyEkDQGdewaf?HAf1wr
+bMEKXNOP/F1UQQNNGQz9Ig0ogAa3Bcorogld=

————— END CERTIFICATE-----

BaE Attributes

subject=/C=IL/0=5tartCom Ltd. /OU=S4cure Digita1
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA

issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5t3 om Certification autho
————— BEGIN CERTIFICATE-——---
MIIGNDCCEBYgAWIBAQIBGiNABgkghkl GOw0BAQUFADESMQswWOQYDVQQ

WZPBP3IPXLrQs 1d1L98 FHIEH9LMF / TENGCbnKgQXBP 7 dC uA

Zx/Q=
————— EMD CERTIFICATE----- y

[ CApem - Notepad) - O

File Edit Format View Help

-----BEGIN CERTIFICATE-----
MITHyTCCBbGgAwIBAgIBATNABgkqhkiG9w0BAQUFADBIMQswCQYDVQ

-----BEGIN CERTIFICATE-----
MIIGNDCCBBygAwIBAgIBGjNABgkqhkiGO9wOBAQUFADBOMQswCQYDVQQ

WZP8P3PXLrQsldiL98]/ydrHIEH9LMF/TtNGCbnkqXBP7dcgqhykguAzx/Q=
~--END CERTIFICATE---

HPR3.3TFRV320.pem , A EFIAAIM O ME—MEH , BEFB/EFHER.
AR EUATRAP  REETRHNARFHERLATD



| RV320 - Notepad E=H B =x=
File Edit Format View Help

Bag Attributes B
localkeyID: 01 00 00 00 3
friendLiName: {X000000K- 10000 - 30000 - 20000 - 2000000 ¢
Microsoft CSP Name: Microsoft EnhNaced

Cryptographic Provider w1.0

Key Attributes

() 0 =

————— BEGIN PRIVATE B ——

AR EUTRAP  REE R XAKRZRFRERE —MEB,

- 7

| RV320 - Notepad o[ [E]
File Edit Format Wiew Help
Bag Attributes

localkeyID: 01 00 00 00 ol
friendLiName: {00000 — X000 — X000 — X000 — 000000t
Microsoft C5P Name: Microsoft EnhNAced
Cryptographic Provider v1.0
Key Attributes
X509v3E Key Usage: 10
————— BEGIN PRIVATE KEY-----

MIIEVQIBADNABgkghkiGIw0BAQEFAASCEKCWIQSjAQEAADIBAQCED]
Te

m

Sv3IRH,/TSHUP
+NAayTgYHi pxQDcobIF1LhYOUzD/ cgz7 f7BdKzC 0T QPTEJASD=
————— END PRIVATE KEY-——-——-
Bag ATLributes

localkeyID: 01 00 00 0O

friendLiName: StartCom PFX Certificate
subject=/description=>000000/C=US /ST=00000/ L =20000¢ /0=XX
WS CN=xxx. Xxxx. net /emai lAddress=xx. xx@xx. com

END CERTIFICATE

FRAFABTRKMRF X HEFR , HFHEBFE RN cer_plus_private.pem



mlcer_EIus_Erivate.Eeml- Motepad —

File Edit Format View Help

----- BEGIN PRIVATE KEY----
MIIEvQIBADNABgkqhkiG9w0BAQEFAASCBKcW]gSjAgEAACIBAQCIEOqTe

Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOfqPTEJA90=
----- END PRIVATE KEY-—-

X INRERV320/RV3I25EHIRAMK T 1.1.1.06 , FRRXEREBEHNLBBHIE
(cerplusprivate.pem), #£1.1.1.06 2 FHNEHF , BLEEBRMANLEIR, EATRAH , X

NETRE B TE REB IR ERA,
& A CA.pem # c er_plus_private.pem E|RV320/RV325

FE1.EFFEIRV320HRVI25ME T WebWEATREF , ARfFkFCertificate Management > My
Certificate.

Getting Started
Setup Wizard
System Summary
» Setup
» DHCP
» System Management
» Port Management
» Firewall
» VPN

b

;rus;e; ;;E !ertiﬁcate

Trusted IPSec Certificate
Certificate Generator
CSR Authorization

» Log
User Management

HB|2. B HADDSE AIEF,

My Certificate

My Certificate Table
Used | Type Subject Duration Details Export

-
Q

Add

SR3BEHE = H R ERBAS ALES,



My Certificate

3rd-Party Authorized

Self-Signed

Import Full Certificate Set
(®)  Import from PC
CA Certificate: C:\Users\zhenwan2\Desktop\certs\CA pem| Browse...

Certificate + Private Key: wan2\Desktop\certs\cer_plus_private.pem | Browse...
Impaort from USB Device

USB Device Status: No Device Attached

| Save | | Cancel |

SRAESATEBIUEFEXE , EHERZALLEARRENIERRIR, £TA .

- MPCEA — MREITEN LB | BIRFRIIET,
- MUSB-FA — &£t B Al MIA 73 85 5 A 3o

AR EAHIFR  EEBMPCS A

My Certificate

®  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set

Impaort from PC

CA Certificate; CUsers\zhenwan2\Deskiop\certs\CA.pem  Browse... BE

Ceriificate + Private Key: wan2\Deskiop\certs\cer_plus_private pem  Browse__. PE
Import from USB Device

USB Device Status: Mo Device Attached Refresh |

| Save | | Cancel |

SRS A CAULEA X , FHWK...... K EICA pem, 4.
EE  ARETHEMREAST1.1.06 , BREGEERAH KIFTEN .



My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
(®  Import from PC

CA Certificate: C:\Users\zhenwanthesktopkcerts\CA_pe FPE
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... FPE
Import from USB Device

USE Device Status: No Device Aftached | Refresh |

| Save | | Cancel |

STe.EEB+RFAXE , EHNIE......" H K ZElcer_plus_private.pem3 .
AR NRETHEHREAST1.1.0.6 , FTaFEERAFRIFEN
My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
®  Import from PC

CA Ceriificate; C\Users\zhenwan2\Deskiop\certs\CA. pem | Browse... PE

Certificate + Private Key. wan2\Deskiop\certs\cer_plus JJI"i\fatE.pE FPE
Import from USB Device
USB Device Status: No Device Attached | Refresh |

| Save | | Cancel |

S| BERE
My Certificate

(@)  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set
®  Import from PC
CA Ceriificate: ChUsers\zhenwan2\Deskiop\certs\CA pem|  Browse__. PE
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... PE
Import from USB Device
USB Device Status: No Device Attached | Refresh |

ERERIIE A, BE , EAIATFHTTPSTARE. SSL VPNZIPSec VPN,

%8, (Wit ) BFUEBATHITPSESSL VPN, BRAHIERHRERE , RERE
Select as Primary Certificate#Z4



My Certificate

My Certificate Table
Used Type Subject Duration Details
CN=6ic:20:56:c5:ca.dc From: 2014-10-27
Selk-Signed OU=RV320 To: 2024-10-24 o
fe 3

Add | | Deiete | [ Select as Primary Certificate

EIMENZE RIS ALEF,

FEFACSRWIEEEHA
%1 FERV320/RV325 £ I BEE ER(CSR). ZE T HMAAERCSR , 8 AL,
|2 B AP |, FHik#Certificate Signing Request(if ' & & #R), A /5 # dimport

Signed CSR($# AL & HCSR).
My Certificate
My Certificate Table
Used Type Subject Duration Details
Self-Signed gﬂ:gc\:%g:g&:cs:ca.dc i:}pn;bggj;djgz? - L

e

S 3. % $Browse... IR CAILL P X, XBEECA +HEICAILEH,
AR EARGIG  ATUEPREACSRERN , Rt TEER,

My Certificate

. Authorize CSR

Import Full Certificate Set
(®)  Import from PC

CA Ceriificate: C:1.Users\zhenwanﬂ[]esklop\censic&pe
Certificate: Browse...
Import from USB Device

USB Device Status: No Device Attached | Refresh

| sae || cancel |

S|4 BT RE


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4409-generate-certificates-on-rv320-and-rv325-vpn-routers.html

My Certificate

( Authorize CSR

Import Full Certificate Set
&  Import from PC

CA Ceriificate: C:\Users\zhenwan2\Desktop\certs\CA pem Browse._.

Certificate; Browse...
Import from USB Device
USB Device Status: Mo Device Aftached | Refresh |

o
FEIMERZEFEHACSRE Y L&IEF,

Appendix:

RV320.pemfI AR

BB

localKeylD:01 00 00 00
friendLiName:{{XXXXXXX- XXX -XXXX-XX XX XXX X -XXXXXX XY}

Microsoft CSP& %5 : Microsoft i3 M il B R AE R Fv1.0

rEEM

X509v3Z4R A% @ 10

— FFIRFAEA —
MIIEvQIBADNABgkqhkiGOWOBAQEFAASCBKCWJGSAGEAACIBAQCIEOGTe
Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOfqPTEJAQ0=
— BT —

aE M

localKeylD:01 00 00 00

friendLiName:StartCom PFXiE$

subject=/description=XXXXX/C=US/ST=XXXX/L=Xxxx/O=XX
XX/CN=xxx.xxx.net/emailAddress=xx.xx@xx.com

issuer=/C=IL/O=StartCom Ltd./OU=S4cure{ Fif L & /CN=StartCom 22 F Erh A S4rver
CA



— FFIRIEH —
MIIG2jCCBcKgAWIBAGINAGBBMAOGCSqGSIb3DQEBBQUAMINQSWCQY
MI4iYDx3GLii7gKZOFAW4unJvcoOtw0387AMGb//IfNIWgFNpuXtuUqOEsc

— RIS —

aE M

friendLiName:StartComiA\iE #1143

subject=/C=IL/O=StartCom Ltd./OU=S4cure¥{ Fif $Z & /CN=StartComilE 5 & 14
issuer=/C=IL/O=StartCom Ltd./OU=S4cure#} il ) & % /CN=StartComik i &K #l#4
— FFRRIEH —

MIIHyTCCBbGgAwIBAgIBATNABgkghkiGOWOBAQFADBIMQswCQYDVQ

subject=/C=IL/O=StartCom Ltd./OU=S4cure¥{ Fif $ & H/CN=StartCom 23 £ E B S4rver
CA

issuer=/C=IL/O=StartCom Ltd./OU=S4cure# Fif P L& /CN=StartComil il & H#3
— FFRIEH —

MIIGNDCCBBygAwIBAgIBG]NABgkghkiGOWOBAQFADBIMQswCQYDVQ
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