—

ERV3405{RV345& H 85 L B i& uh = Bt S E L
% FA W 4% (VPN)IE $2

B R

B EAE A& (VPN) 2 AR N & I E E V2 BB Internet Vi, AibFzEENTURITEN
, MAIURERESREUAATENEBENHMME, EAMEXRENVPNLER ML, EBEATR
MK EEEARN R R. VPNEEEBEERTRHE-ANDPAZEEIEL , IBATZEATE
BIALENITENME |, BMEMFSERFREZIIMEEMEN, ZEA TEEBEIVPNREE
Fi% ( ZAnyConnect, Shrew Soft, GreenBowZ ) #1TiE$E,

AN EHERTRUMMERVI40MRV3455 27 Z A E B vh S B W QVPNERE, ©RERBEB[H AUt
BREART , MBI SRR N IZIEBR RS . WIRAEMIRAE U5 RIS IR 15 M1 W BhBR FA 85

LANR & %4 F RREIK F M ( H1a0192.168.1.xF1192.168.2.x ) L FREKIMLE ( Fi
192.168.1.xM10.10.1x ) Lo MRFAIAMELTE—FMH , BHBSFL2ABIVPNEARES

EAIRE

+ RV340
+ RV340W
+ RV345
+ RV345P

B R AR

+ 1.0.03.15

BADEE - U4 — BHMRAR1.0.3.15R ESHRA, AnyConnect{X &34 & F ik i
A[IE= A 2 A

FEZEST CDW EEENHER LA RNIREZRMIPIIMERE FiRiFaiE. BUERES 1 MNAF
£ ARV ATE (L-AC-PLS-3Y-S5) , th Al UL ES 25 NAF RN —FHiF i %ES (AC-
PLS-P-25-S), B HAMFAIEAI#iERER , @EKAGFTiE, BXTFINESFHAER , BEFT
HiF a5 B85 PR,



X RV340 R5IEHEBFH AnyConnect FAINEZELR , BEE RV340 RFEEHEEHN
AnyConnect ¥ 7] — 3,

P & VPNE#

bR s
SR B FZABEHABNETWebHIEHAER , ARIEFEVPN > Site-to-Site,

AE  EARABH , F£ARV340,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
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E=F . BEHplusBEHF.

Site to Site Table ~

®

[0 Connection Name $ Remote Endpoint $ Interface $  IPsec Profile $  Local Traffic Selection $ Remote Traffic Selection $ Stat

£=% : BRIEPEnableEiRE., BRIARKRE,

Basic Settings

Enable: @

Connection Name: [ Please Input Connection Name
IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WANT v
Remote Endpoint: Static IP v

M4 : £ Connection NameF E& & AEEEM Z .

AE  EARBF |, B ATestVPN1,



Basic Settings

Enable: v

Connection Name: TestVPN1

IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoint: Static IP v

$EHE : MIPSec Profile TR RAPEFBEZENZLIRE, XLERIMBURT IR IPSecHitl, BHx
A B2 IPSectt & X HFRVIRER | &£ dhtkAb,

EE  EARRAIG | % T CiscoTestVPN,

Basic Settings

Enable: 4

Connection Name: TestVPN1

IPsec Profile: CiscoTestVPN v| Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoint: Static IP v

BAY  RBRAMEHBECANEQD, &WE

o WAN1 — I35 TG 55 AR 2K 0 3% E 88 1 450 1(WAN 1) 01 B9 1Pt ik 3 47 VPNIE £,

« WAN2 — 3% TR 55 R 2K 10 B ER R WAN2EE 01 49 1P 3t 41k 3 /7 VPNIE 8, WAN2TE 2 WANEE B
ERTFAA,

« USB1 — I3 045 55 FA 7= 1t 2% B 28 A9 8 F &R 47 .42 1(USB1)$ O W0 P 31 38 17 VPNE 2.


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html

« USB2 — Ithi&TUfF 52 A 45 i B% 2R USB2#% O W IP b iE 3t 1TVPNIE 2, USB27E £ USBEEH R
ERTTH,

AE  EARAIF | IEERTWANT,

Basic Settings

Enable: v

Connection Name: TestVPNT

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoaint: Static IP v

S8 7 5B IR B EWANE O WRIRE, EWE

o BAIP — RN R A B R ESE B VPNIE R E AR R RSB AP, MRE
b B R EE EIRIR T Bk TN | NIE R {E A R AR TUEL B i FE BE H BSo

- FQDN — B VPNEER , AT E I ER BN T2 REE R (FQDN),

o FAIP — BIVPNIEZR |, BLIETUF 6 IZER BNz IP#it,

AR IEERHR ENEORANTN SR R ASFNEORRTER, EAXROF , EEBSIP.



Basic Settings Advanced Settings Failover

Enable: v

Connection Name: TestVPNT

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoaint; Static IP

FQDN
Dynamic IP

SR 8 NZFEF HEFWANEE O M IPHb 1L,

AR EARBIF , £/A124.123.122.123,

Enable: v
Connection Name: TestVPN
IPsec Profile: CiscoTestVPN v Auto (KEv1) Profile is Chosen,
Interface: WANT v
Remote Endpoint; Static [P v
124123122123

SR O T FT T A BB W B4R SR (IKE) S A IR IE 5 £ R R4, EIMA -



- MHAZZ4 (Preshared Key) — IR REEFTERB T ETRIER. VPNIEZEM iGN

;&%ﬂf’lﬁ*ﬁﬂo
« Certificate — IR RIEEN , SHRIL A EZFRARBSEERNIIPMARERY,

AR EARAS  REMAEES.

IKE Authentication Method

®) Pre-shared Key: [

Pre-shared Key Strength Meter: _

Minimum Pre-shared Key

_ & Enable
Complexity:

Show Pre-shared Key: (J Enable

O Certificate:

FRAVEMAERHZRFPHAVPNEENTAHEZRH,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key

, ¥ Enable
Complexity:

Show Pre-shared Key: J Enable

O Certificate:

ST (k) MRERVPNEZFEARLZE , HBUEIEHPMinimum Preshared Key
Complexity EnableZ1E4E, BRIAER TEH LI,



IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

) Enable

Show Pre-shared Key: (J Enable

O Certificate:

HIR12. ( Ak ) £ FShow plain text when edit Enable S EL AN AR E T ZZ4E. B
1ER T ARIEA I,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

' Enable

Show Pre-shared Key: (J) Enable

O Certificate:

S 13MLocal Identifier Type T L5 3k iR A1 MZWIRIRAFEE, EIE

o ZR#WAN IP — ik TR 12 O AWAN IPFRIRZAR i R 4%

o IPHisit — % TR T 2N i | P it ik BR IR 2R i R 4%

« AR#tFQDN — IE T ES FQDNARIR A M 48 ( IR EHBFQDN )

« Z<ih F§ P FQDN(Local User FQDN) — LI TUREE A A RIFQDN ( AT AR HE B4tk ) #R18
S E

AE  EARGIG | EEBIPHut,



Local Group Setup

Local Identifier Type: IP Address v
_ Local WAN IP
e demier
Local FQDN
Local IP Type:

Local User FQDN

IP Address:

Subnet Mask:

SR 1ATE AR HARIR BT 7 B P A 2 3 R 4% B AR 1R AT o
AR ERRAIG | #wA124.123.122.121,

Local Group Setup

Local Identifier Type: IP Address

Local Identifier: 124.123.122.121
Local IP Type: Subnet

IP Address: [

Subnet Mask: [

S 15MLocal IP Type FHIFIFRAH , EBVPNE F im0 A5 BRI BYIP Address type, ETE :

o FM — IR A VPN IZ R i 15 B 18 E F M PR A ith E 41,
« IP#i3it(IP Address) — LEiETR /o VPN IZ R iR 15 8] B 18 E Pt A AR ith E 4L,
o Any — BRI A VPNRY I R v 1 (B 4E ] A 3t FE Ao

AR EARPIF RET T,



Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.121
Local IP Type: Subnet >
IP Address: IP Address

IP Group
Subnet Mask: GRE Interface

Any

FER16EIPH U FERP M AZHVPNE P inih R WS ENIPHIL,

AR EARTREIF ) IPH#HEH10.10.10.1,

Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.121

Local IP Type: Subnet v
IP Address: 10.10.10.1

Subnet Mask:

FBR 171ESubnet Mask=F R i A 1P it Y F W #83,

AR EARRGIR, FREE )N 255.255.255.00




Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.121

Local IP Type: Subnet v
IP Address: 10.10.10.1

Subnet Mask: 255.255.255.0

HB] 18. N T HI %K HiEERemote Identifier Type, EIA :

« IMFEWAN IP — BLIE T @ 2 O AWAN IPFRIRIZIE 4K,

« IEFZFQDN — A TURHEEFQDNIRBIEREME ( R EAFQDN )

- 2 F FFQDN(Remote User FQDN) — L& TUREN A P AFQDN ( ATSA 2 bR it ) #5
IR L,

AR EARAIH | &R TIZEWAN IP,

Remote Group Setup

Remote Identifier Type: Remote WAN IP v

Remote WAN IP

Remote Identifier: Remote FQDN

Remote User FQDN
Remote IP Type: SUDTTET v

I[P Address:

Subnet Mask:

SB1O.EZBFRFFEA A A ZEEHIFAWAN P,



AR ERRAIR , ZERIRAN124.123.122.123,

Remote Group Setup

Remote Identifier Type: Remote WAN IP
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet

IP Address:

Subnet Mask:

SR 20.MRemote IP Type FHIF|FRPIE R A NEZFZEZHEHMEER, EIE

o IP#i3it(IP Address) — LEikIN Ao A tth E A5 R A B E P AR E .
o TR — WA TR EYIGRIEFEE FRNZEREN LHRIR,
o Any — BIET AT At 3 L6 AT IP b ak 7 Bz fE EH LR IR.

Remote Group Setup

Remote |dentifier Type: Remote WAN IP
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet
IP Address: 1P Address

IP Group
Subnet Mask:

Any

SR 21 EIPH U FER P AZEMNERILAN IPHbit,



AE  EARTRAEIF  IPHHEN192.168.2.1,

Remote Group Setup

Remote Identifier Type: Remote WAN [P
Remote I|dentifier: 124.123.122.123
Remote IP Type: Subnet

IP Address: 192.168.2.1
Subnet Mask:

HUR 22 7 F BB FERP R AZEMER T MED,

AE . EARAIF |, FREEER255.255.255.0,

Remote Group Setup

Remote Identifier Type: Remote WAN [P
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

SR 23. 824 Apply.



Add/Edit a New Connection Cancel

Local IP Type: Subnet v
IP Address: 10.10.10.1
Subnet Mask: 255.255.255.0

Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote Identifier: 124.123.122.123

Remote IP Type: Subnet v
IP Address: 192.168.2.1

Subnet Mask: 255.2565.265.0

% 24Click Save.

cisco (admin) = English ~ 9 0 (=

WE , ENZEAREEHSE EREVPNIRE.
AR B R
SRUAEREEHF[OVPNIRE |, Hla

- ATFVPNEZENARFTRERHFNED,

o i FIT AR K B EF A9 I (WAN) B Bx B TS (IP) e 31k o
o ZRih FIT AR P 45 1Y 5 33 P (LAN) 3t 41t §1 7 R 3843

o VPNEZNWTRZRA, BBRIIER.

o AERHBENESIRE,

o VPNE BRI BE K 3% G R,

EBZH BRRHB[IETWebWEARERF , RBEEFEVPN > IPSec Profiles,
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& BREZEERARNVPNZERE , FESAEEHBFNVPNZ2RENE, NFEES &
J\ZEO

]
R

it |11

FIP . EARMEBAIFOETWebWXARERF L , %£#FEVPN > Site-to-Site,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
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FEHS . BEHplusBEHF.

Site to Site Table A

®

[J Connection Name ¥ Remote Endpoint $ Interface ¢ IPsec Profile & Local Traffic Selection $ Remote Traffic Selection $ Stat

EAY  WRIEPEnableZEE, MIARKRE,

Enable: @

Connection Name: [ Please Input Connection Name
IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v
Remote Endpoint; Static [P v

B 7.7 Connection NameZERF# AVPNEZEN B M. TR HIFAEZEBZ M LS A M I T
FIEENEZEEHTE,



Enable: v

Connection Name: TestVPN

IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoint; Static IP v

AE  EARRABIP | EZEBEH N TestVPN,

SR ST HIFI R HEEIPSec Profile, XLEETEUR T RIZHIPSeclEiti, BXEIZEIPSechlEX
BRI | FE T AL,

AE  EARAIF | % T CiscoTestVPN,

Enable: ¥

Connection Name: TestVPN

IPsec Profile: CiscoTestVPN v| Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoint; Static P v



ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5518

HPR OMN TR R FIEFIRZRE B A TVPNEZNED, E|A

o WAN1 — bR TR fE A I f2 08 BT 130 1(WAN1)$E O B9 IP e 31k 3 1T VPNIE 2,

« WAN2 — [th 3% TR f6E A I 72 5% R RS WAN2#EE O B9 1P 31 3 1TVPNIE B, WAN2TE B WANEE H
BT,

« USB1 — kTG AR HERERARITEL1(USBY)E O MIPH it # TVPNIEEE,

« USB2 — kTS A F2 3% R 85 USB21E N MY IPH#b it BE4TVPNIEE, USB27E 8 USBR S
EFRTTA,

ER  EAHIF , EFETWANT,

Enable; v

Connection Name: TestVPN

IPsec Profie: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: \WAN1 v

Remote Endpoint; Static IP v

$I] 10 MRemote Endpoint N1 %13k &R 7 i B8 FHERWAN$E O MARIR BT, EIA

o BEAIP — kTR S VAR R B BS 7R 2 3T VPN A A AN i SR R BS A BE S IPHb i, BNRTE
A PR RS EIRIR T AR | A R E AR AR TR E B i R BS .

« FQDN — B VPNEEZA , kTG EA A BN T RES B (FQDN),

o ZIAIP — BIVPNEEER |, BLETUR A A ith B8 RS B S IPHb i,

AR IR HESR LN EORRANTNS A RN EORRTEE, EARMF | EEBSIP.



Enable; v

Connection Name: TestVPN

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoint; Static IP v

ST 115 A M B S WAN Pt

AE  EARTREIF PN 124.123.122.121,

Enable; ¥
Connection Name: TestVPN
IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v
Remote Endpoint: Static [P v
124123122121

SR 12 HFTE R BB M Z4A IR (KE) S B RIE S ER S LR, EmA !



« FiHZ®4A(Preshared Key) — LA TR REZEEERB A RETRIERE, VPNEZF IR

;&%ﬂf’lﬁ*ﬁﬂo
« Certificate — IR RIEEN , SHRIL A EZFRARBSEERNIIPMARERY,

AR EARAS  REMAEES.

IKE Authentication Method

®) Pre-shared Key: [

Pre-shared Key Strength Meter: _

Minimum Pre-shared Key
Complexity:

 Enable

Show Pre-shared Key: (J Enable

O Certificate:

SR IBEMHAZRHFRTAAVPNEEZNTALZEZH,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

 Enable

Show Pre-shared Key: (J Enable

O Certificate:

SR14. (i ) MREXRFVPNEZEFEAFELZE |, FEEBUEIE P Minimum Preshared Key
ComplexityE % HEEnable, ERIANEIR T 2% LI,



IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

) Enable

Show Pre-shared Key: (J Enable

O Certificate:

FB15. ( Wik ) i FShow plain text when edit Enable S EU A XA X E T ZZF4H. i
1R T RIEA I,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

 Enable

Show Pre-shared Key: (J) Enable

O Certificate:

SR 16 MIZTZ2 B 25 Local Identifier Type TR FI R PIEFZEMBWIRRRFRE, ETE .

R==o

© AWAN IP — LhETURIEN 3 0 BWAN IPFRIRIERE M 45 .
« IPH#E — BEUEBURE T A 40 1P it 3 AR IR IE AR P 45
-+ A#FQDN — LLETUREE FQDNRBIZRME ( MREF—1) .

« Zih Bl FFQDN(Local User FQDN) — LthiETURFES A A RIFQDN ( AT AR H bR itb it ) #R1IR
ML,

AE  EARGIG | EEBIPHut,



Local Group Setup

Local Identifier Type: IP Address
Local WAN IP
Local Identifier: b Addre
Local FQDN
Local IP Type: Local User FQDN
IP Address:

Subnet Mask:

HPR AT B 2R AV A AR IR AT 7 B o A A2 R 48 VAR IR R
AR EARTRBIF, BA124.123.122.123,

Local Group Setup

Local Identifier Type: IP Address

Local Identifier: 124.123.122.123
Local IP Type: Subnet

IP Address: [

Subnet Mask: [

S 18.MLocal IP Type THIFIRF |, iBVPNEF im0 LA [E B IP Address type, ETA :

o FM — IR A VFVPNR A b i 175 B 38 2 F M P Iz E E .
o |Pibit(IP Address) — BEIETR /o FVPNEY 2 i v 175 (8 E A 35 E 1P it (Vi i E Mo
o Any — BEIET A FVPNRY ZR tth 3% 175 [RME AN FZ E o



Local Group Setup

Local Identifier Type:
Local Identifier:
Local IP Type:

IP Address:

Subnet Mask:

AR EARPIF RET FW.

IP Address ~

124.123.122.123

Subnet ~

IP Address
IP Group
GRE Interface

Any

S 19.7EIPH it F i AEAHVPNE P in 17 R B9 P& EHLH IP ot .

EE  EXRRMIG , IPHiERN192.168.2.1,

Local Group Setup

Local Identifier Type:
Local Identifier:
Local IP Type:

IP Address:

Subnet Mask:

IP Address v

124.123.122.123

Subnet v

192.168.2.1

IR 20.7£Subnet Mask = EX #r i A IP 31k B F R #5D

AE . EARBIF |, FREEER255.255.255.0,



Local Group Setup

Local Identifier Type: IP Address v
Local Identifier: 124.123.122.123

Local IP Type: Subnet ~
IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

S 21 N TR R AF &R Local Identifier Type, ETE :

« JERWAN IP — IR TUREN 8 O AWAN IPFRIR A i R 4%

« TFEFQDN — L& @IS FQDNARIR A # 4 ( IR EHFFQDN ) ,

- 2 F FFQDN(Remote User FQDN) — L& TUREN A F#IFQDN ( ATLA R bRttt ) #5
12K R 2%

AE  EARAIH | &R TIZEWAN IP,

Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote Identifier: 124.123.122.121

Remote IP Type: Subnet v
IP Address: 10.10.10.1

Subnet Mask: 255.255.255.0

SR 22 .8 Apply.



Add/Edit a New Connection Cancel

Local IP Type: Subnet v
IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Remote Group Setup

Remote Identifier Type: Remote WAN [P v
Remote Identifier: 124.123.122.121

Remote IP Type: Subnet v
IP Address: 10.10.710.1

Subnet Mask: 255.255.255.0

£ I8 23.Click Save.

cisco (admin) = Engish ~ @) € (W

N | BRBIETREESE ERETVPNEE,
ME S HRATAIM...
S EE BRI AR



https://www.youtube.com/playlist?list=PLB4F91009260AB3D7

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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)



