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RV340 Dual-WAN VPN R — R EZ THERA., IFESHENRE |, EEES MR,

WhnZ£Ihae , MWebldiE., MAEFEIFIPET . FHURV40ON/NEDBAZEMIZER TIRE
EELXENRTALKEE., XEFNL2IEXRTRNIERME LA FNES.

RV34xZR 5 HES EMGRMANRKE A FEEANARBESNEZE M, —AAN , HBEH
BiHEZEFHFIRACL), ACLRMEILEATFRENBERAFAEIMNEEAFPAENIIR, 7/
EHNATLABR BN BEAERRETFEELHITR,

ACLEFIRABE -/ BRIEYL , AR IEEABAY , BNRETEEBEL, Hln , MRFE
REBRESERIANFTERPESRBEFARIMNG  NEEELSEmU | R A FFTEHM
ok,

AXHWENEOERRNMAERVIAXRFIKBE LEEH RN,
BERRE
. RV34x% 5l

R

- 1.0.1.16
- EFUIN B BAX R HEAA  BETHMAEIITHERE  FRERIENEETm.

HERV34xR Y HET LEE T RH N

%2 75 3 H
TB1IEZBHENETWebHZARRRF , AF%ERFirewall > Access Rules,

- Firewal

Basic Settings
(Access Rules|
Network Address Translation
Static NAT
Port Forwarding
Port Triggering
Session Timeout
DMZ Host

HB2 1EIPv4ERIPV6 Access Rules™d |, B HAddBIZFTM NI,


https://software.cisco.com/download/home/282413304

AEE : ERVMxRFIHB L , HFZILUBE2025A N, FEARHFIH |, FERHIPV4,

Access Rules

IPv4 Access Rules Table
Priority ~ Enable Action Service
201 v Allowed IPv4: All Traffic
202 v Denied  IPv4: All Traffic

e )

$B3. %P Enable Rule StatusEiEHELLE BAHLM,
Rule Status: @ Enable

SRAFRFETHRESD | RBERBEEARVFERIELHIE.
AR EAHIF | EFEAllow,

P o3

‘ Deny
Services: coearve VB

S5 MServices TR EEH | IERRABBAFRIELIFTERE,
X EABIG | EFRAl trafficeo RFFIERE.

Servces: VRS | aitaic

T BGP
e e *  DNS-TCP
Source Interface: WAN1 s E;‘PS-UDF’

-~ aEE = 2 rTh

HP6.MLog THRER | EE —METNBERHRFICRATERELNRE, BEIE :

. Never — BHABKIZEFRAIEFZIEMAFNIELNRE.
- True — BRHBNICRERBTENRE,

AEE : EABIG |, &EiENever,



True !
Source Interface: e -

FIRT7 . MSource Interface TR EEF | ARMAHRIREPEARABREIEFZED, EIMN
TFE

- WAN1 — ZRBLUEA T REWANTHRE,
- WAN2 — ZRBEQUE A T REWAN2H R E,
. USB1 — KEE{UEA TRBEUSB1HRE,

. USB2 — REE{UEA TRBEUSB2H R E.,

.- VLAN1 — REEPUE A TREVLANT,

- Any — RESER TEMEO,

AR NREETFANEMREM(VLAN) , MVLANETURF EREHRP. EARGIP , %EEF
WAN1,

Source Interface:

WAN2 E
Source Address: USB1 v
Destination Interface; usB2 #

VLANT '
Destination Address:  Any v

FBR8.MSource Address THI KB | EEERNARKENIR, EIE :

cAny — FROG N AT MK I TP, MRERHET | ERESE12,
CEANP - FRERTFEAETNRIPH A, MRERIET | EESE,

- IPSEE — REEER TIPhut ES5EE . MREFLHIED , HHELSE10,

- FR —REERATEANTFN, RIERLEDN | EHRES R,

AR EARGIT , EFEAny,

Source Address: gj
ingle IF L

Destination Interface; IP Range
Subnet

Ak

Destination Address:

B9F., (FEk ) EESLHFERTENP , MAENANKEEENPI , REHES
2%,

AEE . EAHFI+ , £/H200.200.22.52,

—




Source Address: Single IP v 1200.200.22.52

105, ( Wik ) MREFSSPEFETIPEE , WEAMMNIPHLF B P ARHNER
1Pt

AR EAHIF | 200.200.22.22 AR IPH#biE , 200.200.22.34 BIEL RIP# L,

Source Address: IP Range 401 200.200.22.22 To | 200.200.22.34

B11F, ((WHE ) MREFESSHIEFET FW , EMAMEIDRES BRI T MHE LN A K

o

X : EAPHIF |, 200.200.22.1 BEFMID , 24 AEF MBI,

Source Address: Subnet + 1200.200.22.1 [ 24

$ 1 12.MDestination Interface TR X £/ | NN A G R KENE HE B IS RE®RZFEA,
EIAIEWANT, WAN2, USB1. USB2. VLAN1FIAny.

AR BRI, EFEWANT,

Destination Interfa

WAN2 L
Destination Address: ;51 v

USB2
VLAN1

Any
Schedulina

%13 MDestination Address THIK$E H | IRIZFER AR BAR, EIHAny, Single IP,
IP Range. Subnet,

AR BRI, EFEAny, BRESRIT,

Destination Address:
Single IP
IP Range
Subnet

Srhadiillinm
F14%, (W) MREF13L5H%EFE TSingle IP , FHNEN AR RIEH AL NP,
X EARBIF , £H210.200.22.52,



Destination Address: @ Single IP v+ 1210.200.22.52

8155, (Wit ) MREF1BSFEFTIPERE , BHEMENIPHE I FER P BN
1Pt

AE ;ARG | 210.200.27. 22 AER R IPHLE , 210.200.27 34 FAEL RIPHbut, BkEDR
e

Destination Address: | IP Range 5 1210.200.27.22 To | 210.200.27.34

HIR16. (k) MBESTRISFERT FM , FW ARG R E X BT MED UK AR
A& o

XM : EAHIG | 210.200.27. 1 BEFR it , 24 AEFNBE,

Destination Address: = Subnet + 1210.200.27.1 /| 24

FPR17.MSchedule Name T3k | IR EN AL RENITR, BETHOAEEITX , &
Sk,

Scheduling
ANYTIME

Schedule Name: v BUSINESS lic
| EVENINGHOURS B
l | WORKHOURS

Apply Ce

SE18. B EHNMA",


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5385

Access Rules

Rule Status: Enable

Action: Allow -

Services: . 1Pvd IPvg | All Traffic ~
Log: True 5

Source Interface: WAN1 =

Source Address: Any =

Destination Interface:  WAMN1

Ak

Destination Address: | Any

Scheduling

Schedule Name: | BUSINESS + | Click here to configure the schedules

oy ] [ Concal |

BIEMZEERVRASI B AR LRSI T RIFN

Y8 7 R HLI
HER1EIPVATIPVE TG RIFN R A | 5 EE E R 75 RIMN 5510 B9 & I%4E

AR EARHIF , EIPVATTEANRS | EEE TR,

IPv4 Access Rules Table
| Priority  Enable Action Service Source Interface
@ 1 Allowed |IPv4: All Traffic WAN1
2 v Denied  IPv4: BGP WAN1
3 Allowed IPv4: FTP WAN1
201 v, Allowed |IPv4: All Traffic VLAN
202 Denied  IPv4: All Traffic WAN
Add | | Edit | | Delete

S22 BT RE



IPv4 Access Rules Table

Priority  Enable Action Service Source Interface
1 v Allowed  IPv4: All Traffic WAN1
2 v Denied  IPv4: BGP WAN1
3 v Allowed  IPv4: FTP WAN1
201 v, Allowed  IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add | | Delete
S, (Wit ) EEREFIT , BHFEG AT GRE R,
Schedule Configure
BUSINESS Delete | [ Up | [ Down
BUSINESS Edit | | Delete Up Down
ANYTIME Edit | | Delete | | Up | | Down
ANYTIME
ANYTIME

SRAEMBESH,



Access Rules

Rule Status: Enable

Action: Allow =

Services: «  IPv4 IPve  All Traffic v
Log: True =

Source Interface: WAN1 A

Source Address: Any =

Destination Interface:  USB1

4k

Destination Address: | Single IP 4 192.168.1.1

Scheduling

Schedule Name: BUSINESS ¥ Click here to configure the schedules
Apply l Cancel

S5 B MA.



Access Rules

Rule Status: Enable

Action: Allow =

Services: . IPvd IPv6 | All Traffic =
Log: True =

Source Interface: WAN1 A

Source Address: Any —

Destination Interface:  USB1

4k

Destination Address: = Single IP = ' 192.168.1.1
Scheduling
Schedule Name: BUSINESS ¥ Click here to configure the schedules

==

B6L, (k) EEREEFPHRMNMMLEE , FEETEBIIRE RN AIUpELDown
#

o

AR HEAANEBHTEN  E2EERRUNELBR TR —F. EXHD , RER1F
-Fgo

IPvi Access Rules Table
l 1 Allwed [P Al T... VAN Ay USB1 19216811 BUSINESS | Bt | | Deleis | | Up | | Down I
n g ' Ty T Ay BUERERE | Dot || Deee | Lo | |
3 Alowed 1PV FTP  WANT Ay USBZ  Any ANYTIME [ Edt | [Detets | [up| [ Down |
201 Alowed  IPvd:AIT.. VLAN Ay WAN Ay ANYTIME
202 Denled Py AN T,.. WM Ay VLAN  Any ANYTIME
[ Ada |

AR BRI, REFATENR TR2,



| iPvé Access Rules Table

Priority ~ Enable Action Serdce Source Infer... Source Destina... Destination Schedule Configure
1 Denied  [Pvd: BGP WA Any WANT Ay BUSINESS [ Edit | | Delete | [Up | | Down |
| B . Allowed |Pod: AR TE.. WANT Ay USB1  152.168.1.1 BUSINESS | Edit | | Deiete | | up | | Down |||
3 ’ Allraad P FTP WAMN1 Any UsSB2 Arry ANYTIME Edit | Delete J _I.JL‘ Daean
20 " Alwed P ARTE.. VLAN Any WAN Ay ANYTIME
202 Deanied |Pwd; AN Tr... WAN Any WLAN Any ANYTIME
FAudd |
PSR7.BHMA"
Access Rules
' IPvé Access Rules Table
Priority  Enable Action Service Source Inte
1 v Denied |Pvd: BGP WaAN1
2 7 Allowed  IPwvd: All Traffic WAN1
Allowed IPv4:FTP WaAN1
201 J Allowed  |Pvd: All Traffic VLAN
202 J Denied IPv4: All Traffic WAN
i Add |
' IPV6 Access Rules Table
Prigirity Enable Action Senvice Source Inte
201 J Allowed  IPvE: All Traffic WLAMN
202 v, Denied IPvE: All Traffic WAN

[ A

| Restore to Default Rules | | Service Management |

WE , BRIZERIIRERVIIXR T B LM HRIMA,

i B 5 1) AL

HPR1FEIPVATRIPVE TG RIF N R A | 35 ZEM BRAY T3 (R BRI 35 30 1Y B4R
AR EARRHIF , EIPVATTRANERS | EFR TR,



~ Priority  Enable Action Service | Source Interface
@ 1 v Allowed IPv4: All Traffic WAN1
1 2 v Denied IPv4: BGP WAN1
- 3 v Allowed IPv4: FTP WAN1
201 v Allowed IPv4: All Traffic VLAN
202 v Denied IPv4: All Traffic WAN
Add Edit Delete

S22 HRT H M Deletemk & & Configure 5l H #Y il B 12 40

~ Priority Enable Action Service | Source Interface
1 v Allowed IPv4: All Traffic WAN1
- 2 v Denied IPv4: BGP WAN1
3 v Allowed IPv4: FTP WAN1
201 ” Allowed IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edt | [__Delete ]

SR3BTHNA"



Access Rules

| Priority = Enable Action Service Sourc

) 1 v Denied  IPv4: BGP WAN1

) 2 v Allowed IPv4: FTP WAN1
201 7 Allowed  IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edit | Delete |

~ Priority = Enable Action Service Sourc

201 v Allowed IPv6: All Traffic VLAN
202 v Denied IPvG: All Traffic WAN
Add Edit | Delete

Restore to Default Rules Service Management

SEITE R % E AL I BRRV34x R 51 B8 A 8% LAY 15 BRI,

EFEAREREA. ...
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