ERV34xR I HES LB E N RS
7

NG RIREER LM IR 28 , EBELRENME , B8 THEZMTENRE |
RAREBRESHIR. NMARFHNTERFIMEGETIRZNNAEEETR, NRHEL
BEAR(WAP)EZIIBRHER | BMEHRFED L TFSIEL R EEEIIWAPHEMENARE.
XRIRLKBEIERFHRIELENA,

A EFEMERAOMAERANAREH QS MFEHEEERVIAXRYIEEHES LB EN AR,
BERRE
. RV34x%& 5l

R

- 1.0.02.16

Ac i R A 2
B MRS

TER1.EBFIETWebWZARF , AE1EEFConfiguration Wizards > Launch Wizard....

)

i _ . : -
e tled RV340-routerd4652C cisco ... | English 9 0 CS

Getting Started

Configuration Wizards
‘Q Status and Statistics

Administration

Initial Setup Wizard

System Configuration

WAN (T Rz 1e B This wizard can be used to perform the initial setup of the router.

LAN

Routing Application Control Wizard

-
%
Q
&

Firewall

{110 R1Yr21ge B This wizard can be used create an Application Control policy.

VPN

Security VPN Setup Wizard

{1l

-4 P

(=TS RAYFEI(C M This wizard can be used create a Site to Site VPN tunnel.

SR B H I REBRA AR AN FZHRR. BINMER TRERALIhEE,



Application Control Wizard

Application Controller: On O Off
1. Policy Name

Enter a name for this ‘
policy:

H]3.fEPolicy NameFER P N RSB 2 —B . WBMTAEBEEERIEB®RES.
XE : EA&HIG | £ FMobileControl,

Application Control Wizard

Application Controller: ® On O Off
1. Policy Name

Enter a name for this

. [ MobileControl ]
policy:

53%4.$a-:l“—l:_5'”0

SRS B RERE , EUNARFESAR TREBENS BN,

) Enter the application names to be blocked: BR=|}s
o 1. Policy Name
2. Application Name Application List Table ~
Category 9 Application $ Behavior ¥

SR REEMRBZLN+ , BAAERFRINBENA, RE , BEEERMERIRETF
K7, BREETREEBN BT

EE : EALD  ITHRRERERIFHIZES.



+ O Adult/Mature Content
o 1. Policy Name + O Business/Investment
+ (O Entertainment

2. Application Name + (O _lllegal/Questionable
- O IT Resources

+ O Streaming Media

__________________ s

+ (O Shareware and Freeware

__________________ s

+ (O File Hosting / Storage

__________________ s

+ (O Web based email

__________________ s

+ (O Internet Communications

N 1

HURT SR ERN AT REE R KB 735 9 EIEAE
AR ERGIG , BEREARN Internet BERITRRTHF3EA , BERB




+ O Adult/Mature Content
0 1. Policy Name + O Business/Investment
+ O Entertainment

2. Application Name + O lllegal/Questionable

- O IT Resources
+ (¥) Streaming Media

g8, (At ) REENAIRBHNAZULN TR, REFEESLRTSR, £WEH .

- ATFMBEE — AT BERH L,
- A — RV,

- FRIE — BEEHMA L,

- FIEM B & — BEHPE LE i,

XX : Bidit##System Configuration > Log , HR1EM H25 /5 ALogging. %+ /5 AEIEAE
, RIEEEHRA,

O Adult/Mature Content

Q 1. Policy Name Business/Investment

2. Application Name

Entertainment
O lllegal/Questionable
= IT Resources

+ = Streaming Media

o+ o+

#d Freeware

Permit & Log

Permit
Block Storage

Block & Log

AR : EARGIF | BlockR TR,
SRR.BEHNMA. LREEEREERERSHNE =TT,



+ O Entertainment

+ .
0 1. Policy Name O llegal/Questionable
- B ITResources

2. Appiication Name + @ Stieaming Media

Block v

+ O Shareware and Freeware

- ¥

T O File Hosting / Storage

+ 0 Web based emal

- |V

+ & Intemet Communications

Block v

+ O Lifestyle/Culture
+ 0 Other
+ O Security

Cancel

X : “SIAFIER"(Application List) R MIFE A AL IR S .




) Enter the application names to be blocked:
O 1. Policy Name

2. Application Name Application List Table ~

Category $  Application $§ Behavior 3

Streamin...  Musical.ly DataFlow
Streamin...  Plex DataFlow
Streamin... AppleiTun... DataFlow
Internet C... AIM Login

Internet C... Gadu-Gadu DataFlow
Internet C... Facetime DataFlow

Internet C... FreePP Messaae

Back .!&. Cancel

SR10. BT T —FH"# AR 7T,

_ Enter the application names to be blocked:
o 1. Policy Name

2. Application Name Application List Table ~

Category $ Application ¥ Behavior 3

Streamin...  Musical ly DataFlow
Streamin...  Plex DataFlow
Streamin...  Apple iTun... DataFlow
Internet C... AIM Login

Internet C... Gadu-Gadu DataFlow
Internet C... Facetime DataFlow

Internet C... FreePP Messaqge

Back .!&. Cancel

HPR11.MSchedule FTHRIFIFRH | EFEMIRE R ITR]. ETAT ER 2 BT E LAY B E) 2R T 5+
o BEREITX , BRERSKRE>ITTR. £ Next




Select the schedule to block A 5 —
D 1. Policy Name the application: pindnles V|
O
o 2. Application Name ANYTIME
BUSINESS

EVENINGHOURS
3. Schedule
WORKHOURS

2,

Back Cancel
AEXE . EARHIF , FHAways On,

H 12 8533 ASummary . Application Control PoliciesRINEEE B OB BRIREE, £
RERNED , E58ENREH L2 HRR. SR HEREMEHIRE,

Policy: MobileControl
o 1. Policy Name

Application List Table ~
o 2. Application Name

Category ¥  Application 3 Behavior ¥

@ 3. schedule
Streamin... 56.com DataFlow
Streamin... Amazon In... DataFlow
Streamin...  Baidu Video DataFlow
Streamin... Baofeng Vi... DataFlow
Streamin...  Bild DataFlow
Streamin... CinemaNow  DataFlow
Streamin...  DailyMotion DataFlow

Back Cancel

SRIBFHF—NBHEQ , ERENNAEFREEKIDIRE, Click OK.




Success

o Congratulations, your Application Control Policy has been

set up successfully.

SRI4ABEEFFHERE , ESMZESecurity > Application Control > Settings.

%) Routing
Application Control Apply Cancel
B Firewall
=] VPN Application Control: @ On O Off
Application Control Policies ~

+

O Policy Mame # 1P Group # Schedule Name $ Enable %

0 MobileCaontrol Ay Always On I3

Client Si

Web Filtering

W |, ERZ BN N A 2 [0 S A ZhBc B M A 12 SR B

B FaER
AR N TEIOSEENKE , S0 XE®R -5 E LAMAREKRE,
SR1IBZIETWebNSARRF , RREERE">"NMARH



2

Application Statistics

Client Statistics

S PR2 % $0n Application Control #3% 3R S /5 A Application ControlZhag. ERINER TEH

ZIEE,
Application Control

Application Control On O Off

Application Control Policies

+

[0 Policy Name % IP Group %

Apply Cancel

Schedule Name % Enable %

0 MobileControl Any

S|, BRI N,

Application Control
Application Control: @ On O Off

Application Control Policies

+

[0 Policy Name % IP Group %

Always On g

Apply Cancel

Schedule Name % Enable %

0 MobileControl Any

Always On g

S4B N IR BIZRBE” (Application Control Policies)ZR & H #Y N5 B AR LA 8 28 B A 2 4I5R



B

Application Control: @ On O Off

Application Control Policies

w6
0O Policy Name % IP Group % Schedule Name % Enable $
O MobileControl Any Always On 4

S| AN REAEEH, LEFTEBETETRIBERER.
EE : EARBIF , 5 HSportsPolicy.

Policy Profile-Add/Edit

Policy Name: SportsPolicy

Description:

Enable: O

Application:

ST R FERA , NRIEQIREA,
XX : EAHIH , £ ABlock all Sports.



Policy Profile-Add/Edit

Policy Name: SportsPolicy
Description: Block all Sports
Enable: O

Application:

HPR7 1% P Enable & & HE LUBUE L 45 E K o

Policy Profile-Add/Edit

Policy Name: SportsPolicy

Description: Block all Sports

Enable:

Application:

SR BT RBM AR FREELMAREN A RBENSH.



Policy Name: SportsPolicy

Description: Block all Sports

Enable: v

Application:

HPROIEPEN AT R KRB FRA N ERAE

Policy Profile-Add/Edit Categories

+ O Adult/Mature Content
+ (O Business/lnvestment
+ O Entertainment

+ O lllegal/Questionable
+ (O T Resources

+ O Lifestyle/Culture

+ O Other

+ O Security

SRI10.BTHEBRIFUN+ , RITAETRFRINBENR, RE , BEEERARIRET
K3, FROENEHEPN R

AR EXRHIHR  EFERKRAAE,



4+ (] Adult/Mature Content
4+ (J Business/Investment

= | [J Entertainment

+ O Travel v
+ O Entertainmentand Ats = o v
+ 0O Games e v
-0 Sports | mmmmmmmeee— e v
4+ 0 24 HeuresduMansR = ——--mm-mmmm——- v
+ OO Espn e v
+ O Eurosportcom | —emmmeeeee o v
+ O MLBcom o v
+ O NASCAR e v
+ O NBA v

BNML, (k) REENAIRBNNAZIN TR, BEFEESIIR, E0E

- RTEMBE — RTFBHTERAIEF,
- RV — RTEIE,

- FIE — BURHMAELE,

- FRIEA B & — SRS L F i

XX : EAHIF |, R Sportsit#EBlock & Log.



+ [ Adult/Mature Content
4+ ([J Business/Investment

= [ Entertainment

+ O Travel v
4+ (O Entertainment and Arts -
+ O Games v
= [ Sports Block & Log E|

+ O 24 Heures du MansR

N Permit & Log

+ - Espn Permit

+ O Eurosport.com Block

+ O MLB.com : . :

+ (0 NASCAR Block & Log v

+ O NBA Block & Log v

+ [ Topps KICK 15 Block & Log ~

S PR12. Application List TablefHEFRFTEX BB A, #£F Apply.

Policy Profile-Add/Edit Categories Back
+ (O Entertainment and Arts | —mmmmmmmmm &
+ 0O Games e &
= [ Sports Block & Log v

+ 0O 24 Hefires du MansR Block & Log ~
4+ (O Espn Block & Log v
4+ () Eurosport.com Block & Log v
4+ O MLB.com Block & Log v
+ O NASCAR Block & Log ~
+ (] NBA Block & Log v
4+ (] ToppsKICK 15 Block & Log v
+ O WWE Block & Log v

$I13. MDevice Type THIFIFRH |, REFETENHIEIWIRDE B IR, —IXRBEEEFE — NI
° ﬁlﬁﬁ .

- ANY — JE 5 IR T AR SR B N A TR IR % o



BEk — ERNET RN ATERGL (HlHPEREEEHKL ).
- ITEN — &R AT KRR A T it E L.

. Game_Console — 1% th 1E T AT 5 5K B& N A T i3 Ao

- Media_Player — 1% th 1 T ] 5 SR B& N A F IR B B ESo

- BE) — BRI A REEN A T BHER,

- VoIP — 1£$% It % 11 7] 5 K B& B2 A3 T Voice over Internet Protocoli% & o

AR EARHIF  EFANY,

IP Group: Any w
Device Type: ANY v‘
15 )
Sl Camera

Computer

Exclusion List Table came conscle

Media_Player

<4 Mobile

VolP

L) Type 5 S —

HB14. MOS Type FHIFIRF | ERFEFEHWIRIERZ(OS)e —RRBEEE -1, KN
B

- ANY — RN TEMXBENRERSE., XRRINRE,
- Android — R SR B B2 FAndroid R E R 4L

- BlackBerry — {Xf§ 5 B& B i TBlackberry OS,

- Linux — SR B& B A T Linuxi@ER S,

. Mac_OS_X — {XF K B& B A T Mac OS,

- Hth — RN A T RIIENBRERS.

- Windows — ¥ K B& M A T WindowsRER 4,

- iI0S — N fF K BE M A FioS 0S,

AR EARBIR , EFEANY,



IP Group: Any v

Device T‘y'l]E: ANY B
OS Type: Camera
Computer
Exclusion List Table came console
Media_ Player
+ (7 ]‘T,‘[ Mohbile
O Type ¢ VIR

SB15.MIP Groups THi 5l X AR RIPA, T AJRER 2 s B EMEMIPEAMRF. BRIAER
Any,

Application List Table

Category ¢

Android
BlackBerry

Linux
Mac OS5 X
Other

IP Group:

Windows

05
0S Type: ANY H

Device Type:

58165, (Wit ) BEURIIRK THMSEIR , FEER - NKBE PR,



IP Group: Any 4

Device Type: ANY v

OS Type: ANY v

Exclusion List Table

+) (& T
& Type = IP/MAC % Device Type = OS Type =
& | Any v Any ANY ~ ANY ~

HR17 MType THRIFIRF | EREENRBEPHERRAVBULRE  EIA

- MAC — EEENEKBE P HERRFIMACHE 1L,

- IPv4 IPi#isit — 15 TE EMRBE P HEBRAY £ /NPv4 it

. IPV4 IPSEE — IEEEN KD HEBRMIPvAE It EHSEE .. E/8NFRP M ARRBIPH I
ZRIPHL,

- IPv6 IPi#isit — 35 7E B MR BE P HEBRAY £ /NPv6 i it

. IPv6 IPSEE — IEEEMN KD HEBRAIPVe I I EHSEE . E/NFRB M ARRBIPH I
ZRIPHL,

XE : EAXGI , EHIPv4 IPHLE,

Exclusion List Table

+ (@ W
& Type IPIMAC = Device Type ¥ 0S Type 2
& | Any v Any ANY v ANY

Any
MAC

IPv4 IP Range
Schedul IPv6 IP Address s On v
IPv6 IP Range

SBR18.EIPEER i AIPv4 it
XEE : EAHIS | £5192.168.1.114,

Exclusion List Table

+ & W
& Type IP/MAC % Device Type = OS Type =
&  IPv4 IP Address |v 192.168.1.114 ANY v ANY v

FR19IEFREMRH P HRAVIRERE,
AR EARBIR , EFEANY,



0S Type: ANY

Exclusion List Table

ANY
Camera
Computer

Game_Consaole

+ El” @ Media_Player
& Type % IP/IMAC % Mobile
VoIP
&  IPv4 IP Address |~ 192.168.1.114 ANY
FR20.EFENRIEPHERRIVIRERSRE,
EE  EARBIF , EFEANY,
0S Type: ANY L
ANY
Camera
Exclusion List Table
Computer

+ @ w

Game_Console

Media_Player
& Type % IP/MAC % Mobile
VoIP
&  IPv4 IP Address |~ 192.168.1.114 ANY

0S Type =

[V] ANy -

0S Type =

[v] ANy =

HPR21.MSchedule FTHIFIFRH | EFEMIRE R ITR] . EIA 2R 2 51 E LAY B E) 2R M 5+
. EREIR  BHRERSEE>ITTR.

AR EXRHIR EEBEITH,

Exclusion List Table

+ @ @

M Type IP/MAC =

Device Type ¥

0S Type 2

& IPvd IP Addre ANY

ANYTIME
BUSINESS
EVENINGHOURS
WORKHOURS

Schedule: Always On

S22 BEH DA

P23, (Wit ) EXARFERE
Broim 0009

AR MREXAREFUEE , FFLNETRERFIRIEE,

Cancel

, 15 R diSave B #r.

W , BRZEHERVIAXRFIBE AR EACHEE T M AZHIZhEE,

v ANY -



BARRELRIAANABFE | RVI4xR TR HZRE LR (FAQ)
MR T — e | B ATRERNEBIEMXE | RV34xXRFIEK 2R m R



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5538-rv34x-series-router-frequently-asked-questions-faqs.html?dtid=osscdc000283
https://www.cisco.com/c/zh_cn/support/smb/product-support/small-business/routers-340-family.html
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