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VPN Client Connection Using a DN5 Server
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IPSec VPNiX B A& E
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Setup

Server Enable;

MNAT Traversal: Dizabled Edit

Phase 1 Configuration

Pre-Shared Key: Testkey

Exchange Mode: Main -

Encryption Algorithm: DES -

Authentication Algorithm:  MDS -

DH Group: Group1 (783 bit)

IKE SA Life Time: 3600 Seconds (Range: 30 - 85400, Default: 3600}

Phase 2 Configuration

Local IP: Subnet «
IP Address: 1592.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 255.255.255.0 (Hint: 255.255.255.0)
IPSec SA Lifetime: 28800 Seconds (Range: 30 - 85400, Default: 28300}
Encryption Algorithm: DES -
Authentication Algorithm:  MDS -
PFS Key Group: Enable
DH Group: Group 1(768 bit)
| Save | | Cancel |

SE2BIITERC EHEEERV130MIPSec VPNIRS 88, MR IPSec VPNIRS S AEEREE
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Setup

Caonfiguration settings have been saved successfully

Serer Enable: i

MAT Traversal: Dizabled

Phase 1 Configuration

Fre-Shared Key: Testkey

Exchange Mode: Mlain -

Encryption Algorithm: DES -

Authentication Algorithm: — WDS -

OH Group: Groupl (768 bit) -

IKE SA Life Time: 3600 Seconds [(Range: 30 - 86400, Default: 3600)

Phase 2 Configuration

Local IP: Subnet =
IP Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Wask: 255.255.255.0 (Hint: 265.255.255.0)
IPSec A Lifetime: 28800 Seconds (Range: 30 - 86400, Default: 25500)
Encryption Algorithrn: DES -
Authentication Algarithm: — MD5 -
PFS Key Group: Y| Enahle
DH Group: Group 1768 bit]) -
| Save || Cancel |
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$83 SfnZIVPN > IPSec VPN Server > User. R E RUserl Eo

User

User Account Table
Userlame Password

Mo data te display
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—— H "
VPN Site Configuration 2.5

General | Client | Mame Fesolution | Authenticatic) * | *

Rerate Haost

Hozt Mame or [P Address Part

| 500
Ato Configuration ke canfig pull -
Local Host

| Adapter Mode

lze a virtual adapter and aszigned address -

MTLI Obtain Autormatically
1380 Address
Metmask
[ Save ] | Cancel

P IR2 1 Generab£ W+ T I Remote HostEl 7 , M AZ I EZNREZN LB N A DIPH
ik,



"VPN Site Configuratior )

General | Client | Mame Resolution | Authenticatic) * ¢

Remote Host

Host Mame or [P Address Fort
G i 500 )

Ato Configuration | ke config pull - |

Local Host
&dapter Mode

Uze awirtual adapter and azzigned addreszz - |

FTU Obtain Automatically
1380 Address

Metmazk

Save ] | Cancel

X BEREEOSEBENBRIAES, I THEVPNEREI/E , RRE#EAUDPE 0500 , ZisO
RIR BN A ER AtE E# RISAKMPTHRE,

S PR3.7E Auto Configuration N L5k |, i%1Fdisabled.



| VPN Site Confiquratior |

General | Client | Hame Fesolution | Authenticatic| * | *

Rerate Haost
Hozt Mame or IP Addresz

Auto Configuration ke config pull
dizabled

Local Host ke config pull
ke config puzh

Adapter Mode dhcp over ipsec

ze a wvirtual adapter and azzigned address -

tTL Obtain Autormatically
1380 Address

Metmask,

J | Cancel

ARRTUE LT -
BEA - ZRAEMEIEIREE,

‘IKE Config Pull — AFEFHMITEIIREER. EHEVNZFPUIGZENERT , HRIE
[ % F i IR B 5 ko

IKE Config Push — it A2 EZNMEELSEFAFE M RRMARE, EITENXE
Push77ZER T , EREEFF iR X IFHIREI R

‘DHCP Over IPSec — EEFiw B Hl2BIIDHCP over IPSec NIt EHIERIZE,

S P4.7E Local HostEB5 # , 7EAdapter Mode T 1151 & 1% 4% Use an existing adapter and
current address.



| VPN Site Configuratior —-

General | Client | Hame Fesolution | Authenticatic| * | *

Rerate Haost
Hozt Mame or IP Addresz

Auto Configuration dizabled

Local Host
Adapter Mode

Uze a wvirtwal adapter and aszigned address

=& a wvirtual adapter and azzigned address
Uze awirtual adapter and randomn address
Uze an exizting adapter and current addreszs

Metmask,

[ Save ] | Cancel

A AETE LT

FERAELEERSEMOENt — AFEFIRERAEEREELINELGEESS/EN HIPsecE
ERR.
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"VPN Site Confiquratior —c—

General | Client | Mame Fesolution | Authenticatic) * | ¢

Firewall Options

MAT Traversal dizable

dizable
enable
farce-draft

MAT Traverzal Port
k.eep-alive packet rate

IEE Fragrmentation

b atimurm packet size

Other Optionz
Enable Dead Peer Detection
Enable 15AKMP Failure Matifications

Enable Client Login B anner

Cancel

A A #INetwork Address Translation Traversal(NAT)E8IETUE LT -
2R — FREANATIMY R,
B — RESVPNRXENHERREE R~ EH ERMEINATE , F2FERANATIHNUY &E.

-Force-Draft — S EANATHUY BEDrafthix 4 , M A RVPNRXRBEDEHPRR I
A BINAT,

-Force-RFC — fFEANATIHMYUMRFCIHRA , MARVPNRXZAEMBHBERIIEEK
M ZINAT,

-Force-Cisco-UDP — & ENATHIVPNE Fimsg & UDPE %,

S BR6. %8 &5 Name ResolutiomEI+ , IR EF ADNS , 5t Enable DNSE£#E, MR IY
REEBFEEREDNSIRE , HHUEEFTEnable DNSEIE1E,



Client | Mame Rezolution | Authentication

DM3 | Split DNS | WINS

&nable DMS Obtain Autormatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DS Suffis

] | Cancel

FSW|7. (L) MREHZREMXBEENZIFERERR , NMXEES B3RHUDNSIRE, &
, F5¥ FObtain Automatically S £ E RS SBUEER , HF o A B MHIDNSIRSS S5 ttb it



"VPN Site Confiquratior ]

Client | Mame Rezolution | Authentication | Phase * |

DMS | wiNS

Enable DS EI btain Automatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DS Suffix

Cancel

FIRS. ( "Ik ) B Name Resolutioni£ T+ |, 1R E F A Windows Internet Name
Server(WINS) , £ Enable WINSEi£1E, MRZEHNZEMKEEN XFEERKE , MiZ
X EEW BB IRMHWINSIRE, BN , 5K IEObtain AutomaticallyE £ E R B EEUHER |, H
FhiaABRHWINSIRS 25 it .



Client | Mame Rezolution | Authentication

DNS | Split DNG | WIS

OEnaI:nIe WIS Obtain Autormatically
Server Addressz #1
Server Address H2

Cancel

XE  BYRMAWINSEERFE , ErimNEBERAMLTZREE AMEFNIRSSSHEAT
WINSE . XEZIRFEALE — BBV ERRBHEIZEWindowsM SRR IEEEF A,
WINSHR S 2888 % B T Windowsi5 12 4|25 & SambafR 5528,

SR B Authenticationit I+ |, A5 7EAuthentication Method T $i 51| 3k A 3% $#Mutual PSK
+ XAuth,



' VPN Site Configuratic

Client | Mame Fesolution | Authentication | Phase *

Authentication Method | Mutual PSE + #duth

. Hybrd RS + Hbuth
Local ldentity | Bemat Hybrid GRP + *éuth
Mutuial BS54 + =auth
|dentification Type  NEIEN ST

|IP Aiddress

butual RS
utual PSE.

Addresz String

Uze a dizcovered local host address

Cancel

AARENLNT :

BERSA +F RRIE — AEEFFRFIE. B WHEXMXHTEHRIE, FIERRA
PEME{PKCS12iE F 3 #F 5 2 40 XA SR B FE Ko

BAGRP +F BRI — FEEFFIREIULE. BRWRSNMNXRTEHRIE, FiIDLHRA
PEMEPKCS12IE # X M A Z R A F R BRI,

WITRSA +§ RBIE — FFmMMXBRFERHFEHRTHORIE. TIEFRAPEME
PKCS12IEH X ZARBE TN,

WEAPSK +f BRIE — FFRMNXHBRERTIEHITEORIE. TRERARAEZAFH
ES): OB 2w

-NERSA — EFHHMMXEEEEZREHITHEHRIE, FILFXAPEMIBEPKCS12iE X4
RZARBNE R,

WEPSK — FFiRMMXBFEZTIERTHHRIE. TRFRAXAZEZAFTHFENER.

H R 10.7E AuthenticationZB 2 & |, B Credentials ik I+ , RIS 1E Pre Shared Key= B H %
ANI&IE IPsec VPN Server SetupﬁiJ:EEEE’J B—fHt =54,



Client | Mame Resolution | Authentication | Phase| 4

Authentication Method | hutual PSE. + =duth

Local Identity | Femote ldentity | Credentialz

Server Certificate Autority File

Client Certificate File

Clent Private Key File

J

SB11. R Phase 11&0l+, BEU TS , FEEARXRHIPSec VPNARS 25 BLiESE
25 HRV130/RVIOWEL BV iR EFE[E.




! Fid SIe | | X |

Mame Fezolution | Authentication | Phase1 | Phal * ¢

Proposal Parameters
Euchange Tupe mair -
OH Exchange group 1 -
Cipher &lgarithm des )
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
|| Enable Check Paint Compatible Yendor 1D

Save | | Cancel

Shrew Softf IS8R 5/ 1R HIRV130/RVISOWEL B LEE , 0 FATR :
-“Exchange Type” R 5“Exchange Mode” L,
“DHXR "R 5 “DHA " L E
SRR RS N R TR
“RHBEER NS ORISR T,

HRR12. (k) MREBHMKEF 1M BN RREERFZBMNEID , EiE+Enable
Check Point Compatible Vendor IDE £, MEMXEEREBTAE , TEUHEP L E%E

o



Marne Resolution | Authentication | Fhase 1 | Pha | *
Proposal Parameters
Euchange Tupe mair -
OH Exchange group 1 -
Cipher &lgarithm des -
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
| Save | | Cancel

H]13. KdiPhase 2T+, BEN TS , EEERHMIPSec VPNARZS 55/ AL iES
2:5 L HRV130/RVI30OWEL BRI IR B MR




VPM Site Configuratia [—c—

fthentication | Phaze 1| Phase 2 | Policy

Proposzal Parameters

Tranzforrm Algarithr [gsp-u:les

Tranzform K.ey Length

PF5 Exchange group 1

HMAL Algarithm [[Lmdﬁ

Compress Algaonthm | dizabled

E.ew Life Time limit (: EEEE@ Secs

E.ew Life Drata limit 0 Kbytes

] | Cancel

Shrew SoftH #9581 K1 LB 552/ EX R BIRV130/RVISOWEL B , M TR :
R EE N S IR E R IR
“HMACE LR 5 B 3 3 ilE 8% Tt

‘PFS ExchangeRIi%5“DHA’ILE ( f1EERV130/RVI30W LS A TPFSH4AA ) , B
, 5%k disabled.

“Key Life Time Limit"Bi5“IPSec SA Lifetime”tH,
L1425 Policy£T+ , H1EPolicy Generation Level 1% & f & #require. Policy

Generation Leve & 4 X IPsecRBEHI R Bl . TR FIFRFIRMEHTER RS B HTE
R EESCHESERERY IPSec SATDETTH .



"VPN Site Confiquratior o

Authentication | Phaze 1 | Phaze 2| Policy [

IPSELC Policy Configuration

Folicy Generation Lewvel require vI
|| Maintain Persistent SEcurit%

Obtain Topology Automaticd unigue
shared
Remate Metwark, B ezource

kA odify

Cancel

AARENLNT :
‘Auto — F P i B 2 8 E 8 SR IPSec R R 3.
FRE —BFRIASABNRBEIHEME -T2 REK(SA), ERAZAMLNE Mk /E N 2 it K RE
ID , ERIZFE M 4 5 RIE N 2RI IDRAE ARG, 552/ BE UCRHE v R H 1) 62 FA SR g
IDo
HE— — B RN S R R ME—SA,

HE — FERMERBIERER., F2MBREICHENEER AR RERIDEN AHID , £
1£3(0.0.0.0/0)#E R ITRID,

#1515 . BUH % A Obtain Topology Automatically or Tunnel AlIEiE4E, LIETUE RN IEREE
ZE2RBENF RN, ZAN , XINTFIEE. BARE , WITEIEE.



Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require

|| Maintain Persistent Security Aszociations
cml:ntain Topalogy Autamatically or Tunnel A

Remote Metwark, Besource

td odify

] | Cancel

HER16. B HAIAUR N EEZENZREMETR. TENEE RSB ZEIKEHR, HiTRR
. MR /MR £ B FERF,



Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require

|| Maintain Persistent Security Aszociations

|| Obtain Topalagy Autamatically or Tunnel Al

Remote Metwark, Besource

td odify

] | Cancel

H N Topology Entry& A :



fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry

Type Include -

Addrezs

Metmaszk

ddd kA odify Delete

| Save | | Cancel

SRATEUFEP , WARVI30/RVIIOWH FMID, ihit B 544K IPSec VPNARS &5
2B SR 0 W S BR2 P BY IP 4 41t 7 B P B




fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry
Type | Include - |
Address 192168, 1 . O

Metmaszk

ddd kA odify Delete

| Save | | Cancel

$ 1872 Netmask=F Bt | # ARV130/RVA130WZ ith 4R () 7 58, 418 N 5245 308y
IPSec VPNARS 85 FH F BLEER 0 WV L BR2HR 1) F P IS F ER LB o




Authentication

FPhaze 1

FPhaze 2

Folicy Generation Lewvel

IPSELC Paolicy Configuration

Falicy IZII'

| require

ngpnlng}r Entry

|| Twpe | Ihclude - |
1 Address 192168, 1 . 0

Netmask

[ Ok ][ Cancel ]

Add

td odify

Delete

| Save

| | Cancel
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Authentication

Phaze 1

Fhaze 2

Folicy Generation Lewvel

IPSELC Palicy Configuration

Falicy IZII'

| require

—

ngpnlng}r Entry

Type
Address

Metmask

ok D[ corea |

| [nclude

. |

192.168. 1 . 0O

255.255.255. 0O

Add

td odify

Delete

| Saye

| | Cancel

PSB20. £ HSaver FEEIEZFIVPNIL SV ELE




fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel require - |

| Maintain Persistent Security Associations

|| Obtain Topalogy Autormatically or Turnel Al

Remate Metwark, B ezource

apd 192.168.1.0 4 255,285, 255.10

ddd || Modiy || Delete |

H 2138 [E VPN Access Managerd O LU R EERVPNIE R , AR5 ¥ HConnectiZ 4,

B I

File Edit View Help

Add Modify  Delete
iMdin
A

H I VPN Connect® O



Connect | petwork

config loaded for site © Je 2

Credentialz

Uzername

Pazzward

Connect

S22 X FUFER D |, 0 ASETEA S AU[Y IPSec VPNARSS 28 /5 /- BL B ER 55 B9 2 TR A 1R B HY K 7=

BV A B A,

Connect | Wetwork

config loaded for gite "KL DECTEDA T

Credentials

zername

Pazzword

Canmect ||

5 ¥R23. % mConnect to VPN into the RV130/RV130W,



Connect | Mebwork

config loaded for gite " EX1 FECETR]

Credentials

dzermame  TestUzer

Pazzword essssssss

=

IPSec VPNRREEE 1 , VPNE F im A LA BIRV130/RV130W LANfE HE H B Ro

Connect | Mebwork

gzp propozal configured
client configured

local id configured

rernote id configured
pre-zhared key configured
bringing up tunnel ..

Credentialz

Ilzername |TestL| zer

Fazswaord




) VPN Connect - <k j& T | =

Connect Metwork,

Secunty Agsociations

Establizhed - 1
Ewxpired - 0

Failed - 0O

Tunnel
Statuz - Connected

Remate Host - I HlRee o
Tranzport Used - IKE [ESP
[.E Fragrentation - Dizabled
Dead Peer Detection - Enabled
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